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Abstract

The multi-party payment channel is a key solution for
scaling blockchain. However, existing solutions face two
issues: (1) Lack of Bitcoin Compatibility: They rely
on smart contracts, unsupported by Bitcoin’s scripting.
Given Bitcoin’s dominance, a compatible solution is cru-
cial. (2) Absence of Conditional Payments: Current chan-
nels cannot enforce payments based on real-world con-
ditions, limiting applications like supply chain finance.
We propose Lizz, a Bitcoin-compatible multi-party condi-
tional payment channel. Lizz uses a user-managed com-
mittee to track balances, verify transactions, and arbi-
trate disputes on Bitcoin. It employs threshold signa-
tures to approve off-chain updates only when conditions
are met, deterring fraud via penalty transactions. Theo-
retical analysis shows Lizz ensures security. Experiments
in a 96-user scenario show Lizz cuts costs and reduces
overhead by 77.14% compared to Bitcoin-compatible TPC
schemes while achieving low latency and high scalability.

Keywords: Bitcoin; Conditional Payment; Multi-Party;
Payment Channel

1 Introduction

Blockchain payment channels are widely regarded as a
promising solution to scalability challenges [29]. While
they enhance off-chain throughput, traditional payment
channels primarily support transactions between two par-
ties [27], limiting their applicability in multi-party pay-
ment scenarios. A prominent example is supply chain fi-
nance, where multiple entities—including suppliers, man-
ufacturers, and retailers—engage in transactions often
contingent on the delivery of physical goods [8]. In
such cases, traditional payment channels necessitate di-
rect connections between all involved parties, leading to
increased costs and scalability constraints. Therefore, de-
signing an efficient payment channel solution that sup-
ports transactions among multiple parties is necessary.

Existing approaches for multi-party payments fall into
two categories. The first relies on intermediaries, with
Payment Channel Networks (PCNs) [3, 6, 21, 22] as a
key example. PCNs connect multiple two-party chan-
nels, facilitating indirect payments and minimizing the
need for numerous direct links. However, they are lim-
ited to one-to-one payments and become inefficient in
multi-party scenarios with frequent many-to-one or one-
to-many transactions, as routing complexity and fees in-
crease significantly. To address this, the second category
extends PCNs or two-party channels to support multi-
party payments. Studies [5, 12, 14] have improved PCNs
for many-to-one transactions, while others [7, 28] intro-
duce a leader or operator to manage updates, enhancing
efficiency and flexibility. Despite these advancements, ex-
isting multi-party payment solutions still face two major
issues:

� Lack of Bitcoin Compatibility: These solutions
rely on smart contracts to coordinate channel oper-
ations, rendering them incompatible with Bitcoin’s
limited scripting capabilities [2, 13]. As of March
11, 2024, Bitcoin’s market capitalization stands at
$1,345B on Binance Exchange [4], significantly sur-
passing other cryptocurrencies. This highlights the
critical need for Bitcoin-compatible multi-party pay-
ment solutions.

� Absence of Conditional Payment Support:
These approaches do not support conditional pay-
ments, which are essential for cryptocurrency trans-
actions tied to real-world events [19]. While exist-
ing conditional payment channel solutions [19] ad-
dress this, they remain restricted to two-party chan-
nels and are incompatible with Bitcoin’s non-Turing-
complete scripting environment, limiting their gen-
eral applicability.

In this paper, we propose Lizz, a Bitcoin-compatible
multi-party payment channel protocol with conditionality
and flexibility. The core idea of Lizz is to replace smart
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contracts in traditional payment channels with a user-
participated committee, enabling coordination and dispute
arbitration on Bitcoin, which lacks Turing completeness.
Specifically, the committee verifies payment conditions
and enforces conditional payments. Transactions proceed
only when conditions are met; otherwise, the committee
has the authority to penalize malicious participants. Fur-
thermore, Lizz introduces a proxy role that coordinates
users joining or exiting the channel based on conditional
payments.

Designing a Bitcoin-compatible multi-party condi-
tional payment protocol is challenging due to Bitcoin’s re-
stricted scripting, lack of stateful execution, and absence
of native support for off-chain multi-party coordination.
Unlike Ethereum, Bitcoin’s UTXO model lacks global
state tracking, making it difficult to synchronize multi-
party balances and prevent rollback attacks. Additionally,
Bitcoin does not support conditional execution beyond
digital signatures and time locks, requiring Lizz to enforce
multi-party payment conditions without the use of smart
contracts. To address these limitations, Lizz introduces
a committee-based verification mechanism. This mecha-
nism allows the committee to collectively approve state
updates only when predefined conditions are met. Ad-
ditionally, it enables honest members to generate penalty
transactions against dishonest actors, deterring fraud and
upholding the integrity of the protocol.

Our contributions are as follows:

1) We propose Lizz, the first protocol for construct-
ing multi-party conditional payment channels on
blockchain systems with limited scripting capabil-
ities. Lizz introduces a user-participated honest-
majority committee to handle adjudication and veri-
fication functions and employs a three-phase update
process—state generation, condition fulfillment, and
fulfillment verification—enabling secure and scal-
able multi-party payments with programmable con-
ditions.

2) We introduced a proxy to support users joining
and exiting the channel without rebuilding it. To
join, a user establishes a TPC with the proxy out-
side the multi-party channel and synchronizes up-
dates through conditional payments within the multi-
party channel. To exit, a user makes a payment to
the proxy within the multi-party channel, with the
proxy’s on-chain payment to the exiting user as a
condition.

3) We provide a formal security analysis of Lizz within
the UC framework, proving its security, robustness,
and fairness under realistic adversarial settings.

4) We evaluate Lizz’s cost by comparing it to SOTA
non-Bitcoin-compatible multi-party schemes achiev-
ing the same payment goals, and to Bitcoin-
compatible TPC schemes for efficiency (See Table 1).
The results show that in a complex supply chain fi-

Table 1: Comparison of Different Multi-Party Pay-
ment Channel Protocols

Protocols Flexibility1 Compatibility2 Conditionality3

MPC [14] ✓ Ö Ö

MPC+ [12] ✓ Ö Ö

MPCN [5] ✓ Ö Ö

Garou [28] ✓ Ö Ö

Magma [7] ✓ Ö Ö

Lizz(ours) ✓ ✓ ✓
1 Users join and exit the channel without rebuilding it.
2 The channel can be deployed on non-Turing complete
blockchain systems like Bitcoin.

3 Payments within the channel can be conditioned on one
or more real-world outcomes.

nance scenario with 96 users, the on-chain transac-
tion size for opening and closing the channel is re-
duced by 77.14%, leading to a corresponding 77.14%
cost saving. The average on-chain transaction size
for a user joining and exiting is reduced by 98.1%.
When consolidated and converted to USD, this re-
sults in a 77.56% cost saving. Additionally, Lizz
demonstrates low latency and high scalability, with
system throughput increasing by 218%, making it
well-suited for multi-party conditional payments.

2 Relatex Work

2.1 Two-Party Payment Channel

A Two-party Payment Channel (TPC) is a mechanism
that allows two participants to conduct multiple transac-
tions off-chain, with only the initial and final states being
recorded on the blockchain. This reduces the load on the
blockchain, minimizes transaction fees, and enables near-
instant transactions, enhancing efficiency and scalability.

Payment channels: Research on payment channels
initially emerged on Bitcoin-compatible blockchain
platforms [23], leading to various innovative pro-
tocols. For example, the BOLT [11] protocol in-
troduced an anonymous TPC that aims to provide
privacy protection while optimizing performance.
Teechan [15] leveraged Trusted Execution Environ-
ments (TEEs) to enhance TPC performance, signif-
icantly reducing on-chain transactions and latency.
Sprites [20] extended channel operations beyond pay-
ments to support arbitrary state transitions on the
underlying blockchain, reducing payment confirma-
tion time and increasing efficiency. Aumayr [1] pro-
posed and formalized a new general channel concept
that significantly expands the functionality of TPC,
enabling more efficient and complex off-chain opera-
tions on cryptocurrencies like Bitcoin, and reducing
communication complexity and on-chain overhead.
However, using payment channels requires establish-
ing channels between all parties involved in the trans-
actions, resulting in high costs and limited scalability.

Payment channel networks: To enhance the scalabil-
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ity of payment channels, researchers have proposed
Payment Channel Networks (PCNs) [23]. PCNs con-
nect multiple TPCs and enable indirect payments be-
tween parties through multiple intermediaries along
the path, thus improving scalability. For exam-
ple, Ersoy [6] implemented synchronous and asyn-
chronous multi-hop payments for PCNs. Blitz [3]
proposed a new multi-hop payment protocol that pre-
vents malicious intermediaries from stealing funds us-
ing single-round transactions. SPRITE [21] enabled
concurrent transactions in PCNs through offline path
finding and online transaction processing, reducing
message complexity. Podiatchev [22] analyzed the
average downtime of channels in PCNs and proposed
an optimized channel capacity distribution scheme
to increase the minimum downtime and improve the
payment success rate.

However, using Payment Channel Networks requires
the active involvement of an intermediary for each
payment between two users. This introduces addi-
tional costs, such as transaction fees to incentivize
the intermediary. Moreover, unreliable intermedi-
aries may compromise transaction security, poten-
tially leading to privacy breaches or even loss of
funds.

In contrast, our proposed payment channel solution,
Lizz, eliminates the need for unreliable intermediaries
to link multiple payment channels. Instead, all par-
ticipants share a single payment channel, managed
securely by a distributed committee that oversees the
use of channel funds.

2.2 Multi-Party Payment Channel

Multi-party payment channels allow multiple participants
to conduct many-to-one, one-to-many, or many-to-many
payments off-chain, with only the initial and final states
recorded on the blockchain. These channels are typically
managed by smart contracts or administrators who coor-
dinate participants and adjudicate disputes. For example,
Studies [14] [12] [5] extended PCNs to support multi-party
transactions within a single channel. MPC [14] is designed
for scenarios where a central user receives payments from
other nodes, handling multiple many-to-one payments si-
multaneously. MPC+ [12] optimizes MPC by allowing
multiple users to exit the channel simultaneously, improv-
ing efficiency through binding strategies. MPCN [5] en-
hances efficiency by using a shared channel for proxy pay-
ments with an improved transaction optimization strat-
egy. Another study [24] employs state channels and vir-
tual channels for off-chain payments, introducing a global
state channel contract that resolves payment disputes in
constant time without blockchain involvement, ensuring
intermediary nodes do not lose funds. However, these so-
lutions fundamentally rely on the traditional TPC model
for indirect payments, which is limited to point-to-point
transactions. This approach may still incur significant

costs in multi-party payment scenarios involving many-
to-many transactions.

The works most closely related to ours are Garou [28]
and Magma [7], which introduce a special role (leader or
operator) to centralize the channel update process. In
Magma, the operator is fixed upon creation, while in
Garou, the leader is periodically elected. In both sys-
tems, the channel update process is executed in epochs.
During each epoch, the payer sends transaction messages
and corresponding signatures to the central entity, which
coordinates the payments and broadcasts the new state.
Because these systems require smart contracts to perform
functions beyond payments, such as adjudicating disputes
and managing users to join and exit the channel, they
lack compatibility with non-Turing complete blockchain
systems. Additionally, current multi-party solutions lack
conditionality, as they do not support conditional pay-
ments.

3 Problem Statement

3.1 Preliminaries

3.1.1 Transactions in Supply Chain Scenarios

In supply chain finance, payments typically follow a one-
to-many model, where a manufacturer or retailer dis-
tributes funds to multiple suppliers based on conditions
such as delivery confirmation or contract fulfillment [16].
Unlike peer-to-peer payments, these transactions require
structured mechanisms to ensure secure and efficient fund
distribution. Many-to-many payments are rarely needed,
as manufacturers typically procure materials from a single
supplier or suppliers independently. Therefore, this pa-
per focuses solely on the one-to-many model, which aligns
with the prevalent payment structure in supply chain sce-
narios.

3.1.2 Pay-to-Script-Hash (P2SH) and Script sig

In Bitcoin’s UTXO model, Pay-to-Script-Hash (P2SH)
and Script sig are closely interconnected components that
facilitate secure and flexible transaction validation. P2SH
allows funds to be sent to the hash of a script, rather
than directly to a public key hash. This script, referred
to as the redeem script, specifies arbitrary spending condi-
tions such as multi-signature requirements or time locks.
The redeem script itself is not included in the transaction
output but is instead provided by the spender when the
funds are later spent. This design shifts the responsibility
of supplying the spending conditions from the sender to
the redeemer, reducing transaction size and complexity
for the sender. When redeeming the funds, the trans-
action input includes a Script sig, which acts as the un-
locking script. In the context of P2SH, Script sig typ-
ically contains the necessary data to satisfy the condi-
tions defined in the redeem script—such as digital signa-
tures—along with the redeem script itself. During trans-
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action verification, Script sig is combined with the lock-
ing script of the referenced UTXO, and the complete
script is executed to ensure all spending conditions are
met. By deferring script complexity to the redemption
phase, P2SH and Script sig together enable expressive,
condition-based spending mechanisms without sacrificing
network efficiency or scalability.

3.2 Threat Model

In the Lizz architecture, as shown in Figure 1, users
initiate off-chain payment requests with proof that con-
ditions are met, while a committee—a selected subset
of users—verifies these proofs and updates the channel
state to ensure correct and efficient transaction execution.
Users can join or exit the channel through a proxy within
the channel.

Committee. The committee operates under an honest-
majority assumption to ensure reliable coordination
of payment channels. Although advanced crypto-
graphic techniques such as homomorphic encryption
and zero-knowledge proofs can reduce trust assump-
tions [25], they typically incur high computational
overhead, making them impractical for Lizz’s real-
time coordination needs. In contrast, the honest-
majority assumption is more feasible in environments
with reputable industry entities(see Sec.7), such as
those in supply chain finance. Potential threats in-
clude collusion among committee members to forge
transactions and denial-of-service attacks.

Users. Users within the channel interact with the com-
mittee to execute off-chain transactions by submit-
ting payment requests along with required proofs.
While generally honest, some users may engage in
malicious behaviors such as double-spending attacks,
uploading outdated transactions, non-cooperation,
or attempting to defraud other participants by sub-
mitting invalid proofs.

Proxy. A proxy is an untrusted role created by users
within the channel, allowing users to join or exit
the channel with proxy assistance in updates. Off-
channel transactions are verified by the committee to
ensure payment conditions are met. Potential threats
include non-cooperation and proof forgery.

3.3 Security and Performance Goals

As previously mentioned, Lizz’s goals aim to achieve se-
curity, efficiency, compatibility, conditionality, and flexi-
bility.

Security: Honest users are protected from any loss of
coins, and the protocol ensures that malicious users
cannot disrupt the channel’s operation.

Efficiency: Users can make payments to multiple users
within the channel simultaneously without interme-
diaries.

Compatibility: The channel can be deployed on non-
Turing complete blockchain systems, such as Bitcoin.

Conditionality: Payments within the channel can be
conditioned on one or more real-world outcomes.

Flexibility: Users can join the channel without inter-
rupting its operations and exit the channel without
affecting the interests of other users.

4 System Design

We propose Lizz, a Bitcoin-compatible multi-party pay-
ment channel protocol that supports conditional pay-
ments. This section provides a detailed description of
the system workflow and the implementation of each pro-
cedure. For the sake of clarity, we omit the details
of the committee’s threshold signature process for each
round of communication, as these are thoroughly detailed
in [25]. The signature technology utilized is Bitcoin’s of-
ficial threshold signature scheme [9].

4.1 Overview

As shown in Figure 1, there are five procedures during
the lifetime of Lizz, opening, update, closing, joining, and
exiting.

Channel Opening. After the committee is selected,
it defines the corresponding redeem script and gen-
erates a P2SH address. Users then create funding
transactions to this P2SH address and submit them
to the blockchain.

Channel Update. The channel state, reflecting the
users’ balances, is updated based on transactions
made by the channel users. In this protocol, the
update is initiated by a user creating a transac-
tion. The receiver signs the transaction and provides
proof of condition fulfillment to the committee. After
the committee verifies the conditions and performs a
threshold signature, the complete transaction is sent
back to the receiver.

Channel Closing. The receiver who provided the sig-
nature in the latest update submits the latest channel
state to close the channel, ensuring that balances are
refunded to users based on this final state. Once the
closure is complete, all parties are notified, and the
channel is terminated.

Channel Joining. A user can request an existing chan-
nel user to act as a proxy for joining the channel.
Together, the user and the proxy establish a TPC
outside the channel.

Channel Exiting. A user can request an existing chan-
nel user to act as a proxy. The user transfers his
channel balance to the proxy, which then generates
an equivalent transaction on the blockchain to facil-
itate the user’s exit from the channel.
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Figure 1: The Lizz architecture. Orange lines indicate off-chain in-channel messages. Black lines indicate on-chain
messages. Blue boxes represent Lizz, and black boxes represent two-party payment channels. (A) Users submit
transactions on-chain to fund the channel. (B.a) When a user joins as a sender, the proxy makes payments in the
multi-party channel based on the user’s payment in the two-party channel. (B.b) When a user joins as a receiver, the
sender pays the proxy in the multi-party channel based on the proxy’s payment to the user in the two-party channel.
(C) During a channel update, the sender creates a transaction and defines the payment conditions. Any receiver
can sign the transaction, and all receivers provide proof of condition fulfillment. The committee then confirms the
payment conditions and performs a threshold signature, sending the complete transaction to the signing receiver. (D)
When a user exits, the user pays the proxy in the channel, conditional on the proxy making an on-chain payment to
the exiting user. (E) The channel is closed when the most recent receiver submits the complete transaction on-chain.

4.2 Channel Opening

Opening a channel requires users to fund the channel and
define unlocking conditions. A subset of users forms an
honest-majority committee with a threshold t, prevent-
ing single points of failure or corruption. Typically, the
threshold is set to more than half of the committee mem-
bers to prevent 51% attacks, assuming an honest ma-
jority. The committee collects all user public keys to
construct the redeem script Sredeem, which defines the
unlocking conditions as the signatures of any two users
and the threshold signatures of the committee or after a
specified time T . A P2SH (Pay-to-Script-Hash) address
is generated from Sredeem. This setup ensures that the
channel operates with minimal modules, preventing fail-
ure due to user inactivity. If all users become uncoopera-
tive, the committee can generate a transaction and apply
the threshold signature after time T to return users’ funds
and close the channel.

Users then send funding transactions to this P2SH ad-
dress, locking their maximum usable amount αi in the
channel. The committee creates a state table S, recording
each user’s balance αi based on each user’s funding trans-

action Txfi , and broadcasts it to all users. This setup
helps prevent double-spending attacks and state tamper-
ing.

4.3 Channel Updating

The channel update process is explained in three phases:
state generation, condition fulfillment, and fulfillment ver-
ification.

4.3.1 State Generation

In the state generation phase, the sender creates a trans-
action, sets the corresponding payment conditions, and
signs the transaction. The sender constructs a MIMO
(Multiple-Input Multiple-Output) transaction Txs, with
inputs from Txfi , and outputs representing the new states
of all users, including a time lock and the signature Sigs.
For the first update, a time lock of duration T is set,
with subsequent updates having a decreased time lock to
prevent uploading outdated states. If a user attempts to
perform a replay attack by uploading an outdated state,
the committee can generate a transaction with a shorter
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Algorithm 1: Condition Fulfillment Phase

Input: Broadcast message from Ps

Output: Signed transaction Txs, proof πi,
signature list Sigr

1 Pc verifies Ps’s payment capability using S;
2 Broadcast verification result to Pr;
3 if Ps’s capability confirmed then
4 Pr sends willingness Wi to Pc;
5 Pc confirms willingness and broadcasts Sigs,

Txs, Mcon to Pr;

6 One Pri generates proof πi and signs Txs to get
Sigr;

7 Broadcast Sigr and πi to Pc;
8 for each other Pri do
9 Broadcast proof πi to Pc;

10 if any Pri fails to meet conditions then
11 Pc generates a new transaction to penalize Pri ;
12 Redistribute balance to other honest

participants;

time lock to prevent malicious behavior. After construct-
ing and signing Txs, the signed transaction, along with
the payment conditions Mcon, is broadcast to the com-
mittee.

4.3.2 Condition Fulfillment

In the condition fulfillment phase, the committee first ver-
ifies the sender’s ability to pay using the state table S.
Upon confirmation, the receivers send their willingness to
fulfill the payment conditions. The committee confirms
their willingness and broadcasts the transaction and con-
ditions to all receivers. Each receiver generates proof πi

and signs the transaction Txs to get Sigr, then broad-
casts this to the committee, as shown in Algorithm 1. If
any receiver fails to meet the conditions, the committee
generates a new transaction to penalize the receiver and
redistribute their balance to other honest participants.

4.3.3 Fulfillment Verification

In the fulfillment verification phase, the committee verifies
the payment conditions using the proof πi provided by
the receivers. If the conditions are met, the committee
applies a threshold signature Sigci to the transaction Txr
and broadcasts it to the remaining committee members.
The last committee member constructs the scriptSig and
includes it in Txs. The updated transaction Txc is then
provided to the receiver who provided the signature.

4.4 Channel Closing

Closing a channel requires the most recently updated re-
ceiver to submit the complete transaction Txc to the
blockchain within time T . If this is not done within
the specified time, the committee generates a transaction

Algorithm 2: Joining the Channel

Input: External user Pj , Proxy Pp, Receiver Pr,
Committee Pc

Output: Updated channel with Pj joined
1 Pj establishes TPC with Pp

2 TPC Payments as Condition Mcon

3 if Pj is sender then
4 Pp generates and signs transaction Txs to pay

Pr, obtaining Sigs
5 Pp broadcasts Txs, Sigs, and Mcon to Pc

6 Pj generates equivalent payment transaction
Txt in TPC, signs to obtain Sigt, and sends to
Pp

7 Pr expresses willingness to fulfill conditions
after receiving payment proof from Pj

8 if Verification successful by Pc then
9 Pc broadcasts Txs, Sigs, and Mcon to Pr

10 Pj provides proof πpay generated from Txt
to Pr

11 Pr signs Txs to obtain Txr, fulfills
conditions, and generates proof πcon

12 Pr broadcasts Sigr and proof π containing
πcon and πpay to Pc

13 if Verification successful by Pc then
14 Pc applies threshold signature to

generate complete transaction Txc
15 Pc sends Txc to Pr

16 if Pj is receiver then
17 Ps generates and signs transaction Txs to pay

Pp, obtaining Sigs
18 Ps broadcasts Txs, Sigs, and Mcon to Pc

19 Pp generates equivalent payment transaction
Txt in TPC, signs to obtain Txt, and sends to
Pj

20 if Verification successful by Pc then
21 Pc broadcasts Txs, Sigs, and Mcon to Pp

22 Pp signs Txs to obtain Sigr and provides
proof π containing πcon and πpay to Pc

23 if Verification successful by Pc then
24 Pc applies threshold signature to

generate complete transaction Txc
25 Pc sends Txc to Pp

Txclose based on the latest state table S, signs it, and
submits it to the blockchain. If a user attempts to submit
an outdated state, the transaction information can iden-
tify the malicious user. The time lock for each update is
decremented, allowing the committee to submit a punish-
ment transaction with a shorter time lock, redistributing
the malicious user’s balance to other honest participants.
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4.5 User Joining

To join the channel, an external user establishes a two-
party channel (TPC) with a proxy already in the channel.
The TPC payment acts as the conditional value Mcon for
channel updates, ensuring synchronization and preventing
unilateral fund theft, as shown in Algorithm 2.

As a sender, the proxy signs and broadcasts a trans-
action Txs, along with Sigs and Mcon, to the com-
mittee. The user then issues a corresponding TPC
transaction Txt to the proxy. After verifying the
user’s capability and intent, the committee forwards
the transaction to the receiver. Upon receiving the
user’s proof πpay, the receiver signs, and the commit-
tee assembles the final transaction Txc.

As a receiver, a sender in the channel signs Txs to
the proxy, who appends its signature and sends a
proof to the committee. The user fulfills the payment
condition and provides proof πcon. After verification,
the proxy signs to produce Sigr, and the committee
generates the complete transaction Txc.

This structured process enables secure and verifiable
channel entry while preserving consistency through con-
ditional payments and committee oversight.

4.6 User Exiting

Exiting the channel requires the exiting user to transfer
their balance to the proxy, on the condition that the proxy
sends an equivalent transaction to the exiting user outside
the channel. The exiting user creates and signs the trans-
action Txs to pay the proxy, and broadcasts the trans-
action along with the conditions to the committee. The
committee verifies the payment capability and fulfillment
of the conditions, then sends the signed transaction to the
proxy. The proxy submits the equivalent exit transaction
Txexit on-chain for the exiting user. The proxy provides
proof π to the committee, which, upon verification, gen-
erates the complete transaction Txc and sends it to the
proxy.

5 Security Analysis

5.1 Ideal Functionality FLizz

The ideal functionality FLizz acts as a trusted entity that
correctly handles conditional payments between users
without requiring explicit blockchain operations. It is de-
fined as follows:

Transaction Initialization: Upon receiving a request
from a sender S to send amount to receiver R un-
der condition C, the functionality stores the tuple
(S,R, amount, C) without executing the payment im-
mediately.

Condition Verification: If R provides proof P that
condition C is satisfied, FLizz verifies P . If valid, it
updates the state to mark the transaction as exe-
cutable.

Payment Execution: Once P is verified, FLizz trans-
fers amount from S toR, ensuring correct state track-
ing.

Fairness Guarantee: If R refuses to submit proof, the
transaction is automatically canceled after a timeout
T , preventing the sender’s funds from being locked.

Double-Spending Prevention: FLizz maintains a
state table ensuring that a sender cannot initiate two
conflicting transactions using the same funds.

This ideal functionality ensures fairness, consistency, and
security without allowing attacks such as double spending
or non-cooperation.

5.2 Real-World Protocol πLizz

The real-world Lizz protocol utilizes a committee of val-
idators and threshold signatures to ensure that payments
are executed correctly. The protocol proceeds as follows:

Transaction Initialization: S submits a payment re-
quest T = (S,R, amount, C) to the committee CMT ,
which maintains a global state table StateTable.

Condition Verification: If R submits proof P , the
committee verifies it: If valid, the committee signs
the transaction using threshold signatures and re-
turns the signed transaction T ′ to R. If invalid, the
transaction is rejected.

Payment Execution: R submits T ′ to the blockchain,
finalizing the transfer.

Fairness Guarantee: If R does not submit T ′, the
committee can force execution after timeout T .

Double-Spending Prevention: The committee en-
sures that no two conflicting transactions from S are
signed.

The key challenge is proving that πLizz correctly simulates
FLizz under adversarial conditions.

5.3 Simulator Construction SLizz

To prove UC security, we construct a simulator SLizz that
mimics the real-world execution while interacting with
FLizz. The simulator performs the following steps:

Transaction Handling: When S submits a transac-
tion, SLizz forwards it to FLizz, ensuring identical be-
havior.

Condition Verification: When R submits proof P ,
SLizz checks with FLizz. If valid, SLizz generates a
simulated threshold signature, indistinguishable from
a real signature.
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Fairness and Execution: If R fails to submit T ′, SLizz

enforces timeout execution, consistent with FLizz.

Anti-Double-Spending Measures: If S attempts
to submit two conflicting transactions, SLizz rejects
them, replicating FLizz’s response.

The key goal is to show that an adversary interact-
ing with SLizz cannot distinguish it from the real-world
protocol πLizz.

5.4 UC Security Proof

To complete the proof, we must demonstrate that πLizz

UC-emulates FLizz:

Theorem 1 (UC-Security of Lizz Protocol). For any
probabilistic polynomial-time adversary A, there exists a
simulator SLizz such that no environment Z can distin-
guish between interactions with πLizz and FLizz, except
with negligible probability.

Proof Sketch. We argue that for all possible attacks A
could launch in πLizz, there exists a corresponding re-
sponse in FLizz:

Correctness: SLizz correctly forwards messages be-
tween parties, ensuring transactions occur exactly as
they would in FLizz.

Indistinguishability: Threshold signatures and com-
mittee responses in SLizz are indistinguishable from
real committee interactions in πLizz.

Adversarial Attacks: IfA attempts a double-spending
attack, SLizz prevents it using the same consistency
checks as FLizz. If A tries to manipulate commit-
tee behavior, SLizz enforces the same honest-majority
rule as πLizz.

Since Z cannot distinguish between πLizz and SLizz, the
UC security definition is satisfied, proving that the Lizz
protocol is UC-secure.

We have demonstrated that the Lizz protocol achieves
UC security by constructing an ideal functionality, defin-
ing a real-world protocol, and proving its indistinguisha-
bility through a well-structured simulator. This guaran-
tees protection against double-spending, non-cooperation,
and committee collusion attacks. The protocol is also ef-
ficient, compatible with Bitcoin, conditional, and flexible,
ensuring its real-world applicability and robustness.

6 Implementation and Evaluation

6.1 Baselines

In this section, we introduce the baseline schemes used
for comparison in our experiments. These baselines were
selected to represent common approaches in multi-party
payment channels, each highlighting a different aspect of

payment channel performance. (1) Since PCNs [23] rely
on intermediaries, they do not meet the efficiency cri-
teria defined in this paper. We use Bitcoin-compatible
TPC [1] as a baseline, a widely adopted two-party solution
that benchmarks Bitcoin compatibility and performance.
Since TPC does not support multi-party payments, it
highlights Lizz’s efficiency in enabling direct payments
to multiple participants without intermediaries. (2) For
smart contract-driven solutions, we compare MPC [14]
and MPC+ [12], which extend PCNs to support many-to-
one payments. These solutions highlight Lizz’s superior
efficiency in handling multi-party transactions without in-
termediaries. (3) Lastly, we compare Magma [7], which
extends two-party channels into robust multi-party chan-
nels for many-to-many payments. Magma helps empha-
size Lizz’s scalability, lower deployment costs, and better
Bitcoin compatibility.

6.2 Implementation

We used a Python script to call the RPC interface on Bit-
coin regtest to create multiple address accounts as users
and obtain UTXOs. We then used the python-bitcoin-
utils library and the Bitcoin Script language to create and
sign transactions. Since committees perform the same
functions as users, they are represented by the user ac-
counts. The first few users acted as committees, while
the first user in each layer served as a proxy. We have
open-sourced Lizz at [26].

6.3 Setup

In order to closely mimic real-world conditions, we imple-
mented the prototype with supply chain scenarios on an
AliCloud server equipped with an Intel(R) Xeon(R) Plat-
inum 8-core processor and 16GB of RAM, and conducted
experiments with varying numbers of users. The entire
scenario was divided into three layers: the first layer con-
sisted of raw material suppliers and parts suppliers, the
second layer included manufacturers, and the third layer
comprised sellers. Each layer had distinct roles, with all
nodes in the upper layers needing to pay for purchases
based on the quantity of goods.

The complete payment process was divided into two
rounds. In the first round, each user in the second layer
paid the respective users in the first layer. The second
round was similar but involved the third layer paying
the second layer. Each payment round included multi-
ple one-to-many payments, where the initiator created
the transaction, signed it with a payment condition, and
broadcasted it. The receiver, upon fulfilling the condition,
broadcasted the signed transaction and proof of condition
fulfillment to a committee of 3 users, with a threshold of
2. The committee members verified the condition fulfill-
ment and performed a threshold signature to send the
transaction to the receiver who provided the signature.
We omitted the operations of the committee verifying the
payment ability and condition fulfillment, as these were
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Table 2: Comparison of Deployment Costs Across SOTA
Multi-Party Payment Channel Schemes. n denotes the
number of users. Total Cost represents the overall mon-
etary cost (in USD) required to establish channels to
achieve the same payment objectives.

Behavior On-chain Tx Total Cost/USD Complexity

create TPCs 2n2

9
0.84n2 O(n2)

create MPCs 2n
3

+ 2n2

9
64.6n + 0.569n2 O(n2)

n nodes join MPCs n 2.34n O(n)

create MPC+s 2n
3

+ 2n2

9
66.3n + 0.569n2 O(n2)

n nodes join MPC+s n 2.34n O(n)

create Magma n + 1 1.36n + 99.10 O(n)

n nodes join Magma n 1.36n O(n)

create Lizz 1 1.78n + 1.27 O(1)

n nodes join Lizz n 3.77n O(n)

simple conditional judgments. Also, we omitted the con-
sensus process, as consensus was not the main purpose of
this paper.

6.4 Evaluation

We analyzed the complexity of different operations for on-
chain transactions in Table 2. The costs for OPEN and
CLOSE operations, as well as UPDATE, JOIN, and EXIT
operations under simple realistic conditions are detailed
in Figure 2, 3 and Figure 4, respectively. Finally, Fig-
ure 5 presented the total cost of Lizz compared to TPC
for achieving the same payment goal with varying num-
bers of users. These costs were compared with the pay-
ment channel costs on both sides required by the TPC
scheme for the same payment purpose. The cost in USD
was calculated using the following parameters: The price
of Bitcoin was $61,731 per bitcoin. The communication
cost was based on the AliCloud server rate of $0.11 per
GB. The computation cost was based on the AliCloud
server rate of $0.019 per hour. At the time of writing, the
transaction cost per byte for a Bitcoin transaction to be
accepted by the next block was 15.922 Satoshis.

6.4.1 Comparison with Other Multi-party Pay-
ment Channel Solutions

In Table 2, we analyze the number of on-chain transac-
tions, costs, and complexities involved in opening pay-
ment channels for Lizz and other schemes, specifically
considering the number of channels needed to achieve
the payment goals in the three-tier supply chain scenario
outlined in SETUP. Since the costs of off-chain updates
are negligible compared to on-chain costs, and the closing
costs are similar to opening costs, we focus only on the
costs associated with opening the channels.

We observe that Bitcoin-compatible TPC schemes,
along with MPC and MPC+, require quadratic num-
bers of channels and associated costs due to their lack
of support for many-to-one and many-to-many payments.
While Magma also requires users to join after the chan-
nel is opened, its support for many-to-many payments
results in on-chain transaction complexity proportional
to the number of users (n). Lizz, though not support-
ing many-to-many payments, converts these into multiple
one-to-many payments, requiring only a single channel.
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Figure 2: The byte size of on-chain transactions for open-
ing and closing the channel for Lizz and TPC were com-
pared for different numbers of users.
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Figure 3: Communication overhead for Lizz and TPC
when updating the complete payment process with dif-
ferent numbers of users, and the computation overhead
required for creating and signing transactions.

The main cost difference between Lizz and Magma lies in
the operator’s expense for opening the channel. Magma
incurs higher initial costs that decrease as the user base
grows, whereas Lizz’s costs increase due to Bitcoin’s lim-
itations, specifically needing to include all users’ public
keys in the script. Magma’s costs match Lizz’s when the
user base reaches 223, but supply chain scenarios typically
do not require this many participants, making Lizz more
suitable for such environments.

Regarding joining the channel, the costs for MPC+
and MPC are identical, while Magma’s cost is the lowest.
Since these schemes create channels first and users join
gradually, Lizz incurs slightly higher costs when adding
users because it includes all participants when the channel
is opened.

6.4.2 Comparison with Bitcoin-Compatible
Two-Party Payment Channels

Open and close channel : We tested the size of the fund-
ing transactions for opening a channel and the size of
the closing channel transactions, comparing them to the
TPC scheme, as shown in Figure 2. We observed that
the cost of opening and closing a channel increased as
the number of users grew. Notably, closing transactions
grew faster than funding transactions because the redeem
script for the channel appeared only once in the output of
a funding transaction. However, when closing the chan-
nel, the output for each user contained a complete redeem
script. In contrast, the TPC showed a small difference in
the size of the funding and closing channel transactions
because there were only two users. As the number of par-
ticipating users increased, the number of TPC required
grew quadratically. For example, with 96 users, the total
transaction sizes for the Lizz and TPC schemes to open
and close the channel were 346.09 KB and 1513.47 KB,
respectively, saving 77.13% of the transaction size.
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Figure 4: Average on-chain transaction byte sizes for Lizz
and TPC for a user joining and exiting with different num-
bers of users.

Update channel: We tested the overhead (communica-
tion and computation) associated with a channel up-
date for a complete payment process using a simple
reality condition as the payment condition and com-
pared it with the TPC scheme. The results, shown
in Figure 3, indicate that both communication and
computation overhead increase with the number of
users. For example, with 96 users, the communica-
tion overhead for Lizz was 1.47GB and 14.72KB for
TPC, while the computation overhead was 3455.67ms
for Lizz and 246.28ms for TPC during the creation
and signing of transactions. The costs in USD were of
the order of 10−1 and 10−5, which were not displayed
in the figure due to their insignificance. Although
the channel update cost was higher than the TPC
scheme, the significant savings in on-chain costs made
the off-chain overhead negligible, as demonstrated in
Figure 5.

Join and exit channel: We tested the size of the on-
chain transactions generated by a user joining and
exiting to compare with the TPC scheme, and the re-
sults were shown in Figure 4. Since the TPC scheme
was inconsistent in terms of the number of TPCs that
needed to be activated or deactivated to handle the
joining and exiting scenarios of each layer of users,
we averaged the number by probability to account for
the cost. The results showed that the number of Lizz
users was independent of the on-chain cost of join-
ing and exiting because joining required activating a
TPC with the proxy outside the channel while exit-
ing required sending an on-chain transaction from the
proxy within the channel. In contrast, for TPC, the
cost of joining and exiting a user increased with the
overall number of users, since the number of TPCs
that needed to be opened and closed was of order
O(n). For example, with 96 users, the Lizz and TPC
schemes had a user join and exit channel transaction
size sum of 0.6KB and 31.53KB, respectively, saving
98.1% of the transaction size.

We summarized the above on-chain and off-chain costs
and compared Lizz with TPC, as shown in Figure 5. As
mentioned earlier, the savings in on-chain costs of Lizz
for the TPC scheme were much larger than the increase
in off-chain costs. Taking 96 users as an example, the total
cost of Lizz and TPC was $3408 and $15188 respectively,
which saved 77.56%.
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Figure 5: Total cost of on-chain and off-chain for Lizz and
TPC with different numbers of users.
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Figure 6: Throughput and communication latency of Lizz
and TPC under different numbers of users and varying
committee sizes.

6.5 System Throughput and Communi-
cation Latency

We tested the throughput and communication latency un-
der different numbers of users, varying committee sizes,
and a 10ms communication delay, comparing these results
with the TPC scheme to achieve the same payment ob-
jectives, as shown in Figure 6. The more channel users
there were, the longer the communication delay. This was
because the number of channel updates increased with
the number of users. Larger committee sizes also led to
longer communication delays and lower system through-
put, as more communication rounds and longer compu-
tation times were required. However, it was noteworthy
that with up to 48 channel users, the system throughput
increased with the number of users. This was because the
in-channel payments were one-to-many, and more users
meant more transactions per update. When the num-
ber of users reached 96, the system throughput decreased
due to the larger transaction size, which included 96 in-
puts and outputs, leading to longer computation times.
With 96 users and a committee size of 3, Lizz achieved a
throughput of 417 transactions per second and a latency
of 60ms, compared to the TPC scheme’s 131 transactions
per second and 238ms. This represented a 218% increase
in throughput and a 74.79% reduction in latency.
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Figure 7: Impact of committee size on the overhead of
channel updates for different numbers of users.
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Figure 8: The impact of different numbers of joining users
on time overhead.

6.6 Impact of System Parameters

6.6.1 Impact of Increasing Committee

We tested the impact of different committee sizes on the
overhead of channel updates, as shown in Figure 7. The
overall increase was not significant. For example, with
96 users, increasing the committee size from 3 to 7 re-
sulted in a 16.02% increase in communication overhead
and a 51.11% increase in computation overhead. This
modest increase occurred because the committee added
signatures to the signature list and broadcasted only the
DER-encoded signatures.

6.6.2 Impact of Increasing User Join

We had three users join the first, second, and third layers,
respectively, and complete a round of payments. Since
theoretically, user joining is independent of channel user
size, we tested the time overhead required in the TPC for
creating and updating transactions after different num-
bers of users had joined when there were 6 channel users,
including 3 committee members. The results are shown
in Figure 8. The figure showed that the overhead increase
for the first and third users was almost the same, while
the increase for the second user was more significant. This
was because users in the first and third layers only needed
to pay or receive payments, whereas the second-layer user
needed to receive payments from the first layer and make
payments to the third layer. Ultimately, the additional
time overhead in the TPC for a user joining the first or
third layer averaged 15.05ms, while for a user joining the
second layer, it averaged 27.28ms.

7 Discussion

In the future, we believe there are two directions:

Honest majority assumption in the committee.
Since Lizz relies on an honest majority within the
committee to enhance security, reducing trust as-
sumptions is essential. In real-world scenarios, such
as supply chains, committees can be organized by in-
dustry unions or associations, whose authority helps
ensure a baseline level of trustworthiness among com-
mittee members. Technologies like Trusted Execu-
tion Environments (TEEs) can enhance security by
requiring committee members to run the Lizz proto-
col within a TEE, providing verifiable proof of execu-
tion integrity and making actions tamper-resistant.
Cryptographic techniques [10], such as homomor-
phic encryption and zero-knowledge proofs, can fur-
ther reduce trust requirements in threshold signa-
tures. For committees with more than three mem-
bers, PBFTs [17,18] can also lower trust assumptions
for secure operation.

Privacy. Since Lizz uses a committee to verify payment
capabilities and conditions, this inevitably causes pri-
vacy issues. In future work, Lizz will attempt to
replace the verification process with non-interactive
zero-knowledge proofs to protect the privacy of the
parties involved in the transaction.

8 Conclusion

In this paper, we propose Lizz, a Bitcoin-compatible
multi-party conditional payment channel that enhances
efficiency and security in decentralized payments. Lizz
employs a user-managed committee to track balances se-
curely and resolve disputes. It enables conditional pay-
ments via threshold signatures and allows honest users to
penalize dishonest actors, reinforcing fraud resistance.

A proxy role facilitates flexible channel entry and
exit. Theoretical analysis under the UC framework con-
firms Lizz’s security, efficiency, compatibility, condition-
ality, and flexibility. Experiments in a 96-user supply
chain finance scenario show that Lizz reduces deployment
costs compared to SOTA non-Bitcoin-compatible schemes
and lowers overhead by 77.14% compared to Bitcoin-
compatible TPCs. Lizz also achieves low latency and high
scalability, increasing system throughput from 131 tx/s
to 417 tx/s—a 218% improvement—making it well-suited
for multi-party conditional payments.
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