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Abstract

Payment channels, which allow two parties to conduct mi-
cropayments without involving the blockchain, have be-
come a mainstream method for enhancing the scalabil-
ity of decentralized ledgers like Bitcoin and Ethereum.
The expansion of these payment channels has led to the
creation of payment channel networks, enabling users to
make payments by utilizing existing channels as relay
channels for a certain transit fee. As the number of trans-
actions in the network increases, the issue of transaction
failures due to insufficient funds at one end of the chan-
nel becomes more pronounced. This paper designs an
off-chain payment protocol that addresses channel im-
balance and insufficient funds at channel ends. Through
channel cooperation, the protocol enables nodes at both
ends of the channel to proportionally allocate available
funds, thereby increasing the available funds on the op-
timal path, shortening the payment path, and improving
the success rate of transactions. Our protocol ensures the
atomicity of payments and can prove that participants’
funds are not lost even in the presence of malicious parties.
In addition to formal modeling and structural security, we
conducted simulation experiments on the channel cooper-
ation protocol and the multi-path split payment routing
algorithm. Experimental evaluations indicate that com-
pared to the multi-path split payment scheme, the channel
cooperation protocol improves the payment channel net-
work’s success rate by approximately 16.1% and 13.25%
for different fund transactions and routing hops. Addi-
tionally, the higher the participation rate of channel coop-
eration participants results the shorter the payment path,
and the safer the payment process.

Keywords: Blockchain; Channel Cooperation; Channel
Imbalance; Off-chain Payment Channel Network

1 Introduction

With the rapid development of blockchain technology,
there is a growing demand for secure and efficient digi-

tal asset transaction methods. One of the most pressing
technical barriers of blockchain is its limited transaction
throughput. The widespread use of Bitcoin [1, 21] and
Ethereum [6] has led to long delays and high fees [30].
Blockchain payment channels, as a solution to scalabil-
ity, offer a new possibility for achieving instant, low-cost
peer-to-peer payments. Blockchain payment channels es-
tablish temporary off-chain payment channels to trans-
fer transactions off-chain, reducing on-chain storage pres-
sure [13, 19]. This allows users to conduct secure and
private fund transfers without needing to record every
transaction on the blockchain.

Off-chain payment networks [8, 9] involve two users
locking their funds on the blockchain, conducting transac-
tions off-chain, and interacting with the blockchain only
during the channel creation and closure [10]. At any time,
parties can close the payment channel by submitting the
funds to the blockchain, returning their tokens to their ac-
counts. To further enhance scalability, multiple channels
can be connected to form a Payment Channel Network
(PCN) [15], where payments can be routed through mul-
tiple channels to reach the receiver [23,26]. For each pend-
ing payment, some funds must be reserved in the channel
as collateral until the payment is completed. Therefore,
intermediate nodes may charge a processing fee [5]. The
longer the path, the more funds need to be reserved in
the channel, resulting in higher processing fees for users,
lower security, and reduced success rates.

In a large channel network payment process, it is cru-
cial to find one or more routes with sufficient capacity on
each link between the sender and the receiver. [25,27] Al-
though the sender is aware of the channels in the network
and their initial funding, the sender is unaware of the
current channel capacity changes that may have occurred
due to previous payments (the sender only knows the cur-
rent capacity of the channels they are involved in) [24].
Therefore, the sender can only guess which routes will be
successful. Particularly when the transaction amount is
high, it is likely that the channel capacity on the selected
path will be insufficient, leading to payment failure.
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We have designed a novel channel routing algorithm
that aligns optimally with the requirements of our model.
This algorithm effectively combines the shortest path
first algorithm with the maximum flow algorithm, ini-
tially using the shortest path algorithm to identify low-
latency paths, and then optimizing bandwidth and capac-
ity through the maximum flow algorithm. This dual strat-
egy ensures that while seeking the shortest path, we also
adhere to channel capacity constraints, thereby avoiding
transaction failures due to insufficient funds.

This approach significantly enhances the success rate of
high-value transactions within the payment network. The
algorithm’s flexibility allows it to quickly adapt to var-
ious conditions in complex network environments, thus
improving overall transaction efficiency. By shortening
transaction paths and reducing the number of hops re-
quired, we not only accelerate transaction response times
but also bolster transaction security.

Furthermore, the algorithm can dynamically adjust,
enabling real-time updates to path selection based on
changes in network status. This characteristic ensures
that the algorithm maintains robust performance even in
high-frequency trading scenarios. Through this innova-
tive approach, we provide strong support for the stabil-
ity and reliability of payment networks, contributing to
the advancement of the entire financial ecosystem. Addi-
tionally, the scalability of the protocol means it does not
require all nodes in the payment network to deploy the
protocol. When the single flow fund capacity is sufficient
for payment, transactions can proceed normally. If the
fund capacity is insufficient, the protocol can be signed
with adjacent nodes to complete the payment, ensuring
unlinkability for payments and enhancing overall security.
The modular description of the protocol allows for its in-
stantiation using various routing algorithms, making it
applicable whether the sender opts for the shortest path
or the lowest cost path.

2 Background

2.1 Payment Channels

Payment channels are a promising technology that can en-
hance the scalability and efficiency of the main blockchain.
Payment channels enable two mutually untrusting parties
to transact without submitting each transaction record to
the blockchain. Both parties broadcast the initial transac-
tion along with the initial funds to the blockchain to open
a payment channel. The fund capacity of the opened pay-
ment channel equals the total initial funds of both parties.
The core of the payment channel protocol is that both
parties reach a consensus on the latest fund distribution
and prevent fraudulent rollback.

Virtual channels [18] are established on top of two pay-
ment channels running on the ledger or through already
established virtual channels, allowing nodes connected via
virtual channels to transact. Unlike payment channels,
the creation of virtual channels does not require on-chain

transactions. [22, 29] The advantage of virtual payment
channels is that intermediaries do not need to confirm
each transaction. However, the establishment of virtual
channels requires intermediate nodes to lock coins. Simi-
larly, the more recursion occurs, the greater the amount
of locked funds. Perun [7] and GSCN [9] are typical ex-
amples of virtual channels.

Payment hubs expand payment channels by directly
connecting multiple nodes. It allows users connected to
the same payment hub to freely engage in off-chain pay-
ment activities. TumbleBit [14] and NOCUST [17] are
specific implementations of different payment hubs. For
payment hubs, they are suitable for blockchain networks
with small, high-density transactions, but the downside is
that they cannot reuse deposits in the payment channels,
leading to fund fragmentation.

2.2 Payment Channel Networks

Payment channel networks [4] are an innovative network
structure for cryptocurrency transactions that utilize ex-
isting channels as intermediaries rather than creating
new payment channels or conducting on-chain transac-
tions. The most important aspect is the enforced atom-
icity of transactions: either all intermediate channel ca-
pacities in the path are updated, or none are changed.
Payment channel networks achieve secure fund transfers
through Hash Time-Locked Contracts (HTLC) [3] tech-
nology. HTLC is a conditional contract whose terms are
enforced by the blockchain system, eliminating the need
to rely on the trust of any single participant in the net-
work. This contract allows funds to be locked under cer-
tain conditions and automatically released when the con-
ditions are met, or returned to the contract owner when
the contract times out.

In a payment channel network, when a payment needs
to be made, the receiver generates a random secret value
R and sends its hash value (denoted as y, where y=H(R))
to all intermediate nodes on the payment path. Each in-
termediate node uses the hash value y to create an HTLC,
locking a portion of its tokens, with the amount equal
to the payment amount plus a certain routing fee.Once
the payment is initiated, the receiver subsequently reveals
the secret value R to complete the transaction. This ac-
tion releases the locked tokens at each intermediate node,
thereby ensuring a secure transfer of funds.

The Lightning Network and the Raiden Network are
currently the most popular payment channel networks,
utilizing HTLC-based interactive mechanisms to process
payments. Recent studies have also proposed several
improvements, such as Sprites [19], which batch pay-
ment transactions and instantly split them into multiple
smaller payments, using a multipath transmission proto-
col to achieve high-throughput routing solutions in PCNs.
Batching payments allows Spider to complete large trans-
actions over low-capacity payment channels over time, in-
creasing the probability of payment success even with-
out sufficient funds in a single outgoing channel. RE-
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VIVE [16] and Circle [2] proposed channel rebalancing, a
strategy that adjusts the distribution of funds by trans-
ferring funds from channels in one direction to channels in
the other direction. A reasonable fund distribution will in-
crease the success rate of large payments. However, these
two schemes may lead to multiple small payments for a
single transaction or balancing fund transfers occupying
multiple channels, causing network congestion [28] when
transaction volumes are high. This method also assumes
mutual trust among users on the loop path, making it
difficult to find a loop path without causing imbalances
in other channels. Shaduf [20] proposes adjusting funds
in adjacent channels as a solution to this problem. This
method does not require a loop path but only involves
the node, adjacent nodes, and channels. However, this
method also requires occupying funds from other chan-
nels, which can cause imbalances in those channels.

3 Scheme Design

3.1 Design Ideas

In our research, we adopted a channel-to-channel col-
laborative communication method to ensure the security
of off-chain transactions. This communication method
allows users to conduct unlimited transactions between
channels after a single on-chain binding. Specifically, we
designed a mechanism that treats the channel as a whole
to complete transactions, regardless of the fund distribu-
tion at both ends of the channel. As long as the chan-
nel capacity is greater than the transaction amount, the
transaction can be completed, thus improving the success
rate of large payments.

In this scheme, the funds allocated to users in each
intermediary channel are used proportionally, and the in-
termediary fees are also determined by the proportion of
funds used. This design not only ensures the effectiveness
of the transaction but also ensures its fairness. Addition-
ally, the protocol ensures that the honest party does not
lose funds, thereby enhancing user trust [6].

In each transfer of funds between a channel and an ad-
jacent channel, three nodes are involved, with each node
acting as a sender, intermediary, and receiver in the trans-
action. This method of transaction provides unlinkabil-
ity, effectively preventing intermediaries from colluding or
stealing funds from the channels, thereby thus ensuring
the security of users’ funds.

Furthermore, the scheme does not rely on all nodes
in the network, but only involves users’ own channels and
adjacent users, thereby effectively resisting uncooperative
participants. Any three connected and mutually trusted
users can complete large transactions below the channel
capacity using this method, achieving effective fund flow
and redistribution, thereby enhancing the efficiency of the
entire payment channel network.

3.2 Detailed Design

3.2.1 Model Definition

Current large-scale payment solutions focus on dividing
large payment transactions into several small payment
transactions, completing payments through multi-path
methods. In contrast, channel collaboration schemes in-
crease the maximum amount of funds that can be com-
pleted on the shortest path. In short, after users bind on-
chain once, they can perform bidirectional transactions on
adjacent channels multiple times, completing transactions
for amounts less than the channel capacity.

After users establish a one-time on-chain binding, they
can directly transfer tokens between two bound channels
without limitation on the number of transactions, facili-
tating bidirectional payments.

First, we define the basic structure of channel binding
as illustrated in Figure 1.

Figure 1: Diagram of the channel structure

Where L, I, R are user nodes, α, β are channels be-
tween users, θ is the total amount of funds sent, and value
is the channel capacity. When during a transaction event
it passes through a node where the funds on one side of
the channel are insufficient to complete the transaction,
but the channel capacity with the previous node exceeds
the total amount of funds sent, this node can act as an
intermediary and initiate a channel cooperation request
to the adjacent nodes on both ends.

Each time the intermediary node I initiates a chan-
nel cooperation request to the adjacent channels α and
β, the request includes the allocation of funds sent from
αL end and αI end, as well as from βI end and βL end.
When participating nodes L and R respond with signed
participation information, the channel cooperation agree-
ment is reached, the fund allocation process is illustrated
in Figure 2 below. The three-party nodes involved in this
process must reach consensus within O(∆) time; if any
party fails to respond, the channel cooperation agreement
cannot take effect.

Figure 2: Channel allocation of funds

When channel α transfers θ to channel β, nodes I and
R sign and confirm completion within the specified time
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O(∆), marking the transaction as successful. The channel
capacity is updated, the channel cooperation version is
incremented, and it is broadcasted.

If any user participating in the transaction requests
to terminate the channel cooperation or raises a dispute
before all fund transfers are completed, the transaction
is canceled. The channel reverts to its original capacity,
and the channel cooperation version is restored.

The channel cooperation contract discourages any user
from broadcasting transactions other than the most re-
cent channel cooperation version. If a user incorrectly
broadcasts an old channel version, all their funds are pe-
nalized and delivered to the other party. If participating
users agree on the latest channel version, either user can
broadcast a transaction revocation. After a waiting pe-
riod, funds can be reused.

3.2.2 Algorithm Definition

Algorithm 1 constructs a network topologyG based on the
model, calculating a path from one node to another with
the minimum edge (channel) weight that still satisfies 70%
of the channel capacity for the transaction amount. This
algorithm employs a greedy strategy, first declaring an
array to store the shortest distances between nodes and a
set of nodes for which the shortest path has been found,
while setting the lengths of unreachable paths to infinity.
When a new transaction is added, the algorithm checks if
there is a reachable path and if the length of this path is
the shortest one that satisfies the transaction amount. If
so, the array values are updated accordingly.

Algorithm 2 takes the transaction amount, sender
node, and receiver node as inputs and outputs the result
of either a successful or failed transaction. The specific
steps of Algorithm 2 are as follows:

� Input: Transaction amount θ, Sender node S, Re-
ceiver node R.

1) Handling Insufficient Funds If the funds at the sender
node S are insufficient to complete the transaction
amount θ, then identify the previous node Nprev and
the next node Nnext, as well as the channel capacities
C(α) and C(β) between them and S. If both C(α)
and C(β) are greater than or equal to θ, then mark
S as an intermediary node, calculate the fund allo-
cation for channels α and β, and initiate a channel
cooperation request to the adjacent channels.

2) Channel Cooperation Request The cooperation re-
quest includes the fund allocation for αL and αS , as
well as βS and βR.

If the participating nodes respond with signed con-
firmation, then a channel cooperation agreement is
reached, the transaction is executed, and ”Transac-
tion Success” is returned.

Otherwise, if the cooperation fails, the transaction is
terminated, and ”Transaction Failure” is returned.

3) Direct Transaction Execution If the funds at the
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sender node S are sufficient to complete the transac-
tion, the transaction is executed directly, and ”Trans-
action Success” is returned.

� Output: ”Transaction Success” or ”Transaction
Failure”.

3.3 Model Implementation

This paper formalizes the model using the universal com-
posability(UC) framework [12] [11], employing a global
setup where the model consists of a fixed set of par-
ticipants P ={P1, ..., Pn}. The underlying blockchain is
viewed as a global ideal function ζ representing maximum
blockchain latency. All participants receive inputs from
the environment Z and send them accordingly.

Channels:The payment channel δ is defined by at-
tribute (δ.id, δ.users, δ.balance, δ.fund, δ.bind, δ.allot).In
terms of attributes, δ.id ∈ {0, 1}∗ is the channel identi-
fier, δ.users = {δ.lift, δ.right} denotes the set of channel
users, δ.balance represents the channel balance, δ.fund de-
notes the channel capacity, δ.bind records all bindings of
this channel, and δ.allot indicates the remaining capacity
after binding to other channels.

Bindings: The binding is defined by the attribute tu-
ple (Φ.id,Φ.users,Φ.channels,Φ.shift,Φ.reserve). Regard-
ing attributes, Φ.id ∈ {0, 1}∗ is the binding identifier,
Φ.users = (Φ.lift,Φ.originator,Φ.right) represents the
set of users, where Φ.originator acts as the intermediary.
Φ.channels = (Φ.α,Φ.β) denotes the Cooperation of two
bound channels, where Φ.α consists of users Φ..lift and
Φ.originator, and Φ.β consists of Φ.originator and Φ.right.
Φ.shift represents the total shifted coins between channels
with Φ.shift(Φ.a) + Φ.shift(Φ.β) = 0. Φ.reserve indi-
cates the upper limit for each channel’s capacity transfer.

Communication: We denote the event ”sending mes-
sage m to P in round r” as ” m

r−→ p ”, and the event
”receiving message m from P in round r” as ” m

r←− p ”,
where P can be a transaction party or a smart contract.
Specifically, when P is a set of participants, the above
notation represents sending a message to each member of
the set or receiving a message from each member of the
set.

Communication Network: This paper assumes a syn-
chronous communication network where all parties are
aware of the current time, measured in rounds. Message
delivery between communication parties takes one round,
meaning a message sent in round r is received by the re-
cipient at the beginning of round r+1. Additionally, com-
munication is authenticated by each user, allowing the re-
ceiver to verify the message source. Attackers can view
message contents but cannot modify or delete messages.

Ledger: This paper formalizes the ledger as a global
function ζ relative to the blockchain ledger. The tuple
(x1, ..., xn) recorded in the ledger represents the balance
xi of participant Pi,accessible to all users. Its functional-
ity is depicted as shown in Figure 3.

Contract Functionality: The model denotes a contract

Figure 3: Ledger functionality

using �, where each contract is identified by its correspond-
ing channel. For instance, f (β) represents the contract
of channel β. � accesses the contract ledger.

The channel Cooperation process is triggered by mes-
sages from users, including process names and references
to channel or binding identifiers. Assuming the following
messages involve channels β and α: channel identifiers are
denoted as id, the payment initiator as P, other users as
Q. The requested payment amount and fund transfer are
denoted as θ and θ̃, respectively. The ledger is ζ, and the
list of channels is Γ.

Security Objective: Ensuring the security of funds for
honest users, meaning honest users will not lose funds
during the transaction process. We analyze the expected
implementation of contracts in each stage as follows.

Figure 4: Channel open process

Figure 5: Channel update process

Channel Opening and Channel Update Contracts: The
channel opening is only considered agreed upon when the
initiator Originator applies, and users Light and Right
approve within O(∆) time. Similarly, the channel status
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update is completed within O(∆) time when all partici-
pating users agree. When all three users act honestly, it
takes 2 rounds to confirm the result.The process is shown
in Figure 4 and Figure 5.

Figure 6: Channel cooperate process

Channel Opening Contract: The process of opening
a payment channel is considered finalized only when the
initiating party, referred to as the Originator, submits an
opening request, and the other two participants, Light
and Right, give their approval within a bounded time
frame denoted as O(∆). This timeframe O(∆) refers to a
pre-specified delay tolerance in the system, ensuring that
all participants have a fair opportunity to review and ap-
prove the channel opening. The use of multi-party sig-
natures ensures that the agreement is verifiable on-chain,
mitigating risks such as double-spending or collusion.

Channel Update Contract: For any subsequent update
to the channel state, such as adjusting balances or mod-
ifying contract terms, all participants must consent to
the changes within O(∆). A consensus mechanism is em-
ployed to facilitate agreement, where the update is only
finalized once all parties sign off on the revised state. This
consensus ensures that no single party can unilaterally al-
ter the channel’s status, preserving the integrity and fair-
ness of off-chain interactions.

In scenarios where all participants behave honestly and
without delay, both the channel opening and channel
update processes can be completed in 2 communication
rounds. This minimal communication overhead is a signif-
icant advantage of off-chain networks, allowing for rapid
finality in payment verification. The entire sequence of
actions, including the signing, approval, and channel con-
firmation, is illustrated in Figure 6 and Figure 7, which
demonstrate the step-by-step interaction of all parties in-
volved.

Channel Dissolution Cooperation Contract: In a pay-
ment channel network, when transactions within a chan-
nel are no longer needed or users wish to exit the channel,
a channel dissolution cooperation contract can be pro-
posed to terminate the channel.

Contract Initiation: Any user from the two cooperat-

Figure 7: Channel cooperation update process

ing channels can propose a channel dissolution coopera-
tion contract. The initiator sends a dissolution request to
other participants, explaining the reasons for termination
and the method of fund settlement. The initiator plays
a critical role in the process as it triggers the subsequent
negotiation and confirmation stages.

Consensus Mechanism: Once the channel dissolution
cooperation contract is initiated, all participating users
must reach a consensus within 3O(∆) time for the chan-
nel to be officially dissolved. Here, 3O(∆) represents three
times the system’s tolerated delay time. During this time
window, all participants must provide explicit consent or
denial. To ensure security and fairness, a multi-signature
mechanism is often introduced during the dissolution pro-
cess, allowing every participant’s decision to be recorded
and verified.

Dissolution Process: Dissolving a channel involves not
only closing the channel but also reallocating any re-
maining funds within the channel. The contract must
clearly outline how the funds are to be distributed ac-
cording to each party’s share, ensuring that all users’
funds are returned to their accounts after the channel
is closed. This redistribution process typically involves
multi-signature validation and on-chain verification to en-
sure transparency and security.

Handling Failure to Reach Consensus: If consensus is
not reached within the 3O(∆) time frame, the dissolu-
tion request will be considered a failure, and the channel
will remain open. At this point, the initiator may choose
to reissue the dissolution request or continue conducting
transactions within the channel. To avoid malicious be-
havior or prolonged deadlock, some protocols may intro-
duce arbitration mechanisms or incentives to encourage
participants to reach consensus within a reasonable time
frame.The process is shown in Figure 8.

Closure Process:The user initiating the closure sends a
closure request to all participating nodes within the chan-
nel. The request specifies whether there are any pending
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Figure 8: Cancel cooperate process

transactions or collaboration contracts that need to be
resolved.

For the closure to proceed, all channel participants
must agree on the final balance and confirm the closure
within the 3∆ time frame.If consensus is reached, the
channel is closed, and the final state is recorded on the
blockchain. This step ensures that the integrity of funds
is preserved, and no participant suffers any loss due to
abrupt termination.

Dissolution of Collaboration Contracts:If collaboration
contracts are present, the system will first trigger the dis-
solution process for these contracts. This includes noti-
fying all linked channels and reallocating funds to ensure
that the dependencies between channels are fully severed.
Collaboration dissolution must also occur within the same
3∆ time frame, requiring agreement from all parties in-
volved in the external contracts.

Final Confirmation and Blockchain Settlement: Once
all dependencies are resolved, the final balance is con-
firmed and signed by all users. The channel closure is
then recorded on the blockchain as a final, irreversible
state change. This prevents any further transactions or
claims on the closed channel.The process is shown in Fig-
ure 9.

4 Experiments and Analysis of
Results

4.1 Experimental Design

This experiment collected information on 1,000 nodes and
channels of the Lightning Network on December 27, 2023.
The frequency distribution of channel capacities is shown
in Figure 10. As illustrated in the figure, most channel
capacities in the Lightning Network range between 0 BTC
and 3 BTC, with only a few having larger capacities.

n the simulated transaction process, a random value
Ni is generated based on the capacity of each channel.
This random value ranges between 0 and CNi,j , and the
sum of the values at both ends of the channel CNi and

Figure 9: Channel close process

Figure 10: Channel capacity frequency

CNi equals the channel capacity CNi,j , i.e (Formula 1):

CNi + CNj = CNi,j (1)

Among the 100 channels, most exhibit imbalance issues,
with a few channels showing extreme imbalance where the
funds at one end are zero. According to the imbalance
Formula (2):

|CNi − CNj |
CNi,j

= bimi,j (2)

The skewness of funds at both ends of the selected 100
channels was analyzed, as shown in Figure 11. The green
line in the figure represents a perfectly balanced state,
with an imbalance degree of zero, indicating the ideal op-
timal balance. The orange line in the figure represents the
actual balance state of the channels. As can be seen, the
vast majority of channels are in a non-ideal state. The
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Figure 11: Channel imbalance

larger the imbalance degree, the more one-sided the fund
flow at both ends of the channel, making it more likely to
experience fund shortages in future transactions.

4.2 Experimental Results and Analysis

Ethereum uses gas to measure the amount of computa-
tional resources required to perform certain operations.
Each instruction executed by the Ethereum Virtual Ma-
chine (EVM) consumes a certain amount of gas. There
is no fixed price for converting gas to Ether. Because the
sender of the transaction specifies the gas price, it affects
the miners’ willingness to process the transaction. A lower
gas price will result in a longer waiting time for the trans-
action to be mined. We selected an average gas price of
approximately 20 Gwei (or 2×10−8 Ether) as the standard
price for the experiment. At the time of preparing this
paper, the exchange rate of Ether to USD was 1:2920.32.
That is to say,1 gas = 2×10−8 Ether = 5.841×10−5 USD.

Our evaluation uses the following criteria: the number
of on-chain transactions, the execution cost measured in
gas, Ether, and USD, the number of off-chain messages,
and the number of signatures. The number of signatures
dominates in terms of message length and computational
complexity. Table 1 below shows the execution cost of
each operation under these metrics.

We then simulate payment networks of different sizes
to evaluate the effectiveness of the channel cooperation
method in improving the success rate of off-chain pay-
ments and shortening the average payment path length.
First, we establish underlying payment networks of vari-
ous sizes, randomly opening a certain number of payment
channels in the network. Then, we extract transactions
from the Lightning Network and simulate the transaction
process on the payment network.

In a small-scale payment network, the ratio of nodes
to channels determines the network’s density. The higher
the density, the shorter the average path length between
nodes, resulting in more potential paths for completing
transactions. We chose a ratio of 4.0 for the simulation of

the payment network. Another important system param-
eter in the experiment is the participation rate in chan-
nel cooperation, which indicates how many participants
will engage in channel cooperation. Table 2 shows the
simulation results. Here, PN stands for ”Payment Net-
work”, PH stands for ”Payment Hub”, FW stands for the
Floyd-Warshall shortest path algorithm, SM stands for
the SpeedyMurmurs routing algorithm, and PC stands for
the ”Channel Cooperation” routing algorithm. Λ repre-
sents the improvement compared to the payment network.

From the simulation experiments, it can be observed
that the channel cooperation algorithm effectively short-
ens the transaction path length. Moreover, its effective-
ness in path shortening improves with an increasing rate
of participant usage.

To simulate real dynamic transaction data and test the
model’s success rate, this study uses static data of 5000
nodes and channels, conducting 1000 transaction simu-
lations each time, with random selection of senders and
receivers. These simulations are compared against the
performance of multi-path splitting payments in off-chain
payment channels.

Initial fund simulation in off-chain payment channels:
Due to the invisibility of initial balance distribution
within each channel, we designed a method to simulate
payment scenarios by randomly distributing the channel
capacity between two channel users.

Off-chain payment scenario simulation: Due to the in-
visibility of transaction frequency and amounts, we need
to set the payer and payee for each transaction pair and
determine the payment amounts. Since payment chan-
nels are primarily used for high-frequency, small-amount
transactions, we excluded excessively high transaction
amounts. Instead, we randomly sampled transaction par-
ties within the network and conducted high-frequency
tests over a short period to better simulate real off-chain
network transactions.

We designed evaluation methods for the channel coop-
eration and SpeedyMurmurs algorithms. For the Speedy-
Murmurs algorithm, we adopted the optimal fund par-
titioning ratio recommended within this simulation sce-
nario. For the channel cooperation algorithm, users need
to transfer funds within bound channels. To ensure the
cooperation of the other two users in the bound channel
during the transaction, we need to initiate the binding for
each user. The binding amount is the portion of a chan-
nel’s funds available for use by one user. To prevent the
bound channel from becoming underfunded and unable to
complete other transactions after a binding transaction,
we limit the binding fund to 70% of the total channel
capacity, with this amount distributed according to the
initial fund allocation between the two channel users. If
the cooperative channel is an intermediary channel, the
resulting transit fees are distributed proportionally to the
fund allocation ratio.

We selected the transaction volume range of 0-3 BTC,
where transactions are more frequent in the payment
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Table 1: Operating cost

Operation On-chain txs gas ether USD Off-chain msgs sigs
Open 2 173147 0.0034 9.94 0 2
In-channel transfer 0 0 0 0 2 2
Cooperate 1 154723 0.0030 8.77 0 2
Cross-channel transfer 0 0 0 0 17 17
Withdraw 2 97749 0.0019 5.56 0 2
Close 2 148413 0.0029 8.48 0 2

Table 2: Route length comparison

Number of nodes PN-FW PH-FW PC-FW Λ PN-SM CH-SM PC-SM Λ
200 2.77 2.74 2.52 9.0% 4.01 3.99 3.65 9.1%
400 3.10 3.03 2.76 11.1% 4.71 4.58 4.03 14.5%
600 3.30 3.19 2.91 11.8% 5.06 4.76 4.32 14.5%
800 3.44 3.32 2.98 13.4% 5.33 4.92 4.27 20.0%
1000 3.56 3.40 3.03 15.5% 5.53 5.13 4.20 24.2%

channel network. Assuming that the number of transits
for all payment paths is 3, a comparison of the multi-
path transaction success rates between our scheme and
the Spider scheme is shown in Figure 12.

Figure 12: Comparison of transaction success rates 1

In the simulation experiments, as the transaction
amount increases, the success rate of various path transac-
tion algorithms shows a significant downward trend. This
is due to the decrease in the number of channels that
can satisfy the transaction amount and the increase in
the degree of channel imbalance. However, in the exper-
imental graph, it is evident that multipath partitioned
payments can improve the transaction success rate. The
channel cooperation-based algorithm proposed in this pa-
per shows a more significant improvement in transaction
success rate, with smaller fluctuations as the transaction
amount increases, improving the success rate by nearly

16.1% compared to the optimal multipath algorithm.

We set the transaction range to 0-1 BTC to explore the
multipath transaction success rate comparison between
our scheme and the Spider scheme under varying num-
bers of payment path hops. the success rate is increased
by 13.25% on average compared with multi-path split pay-
ment.The results are shown in Figure 13.

Figure 13: Comparison of transaction success rates 2

The utilization of a single channel is constrained by
its inherent fund capacity, which lacks the ability for dy-
namic adjustment. When funds are insufficient, transac-
tions may fail, resulting in wasted resources. In contrast,
collaboration with adjacent channels enables dynamic al-
location of funds and maximizes their utilization, signif-
icantly enhancing overall transaction success rates and
efficiency. As illustrated in Figure 14, channel collab-
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oration leads to a substantial improvement in fund uti-
lization, reduces the number of payment routing hops,
and lowers processing fees, thereby enhancing the overall
economic viability of transactions—particularly for large-
scale transactions.

Figure 14: Channel fund utilization rate

The channel cooperation model distinguishes itself
from other channel protocols primarily through its flexi-
bility and dynamic adaptability. Unlike traditional chan-
nel protocols, the channel cooperation model facilitates
collaboration among adjacent channels, thereby enhanc-
ing the maximum capacity for fund flows. This coop-
erative mechanism not only improves the success rate
of transactions but also reduces the number of payment
routing hops, ultimately lowering transaction costs.

Enhanced Capacity Utilization: The channel coopera-
tion model allows multiple channels to work in tandem,
optimizing fund utilization. This capability ensures suc-
cessful transactions even in scenarios of insufficient funds.

Increased Success Rate: By dynamically adjusting
fund allocations, the model can identify more optimal
transaction paths, significantly improving the success rate
of large transactions within the payment network.

Flexibility: The model can adapt to changes in net-
work conditions in real-time, addressing varying trans-
action volumes and channel states, which is particularly
beneficial for high-frequency trading scenarios.

Security: The channel cooperation model offers a de-
gree of unlinkability; even in cases of collusion among in-
termediate nodes, the model prevents the linking of dif-
ferent parts of the same transaction, thereby enhancing
transaction privacy and security.

Modular Design: This model features a modular proto-
col design that allows for integration with various routing
algorithms, making it applicable across diverse scenarios.

5 Conclusions

The off-chain transaction method based on channel coop-
eration proposes a transaction protocol initiated by inter-
mediate nodes with cooperation between adjacent chan-
nels. This protocol ensures atomicity, correctness, and se-
curity in the transaction process. Our experimental eval-
uation demonstrates the advantages of channel coopera-
tion in transaction success rates and shortening payment
paths. The main contributions of this paper are as fol-
lows:

� Based on channels, we extended the amount of funds
that can be paid through a channel, increasing the
success rate of large payments.

� Effectively improved payment efficiency in imbal-
anced networks, reducing transaction fees and path
hops, allowing more transactions to be completed on
the optimal path.

� The contract ensures the security of users’ transac-
tion funds, enhancing transaction reliability.

Off-chain payment methods through channel collabo-
ration not only enhance the success rate of payments but
also reduce the number of hops in payment routing. This
approach shows promise for application in networks such
as the Lightning Network and the Raiden Network, facili-
tating larger transactions and advancing the payment sec-
tor. However, this method lacks dynamic analysis when
faced with high-frequency transactions, potentially lead-
ing to transaction delays and channel imbalances.

Future work will focus on researching off-chain pay-
ment channel networks, aiming to design a payment
method suitable for high-frequency transactions that dy-
namically adjusts the channel network. Ensuring user and
fund security is also crucial. By employing information
encryption and control mechanisms, we can enhance the
security of off-chain payments. Additionally, integrating
smart contracts could automate and secure the process,
while decentralized oracles might provide real-time data
to dynamically balance channels, ensuring the network
remains efficient and reliable even under high transaction
loads.
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