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Abstract

Designing an efficient and secure authentication technique
to detect fraudulent behavior is a very important subject
in mobile network systems. However, treating each trans-
action as a suspect seems to contradict the fact that most
communication behaviors are honest. Based on this fact,
it is reasonable to design a more efficient authentication
protocol despite its loss of efficiency in dishonest commu-
nication situations. In such a way, an overall cost-effective
solution can be obtained. In this paper, the BGSW pro-
tocol is redesigned under the concept and a cost-effective
solution is shown. However, we have to emphasize that
main purpose of this paper is not to improve the BGSW
protocol, but to show the new idea that it is reasonable
to design a more efficient authentication protocol despite
its loss efficiency in dishonest communication situation.
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1 Introduction

There is a steadily increasing amount of services offered
through mobile networks since mobile networks provide
a very convenient way of communications. The exponen-
tial growth of wireless and mobile networks and their use
for business applications over the Internet have brought
vast changes for the mobile devices, middleware devel-
opment, standards and network implementation [17, 18].
However, because no physical circuit is required in mo-
bile networks, security problems must be considered. Ow-
ing to restricted resources of portable devices, efficiency
should also be taken into account. Authentication should
be possible for the receiver of a message to ascertain its
origin and ensure that the network service will not be
obtained fraudulently. Providing secure and efficient au-
thentication solutions for mobile networks has become

very important when Internet and wireless communica-
tion applications have been increasing recently [4]. As a
result, many authentication techniques of Global Mobil-
ity Network have been proposed. These authentication
techniques benefited from the utilizing of cryptosystems
[13] including Secret-Key based systems [3, 7, 9, 11, 16]
and Public-Key based systems [5, 6, 8, 12, 14], and are
designed to be able to detect fraudulent behaviors. How-
ever, if communication frauds occur too frequently, the
entire communication system will be paralyzed; conse-
quently, most communication behaviors should be honest
to keep the entire communication system work smoothly.
Treating each transaction as suspicious seems to contra-
dict the fact that most communication behaviors are hon-
est. Based on the fact, it is reasonable to design a more
efficient authentication protocol despite its loss efficiency
in dishonest communication situation. In this paper, the
BGSW protocol [7] is redesigned to benefit from this ob-
servation and is shown to be a cost-effective solution.
BGSW authentication protocol proposed by Buttyan et
al. presents cryptanalysis and improvement on the proto-
col proposed by Suzuki and Nakada [16]. BGSW proto-
col not only has the same architecture as GSM [15] and
UMTS [1] but also has a transparent process for mutual
authentication between mobile user, visited network and
home network. Thus, we adopt the scheme as an example
to show the feasibility of our idea. The main purpose of
this paper is not to improve the BGSW protocol, but to
show the new idea that it is reasonable to design a more
efficient authentication protocol despite its loss efficiency
in dishonest communication situation. In the next sec-
tion, the BGSW protocol is briefly reviewed. Our scheme
will be illustrated in Section 3 and the security and perfor-
mance analysis will be discussed in Section 4 and Section
5. Finally, the conclusion is given in Section 6.
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2 Review of BGSW Scheme

Before describing BGSW scheme, some notation should
first be defined. X → Y : Z denotes that a sender X

sends a message Z to a receiver Y . U , V and H denote a
roaming user, visiting network and home network, respec-
tively. UID, V ID, and HID denote the identity of U ,
V and H , respectively. R0, R1, R2 and R3 are random
numbers. KV H denotes the secret key shared by V and
H , KUH denotes the secret key shared by U and H , and
KUV denotes the session key shared by U and V . [M ]N
denotes a message M encrypted by key N .

The scheme is illustrated as follows.

Step 1. U → V : Request, R0

Step 2. V → H : R1

Step 3. H → V : R2, [R1]KV H

Step 4.

1) Decrypt [R1]KV H

2) Verify R1

3) Generate KUV

4) V → H : [UID, R2, KUV , R0]KV H

Step 5.

1) Decrypt [UID, R2, KUV , R0]KV H

2) Verify R2

3) H → V : [V ID, KUV , R0]KUH

Step 6. V → U : R3, [V ID, KUV , R0]KUH

Step 7.

1) Decrypt [V ID, KUV , R0]KUH

2) Verify R0

3) U → V : [R3]KUV

Step 8.

1) Decrypt [R3]KUV

2) Verify R3

3) V → U : [[R3]KUV ]KUV

Step 9.

1) Decrypt [[R3]KUV ]KUV

2) Verify [R3]KUV

Challenge-response technique [10] is employed to pro-
vide security and service authentication here. V authen-
ticates H and U by verifying R1 and R3 in Step 4 and
Step 8, respectively. H authenticates V by verifying R2
in Step 5. U authenticates V by verifying [R3]KUV in
Step 9. To prevent replay attack, U verifies R0 in Step 7.

In honest communications, BGSW scheme needs to
complete the entire authentication process so that five

encryptions (2KV H , 1KUH , and 2KUV ) and five decryp-
tions (2KV H , 1KUH , and 2KUV ) are needed. However,
if an attack is made, such as a masquerading H ′ trying
to pass through the authentication process, it will be de-
tected by V through verifying R1 in Step 4 and the au-
thentication process is hence terminated at Step 4. The
number of computations is significantly reduced to only
one encryption (KV H) and one decryption (KV H). Ob-
viously, BGSW does its best to detect the fraud as early
as possible. The question is that is it worth the time to
screen for fraudulent behaviors when they seldom occur?
Based on the fact most communication behaviors are hon-
est, there still has room to do optimization by reducing
the number of cryptographic operations in most of the
cases.

3 Our Scheme

The idea behind our scheme is that we do our best to pro-
mote the overall performance of the authentication pro-
cess as efficiently as possible. The overall efficiency of our
scheme is expected to be better than BGSW protocol in
case honest communications constitute the majority of to-
tal communications. The details are described as follows
and Figure 1 illustrates the new authentication protocol.

Step 1. U generates a random number R0, and then
sends a service request and R0 to V .

Step 2. V forwards the service request to H .

Step 3. H generates a random number R1 and sends it
to V .

Step 4. V generates a random number R2 and session
key KUV used by U and V , and then sends M1 =
[UID, KUV , R1, R2]KV H to H .

Step 5. H decrypts the message M1 to get UID, KUV ,
R1 and R2, and verifies whether R1 is the same as
what was sent to V in Step 3. If R1 passes the ver-
ification, V is authenticated by H . Then, H sends
M2 = [V ID, KUV , R2]KUH and R2 to V .

Step 6. V verifies whether R2 is the same as what was
sent to H in Step 4. If R2 passes the verification, H

is authenticated by V . Then sends M2 and M3 =
[R0]KUV to U .

Step 7. U decrypts the message M2 to get V ID, KUV ,
and R2, and then decrypts M3 to get R0. Then
U verifies whether R0 is the same as what was sent
to V in Step 1. If R0 passes the verification, V is
authenticated by U . And then U responds to V ′s

challenge with the M4 = [R2]KUV .

Step 8. V decrypts the message M4 to get R2 and ver-
ifies whether R2 is the same as what was sent to H

in Step 4. If R2 passes the verification, U is authen-
ticated by V .



International Journal of Network Security, Vol.9, No.3, PP.227–232, Nov. 2009 229

 


Step 
4. 
1
) Generate K
UV
 


     
  
2) 
Send
 
M1
 
to
 
H
             
  


Step 
6.
 
 


1)Verify R2
 


2)Send
 M2
, M3
 
to
 
U
  
  
 


Step 
7. 
1) 
Decrypt M2, M3
 


2) 
Verif
y
 R
0
 


    
  
3
)
 
Send
 
M
4
 to
 
V
 


Step 
3.
 
Send 
R
1 to V
 


M2=
[VID, K
UV
, R
2
 
]K
UH
 ,
R
2
 


 
  
 M1
=
 [UID, K
UV
, R
1, R2
]K
VH
 


M2,
 
M3=[R0]K
UV
 


Request
 
 


R1
 
 


M4
 
=
 
[R
2
]K
UV
 


U
 
 V
 
 H
 


Step 
1.
 
Send
 
Request, R0
 to V
 


          
 Request, R0
 

Step 
2. 
Send
 
R
equest to H
 


Step 5
.
 
1)Decrypt M1
 


     
  2)
Verify R1
 


      3)Send M2, R2
  


 to V
 


Step 8
.
 
1)Decrypt M4
 


     
  2)
Verify R2
 


Figure 1: Our authentication protocol

4 Security Analysis

Anyone trying to masquerade as the U , V , or H can-
not pass the authentication process, because all possible
fraudulent behaviors will be found through fraud detec-
tion. In our protocol, H authenticates V by verifying R1
in Step 5, V authenticates H by verifying R2 in Step 6, U

authenticates V by verifying R0 in Step 7, and V authen-
ticates U by verifying R2 in Step 8. Figure 2 shows the
authenticators R0, R1 and R2 utilized in authentication
between the three entities U , V and H .

4.1 H Authenticates V by Verifying R1 in

Step 5

In Step 5, H decrypts the response message
[UID, KUV , R1, R2]KV H return from V to obtain
R1. Because H is the only other entity that knows
the key KV H and therefore V is authenticated if the
decrypted authenticator R1 is the same as what was sent
to V in Step 3. It is impossible to forge the message
[UID, KUV , R1, R2]KV H to pass the authentication
process because there is no way to alter bits in ciphertext
to produce the desired changes in the plaintext without
knowing key KV H . A forged V will be detected by H in
Step 5.

4.2 V Authenticates H by Verifying R2 in

Step 6

By verifying the correctness of the authenticator R2, V

can assure the responder has the ability to decrypt the
message M1 = [UID, KUV , R1, R2]KV H sent to the al-
leged H in Step 4. Only H known the secret key KV H can
decrypt the message M1 to get R2 in Step 5, so without
knowing the key KV H , any fraudulent behaviors from H

will be detected by V in Step 6.

4.3 U Authenticates V by Verifying R0 in

Step 7

By decrypting the message M2 to get KUV firstly and
then decrypting M3 to obtain the authenticator R0, V

can be authenticated if the value R0 is the same as what
U was sent to V in Step 1. Because the key KUV is hidden
in M2, any attacker has no way to forge the message
M3 = [R0]KUV to pass the authentication process unless
obtaining the legal M2. It is obvious that M2 can only
be created by H while passing the authentication of V in
Step 5. Only the legal V can get the help from H to pass
the verification in Step 7.

4.4 V Authenticates U by Verifying R2 in

Step 8

To response M4 = [R2]KUV for the seed R2 with the
key KUV , U must have the ability to decrypt M2 =
[V ID, KUV , R2]KUH encrypted by H and further for-
warded by V . Only the legal U having the knowledge of
secret key KUH can obtain the correct key factors KUV

and R2, so the fraud will be detected by V in Step 8. In
summary, the security of our protocol is based on the se-
cret shared keys, KVH , KUH , and KUV . Thus, in order to
successfully pretend to be a legal mobile user (U) or ser-
vice provider (including H and V ), an attacker must forge
some sensitive data to pass the authentication process.
Fortunately, these attacks cannot work since all sensitive
data is protected by these secret shared keys which are
unknown to attackers. The authenticator R0, R1 and R2
are used to identify the legal entity and can prevent replay
attack because they are changed from time to time. The
usage of these random numbers guarantees the receipt of
a fresh message.

5 Performance Analysis

Communication situations consist of honest and dishonest
communication behaviors. In honest communications, the
entire authentication process must be completed. How-
ever, in dishonest communications, the authentication
process will be terminated upon detecting fraudulent be-
havior. The evaluation of efficiency of the protocol is
based on the number of computations including encryp-
tion and decryption. It is reasonable to assume that each
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Figure 2: The authenticators utilized in authentication between U , V and H

Table 1: Number of computations for BGSW and our protocol

BGSW Protocol Our Protocol
Honest communication (complete the process) 10 8
Dishonest communication
1. Fraud V detected by H 4 2
2∗. Fraud H detected by V 2 3
3. Fraud V detected by U 10 6
4. Fraud U detected by V 8 8
* : Fewer Computations in BGSW protocol

encryption or decryption takes the same CPU time in
conventional cryptosystem [13]. Different situations may
take a different number of computations for both BGSW
and our scheme. The less computations of the protocol,
the more efficient it will be. In this section, the efficiency
of the two schemes is compared according to the two dif-
ferent situations.

5.1 Honest Communication Situation

In an honest communication situation, both our scheme
and BGSW protocol need to complete the entire authen-
tication process so that all computations must be per-
formed. The total number of computations for BGSW
protocol is ten including five encryptions (2KV H , 1KUH ,
and 2KUV ) and five decryptions (2KV H , 1KUH , and
2KUV ). Compared to BGSW protocol, eight compu-
tations including four encryptions (1KV H , 1KUH , and
2KUV ) and four decryptions (1KV H , 1KUH , and 2KUV ),
two less than BGSW scheme, are needed in our scheme.

5.2 Dishonest Communication Situation

Frauds can be found by verifying the authenticators R0,
R1 and R2 in different steps. However, each kind of fraud
detection takes a different number of computations in the
two protocols. According to the different case of fraud-
ulent behaviors mentioned in Sections 4.1 ∼ 4.4, the fol-
lowing sections calculate the numbers of computations of

BGSW and our scheme and the results are shown in Ta-
ble1. The detailed computations for each U , V and H are
shown in Table 2. According to Table 2, in our protocol,
the computations are needed in U are the same as BGSW
scheme. There is no extra computational cost increased
in U . But, apparently, computational costs are reduced
in V and H when compared with BGSW scheme in most
situations. It implies V and H can afford more services
for other users. The overall system performance is hence
promoted.

5.2.1 H Authenticates V

The fraud occurred from V will be detected by H in Step 5
by verifying R2 and R1 for BGSW and our protocol, re-
spectively. Four (4 KV H) and two (2 KV H) computations
are needed for BGSW and our protocol, respectively.

5.2.2 V Authenticates H

In BGSW protocol, the fraud occurred from H will be
detected by V through verifying R1 in Step 4 and two
computations (2 KV H) are needed. In our protocol, the
fraud will be detected by V through verifying R2 in Step 6
and three computations (2 KV H and 1 KUH) are needed.

5.2.3 U Authenticates V

The fraud occurred from V will be detected by U in Step
9 through verifying [R3]KUV for BGSW protocol. Ten
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(4 KV H , 2 KUH and 4 KUV ) computations are needed.
In our protocol, the fraud will be detected by U through
verifying R0 in Step 7. Six (2 KV H , 2 KUH and 2KUV )
computations are needed.

5.2.4 V Authenticates U

The fraud occurred from U will be detected by V in Step 8
through verifying R3 in BGSW protocol. Eight (4 KV H ,
2 KUH and 2KUV ) computations are needed. In our pro-
tocol, the fraud will be detected by V through verifying
R2 in Step 8. Eight (2 KV H , 2 KUH and 4 KUV ) com-
putations are needed.

5.3 Comparisons of the Two Protocols

According to Table 1, only in case of the dishonest com-
munication situation where the H is fraud but detected
by V , BGSW protocol will be more efficient than our pro-
tocol since fewer computations are needed in BGSW pro-
tocol. Therefore, adopt this worst case to our scheme.In
this case, if we can prove the overall efficiency of our pro-
tocol is better than BGSW protocol based on the fact that
most communications are honest, it implies the efficiency
of our protocol is better no matter what fraud situations
occur. Considering a different ratio of dishonest commu-
nications, the compared results for the average number of
computations of the two schemes are shown in Table 3.

The more computations of the protocol, the less ef-
ficient it will be. Therefore, according to Table 3, the
overall efficiency of our protocol is better than BGSW.
However, if the ratio of dishonest communications is in-
creasing, our protocol will gradually lose efficiency. Obvi-
ously, if more than 70% of communications are dishonest
then our protocol will be less efficient than BGSW. It
implies that if fraudulent behaviors frequently occur, our
protocol is not recommended to be adopted. However, if
more than 70% of communications are dishonest, it con-
tradicts the fact most communication behaviors should
be honest to keep the entire communication system work
smoothly. The entire system must be hence paralyzed.

6 Conclusions

In Global Mobility Network, not only security but also ef-
ficiency should be taken into account. The main purpose
of this paper is not to improve the BGSW protocol but to
show the new idea – Based on the fact that most commu-
nication behaviors are honest, it is reasonable to design a
more efficient authentication protocol despite its loss ef-
ficiency in dishonest communication situation. Although
fraudulent communication behavior may take more time
to be detected in our scheme, the overall efficiency is pro-
moted in majority cases.
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