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Abstract

Information is one of the important enterprise assets for
any organization or institute in order to facilitate day-
to-day operation and effective decision-making. Access
to the right information by the right people is increas-
ingly vital in gaining a competitive advantage. However,
managers of information system are facing real challenges
with the growth of security risks created by intruders us-
ing modern hacking techniques. For this reason, it is im-
perative that these issues should be addressed in order to
ensure security for the information system. This research
focuses on three of the major issues related to information
security: Confidentiality, Data Integrity and Availability
of Services and Secure Information Storage. In this paper
we present the Model of a Virtual Invisible Disk (VID)
and discuss a timeout key session technique. The authen-
tication method for the VID is based upon incorporating
biological information into a secret key to Access the VID
that can assist in overcoming the constantly growing se-
curity challenges.

Keywords: Biometrics, confidentiality, cryptography, data
integrity, virtual invisible disk

1 Introduction

Information is one of the most important assets of any
modern organization or institute. Organizations of all
shapes and sizes need to embrace information systems &
technology, if they wish to survive, let alone thrive, in
a highly competitive environment. Effective operational
control & strategic direction are increasingly dependent
on the availability and exploitation of information. It
is vital that adequate security and control procedures
are introduced to ensure that all the information embed-
ded within organization system retain adequate integrity,
confidentiality and availability [3]. The issue of informa-
tion security has been recognized since the advent of first
multi-user computer system for sharing information re-
sources. As we begin the 21st century, this need has be-
come even more significant as countries join together to
securely share information at the global level. Information

security is a daunting challenge, since organizations are
often dealing with information content that ranges from
the simple to the complex (e.g., intelligence information,
financial information, travel information, health records,
citizenship records, e-government, etc.) in an interoper-
able and constantly changing environment [8]. The In-
ternet has provided organizations with access to valuable
information and services, and an instant communications
pathway with partners around the globe. However, with
such rich source of information and communication lies
great risk. It is often stated that the only sure way to
remain secure is never to connect to the Internet. This
is not a viable option for the modern business. Organi-
zations that want to take advantage of the vast resources
available on the Internet must find some happy medium
of accessing and providing access while ensuring that the
adverse consequences of getting on the Internet are min-
imized. Internet data/Information storage is only useful
if information is safe, private and retrievable. Some of
the issues in making this scenario a reality include se-
curing data keys, ensuring quality of service and legal
matters of trust. Making files tamper proof and “non-
repudiable” is an important feature for Information/e-
commerce. The integrity of documents such as invoices,
receipts and health records must be guaranteed. The sys-
tem must detect discrepancies between original and re-
constructed files and be able to trace any suspected tam-
pering. Securing Information is not only about storage
space. It’s about intelligent approach for the systems
that make it secure and flexible. Securing information
on the internet works by breaking data files and objects
into encrypted, erasure-resistant fragments that are repli-
cated and stored randomly across a global network of data
storing into Virtually Designed Secure Disk onto servers.
Keeping in view fundamental issues regarding Informa-
tion Security. The issue that first springs to mind is that
one must maintain confidentiality, keeping sensitive infor-
mation secret. Other key issues such as data integrity re-
quire addressing. This is the assurance that any transmit-
ted data has not been modified. An increasing problem
facing organizations now is the availability of data and
services, meaning that systems from complex enterprise-



International Journal of Network Security, Vol.8, No.2, PP.131-138, Mar. 2009

wide Internet works to small organization resources are
up and running when they are needed.

The remainder of this Research is organized into three
sections. In Section 2, we characterize and discuss prob-
lems which lead to three major issues regarding security
(1) Confidentiality (2) Data Integrity (3) Secure Avail-
ability of Information & its Storage, with the examples.
In Section 3, we present the Virtual Invisible Disk (VID)
technique, which can provide solutions to the 3 major is-
sues regarding IS security. We discuss the VID access
key creation and identity management technique as well
as key management and distribution strategy in a secure
environment. In Section 4, we conclude and discuss the
significance of this technique and its integration into mod-
ern systems security. We further discuss future research
work in this section. This is based on enhancing addi-
tional functionality integration into the Virtual Invisible
Disk (VID).

2 Specification & Characteriza-
tion of the Problems in Differ-
ent Scenario IS Security

With the advent of PKE encryption schemes such as PGP
& True Crypt tools etc, most public and private keys
are generated using passwords or pass phrase, leaving
the password generation steps vulnerable to brute force
attacks. If a password is selected that is not of signif-
icant length, that password can be susceptible to what
is termed a brute force attack, in an attempt to gen-
erate the same keys as the user. Thus PKE systems
such as RSA may be broken by brute force, not be-
cause of any deficiency in the algorithm itself, but be-
cause of deficiencies in the key generation process. How-
ever, Password /PassPhrase based Key generation is very
much likely refers to chances of Brute Force attack. As
mentioned given below examples.
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Figure 1: True Crypt using passwords,/pass phrase for key
file generation
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Key generation using 4 lines The generation, transmis-
sion, and storage of keys are all part of the key man-
agement process and all cryptographic systems must ad-
dress key management issues. Any cryptographic system
is only as strong as the key is secure. Consider a situation
in which you have only chosen to use the strong crypto-
graphic algorithms, you have verified that there are not
any flaws in the vendors’ implementations, and you have
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Figure 2: Drive Crypt use passwords/pass phrase for key
generation using 4 lines

generated your keys with great care. How secure is your
data now? It is still only as secure as your private or se-
cret key. These keys must be safeguarded at all costs, or
you may as well not even use encryption. Since keys are
simply Strings of Data, they may well be stored in a file
somewhere in your system’s hard disk. For authentica-
tion, private keys for SSH-1 are stored in the identity file
located in the .ssh directory under a user’s home directory.
If the file system permissions on this file allow others to
access the file, then this private key may be compromised.
Once others have your private or secret key, reading your
encrypted communications becomes trivial. However, in
some vendor implementations, your keys could be dis-
closed to others because the keys are not stored securely
in RAM. As it is understood, any information processed
by a computer, including your secret or private key, is
located in the computer’s RAM at some point. If the
operating system’s kernel does not store these keys in
a protected area of its memory, they could conceivably
become available to someone who dumps a copy of the
system’s RAM to a file for analysis. Most operating sys-
tems, including Windows, can be configured to write de-
bugging information and contents of the system memory
to so-called memory dump files when an error occurs (sys-
tem crash, “blue screen,” bug check). Therefore, memory
dump files contain sensitive data. TrueCrypt cannot pre-
vent cached passwords, encryption keys, and the contents
of sensitive files opened in RAM from being saved un-
encrypted to memory dump files. Note that when user
open a file stored on a TrueCrypt volume, for example,
in a text editor, then the content of the file is stored un-
encrypted in RAM (and it remain unencrypted in RAM
until the computer is turned off). Also note that when
a TrueCrypt volume is mounted, its master key is stored
unencrypted in RAM. in the such case TrueCrypt which
also use automatically encryption or decryption right be-
fore the loading/saving without any intervention of user &
Data storage on an encrypted volume (in memory/RAM)
can be decrypted using Password/Key file based on Pass
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Phrase which mean entire file system is on great Risk
(i.e. File name, Folder name, contents of every file & free
space. These memory dumps are called core dumps in
UNIX, and they are commonly created during a denial of
service (DoS) attack [4]. Thus a successful hacker could
generate a core dump on your system and extract your
key from the memory image. In a similar attack, a (DoS)
attack could cause excess memory usage on the part of
the victim, forcing the key to be swapped to disk as part
of virtual memory.

In recent years there has been the development of the
Secure Sockets Layer (SSL) protocol for Internet security.
SSL provides a straightforward method for adding secu-
rity to existing applications and network infrastructures
[5]. SSL is application protocol-independent and provides
server authentication, data encryption, and message in-
tegrity, which create a securedchannel to prevent others
from tapping into the network. SSL is layered beneath
application protocols such as HTTP, telnet, FTP, and go-
pher, and layered above the connection protocol TCP /IP.
This protocol uses both Symmetric and Asymmetric Al-
gorithms [9]. If you are using an algorithm that is known
to be secure but the algorithm is being applied incor-
rectly, security holes can result. An excellent example
of a security hole resulting from misapplied cryptography
is Netscape’s poor choice of random number seeds used
in the Secure Sockets Layer (SSL) encryption of its ver-
sion 1.1 browser. This is big security flaw. We’ll see that
this particular bug is an almost classic example of one of
the ways in which vendors implement broken cryptogra-
phy, and as such it continues to remain relevant to this
day. We will limit this discussion to the vulnerability in
the UNIX version of Netscape’s SSL implementation, al-
though the PC and Macintosh versions were similarly vul-
nerable. Before we can explain the exact nature of this
security hole we will need to cover some background in-
formation, such as SSL technology and random numbers.
SSL is a certificate-based authentication and encryption
scheme developed by Netscape during the fledgling days
of e-commerce. It was intended to secure communications
such as credit card transactions from eavesdropping by
would-be thieves. Because of U.S. export restrictions, the
stronger and virtually impervious 128-bit (key) version of
the technology was not in widespread use. In fact, even
domestically, most of Netscape’s users were running the
anemic 40-bit international version of the software. Most
key generation, including SSL key generation, ‘requires
some form of randomness as a factor of the key genera-
tion process. Arbitrarily coming up with random numbers
is much harder than it sounds, especially for machines.
So we usually end up using pseudo-random numbers that
are devised from mostly random events, such as the time
elapsed between each keystroke you type or the movement
of your mouse across the screen. For the UNIX version of
its version 1.1 browser, Netscape used a conglomeration
of values, such as the current time, the process ID (PID)
number of the Netscape process and its parent’s process
ID number. Suppose the attacker had access to the same
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machine as the Netscape user simultaneously, which is the
norm in UNIX-based multi-user architectures. It would
be trivial for the attacker to generate a process listing to
discover Netscape’s PID and its parent’s PID. If the at-
tacker had the ability to capture TCP/IP packets coming
into the machine, he could use the timestamps on these
packets to make a reasonable guess as to the exact time
the SSL certificate was generated. Once this informa-
tion was gathered, the attacker could narrow down the
key space to about 106 combinations, which is then brute
force attacked with ease at near real-time speeds. Upon
successfully discovering Netscape’s SSL certificate seed
generation values, one can generate an identical certifi-
cate for itself and either eavesdrop or hijack the existing
session [4].

We have seen, with reference to the above given ex-
amples, that the key management problem (e.g., stor-
age, generating, transmission), misapplied cryptography
(incorrectly applied strong algorithm) can lead to major
flaws in information security such as (1) Confidentiality
(2) Data Integrity (3) Secure Availability of Information.
As far as SSL is concerned, the idea behind it only pro-
vides a secure mechanism while the information is in tran-
sit from your computer to the server you are conducting
the transaction with. After your credit card information
safely arrives at the server, then the risk to that informa-
tion changes completely. At that point in time, SSL is
no longer in the picture, and the security of your infor-
mation is totally based on the security mechanisms put
in place by the owner of the server. If they do not have
adequate protection for the database that contains your
information, then it could very well be compromised. For
example, let’s say that the database on the server is Su-
per Duper Database v1.0 and vulnerability has been dis-
covered in that particular version that allows any remote
user to craft a specific GET String to retrieve any table
he or she may want. As you can see, SSL. has nothing
to do with the vulnerability within the database itself,
and your information could be compromised. Here we
give two case examples, which occurred due to inferior
security approaches on the server side concerning sensi-
tive data. One case example is the arrest of the Briton,
Gary McKinnon, accused of hacking into computer sys-
tems at the PENTAGON and NASA, which threw the
spotlight on the world of Hi-Tech crime. The problems
he allegedly perpetrated cost more than £500,000.00 to
track & correct. The second example is the case of Israel
Atomic Research Centre in June 2005, which involved the
theft of formula and data from the computer systems of
the research laboratory. The data stolen related to Hy-
drogen Bombs. The case involves a data security breach
in which top-secret data was stolen because of poor secu-
rity strategy deployment on research computer systems.
Securing the enterprise perimeter is not enough, it is also
important to secure the data itself. In what follows, we
will present the secure technique of Virtual Invisible Disk.
This can present a technique to overcome three major is-
sues regarding security: Confidentiality, Data Integrity,
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and Secure Availability of Information & Storage.

3 Virtual Invisible Disk

Virtually Invisible Disk design is an idea that can be con-
sidered to overcome the above-mentioned three major is-
sues regarding Information Security. It is important be-
fore going into the discussion, how this idea can overcome
these identified issues we will present some introduction
and then further explanation about VID. This is an idea
in the field of computer science, which is being introduced
here, applying a special technique to create virtual invis-
ible disk inside a virtual “Outer Disk/Container”, onto
the Operating System Disk, on Windows XP/2000/NT or
UNIX. In order to access this designed approach, the idea
defines a double key technique utilizing/incorporating bi-
ological information into secret crypto key for an “Outer
Disk/Container” & VID. The first key is to give access
to the visible “Outer Disk /Container”, while other is to
access the VID.

This invisible disk key allows one access to the work-
ing disk that is invisible in the unused area of “Outer
Disk/Container”, while another key would allow giving
access to the pre-setup volume (Outer Disk) in which data
is stored that you want to convince others, was the only
data in the Outer Disk. This technique is very effective

Systermn Disk

WD

Creation
]

Eficrypted
ontainer

| Virtual |Invisible Disk

Free Spaceﬁ'dl ofRan;(gqurgg nto the container
Encryption layer

wirtual Invisible Disk model

Figure 3: Virtual invisible disk model

especially in case of when someone forces you to use your
biometric key. This results in the aggressor only seeing
the fake generated data, while being unaware that there
is another invisible disk that securely stores confidential
data on the VID, encrypts “sector by sector” without gen-
erating temporary files and prevents the unauthorized ac-
cess. This VID would not even show its properties and
covered area by it, so no one can come to know whether
there is another disk on the system’s disk which con-
tains all genuinely valuable data, secure from the eyes
of intruders and aggressors. Now, we present information
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Yolume Creation Completed Ei!”!

The volume has been successfully created and is ready For use,

Format details:

Yolume size; 2047 sectors (0 ME)
File syskem: FAT1Z

FAT size: 6144 bytes

Cluster size: 51z bytes

Clusters available: 2001

Farmatting took 0 seconds,

Figure 4: This file will be a TrueCrypt container which
reveals all secret information

about how the technique works and the concepts behind
it. In order, to create VID first need to make an Outer
Disk/container, this will be able to specify the filename
for an Outer Disk/container and its location. It is also im-
portant to set the Outer Disk/container filename format
size of disk (disk size is dependent on the size of Outer
Disk/container formatting system). The space used by
the Outer Disk/container file is not overwritten on the
disk and it creates hidden encrypted directory for security
reasons, because directory on the hard disk is uniquely
identified using two pieces of information: its filename,
and the path along the directory tree that you traverse to
get to it, also file table (FAT) which is used to keep track
of which clusters are assigned to each file (As displayed in
the given below example of True Crypt which reveals se-
cret information to the Intruder, is a flaw in the vendors’
implementations ).

The operating system (and hence any software appli-
cations) can determine where a file’s data is located by
using the directory entry for the file and file allocation
table entries. Similarly, the FAT also keeps track of which
clusters are open and available for use. Therefore if it is
hidden, in other words invisible then Accessing the entire
length of a file which is done by using a combination of
the file’s directory entry and its cluster entries in the FAT
could not be located by anyone, moreover, secure cluster
engineering is the technique which would make it very
much secure as that I stated above it generates hidden
encrypted file’s directory and dose not show property of
where the container & then VID is generated therefore,
it is impossible for intruders and aggressors to identify,
Which means cannot be displayed even by using the DOS
command line, so no one will be able to tell how many
sectors have been allocated, at this stage user needs to
assign a key which is incorporating biological information
into a secret key for this Outer Disk/container to access,
from the options of key method which is based on a mul-
tifactor biometric authentication method based on cryp-
tosystem keys containing biometric signatures, for higher
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security it creates every volume differently. To do so it
collects random data. By keeping the mouse on the left
side of the Outer Disk/container screen for given calcu-
lation time (as stated in the VID Model) and ensuring it
remains there until the random process complete, guar-
antees the randomness of this data. For encryption set up
options can be chosen for different encryption algorithms.
Typical choices might include the following.

Algorithms
AES 256, Triple AES,
Blowfish, Triple Blowfish,
RSA, Tea 16, Tea 32,
IDEA, DES, Triple DES.

By doing so the process of the encrypted Outer
Disk/container completes, before creating VID it is very
important to ensure that automatically generation of
the fake data process must be completed, as men-
tioned to deceive the intruders. Once a standard Outer
Disk/container is created (for instance with a size of 800
MB), It needs to mount it and let the process complete fill
it with generation of fake data that user would not mind
others finding in the case that the user is forced to use the
key. It is important to bear in mind that the space which
is using for fake data will reduce the available space that
user will have on the invisible disk. For example if user
is recommending to putting 60 MB of “fake” data gener-
ation on the created Outer Disk /container, the user will
only be left with a potential Invisible Disk of around 740
MB.Therefore, at this stage by keeping the mouse at the
right side of the designed encrypted Outer Disk /container
for at least 30 seconds (as stated in the VID Model) it will
start the VID creation process and it will start calcula-
tion of free space available for creation of the VID and
mark the Outer Disk/container by default protected read
only. This calculation is made by counting the biggest
defragmented block of data starting from the end of the
disk. This means that if user has a defragmented disk, the
user will be able to use all the free disk space for the Vir-
tual Invisible Disk.The Invisible Disk is stored in the free
space at the end of an encrypted Outer Disk/container,
as that the free space is full of random data it would be
not possible to determine whether there is an Invisible
Disk or not. When the mouse is kept for 30 seconds at
the right side of the screen, a key window will pop up and
user can apply its biological information based secret key
to access VID. The purpose of this multi-time of setting
in the Outer Disk/container, in which VID is created, is
to ensure security.

3.1 Key Creation & Identity Manage-
ment

The key session creation for VID is very important
part of its security. Therefore, keeping in mind the
above-discussed threats in Section 2, the key generat-
ing/choosing problems with passwords/pass phrase (as
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stated in the above examples PGP & True Crypt case
which leads to weak security for key generation).
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Figure 5: Passwords/pass phrases & key files weak secu-
rity

The concerns of brute force attack, biometric methods
are utilized for verification. Since conventional biometric
authentication methods have a serious problem - it is easy
to steal the biological information of another person, such
as fingerprints, iris patterns, and facial forms. Accord-
ingly, it is essential to protect authentication systems from
an attack like impersonation with an artificial finger. To
solve this problem a multifactor biometric authentication
method based on cryptosystem keys containing biometric
signatures. It has two new aspects; one is to propose a
method for embedding two kinds of data - personal biolog-
ical information and a confidential item corresponding to
a conventional secret key - into a cryptosystem key to de-
tect any impersonation even if the biological information
is stolen, and the other is to demonstrate the safety of the
method, a factor which has been referenced by Okamoto
[7].

Biometric Key Retina & Iris Recognition Face Scanning Technique

Figure 6: Biometric methods of key verification

Usually in the registration process on the system first
acquires biological information from the individual to be
registered. Of the resulting data, featuring points are ex-
tracted using a given algorithm. Next, the system records
the featuring points as a template in a database for later
personal identification. The database is called the biolog-
ical information registration database (DB).



International Journal of Network Security, Vol.8, No.2, PP.131-138, Mar. 2009

i Extracts featuring ]

Idenufication
result

Figure 7: Personal authentication system based on bio-
metrics

Therefore, a new system is being developed to carry
out biometric personal identification by unlocking digi-
tal signatures or cryptographic communications using a
corresponding secret key. This system first checks the
biological information based on the algorithm mentioned
above, and after the personal identification is successful,
it makes the secret key recorded in VID effective to make
calculations for the signature.
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Figure 8: Incorporating biological information into a se-
cret key to access the VID

The cryptographic keys consist of secret and public
keys used in the public-key cryptographic scheme. In-
corporating the biological information into the secret key
means that the same data are automatically embedded
into the public key generated in an algorithm defined by
the system. After this, the cryptographic keys consist-
ing of the secret and public keys into which the biological
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information is embedded are referred to as the biometrics-
cryptographic keys.

As shown in above Figure embedding biological infor-
mation in the cryptographic keys has the following ad-
vantages.

1) Privacy protection of personal information.

2) Zero knowledge, which means that no biological in-
formation is given directly to an inspector.

3) Economical system which doesn’t need to build up
its own biological database.

Assuming that § is generated uniquely as a personal
identifier, s1 is given by processing § through a hash func-
tion, i.e., s1 = H (J) is defined.
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Figure 9: Generating cryptographic keys having biological
information

The sl is a secret key having an individual’s biolog-
ical information. A candidate for the hash function H
is SHA — 1. In this case, the input data size is smaller
than 264 bits, which is enough for the bit string size of
the template. The data processed and provided by the
hash function are 160 bits long, that is, a compressed key
length of 20 bytes. If the biological information and tem-
plate generating algorithm are stolen, the risk of forging
s1 occurs. Therefore, the second secret key s2 is defined
as a random number generated by conventional mathe-
matical calculation, and the two secret keys sl and s2
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guarantee the security. The public key v is derived from
a pair of secret keys sl and s2. The created key v is reg-
istered in a public-key infrastructure (PKI).A public-key
certificate with PKI’s signature issued after the registra-
tion saved in the VID with §, s1, s2, & v.It is also very
important to keep in mind that Database Security is still
of great importance as this prevents unauthorized access.
Therefore for high security reason it is by default stored
at secure location in the VID.

3.2 Key Management & Distribution
Strategy

Another unique strategy that has been applied in this
research VID functionality is a time out key session tech-
nique. This unique technique can provide higher-level se-
curity for the sensitive information, by restricting the key
file. The purpose of a key file is to allow others access to
an encrypted volume without having to reveal the key for
the volume itself. One mounts all the encrypted volumes
that they wish the other users to be able to access. It can
also be impose further restrictions on the key file, such as
the expiration date (key is valid only for a certain number
of days), and/or the time during which it should be pos-
sible to use. For example: Key may be used only during
office hours, including break timings, such as from 8:30h
to 1:30 & 2:30 to 17:30h. The key file expires after a cer-
tain amount of days, by doing so it will allow access to the
disk only between certain times as per given time frame
and its number of days validity. The purpose of this level
of approach is to provide top level of security for sensitive
areas, e.g. in e-commerce, banking, e-government or mil-
itary applications. The significance of these areas can be
measured by the earlier provided case examples (NASA or
Atomic Research Centre) regarding sensitive information
and data security. Therefore, by applying this strategy
we can defend sensitive data/information resources from
within and outside against unexpected efforts to steal the
valuable data.

4 Conclusion

Confidentiality and security are widely regarded as pre-
requisites for information storage and transmission, par-
ticularly in respect of the types of financial, e-government
or military applications. There is clearly a need to apply
techniques and approaches that engender confidentiality,
information integrity, security and trust for both host and
end-users of the system. This research describes a unique
approach involving applying the technique of a “Virtual
Invisible Disk”. Utilizing & incorporating biological in-
formation into a secret key to Access the VID provides
frontline defense for Virtual Invisible Disk. This can over-
come the earlier stated issues & provide great confidence
from the host system to end-users.
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Future Research Work

The future research work is on the integration of ad-
ditional functionality of VID with the combination of
steganographic technique while exchanging sensitive in-
formation for different sector areas, such as the military
or e-government.
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Special Note:

This research is based on the following message where by
the idea conceived and the inspiration to develop the VID
Concept

786
We shall dispose of you, O ye two dependents
(man & jinni),
O Company of jinn & men,

If ye have power to penetrate (all) regions of
the heavens (Sky/Space) & the earth,
Then penetrate (them)!

Ye will never penetrate them save with (our)
sanction,

Which is it, of the favour of your Lord, that
ye deny?

(Ref. Surah Ar-Rahman, Holly Quran)

Intellectual property, patent ship, copyright are re-
served for this Research (VID) by USA Law, to the name
of Junior Scientist Faisal Nabi.
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