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Abstract

XML is rapidly becoming the default way for organiza-
tions to sharing information across networks and organi-
zational boundaries. XML was designed as an information
mark-up language and was not designed with security in
mind. Consequently we are left with the problem of se-
curity XML documents from attacks such as malicious
modification or fabrication. With modern VPN technol-
ogy such as SSL we can encrypt and secure a data stream
as it cross the network. However, when the data stream
encounters an organizational boundary such as a firewall
the XML document has to be parsed and forwarded to
any back-end systems that require it. Current IDS and
Firewall Technology does not have the ability to identify
when the contents of an XML document is being attacked.
This paper outlines a firewall architecture for the secure
exchange of information using the extensible mark up lan-
guage (XML). The architecture can be used to create a
virtual private network suitable for an e-commerce appli-
cation, allowing secure communication over the Internet.
This paper identifies the elements required to build an
XML enabled firewall that will (1) ensure the secure com-
munication of data, and (2) validate the data to ensure
data integrity. The architecture addresses the issue of in-
formation integrity using the Document Type Definition
and additional rules applied by a proxy.

Keywords: Firewalls, information security, network secu-
rity, XML

1 Introduction

Increasingly organizations are connecting their Intranets
to the Internet through firewalls and creating virtual pri-
vate networks. This requires various types of informa-
tion system to communicate in a secure manner. Many
organizations use firewalls to provide a level of security
by controlling access to information systems. By linking
firewalls together via encrypted network connections it is
possible to create a virtual private network [11]. A vir-
tual private network is a network where packets that are
internal to a private network pass across a public net-
work, without this being apparent to users and hosts on
the private network [2]. Most organizations either have

or are planning to make use of B2B or C2B technology,
and modern B2B or C2B technology makes use of XML.

The objective of the XEON project was to create a
firewall architecture that would allow various information
systems located behind a firewall, including legacy sys-
tems, to communicate and interoperate, via the exchange
of XML documents with, each other in a secure manner
across unsecured networks. The solution makes use of
the extensible mark up language - XML [8], as a wrapper
that will allow the encapsulation of data. The XML doc-
ument can then be tunnelled between firewalls via proxy
services that utilise the HT'TP, SSL and HTTPS proto-
cols. Thus from the perspective of an information system
located behind the firewall, remote systems on the Inter-
net will appear to be systems on the local Intranet. From
an intruder’s perspective all that can be seen are two fire-
walls communicating with each other via HT'TP over an
encrypted channel.

In the following sections this paper will discuss how
XML can be used as a data wrapper and how proxy ser-
vices can be used to create the impression of multiple
servers located behind a firewall. It will then define in
detail the XEON architecture that allows this impression
to be created. In defining the architecture how the firewall
implements security policies in order to create the virtual
private network and how data integrity can be validated
will be examined.

2 Information Integrity through
XML

XML is emerging as the key standard for information in-
terchange in e-commerce applications over the Internet
[4]. XML allows users to define their own mark up vocab-
ulary for describing, in a rich and machine understandable
way, the documents they wish to manipulate. The rules
that define the mark up vocabulary take the form of a
Document Type Definition (DTD). This DTD provides a
way of validating a marked up document of a specific type
against the ‘approved’ definition for that document type.
The DTD may be external to the XML document, embed-
ded within the document, or both. The most fundamental
type of checking that can be performed on an XML doc-
ument is to determine whether or not it is well formed. A
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well-formed XML document conforms to the W3C’s XML
1.0 Recommendation [8]. Whilst this checks that the doc-
ument is an XML document it makes no reference to the
DTD. The process of checking an XML document against
a DTD is known as validation. In addition to checking
that the document is well formed it is also checked for
conformance to the rules encoded in the DTD. Within a
DTD it is possible to define elements, element nesting, op-
tionally of elements sequences of elements, cardinality of
elements and element attributes. A variety of useful func-
tionality is however lacking, including the notion of data
types (therefore no type checking can be applied). A DTD
also provides no mechanism for expressing class/subclass
relationships, inheritance or cross element constraints.

It was demonstrate in [1] that XML security standards
such as [6] that relay on the integrity of the XML docu-
ment can be subverted via the embedding of a DTD inside
the XML document this over riding of the DTD security
signature document. Even the used of security roles and
rights such as [7] can be subverted. The reason that these
security standards are vulnerable is that they all relay on
the internal integrity of the XML document and the abil-
ity of an XML document to make an external reference to
a DTD. It was shown on in [1] that such security features
can be over-written and subverted.

Thus, while XML can provide some degree of security
and validation checking, it is not in itself sufficient. XML
Schema extends the functionality provided by the vali-
dation, but still has significant weaknesses for instance
in cross element checking. The checking and validating
between elements in an XML document is particularly
important when used as part of an e-commerce solution.

3 Proxy Servers

A proxy server for a service is an application that from the
perspective of the Internet behaves like the specified ser-
vice, The proxy server activity passes complete messages
to the application server located behind the firewall on
the corporate Intranet. When combined with encrypted
channels, proxying can be used to create a virtual private
network [2].

e From the perspective of a server located behind the
firewall, the firewall behaves like the target applica-
tion server with which the server is trying to interact.

e From the perspective of a client located in front of
the firewall, the firewall behaves like the target ap-
plication server with which the server is trying to
interact.

The advantage of a proxy server is that it has the po-
tential for performing pre-processing on the complete re-
quest and decides whether or not to forward the request to
the application server. If the request is approved then the
proxy server will interact to the application server on be-
half of the information system program. As far as the user
is concerned, interacting with the proxy server is just like
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interacting with the application server. Because proxy
servers understand the underlying protocol and applica-
tion, they allow logging of relevant security information
to be performed in a particularly effective manner.

One disadvantage of using a proxy service is that the
proxy services lag behind non-proxied services from a per-
formance perspective. The proxy services may also re-
quire different servers for each service, can require modi-
fications to clients and are not workable for some services
[2].

There are a number of proxy servers available (both
commercial and free-ware), however none of these servers
provide the ability for security an XML document before
passing it onto a back-end e-commerce system. The goal
is XEON is to security such document before exposing
such back-end systems.

4 The Xeon Architecture

The purpose of the XEON architecture is to provide a
mechanism through which various applications (such as e-
commerce systems) can have their application level proto-
cols encoded via XML and transferred securely to another
application. The ability of the architecture to function in
a transparent manner from the perspective of an applica-
tion allows for the creation of a virtual private network.
A high level overview of the proposed architecture can be
found in Figure 1.

The three top-level elements of the architecture are
User, Firewall and Application. The User is the external
agent interacting with the Application. The User may
be a person or a system. The User can be identified by
their IP address, denoted by UIP in Figure 1. The Fire-
wall is responsible for managing the interaction between
the User and the Applications behind the Firewall. The
Firewall can be identified by its IP address, denoted by
FIP. The Application is the system that the User is inter-
acting with. The Application can be identified by its IP
address, denoted by SIP. The SIP is masked from the User
who is aware only of the FIP. Although Figure 1 shows
only one Application there would typically be a number
of Applications behind the Firewall.

The Firewall itself consists of four elements:

e Network Manager. The Network Manager is re-
sponsible for routing packets between the User who
is located in front of the Network Manager, and the
Firewall.

e HTTP Proxy. The HTTP Proxy will route XML
traffic from the Network Manager to the XML Router
and non-XML traffic to the appropriate Application.
(The precise nature of the Application in handling
non-XML traffic is beyond the scope of this paper.)
It will route XML traffic from the XML router to the
Network Manager.

¢ XML Router. The XML Router routes incoming
XML traffic to the appropriate Application Proxy.
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Figure 1: The XEON architecture

The identification of the appropriate Application
Proxy is based on the public DTD of the XML doc-
ument. It routes outgoing XML traffic through the
HTTP Proxy for security reasons. The XML router
strips out public DTDs from incoming documents
and places the equivalent secure DTD within the
XML document. For a given DTD the public and se-
cure versions should be identical. For outgoing docu-
ments the XML proxy strips out the secure DTD and
replaces it with the equivalent public DTD. This dual
DTD approach is included as a security measure.

e Application Proxy. The Application Proxy is spe-
cific to a DTD, but there may be a number of appli-
cation proxies for a given Application. The Applica-
tion Proxy is responsible for parsing and applying the
specified validation to an incoming XML document
and communicating the contents of that document
to the Application in an appropriate format. Thus
legacy applications can have their message wrapped
inside an XML document using a DTD. This doc-
ument can then be transported in a secure fash-
ion across the Internet and unwrapped at the other
end. Outgoing messages from the Application are
wrapped as an XML document and passed to the
XML Router.

Each of these elements is described in greater detail
below. The passage of messages through the architecture
is indicated in Figure 1 by the arrows and the composi-
tion of the messages by the triples in square braces. The
conventions used in the triples are:

[Document, From-IP, To-IPJ;ndex

Document - indicating the direction and format of the
document:

M*: An incoming document in XML format.

M: An incoming document in appropriate native
Application format.

R: An outgoing document in native Application for-
mat.

R*: An outgoing document wrapped in XML.
From-IP - indicating the sender of the message:

UIP: The User IP address.
SIP: The Application IP address which indicate the
From-IP has been stripped out.

FIP: The Firewall IP address.
To-IP - indicating the destination of the message:

FIP: The Firewall IP address which indicate the To-
IP has been stripped out.

SIP: The Application IP address.
UIP: The User IP address.

index - The index is simply used in the figure to indicate
the sequence of steps that a User message and the
Application response to that message follows.

Referring to Figure 1, it is possible to trace the path
of a successful User interaction with an Application:

1) The User message containing an XML format docu-
ment M#, the Users IP address UIP (the From-IP) and
the Firewall TP address FIP (the To-IP) is received
by the Network Manager.

The Network Manager strips out the FIP from the
To-IP and passes the message to the HI'TP Proxy.
The Network Manager also applies a set of firewall
specific rules and checks to the incoming connection.
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3) The HTTP proxy identifies the document as being
in XML format and passes the message to the XML
Router.

4) The XML Router identifies the appropriate Appli-
cation Proxy by examining the DTD of the XML
document and passes the message to that Proxy. In
addition, the XML Router will:

a. Strip the public DTD out of the XML document
and insert the equivalent secure DTD into the
document.

b. Apply the incoming security policy to the XML
document (see Figure 2).

5) The Application Proxy parses the XML document,
performing validation if specified. It performs any
application specific checks and converts the result of
parsing the document into a format appropriate to
the Application. This converted document in native
Application format is then passed to the Application.

6) The Application returns its response R to the Ap-
plication Proxy. This is achieved by the application
interacting with the application proxy using its own
high-level application specific protocol, for example,
SMTP.

7) The Application Proxy wraps the Application re-
sponse in XML and strips out the Application IP ad-
dress SIP, passing the resulting message to the XML
Router.

8) The XML Router will: a) Apply the outgoing secu-
rity policy associated with the secure DTD to the
XML document (see Figure 2), b) Strip the secure
DTD out of the XML document and insert the pub-
lic DTD into the document, and ¢) Once the security
policy has been applied and the secure DTD has been
replaced by the equivalent public DTD, the XML
Router passes the message to the HTTP Proxy.

9) The HTTP Proxy passes the message to the Network
Manager.

10) The Network Manager places the Firewall IP FIP into
the From-IP field of the message and passes the mes-

sage to the User IP address UIP.

4.1 Network Manager

The purpose of a firewall is to restrict access between
a protected network and the Internet, or between other
sets of networks [11]. The network manager will perform
packet filtering based upon a set of rules applied to any
network connection. These rules define the security policy
of the firewall. Typically a network manager will make a
decision to accept packets based upon the IP source ad-
dress and IP destination address, the protocol (whether
the packet is a TCP, UDP or ICMP packet), the TCP
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Figure 2: The XML application proxy (incoming)

or UDP source and TCP or UDP destination ports, and
the ICMP message type. In addition to the information
included in the packet header, the network manager will
also have access to the network interface the packet ar-
rives on and the network interface the packet will go out
on. Examples of the ways in which a firewall might be
programmed to selectively route packets to or from a site
include:

e Block all incoming connections from systems outside
the internal network except incoming SMTP connec-
tions.

e Block all connections to or from certain untrustwor-
thy systems.

e Allow e-Mail, FTP services, but block dangerous ser-
vices such as TFTP, RPC, etc.

There is a known set of vulnerabilities inherent within
the TCP/IP protocol definition, such as SYN flooding and
IP spoofing [5]. It is the responsibility of the firewall to
manage and respond to all of the vulnerabilities contained
in the TCP/IP protocol suite.

4.2 HTTP Proxy

A major concern regarding the security of HTTP proxies
is the degree of damage that can be caused to the HTTP
server by a malicious client. The security counter mea-
sures that are required to resolve the security concerns are
well understood and well documented [11]. The HTTP
proxy within the XEON firewall simply functions as a nor-
mal HTTP proxy with one exception, this is that when an
XML document arrives it is forwards to the XML router.
In addition, the HTTP proxy will also manage the secure
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point-to-point communication via the use of the secure
socket layer (SSL). Typically HTTP functions through
port 80 and the secure socket layer functions through port
443.

4.3 XML Router

The XML router forwards XML documents to the appro-
priate application proxy. The XML router simply checks
to make sure that a known public DTD is being used. If
an unknown DTD is being used then the relevant secu-
rity policy is applied. For example, the security policy
for the detection of a malicious DTD could require the
XML router to report the event to the security officer re-
sponsible for the management of the firewall. Within an
XML document any embedded document type definition
will take precedence over a DTD defined in the header of
an XML document. Consequently an intruder may try
to subvert the system by including an unauthorized DTD
definition within an XML document. The XML router
will therefore strip out and replace the DTD within an
XML document. This ensures that a secure DTD is em-
bedded within the XML document that is passed to the
application proxy. The routing of XML documents to ap-
plication proxies is achieved through the use of a simple
database. Within the XML router a DTD is always as-
sociated with precisely one application. This association
allows the router to pass a DTD to its appropriate appli-
cation proxy. However, an application will be associated
with a minimum of one DTD, it may be associated with
many.

A DTD is also associated with precisely one incoming
security policy. An incoming security policy may be as-
sociated with many DTDs. This incoming security policy
defines the actions to be taken and the rules to be ap-
plied when an XML document is received from the HTTP
proxy. For example, an incoming security policy may de-
fine the maximum size of a document is 4096 bytes and
the minimum size is 1024 bytes. In addition the security
policy may also define that violations are only to be re-
ported to the security officer (i.e. no error messages are
to be reported to the source of the XML document).

A DTD is also associated with precisely one outgoing
security policy and an outgoing security policy may be
associated with many DTDs. The outgoing security pol-
icy defines the actions to be taken and the rules to be
applied when an application proxy receives an outgoing
XML document.

Typical incoming and outgoing security policies for
specific DTD will include:

e People from whom the system is allowed to accept
XML documents encoded using a particular public
DTD.

e People who are allowed to send XML documents en-
coded using a particular secure DTD.

e Maximum and minimum permitted size of an XML
document.
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e Comparison between the public DTD used in an in-
coming message and its secure version.

e How and under what conditions errors are reported
to the source of the XML document.

e How and under what conditions errors are reported
to the firewall and other security authorities.

e Security countermeasures to be employed when a se-
curity rule is repeatedly broken.

The routing for a particular DTD and the associated
security policies are parameters of the XML firewall that
are managed by the security officer.

4.4 XML Application Proxy

The XML Application Proxy has three main functions.
The first is to validate incoming XML documents and
document content. The second is to convert incoming
documents from XML format to native Application for-
mat. The final function is to convert outgoing native Ap-
plication format documents to XML format.

For an incoming message the public DTD will have
been stripped by the XML Router and replaced with the
equivalent secure DTD. The Application Proxy will also
only receive documents sent with a DTD that can be han-
dled by the Application Proxy. When dealing with an
incoming message the proxy applies three processes:

¢ XML Parser. This makes use of a look-up ta-
ble that indicates the form of parsing that is to be
performed on different document types according to
their DTD. Each Application Proxy will contain a
single parser. The look-up table specifies different
forms of parsing depending on the DTD. The parser
takes as input an XML document and produces as
output a DOM tree or a series of parsed events de-
pending on the type of parser. In the event of an un-
successful parse, the message will be discarded and
security policies will be followed.

e Application Engine. The application engine con-
tains a set of document specific rules that specify
the way in which the DOM tree can be mapped into
native Application format. These rules will be spe-
cialized to a specific document type within the Ap-
plication. If the Application is XML enabled, it is
possible that the output of the Application Engine
may be an XML document.

The Proxy also identifies the SIP of the Application it
serves. The XML Parser, Validator and Application En-
gine will communicate though standardized APIs. When
dealing with an outgoing message the proxy applies a sin-
gle process, the application engine. The application en-
gine contains a set of message specific rules that specify
the way in which the native Application format message
can be wrapped in XML. The Proxy also strips the SIP
from the message to the XML Router. Outgoing XML
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messages are not validated as it is assumed that the wrap-
ping generates valid XML documents.

5 Conclusion

The XEON architecture provides a mechanism for secure
communication between e-commerce applications over an
unsecured network. XML is used to wrap application spe-
cific messages for network delivery via HTTP, SSL and
HTTPS protocols. In addition to the standard XML val-
idation, generic rules, application specific rules and secu-
rity policies can be embedded in the system. It is also
possible to extend the architecture to make use of emerg-
ing XML security standards such as XML signatures [9]
and XML encryption [10].

This approach has a number of other benefits; it makes
it possible to network enable non-networked applications
and it provides mechanisms to support interoperability
between diverse systems such as those found in an e-
commerce environment. The architecture also offers the
ability to provide an evolution path for legacy informa-
tion systems. XEON has been successfully implemented
in a prototype form. Current work focuses on developing
generic languages for expressing application specific rules
and security requirements.
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