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Abstract

In this paper the security of “golden” cryptography, which
has been proposed recently, is tackled. Specifically, it is
shown that the security of such cryptosystem is trivially
compromised as it does not pass one of the basic crypt-
analytic attacks: the chosen plaintext attack.
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1 Introduction and Preliminaries

In [3] a new kind of cryptography is created: the “golden”
cryptography. It is based on the use of “golden” matrices
which are the generalization of the classical Fibonacci Q-
matrix for continuous domain.

Specifically, if 7 is the golden proportion and z is a
continuous variable, the “golden” matrices are defined as

follows:
o= (T e, o
oo (TS D)
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V5o V5
are the symmetrical hyperbolic Fibonacci sine and the
symmetrical hyperbolic Fibonacci cosine, respectively.

Symmetrical hyperbolic Fibonacci functions are con-
nected to Fibonacci numbers as follows:

Fn{ sFs(n), ifn=2k

cFs(n), ifn=2k+1
where n,k € Z. Moreover, the inverse matrices of
“golden” Matrices (1) and (2) are:
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For a more detailed description of such functions we
refer the reader to [2, 3].

The cryptographic protocol to encrypt messages pro-
posed in [3] is as follows: Let

a
Gy

)EMQ(R),

be the plaintext and set P; one of the 4! = 24 possi-
ble permutations of the coefficients of the matrix M. If
we choose the “golden” Matrices (1) and (2) as the en-
ciphering matrices, then the cryptograms obtained are
Ei(z) = M x Q% or Ey(x) = M x Q***1, depend-
ing on the enciphering matrix used. Note that the se-
cret key is the pair (P;,x). To recover the original mes-
sage M, one has to use the corresponding inverse ma-
trix as the deciphering matrix: M = E; (x) x Q™% or
M = By (z) x Q~(G=+1),

A fundamental premise in Cryptography (see, for ex-
ample, [1, 4]) is that the cryptanalyst knows the cryp-
tosystem being used (Kerckhoffs’ principle); that is, when
two parties (the sender and the receiver) want to commu-
nicate securely using a cryptosystem, the only thing that
they keep secret is the secret key. Obviously, one can gain
additional security by keeping the cryptographic protocol
secret but one should not base the security of the entire
protocol on this approach.

At the very least, a cryptosystem is considered secure
if it resists the following basic types of attacks (see, for
example, [1]):

e (iphertext only attack. The cryptanalyst tries to ob-
tain the secret key or plaintext by only observing the
cryptogram. Any encryption scheme vulnerable to
this attack is considered to be completely insecure.

o Known-plaintext attack. The cryptanalyst has sev-
eral plaintexts and their corresponding cryptograms
and tries to recover the secret key from them.

e Chosen-plaintext attack. The cryptanalyst is able to
choose the plaintext and to obtain the corresponding
cryptogram. Subsequently, the adversary uses some
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information deduced in order to obtain the secret key
used.

e Chosen-ciphertext attack. The cryptanalyst selects
the cryptogram (or ciphertext) and is then given the
corresponding plaintext. This type of attacks are
specially suitable for asymmetric cryptography.

In this work, only chosen-plaintext attack is considered
as known-plaintext attack and ciphertext only attack are
particular cases of the first one.

In the next section, it is shown that the cryptographic
protocol proposed in [3] is not secure against chosen-
plaintext attack.

2 The Chosen-Plaintext Attack of
the Protocol

Let us consider the following four known pairs of plain-
text/cryptogram:

{My, By (%)}, {Ma, B2 (x)} , {M3, E3 (2)} , { My, E4 (7))},
such that
W (1) me(1)
wo (22) e (3)

Without loss of generality, we can also soppose that
the enciphering matrix is @?*. Then:
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That is, the following system of non-linear equations is
obtained:

sFs (22) = ky
cFs(2x 4+ 1) = ko
cFs(2z — 1) = k3

(4)

where ki, ks, k3 € R are known variables.

We choose these matrices, My, My, My and My, since
if all coefficients of the plaintext are 0 except for only one,
which is 1, then the 4! = 24 possible variants of the per-
muted initial matrix are reduced to these four matrices.
Consequently, the effect of the permutation is computa-
tionally irrelevant.

Using Equation (3), the first equation of the System (4)
yields:

foklx/nglzo,
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. Their solutions are:

~ kiVb £ Bk +4
= 5 7

where z = 7%

and, as a simple calculus shows, the real value for x is:

1 \/k1\/5+\/5k%+4
2

T=37 log .

which also satisfies the second and third equations of the
system. As a consequence, the secret key x is obtained.

3 Conclusions

In this paper it is shown that the cryptosystem proposed
in [3] and based on the use of golden matrices is not se-
cure. Specifically, it is not robust against chosen-plaintext
attack which is an essential cryptanalytic attack.
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