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Abstract

For an identity-based authenticated key agreement (ID-
AK) protocol, PKG forward secrecy is the strongest notion
of forward secrecy, which is about the security of previ-
ously established session keys after the master secret key
of the Private Key Generatior (PKG) is compromised. In
this paper, we put forward a new identity-based authen-
ticated key agreement protocol which achieves PKG for-
ward secrecy. On its performance, we show that it is more
computational efficient than a previously proposed proto-
col of Chen and Kudla (called Protocol 2'). Furthermore,
we examine other security attributes that our new proto-
col possesses one bye one.

Keywords: Authenticated key agreement (AK), bilinear
pairing, cryptographic protocol, identity-based cryptosys-
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1 Introduction

Key agreement protocols (for two parties) are a funda-
mental building block for ensuring secure communications
between two parties over an insecure network. Generally,
key agreement protocols allow two communicating parties
who never met in advance to establish a common secret
key via public communication. The agreed secret key,
which is usually called a session key, can then be used
to create a confidential or integrity-protected communi-
cation channel between the parties.

The implicit key authentication (IKA) property re-
quires that in a run of the key agreement, the two pro-
tocol principals are assured that no one aside from the
intended partner in the communication can possibly learn
the value of the final session key. While a stronger prop-
erty, i.e. key confirmation, is achieved when a party is
assured that her intended partner has actually computed
the session key. A key agreement protocol that provides
mutual implicit key authentication is called an authenti-
cated key agreement protocol (or AK protocol). Farther, a

protocol that provides mutual key authentication as well
as mutual key confirmation is called an authenticated key
agreement with key confirmation protocol (or an AKC pro-
tocol) [3]. Beginning with the well-known Diffie-Hellman
protocol [5], a large amount of key agreement protocols
have been proposed (refer to [15] and Chapter 12.6 of [§]
for comprehensive surveys).

This paper focuses on key agreement protocols in the

public-key authentication model, wherein parties hold
a public/private key pair. Note that if traditional
(certificate-based) public-key cryptography is used, nor-
mally a public key infrastructure (PKI) will be required
to be deployed to authenticate all the users’ public keys
and certificates are needed. In 1984, Shamir [12] proposed
the concept of identity(ID)-based cryptography (IBC) in
which each party’s public key can be an arbitrary string
(typically an identity string). Hence, no certificate is re-
quired to authenticate the public keys in IBC, thus re-
duces much of the overhead of key management. Follow-
ing Boneh and Franklin’s work on the ID-based encryp-
tion [2], many two-party ID-based key agreement proto-
cols using bilinear pairings on elliptic curves have been
proposed (e.g., [3, 6, 7, 11, 13]).
Our Contributions. In 2002, Chen and Kudla proposed
some efficient and secure ID-based AK protocols using
pairings. Among which Protocol 2’ [3] achieves PKG for-
ward secrecy with only 1 pairing evaluation for each party.
So far, it is wildly considered as the most efficient one. In
this paper, we propose a more efficient identity-based AK
protocol to surpass Protocol 2’. Our protocol is different
from Protocol 2’ in that both the form of the exchanged
messages and the generation of the session-specific secret
are unique. Our new construction results in an efficient
alternative which reduces much computational cost.

The rest of this paper is proceed as follows. In Section
2, we briefly describe the desirable security attributes of
AK(C) protocols, followed by definitions of bilinear pair-
ings, bilinear Diffie-Hellman problem and some related
computational assumptions. In Section 3, we review Chen
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and Kudla’s Protocol 2’ from [3]. Our new proposal,
which we call IDAK-PKG, is then presented in Section
4. 1In Section 5, security discussions of our IDAK-PKG
protocol are given with heuristic arguments, followed by
the performance comparison between the two protocols.
Finally, we draw a brief conclusion in Section 6.

2 Preliminaries

2.1 Desirable Security Attributes

From now on, we let Alice (4) and Bob (B) be two honest
entities, i.e., legitimate entities who execute the steps of
a protocol correctly. The most common desirable secu-
rity attributes of an ID-based AK(C) protocol is listed as
follows.

e Known-key secrecy. Suppose an established session
key between A and B is disclosed, the adversary is
unable to learn other established session keys be-
tween them. This attribute is also called key inde-
pendence, which means that session keys of different
sessions are computationally independent from each
other.

e PKG forward secrecy (PKG-FS). If one party’s private
key is compromised, the secrecy of her past session
keys should not be affected. If for an ID-based pro-
tocol, the master key known only to the private key
generator (PKG) is compromised, the secrecy of pre-
vious session keys established by honest entities is
not affected, then the protocol is said to be PKG for-
ward secure. Obviously, PKG-FS implies full forward
secrecy (which means that if long-term private keys
of both the two entities are compromised, the secrecy
of previous session keys is not affected). Note that
this property is also known as the master-key forward
secrecy.

e Key-compromise impersonation (K-Cl) resilience.
Suppose A’s private key is disclosed. Obviously, an
adversary who knows this key can impersonate A to
other entities (e.g. B). However, it is desired in some
circumstances that this disclosure does not enable the
adversary to impersonate other entities (e.g. B) to

A.

e Unknown key-share (UK-S) resistance. Entity A
should not be able to be coerced into sharing a key
with entity C' when in fact A believes that he is shar-
ing the key with some entiy B.

e No key control. Neither party nor an adversary
should be able to dominate the generation of the final
session key (or any portion of it).

For an AK protocol, it is desired that it has the follow-
ing three performance attributes: a minimal number of
passes (the number of messages exchanged in a run of the
protocol), low communication overhead (total number of
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bits transmitted), and low computational cost (the com-
putational operations needed for A and B to finish a run
of the protocol).

2.2 Bilinear Pairings

Here we briefly introduce some background knowledge of
the bilinear pairing.

Let Gy denotes a cyclic additive group generated by
an element P, whose order is a prime ¢, and G2 denotes
a cyclic multiplicative group of the same prime order q.
We assume that the discrete logarithm problem(DLP) in
both G; and Gy are hard.

Definition 1 (Admissible Pairing). An admissible
pairing e is a bilinear map e : G; X G; — Go, which
satisfies the following three properties:

1) Bilinear: If elements P,Q € Gy and a,b € Z;, then
e(aP,bQ) = e(P,Q);

2) Non-degenerate: There exists an element P € G,
such that e(P, P) # 1;

3) Computable: If P,Q € Gy,
e(P, Q) € Gy in polynomial time.

one can compute

The modified Weil and Tate pairings associated with
supersingular elliptic curves are examples of such admis-
sible pairings [2, 3].

2.3 Related Assumptions

The security of our proposed identity-based authenticated
key agreement protocol is based on the Computational
Diffie-Hellman (CDH) and Bilinear Diffie-Hellman (BDH)
assumptions [3]:

Definition 2 (Diffie-Hellman Tuple). A Diffie-
Hellman tuple in Gy. (P,zP,yP,zP) € G}, for some
z,y,z chosen at random from Zy satisfying z = xy mod q.

Definition 3 (Computational Diffie-Hellman
(CDH) Problem). Given the first three elements from
the four elements in a DH tuple, compute the fourth
element.

Definition 4 (CDH Assumption). There exists no al-
gorithm running in expected polynomial time, which can
solve the CDH problem with non-negligible probability.

Definition 5 (Bilinear Diffie-Hellman (BDH)
Problem). Let P be a generator of Gy. The BDH prob-
lem in < G1,Gg,e > is that given (P,xP,yP,2P) € G}
for some x,y,z chosen at random from Zj, compute
W = e(P, P)*¥* € Go.

Definition 6 (BDH Assumption). No algorithm run-
ning in expected polynomial time can solve the BDH prob-
lem in < G1,Ga, e > with non-negligible probability.
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3 Review of Protocol 2’

In this section, we briefly review the ID-based authen-
ticated key agreement protocol due to Chen and Kudla
(Protocol 2’) [3]. A high level description of the protocol
is depicted in Figure 1.

The protocol consists of two stages: Setup and Key
Agreement.

Setup. Suppose we have an admissible pairing e : G; X
G1 — Gy as described in Section 2, where Gy and G, are
two groups with the same prime order ¢q. The PKG follows
the following steps:

1) picks an arbitrary generator P € G1, a secret master
key s € Z;

2) chooses a cryptographic hash function H; : {0,1}* —
Gr;

3) publishes the system parameters params =<

GlaG%ea%PaHl >3

4) computes the private key dip = sQrp for a user
with the identity information I D, in which the user’s
public key is Q;p = H1(ID);

5) distributes the private key d;p to the user with the
identity information ID via a secure channel.

Thus, each user’s identity-based public/private key pair
is defined as (Qrp,drp) where Qrp, dip € Gy.

Key Agreement. To agree upon a common session key,
Alice and Bob each first randomly chooses an ephemeral
private key, a,b € Zj, and compute their corresponding
ephemeral public keys as follows,

TA1 = aQA, TA2 =aP

and
T, =bQp, T, =bP.

They then exchange the above ephemeral public keys
as depicted in Figure 1;

After the message exchange, the two participants fol-
low the following steps:

1) Alice computes two secrets (K 41 and K 42) as follows,

Ka1 =alps = abP, Ko =e(da, aQp+ Tg,);

2) Symmetrically, Bob computes two secrets (Kp; and
Kp2) as follows,

Kp1 =bT4s =abP, Kps =e(dp, bQa +T4,);

3) Alice computes the final session key sk as follows,

sk = Ho(K a1, Ka2),

where Hy : G1 x Gy — {0,1}* is a key derivation
function (KDF). (We denote by |sk| the length of the
binary representation of sk, hence k=|sk|.)
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4) Analogously, Bob computes his final session key sk
as follows,

Sk’ = Hg(KBl,KBQ).

Protocol Correctness. If Alice and Bob follow the pro-
tocol, they will successfully agree upon a common session
key since we have:

Kz = Kpz = e(Qa, Qp)* "

Chen and Kudla proved in a restricted security model
of Bellare and Rogaway [1] the security attributes of Pro-
tocol 2/, but the so-called formal security proof for this
protocol does not even give guarantee of the most ba-
sic security attribute of AK protocols: known-key se-
crecy. Hence, as Wang stated in [14] recently, the secu-
rity proof has limited value in practice. However, heuris-
tic analysis does show that Protocol 2’ has the follow-
ing security attributes: mutual implicit key authentica-
tion, known-key secrecy, PKG forward secrecy (PKG-FS),
no key-compromise impersonation, unknown key-share re-
silience, and imperfect key control (see discussions in Sec-
tion 5).

In the next section, we will present a more efficient
protocol, which reduces much of the computational cost.

4 New Identity-based AK Proto-
col

In this section, we describe our newly proposed ID-based
authenticated key agreement protocol with PKG forward
secrecy ( hereafter referred to as IDAK-PKG). The Setup
stage of our new protocol is identical to that of Protocol
2’. Hence here we merely describe the Key Agreement
stage as follows.

Key Agreement. Likewise, we denote user Alice and
Bob’s public/private key pairs as (Q4,d4) and (Qp,dp),
respectively. To establish a shared session key, Alice and
Bob each firstly generate an ephemeral private key (say a
and b € ZZ), and compute the corresponding ephemeral
public keys Ta1 = aQa, Tas = a@Qp and Tp; = bQp,
Tpo = bQ 4. They then exchange Ta1, Tao and Ty, T2
as described in Figure 2.

After the message exchange, the two users do the fol-
lowing:

1) Alice computes the shared secret K 4p as follows (af-
ter receiving Tp1 and Tps ):

Kap =e(da+a-Tp2, Taz+ Th1),
in which Tg1 = bQp, Tz = bQ 4 and dg = sQ 4.

2) Bob computes the shared secret Kp 4 as follows (after
receiving Ta1 and Tao ):

Kpa=e(dp+b-Taz, Tpa+ Tar),
in which Ta1 = aQa, Tas = a@p and dp = sQp.
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Alice Bob
a €gr Zy berZ;
Ty, =aQa, Ta, =aP T, =bQp, Tp, =bP
Tay, Ta,
TBy, Thy

Ka1 =alp, = abP
Kas =e(da, aQp +Thr,)

sk = Ho(K a1, K 42)

Kp1 = bTa, = abP
Kps =e(dp, bQa+Ta,)

sk = Hy(Kp1, Kp2)

Figure 1: Protocol 2’ of Chen and Kudla [3]

Alice Bob
a€Rr ZZ ber Z:;
Tar =aQa Taz =aQpB Tp1 =bQp T2 =bQ 4
Ta1,Taz
T1,TB2

Kap=-e(da+a -Tps, Taz+Tr1)
T = Ta1||Ta2||Ts1||TB2
sk = Ha(A||B||Kapl||T)

Kpa=e(dp+b-Taz, Tpa+ Ta1)
T = Ta1||Ta2||TB1||TB2
sk = Ha(A||B||Kpal|T)

Figure 2: New ID-based AK protocol with PKG forward secrecy

Protocol Correctness. By the bilinearity of the pair- e PKG forward secrecy (PKG-FS): The compromise

ing, we can easily get the following equation:

Kap =e(da+a-Tpy, Taz+Th1)
e(da+a-bQa, aQp +bQp)
— ¢(Qa, Qp)(sTab)(atD)
(
(

=e((s+ab)Qp, (a+b)Qa)
=e(dp+b-aQp, aQa+bQA)
=e(dp +b-Taz, T2+ Ta1)
:KBA.

Thus, the two secret keys computed by Alice and Bob
(Kap and Kp4) are equal to each other, i.e., the two users
successfully established a shared secret K = Kap = Kpa
after running an instance of the protocol. The final shared
secret session key is then sk = Hy(A||B||K||T), where
Hy : {0,1}* — {0,1}* is a key derivation function (in
which k = |sk|) and T is the protocol transcript. (In [4],
Choo et al. suggest to include the transcript into the key
derivation function to counter key replicating attacks.)

5 Security and Performance

We argue that the newly proposed IDAK-PKG protocol

achieves PKG forward secrecy (PKG-FS) and almost all e

the other security attributes that Protocol 2’ possesses.
We address the security properties of our new protocol
heuristically as follows.

of the master secret key, i.e. s (of PKG), gives no
information about any previously established session
keys. For any adversary (hereafter referred to as Eve)
with knowledge of s, to derive a common shared se-
cret K = e(Qa,Qp) (@4 he computes as fol-
lows,

K = @(QA QB (s+ab)(a+b)
@(QA QB sa+sb+ab(a+b)
(

(

=e(Qa,Q5)*%e(Qp,Q4)*"e(Qa,Qp)*+?
=e(Qa,aQp)%e(Qa,bQp)%e(abQ 4, (a + b)Qp).

To compute the pairing value e(abQa,(a + b)Q5)
from aQa, bQ4, a@Qp and bQp, the values of the
term ab@ 4 is required. Since all that Eve have on
hand are Q 4, Qp, aQa, bQ 4, a@Qp and bQ g, with-
out the knowledge of a or b, it is computationally
infeasible to recover the above value assuming the
intractability of the computational Diffie-Hellman
(CDH) problem in G;. This shows that Eve is not
able to compute an established secret K, hence the
session key sk associated with it is still secure.

Known-key secrecy: From the compu-
tation of the two wusers’ shared secret, i.e.
K = e(Qa,Qp)eta)@td) e can see that

each session key sk (takes K as input to the key



International Journal of Network Security, Vol.7, No.2, PP.181-186, Sept. 2008

derivation function) depends on every particular
ephemeral private key generated by the two user
(i.e. a, b) and the master secret key of the PKG,
i.e. s. Therefore, an adversary with some known
session keys but no information on s, a, b, and d4,
dp, is not able to derive even one new session key,
since extracting the above shared secret K at least
requires solve of the discrete logarithm problem
(DLP) in G;. In other words, our protocol provides
the property of known-key secrecy.

e K-CI resilience: When the long-term private key
of a user (e.g., Alice) is compromised, an adversary
Eve, who comes into possession of Alice’s private key
da, is able to impersonate other entities to her.

That is to say, our new protocol is vulnerable to
the key-compromise impersonation (K-Cl) attack.
We illustrate the attack as follows. Firstly, Eve
picks randomly a b € Zg, fabricates Tp1 = bQp,
Tpo = bQ 4 and then sends them to Alice. Upon
receiving Tp1 and T, Alice computes the shared
secret Kap as Kap = e(da +a-Tpe, aQp + Th1)
as specified by the protocol. But Eve, equipped
with da, aQa and a@Qp, is also able to compute
Kap. As a result, Eve can successfully impersonate
Bob to Alice, this means that the new protocol does
not have the property of K-Cl resilience. However,
in most circumstances the private key of a user
is updated periodically, hence we argue that the
damage of the above K-Cl vulnerability can be
limited to some considerably low extent.

e UK-S resistance: It is well-known that including
the identities information of protocol participating
parties in the key derivation function (KDF) can
prevent potential unknown key-share (UK-S) attack.
As for our protocol, we included A and B into the
KDF function, so it achieves the property of UK-S
resistance.

e No key control: In our protocol, the responder
(Bob) will receive the transmitted data of the ini-
tiator (Alice) before he send out his own data, he
can always gain an unfair advantage over his coun-
terpart on controlling the value of the shared session
key [9]. To achieve the property of no key control, as
suggested in [9], we need to use commitments [10],
which requires an extra round.

Performance Comparison. Both Protocol 2’ and
IDAK-PKG are role-symmetric. Here we compare the com-
putational costs and communication overheads for each
party (e.g., Alice) of the two protocols. Table 1 compares
the performances (namely, computational and bandwidth
efficiencies) of the two protocols with regard to elliptic
curve point scalar multiplications, pairing evaluations and
the transmitted data blocks.
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As can be seen from Table 1, Protocol 2’ requires Al-
ice to compute 4 elliptic curve point scalar multiplica-
tions (i.e. aP, aQa, aQp and aTp1), 1 point addition
(i.e. aQa + Ta1) and 1 pairing evaluation. The protocol
IDAK-PKG proposed here requires 3 point scalar multi-
plications (i.e. aQ4, a@Qp and aTp2), 2 point additions
(i.e. da+aTp2 and Tas + Tp1) and 1 pairing evaluation.
Among which the pairing evaluation is the most time-
consuming operations that dominates the overall compu-
tational costs of the two protocols. We also note that a
point addition is much quicker than a point scalar multi-
plication. Hence, with the same amount of pairing evalua-
tions and only one more point addition, our new protocol
improved much computational efficiency by decreasing 1
elliptic curve point scalar multiplication operation.

As to message bandwidth, our new protocol requires
each protocol participant to distribute 2 elliptic curve
point to its partner, which is the same as in Protocol 2’.

6 Conclusion

PKG forward secrecy (PKG-FS) is an important security
property for identity-based authenticated key agreement
protocols. Protocol 2’ of Chen and Kudla makes use of
the ephemeral Diffie-Hellman key agreement protocol to
achieve PKG-FS. In this paper we aim at improving its effi-
ciency by proposing a new protocol (IDAK-PKG). Our new
protocol does not use the ephemeral Diffie-Hellman key
agreement protocol and improves much computational
cost.
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