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Abstract

A fast algorithm is derived for determining the linear com-
plexity and the minimal polynomials of sequences over
GF(p™) with period kn, where p is a prime number,
ged(n,p™ —1) =1 and p™ — 1 = ku,n, k and u are inte-
gers. The algorithm presented here covers the algorithm
proposed by Chen for determining the minimal polyno-
mials of sequences over GF(p™) with period 2!n, where p
is a prime, ged(n,p™ — 1) =1 and p™ — 1 = 2'u,n and u
are integers. Combining our result with some known al-
gorithms, it is possible to determine the linear complexity
of sequences over GF'(p™) with period kn more efficiently.
Finally an example applying this algorithm is presented.
minimal
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1 Introduction

The concept of linear complexity is very useful in the
study of the security of stream ciphers for cryptographic
applications. A necessary condition for the security of a
key stream generator is that it produces a sequence with
large linear complexity. In [4], Games and Chan presented
a fast algorithm for determining the linear complexity of
a binary sequence with period 2". Ding, Xiao and Shan
[3] and Blackburn [1] generalized the algorithm.

In [6], a fast algorithm for determining the linear com-
plexity of a sequence with period p™ over GF(q) was
presented, where p is an odd prime, ¢ is a prime and
a primitive root modulo p?. The algorithm makes up
for the shortcoming that the Games-Chan algorithm can-
not compute the linear complexity of sequences with pe-
riod N(# ¢™) over GF(q) in part. The time complexity
and the space complexity of the algorithm are both O(t),
where t = p".

In [2], a result was presented to reduce the computation
of the linear complexity of a sequence over GF(p™) (p is

an odd prime) with period 2n(n is a positive integer such
that there exists an element b € GF(p™),b" = —1) to the
computation of the linear complexities of two sequences
with period n. By combining this result with some known
algorithms such as the Berlekamp-Massey algorithm and
the Games-Chan algorithm, one can determine the linear
complexity of a sequence with period 2'n over GF(p™),
where p is a prime, ged(n,p™ —1) = 1 and p™ —1 = 2tu,n
and u are integers.

In this correspondence, a fast algorithm is derived for
determining the minimal polynomial and the linear com-
plexity of sequences over GF(p™) with period kn, where
p is a prime, ged(n,p™—1) = 1 and p™ —1 = 2%y, n, k and
u are integers. The algorithm presented here covers the
algorithm proposed by Hao Chen in [2]. Combining our
result with some known algorithms, it is possible to de-
termine the linear complexity of sequences over GF(p™)
with period kn more efficiently.

In this correspondence, we consider sequences over
GF(p™), where p is a prime. Let s = {sq, s1, 2,83, }
be a sequence over GF(p™). If there exists a positive
number N such that s; = s;.n for e =0,1,2,--- , then s
is called a periodic sequence, and N is called a period of
s.

The generated function of a sequence s = {sg, $1, Sa,
83, -+, }is defined by s(x) = sg+s17+s22% +8323+- - =

oo .
> st
i=0

Let s be a periodic sequence with the first period s =
{s0,51,82, "+ ,5N_1}. The generated function of s is
defined by sV (2) = 5o + 8120 + s922 + -+ sy_1zN L If
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s is a periodic sequence with the first period sV, then,

sN(x)(1 42N + 22N 4.0
M

s(z) =
s (x)
1—zN
sN(x)/ ged(sN (x),1 — )
(1 —2N)/ged(sN(z),1 —zN)
9(x)
fs(z)’

where fi(z) = (1 —2")/ged(sV(2),1 — 2V),g(z) =
sN(x)/ ged(sN(x), 1 — zN).

Obviously, gcd(g(x), fs(x)) = 1, deg(g(z) <
deg(fs(x))). The polynomial f,(x) is called the minimal
polynomial of s, and the degree of f,(z) is called the linear
complexity of s, that is deg(fs(x)) = c(s) [6].

2 Main result

Lemma 1. Let p be a prime, and p™ — 1 = ku, k and u
are all positive integers. If « is a generator of GF(p™),
then

1)1 - zF = W(l
x)...(a(kil)ufx);

2u

v— )t —

— z)(a

2) If ged(n,p™ — 1) = 1, then o™ is a generator of
GF(p™);
3) ged(t(z), g(z)) = ged(t(z),g(x)), where t(z) is the

reduced polynomial of t(x) modulo g(x), i.e., t(x) =
t(z) (modg(x));

4) Let g(x) = g1(x)g2(z) - - - gj(x), where g;’s are poly-
nomials over GF(p™) which are pairwisely coprime
(not necessarily irreducible over GF(p™)). Then

ged(1(a).9(x) = [T sed(t(z). :(z).

Proof.

1) Since p™ — 1 = ku, so a* = 1, hence 1 — z¥ = 0 has
roots: 1, a®, a2, .- ,04(’“’1)“.
If kis odd, then 1 — 2% = (1 — z)(a* — 2)(a?®* —
z)---(aFDv — 2) hence a%a?®*...af-Dv =
(_1)1971.
If k is even, then 1 — 2% = (—=1)(1 —2)(a% —z)(a®* —

z)---(aF=Dv — 2) hence a®a®*...qlk—Du
(1,
Combining the above results, the identity is immedi-
ate.

2) Since ged(n,p™ —1) = 1, if ™ = 1, then (p™ —1)|1,

hence ™, a2", -+, a®" =D are distinct. Thus o is
a generator of GF(p™).

The remaining of Lemma is immediate [5].

39

The following statement is the main result of this note,
which reduces the computation of the linear complexity of
a sequence over GF(p™) with period kn to the computa-
tion of the linear complexities of k£ sequences with period
n.

Theorem 1. Let s = ag, a1, ,akp—1,00,01," - be a
sequence over GF(p™) with period kn, where n,k and u
are positive integers such that ged(n,p™ — 1) = 1 and
p™ —1=ku. Let « be a generator of GF(p™), B = a™.

For 1 < ¢ < k, let (i) be a sequence over
GF(p™) with period n and its first period SZ‘) =
{S(i),Oas(i),178(i),2;'" ,S(i),n,l}, where S(i)yw = {SU +
Sn+v (ﬂiil)nJrv_'_' ’ '+S(k—1)n+v(lgiil)(kil)n+vvO <v<n.

Then ged(s(z),1 — z*7) ged(sfyy(@),1 —
o) gedl$ (51— (i) sedlsfy (i),
(52)"]

k =

Proof. From the above Lemma, we have, 1 — x

e (L —2)(et —z)(a® — ) - (P — ).

Since ged(n, p™ — 1) = 1, hence o is also a generator
of GF(p™). So,

1 —qjk" =1—= (xn)k
1 n nu n
T qrugnu. . gn(k—Tu (1 —2") (e ")
(anZu . xn) . (Oén(kfl)u 1’”)

= (=21 = ()= () (= ()™

k—1
= ITa- G
Thus,

ged(sF(x), 1 — zF™)

= ged(s*(2),1 - 2") ged(s*" (2), 1 - <§>”>
ged(s*" (z),1 (%m - ged(sM(2),1 — ( 55,1 ")
k—1
= T ecd(s" @)1= (5"
=0

On the other side,

s (z) = so 4 s1x+ sox® 4+ Spp_rzt T

20050 + sp2" + s2,27" 4 -+ + 8(k71)n$(k_1)"]
+a'[s1 + sSpy12™ + s2p 127"+
+8(k—1)n+1$(k71)”] R xnfl[sni1

+Sop_12" + 33n_1.’E2n IS 5kn—1$(k71)n].
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Now it is obvious that,
[SO + Snxn + SanQn 4+ -+ S(k—l)nm(k_l)n]
mod (1 —z™)

= [0+ Sn+s2m + F Sh—1)nl;

[$1 4 Sn418™ + Sopp12°" +
et s(k_l)nﬂz(k*l)"] mod (1 —z")

= [s1+ Spt1+ Song1 + -+ S(k71)n+1};

[Sn—1 + sap—12™ + S3n—12°" +
oo Spp_12F Y mod (1 — 2™)

= [Sp—1+S2m—1+ S3n—1+ -+ Skn—1]-

Thus ged (s (z),1 — 2") = gcd(s?l)(x), 1—am).

For i = 1,2,--- ,k — 1, with a similar argument, the
computation of factor, g;(z) = ged(s¥"(x),1 — (5)™)
is worked out with the change of variable y = ﬁl So we
have, s""(('y) mod (1 —y") = s ().

Thus, gi(z) = ged(s*"(8'), 1 — y") = ged(sf;)(y), 1 -
y") = god(sl (%), 1 — (%)), s

As multiplication over GF(p™) takes much longer time
than addition, thus additions are ignored concerning the
complexity analysis. For i(1 < i < k), the reduction
needs less than 2kn field multiplication operations to com-
pute s;(871)7(0 < j < kn). Thus, the total number
of multiplication operations of the reduction is less than
2(k — 1)(kn), where kn is the period of the original se-
quence.

3 Fast Algorithm

Note that with the condition ged(n,p™ — 1) = 1 and
p™ — 1 = ku, where n,k and u are positive integers, we
may combine the theorem above with some known algo-
rithms to give some fast algorithms to compute the min-
imal polynomial and the linear complexity of a sequence
over GF(p™) with period kn.

Combining the theorem above with the algorithm
proposed in [6], we now give a fast algorithm to compute
the linear complexity of sequences over GF(p) with
period k¢™(p — 1 = ku) in the complexity O(kg¢™). Here
we need the storage of one generator of GF(p) in advance.

Algorithm: Let s = (sg,51,82---) be a sequence over
GF(p) with period N = kq¢™, where p — 1 = ku,p and
q are primes and p is a primitive root modulo ¢, and

sN = (s0,81, -+ ,5n_1) be the first period of s.

1) Initial values: « is a generator of GF(p), 5 = a*,¢c =
0,f=1.

2) Loop: for 1 < i < k,n = ¢™, to compute SZ-) =

{5(6),008(3),15 8(i),2> *** » 8(i),n—1}> Where 533y, = {8+
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S0 (BT 4 s (BT FTIY 0 <
v<n.

Call Function, ¢ = c(s(;)) + ¢; f = f - [ (550)-

3) End. The linear complexity of s is ¢; the minimal
polynomial of s is f.

Function:

1) Initial values: a = (ag,a, -
riod of s,n =¢™,c=0, f=1.

,Gn—1) is the first pe-

2) If a = (0,---,0), then end; If n = 1, then ¢ = ¢+
1,f=(01—-2)f, end.

3) n=n/q,let A; = (Q(i—1)n, Ali—1)nt1, " CGin—1),1 =
17 27 4.

4) If Ay = Ay = --- = Ay, then a = Ay; else, a =
A+ A+ + A c=c+(g—Dn, f =[Oy ().

5) Goto 1).

6) End. The linear complexity of s is ¢; the minimal

polynomial of s is f.

Note that the function above is just the algorithm for
sequences over GF(p) (see [6]).

Example 1. Let the first period of s be S36 =124130140
040822412 034210224 030211402 over GF(5). This is
a sequence with period 4 x 3% over GF(5). Since 5 is a
primitive root modulo 3%, 4|(5 — 1) and ged(3%,5 — 1)=1,
we may apply the algorithm above for determining the
minimal polynomial and the linear complexity of s as
follows:

Since 2 is a generator of GF(5), thus

sty = 123323123;

sty = 120344121,08 = 2;
slsy = 123213000, 8% = 4;
sly = 110404101,8° = 3.

For 5?1) = 123323123, call function.

Step 1. A1=123, A2=323, A3=123; Since A1# A2, n =
3, thus ¢ = 6, f = ®g(x),a = 014;
Step 2. A1=0, A2=1, A3=/4;

Since Al# A2, n = 1, thus ¢ =
Dy (z)P3(x),a = 0; stop.

6+2=38,f =

9

For S(o) = 120344121, call function.

Step 1. A1=120, A2=344, A3=121;
Since A1#£ A2, n=3, thus ¢ =6, f = ¢9(x),a = 030;
Step 2. A1=0, A2=38, A3=0;

Since Al# A2, n=1, thus ¢ =
¢9($)¢3(13),a:3;

64+2 =8, f =
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Step 3. ¢c=8+1=9,f = ¢g(x)p3(x)(1 — x), stop.
For 8?3) =123213000, call function.
Step 1. A1=123, A2=213, A3=000;

Since Al# A2, n=3, thus ¢ =6, f = ¢o(z),a = 331;

Step 2. A1=3, A2=3, A3=1;

Since A1#A3, n=1,
po(z)p3(x),a =

Step 3. ¢c=8+1=9,f = ¢go(x)p3(z)(1 — x), stop.

6+2 = 8f =

thus ¢ =

For 5?4) = 110404101, call function.
Step 1. A1=110, A2=404, A3=101;

Since A1£A2, n=3, thus ¢ =6, f = ¢o(x),a = 110;
Step 2. A1=1, A2=1, A3=0;

Since A1#£A3, n=1,
do(z)¢3(x),a = 2;

Step 3. ¢c=8+1=9,f = ¢o(x)p3(x)(1 — x), stop.

6+2 = 8,f =

thus ¢ =

Finally, the linear complexity of s is 35, the minimal poly-
nomial is

fs = o(x)ps(x)o(x/2)¢3(x/2)(1 — /2)
bo(/4)0:
= Go(x)d3(x)do(32)¢3(3x)(1 — 3x)
(

P9 (42)p3(4x) (1 — ) g (22)d3(22)(1 — 22),
where the last equality follows by the fact that 2 x 3 =
1,4 x4 =1 over GF(5).

4 Conclusion

We have proved a result reducing the computation of the
linear complexity of sequences over GF(p™) with period
kn (where p is a prime and n is a positive integer such that
ged(n, p™ — 1)=1 and p™ — 1 = ku) to the computation
of the linear complexities of k sequences with period n.
Combining this reduction with some known algorithms,
we can compute the linear complexity of sequences with
period kn (ged(n,p™ — 1)=1 and p™ — 1 = ku) over
GF(p™) more efficiently.
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