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Abstract

We improve a secret sharing scheme, which enables users
select their personal keys by themselves instead of being
distributed by group manager and users can reuse their
personal keys no matter the shared secret is renewed or
recovered. Then we apply it to design a self-healing key
distribution scheme. The new scheme achieves good prop-
erties. Firstly, the scheme reduces storage overhead of
personal key to a constant. Secondly, the scheme con-
ceals the requirement of a secure channel in setup step.
Finally, the long-lived scheme is much more efficient than
those in previous schemes.
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1 Introduction

The idea of self-healing key distribution schemes is that
users, in a large and dynamic group communication over
an unreliable network, can recover lost session keys on
their own, even if lost some previous key distribution mes-
sages, without requesting additional transmissions from
the group manager.

The problem of distributing keys over a reliable chan-
nel has received much attention in the past years [4, 5, 9].
A wireless network is an emerging trend in communica-
tion technology. It has many unique features. On the one
hand, a node in a mobile wireless network may moves in
and out of range frequently. On the other hand, devices in
mobile wireless network are typically powered by batter-
ies. Thus, traditional key distribution schemes used for
reliable channel can not be applied to wireless network
directly. Wireless network has widely application, such
as military operations, rescue missions, and scientific ex-
plorations. Therefore, how to distribute and update the
session key efficiently over an unreliable channel has been
one of the hot research topics.

The first pioneering work of self-healing key distribu-
tion was introduced by Staddon et al. in [12] providing
with formal definitions, lower bounds on the resources as

well as some constructions. In [7], Liu et al. generalized
the above definition and gave some constructions. By in-
troducing a novel personal key distribution technique, Liu
et al. reduced communication overhead and storage over-
head. In addition, Liu et al. presented two techniques
that allow trade-off between the broadcast size and the
recoverability of lost session keys. These two methods fur-
ther reduced broadcast message size in cases where there
are frequent but short-term disruptions of communica-
tion and where there are long-term but infrequent disrup-
tions of communication, respectively. Blundo et al. in [3]
showed an attack that can be applied to the first construc-
tion in [12], presented a new mechanism for implement-
ing the self-healing approach, extended the self-healing
approach to key distribution, and proposed another key-
recovery scheme which enabled a user to recover all lost
session keys (for sessions in which he belongs to the group)
by using only the current broadcast message. Blundo et
al. in [2] started by analyzing definitions proposed in
[7, 12] and showed that no protocol can achieve some of
the security requirements stated in them. After the anal-
ysis, they presented a new definition of self-healing key
distribution and concrete schemes. Subsequently, they
gave some lower bounds on the resources required for im-
plementing such schemes and proved that some of the
bounds are tight. More et al. in [8] used a sliding window
to correct the inconsistent robustness in [12]. Sa’ez in
[10] first considered applying vector space secret sharing
instead of Shamir’s secret sharing schemes to self-healing
key distribution scheme. All of these papers mainly fo-
cused on unconditionally secure schemes.

The rest of the paper is organized as follows. First of
all, we introduce a secret sharing scheme and modify it
to a simpler version in Section 2. Next, we present a con-
crete construction in Section 3. The construction follows
in part ideas of [3] but considering the particular secret
sharing scheme instead of a traditional one. As far as
we know, this is the first time to consider this kind of
self-healing key distribution schemes. We provide a detail
analysis of the proposed scheme and give a brief intro-
duction of long-lived scheme. We make a performance
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comparison with some representative schemes in Section
4. Finally, we conclude this paper and point out some
future research directions in Section 5.

2 Underlying Secret Sharing

Scheme

Threshold secret sharing schemes were independently in-
troduced by Shamir in [11] and Blakley in [1] in 1979.
Many variants of them were proposed since then. Fur-
ther works considered more concrete properties. Hwang
and Chwang in [6] provided a method to realize a thresh-
old secret sharing scheme with the novel property that
users can select their personal key by themselves instead
of being distributed by group manager. In this section,
we introduce Hwang and Chwang’s secret sharing scheme
firstly and present our modification secondly.

2.1 Hwang and Chwang’s Scheme

Let p be a large prime. « is a primitive element in
GF(p). A group manager is abbreviated to GM and n
USErS Up,y - - -, Up-

Initialization:

1) u;(¢ = 1,...,n) selects s; €g GF(p) as his personal
key and computes p; = a® mod p, sends p; and his
identity over public channel to GM. It is required
that s; # s;(1 < 4,5 < n,i # j) in the scheme. GM
checks the values and requires the users reselect their
personal keys if collision happened. The procedure
ends when all the personal keys are qualified.

2) GM chooses a random ¢ —1 degree polynomial f(z) €
GF(p)|x] which satisfies that f(0) = k. k is the secret
to be shared. GM randomly choose a point (x;, y;) for
U;. The point satisfies z; # (¢ # j) and y; = f(z;).
GM chooses r €g GF(p)(r # s;) and computes d; =
(yi —pl) mod p and V = a” mod p.

3) GM publishes the Table 1 and V' on public bulletin
board and keeps r and y; secret.

Secret Recovery:

A qualified subset of ¢ users who intend to recover the
secret k. Without loss generality, suppose the subset is
{u1,...,ut}. w;(i —1,...,t) finds out d; and v and com-
putes y; = d; + V' mod p. The ¢ users gather ty; and
associate them with corresponding x; on public bulletin
board and obtain ¢ different points (z;, ;) of polynomial
f(z). They can recover the t — 1 degree polynomial f(x)
by using Lagrange’s interpolation formula, and recover
the secret k = f(0).
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Table 1: Information z; and d; of secret shares

ID1 €Tq dl
ID,, | x, | dy

Table 2: Information y; of secret shares

ID; | y;
ID: | n
IDy | yn

2.2 Improved Hwang and Chwang’s

Scheme

We reuse the parameters in the primary scheme and im-
press emphasis on the modifications. Let ¢ be a large
prime, p = 2q + 1 be a large prime, too. Other para-
meters are the same as those in the primary scheme Ini-
tialization.

1) It is required p; # p;(i < 4,5 < n,i # j) in the im-
proved scheme. In fact, GM detects if collision hap-
pens by comparing p; with p; in the primary scheme.
Seen from this point, our constraint is more reason-
able. We demand that other operations are the same
as the primary scheme in this step.

2) GM chooses a random t—1 degree polynomial f(z) €
GF(p)[z] which satisfies that f(0) = k. k is the secret
to be shared. GM chooses r €g GF(p)(r # s;) and
r is relatively prime to p — 1. Then, GM computes
y; = f(pY) mod p and V = o mod p.

3) GM publishes the Table 2 and V' on public bulletin
board and keeps r secret.

Secret Recovery:

A qualified subset of ¢ users who intend to recover
the secret k. Without loss generality, suppose the
subset is {u1,...,ut}. w; (¢ = 1,...,¢t) finds out V on
public bulletin board and computes z; = V% mod p =
(o) mod p = (a®)" mod p = pl mod p. The ¢ users
gather tx; and associate them with corresponding y;
on public bulletin board and obtain ¢ points (z;,y;) of
polynomial f(z). They can recover the ¢ — 1 degree
polynomial f(x) by using Lagrange’s formula, and
recover the secret k = f(0).

The Analysis of Performance:

1) Feasibility. In the period of secret recovery, because
« is a primitive element in GF'(p) and r is relatively
prime to p — 1, for ¢ # j, s; and s; are selected
from GF(p) and p; # p;, we know z; = p} mod p =
a™ mod p # a" mod p = p; mod p = z;, so they
have t different points (x;, y;) of polynomial f(x). By
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using Lagrange’s formula, they can recover the secret

k= £(0).

2) Security. In the period of initialization, because of
the difficulty of solving discrete logarithm problem,
anyone can neither get r from public information
V and o with the knowledge V = a" mod p nor
further compute z; = p; mod p. In the period of
secret recovery, u; contributes x; = (pf mod p) =
(V¥ mod p). Because of the difficulty of solving dis-
crete logarithm problem, nobody can get s; from
public information V' and x;, which is u;’s personal
key. That is, u;’s personal key is still secret even
if the shared secret is recovered. In addition, p is
a prime large enough to guarantee the infeasibility
of exhaust searching x, which is relatively prime to
p—1, and further finding out system parameter r, by
comparing V with o® mod p.

3) System Updating. If system updating takes place be-
fore secret recovery, group manager reselects a t — 1
degree polynomial f’(x) which satisfies f'(0) = &’
and updating the public bulletin board according to
f/(x). K is the secret to be shared. If system updat-
ing takes place after secret recovery, group manager
should reselects a new parameter ' and computes
V' = o mod p besides the described operations in
first situation.

All in all, the improved scheme reduces the public in-
formation without loss the security of primary scheme.

3 Self-healing
Scheme

Key Distribution

3.1 System Parameters

The model we consider in this paper is similar to the one
given in [3] which is a slightly modified version of the
model in [12].

Let U = {uy,...,u,} be the finite universe of users.
A broadcast unreliable channel is available, and time is
defined by a global clock. GM sets up and manages, by
means of join and revoke operations, a communication
group which is a dynamic subset of users of U. All of our
operations take place in GF(p), where both p = 2¢ + 1
and g are large primes. Suppose « is a primitive element
in GF(p). m denotes the number of sessions and ¢ denotes
the maximum number of user that can be revoked by GM.
Let G; C U be the communication group established by
the group manager in session j. Each user U; € G; holds
a personal key s; € GF(p). s; is used to recover the
session keys as long as user w; is not removed by GM
from the group. Different from the previous self-healing
schemes, s; is selected by user himself before or when
joining G; instead of being distributed by GM. Let R; C
G;_1 denotes the set of revoked group users in session
jand J; C U\ J;j_1 denotes the set of users who join
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the group in session j with R; NJ; = ®. Hence, G; =
(Gj—1UJ;)\ R; for j > 2 and by definition G1 = U. |G}
denotes the number of user in session j. Moreover, for
j €{1,...,m}, the session key K is randomly chosen by
GM from GF(p) and according to uniform distribution.
For any non-revoked user u; € G, the j-th session key K
is determined by broadcast information B; and personal
key s;.

Given a subset of users G = {i1,...,i4} C U, with
i1 < ... < 14, we denote X as the random variables
Xiy, -+, Xi,. For instance Sgr denotes the personal keys
of all usersin R C U.

3.2 Concrete Construction

In this subsection, we apply improved secret sharing
scheme to self-healing key distribution scheme.

Setup:

1) u; € Gy selects s; €g GF(p) as his personal key and
computes his masking key p; = a® mod p, sends p;
and ID; over public channel to GM. It is required
that p; # P;(1 < 4,5 < n,i # j) in the scheme.
GM checks the validity of users and requires each
user whose masking key is p; reselect his personal
key if collision happened (Because p is a large enough
prime and s; is selected randomly and independently
in GF(p), the probability of collision can be negli-
gible, That is, the requirement is reasonable). The
procedure ends when all the personal keys are quali-
fied.

2) GM chooses, independently and uniformly, m poly-
nomials of degree ¢, say f1(z),..., fm(z) C GF(p)[z],
and m session keys Ky, ..., K,, C GF(p). For each
session j = 1,...,m, defines z; = K; + f;(0).

Broadcast:

1) Let Pg, denote the masking keys of the users in Gj.
In session j, GM randomly chooses r; € GF(p),
r;j is relatively prime to p — 1 and (a’” mod p) ¢
Pg,,...,Pg;. Fori = 1,...,|G;|, GM computes:
yi = f;(P”) mod p and V; = a" mod p, then pub-
lish Table 3 and V; on public bulletin board.

2) GM chooses a set of values(different from 0)WW; =
{w{, . ,wg}, such that the masking keys of the users
in R, denoted by the set Pg, are contained in W,
ie,Pr € W; and Pg, N W; = ®. GM publishes
Table 4 on public bulletin board and broadcasts a
message B; =< 21,...,2; >.

Key computation:

1) According to V; and his secret key, user u; com-
putes Pirj modp = VJS mod p and associates
it with information on public bulletin board,
he owns ¢ 4+ 1 points, < ((w])™, f;j((w])™ mod
)y (W), fi((w])7) mod p), (0 y]) > of
fi(@).
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Table 3: Personal keys information of users in session j

1D, y{
IDig,| | Yjg,|

Table 4: Information of revoked users

()" | f,((@!)"") mod p
@) [ (@) mod p
@ [ (@) mod p

2) User recovers polynomial f;(z) by applying La-
grange’s interpolation formula to ¢ + 1 different
points, further recover the secret f;(0).

3) User computes K; by subtracts f;(0) from z;.

Add and revoke group members:

1) A new user u; can join the communication group
starting from session j, he selects s; €g GF(p) as his
secret key and computes p; = o’ sends p; and ID;
over public channel to GM. GM checks the validity
of ID; an requires each user whose masking key is p;
reselects his personal key if collision happened. Note
that GM adds p; to Pgr in the following sessions for
the sake of security. Otherwise, u; can be accepted
as a qualified group user if no collision happens.

2) If a wuser is revoked in session j, the pair
(p;’, fj(p;’) mod p) must be published on public bul-
letin board in the following sessions. If a revoked user
wants to rejoin the later session, he must submit a
new identity and personal key to GM. That is, one
user can be seen as two in this situation. The scheme
allows for revoking up to t users from the group.

3.3 Analysis of Security

This section we show that our construction realizes a self-
healing key distribution scheme with revocation capabil-

1ty.

1) a. Session key recovery by a user is described in
Key computation step of the construction.

b. On the one hand, since the session keys are cho-
sen according to the uniform distribution and
independent of the personal keys, it is straight-
forward to see that the personal keys alone do
not give any information about any session key.
On the other hand, it is not difficult to see that
every z, for j = 1,...,m, perfectly hides key K
because z; = K; + f;(0).The set of session keys
can not be determined by broadcast messages
alone.

117

2) Suppose that a collection R of ¢ revoked group mem-
bers in session j collude. The coalition of R can count
on at most ¢ points on f;(z). In order to recover the
session key K; from the broadcast, revoked users in
R must compute f;(0). Combine an arbitrary point
with the ¢ points on f;(z), they can interpolate a
different polynomial. Thus, K is completely safe.

3) a. For any w; that is a member in session r
and s(1 < r < s < m), he can recover <
f-(0),..., fs(0) >. By the method of key com-
putation step in previous construction, u; can
subsequently recover the whole sequence of ses-
sion keys K,,..., K. In fact, in our construc-
tion, a qualified user can recover the all the ses-
sion key before session s. This is a stronger
self-healing scheme.

b. Because the coalition of C' U D can count on
at most ¢ points on f;(x), for any r < 7 < s.
Hence, session keys K are completely safe with
respect to joint coalition of size at most ¢ of new
and revoked users.

3.4 Long-lived Scheme

After a set of sessions has expired in Construction 3 and
Construction 4 in [12], some rekeying of the users is nec-
essary before distributing new session keys. The reason
is that the state of the system has changed as a result of
the broadcasts. A straightforward method is distributing
a new personal key to each user over a reliable channel,
and proceeding as before. It is too trivial and expensive to
realize. Another solution was described in [12]. Staddon
et al. set up computationally secure long-lived protocols
by moving all interpolations to the exponent. However,
the construction has two problems. Scheme 4 given in
[3], along the same lines of [12], modifies the construction
to solve one of problems, while the other seems to be an
interesting open problem.

The problem lies in the join operation in presence of
new users. It seems difficult to slightly modify Construc-
tion 5 given in [12] and Scheme 4 given in [3] in order
to enable a secure join. Furthermore, the cost of mod-
ular exponentiations involved may be prohibitive. It is
expectant to look for other alternatives.

In our scheme, because of the randomness of r;(j =
1,...,m), personal key can be used repeatedly. Before
the starting of the next m sessions, only user, who revoked
in previous m sessions and will join the next m sessions,
reselects his personal key and submit it to the group man-
ager to verify its validity. There are no requirements of
secure channels between users and the group manager and
interpolations in the exponent. As far as we know, this is
the best way to extend the lifetime of personal key. The
operations what the group manager should do the same
as before in broadcast period. Comparing with previous
schemes, our long-lived scheme is more feasible and more
efficient.
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Table 5: Performance comparison

methods Storage communication security
S3 of [3] (m—j+1)logp (tj +7)logp Unconditionally
Our scheme log p (tj+j)logp Computationally
S4 of [3] mlogp (m+2tj + j)logp | Computationally
long-lived scheme logp (ti+j)logp Computationally

4 Efficiency Comparison with

Previous Schemes

The most prominent property of our scheme is that
storage complexity reduces to a constant. In previous
schemes, storage overhead comes from the personal key
that each group user has to keep, which is determined by
the number of masking polynomials [7]. In an uncondi-
tionally secure self-healing key distribution scheme, with
respect to Theorem 5.2 in [3], every user who belongs to
G; has to store a personal key of at least (m —j+1)logp
bits. In our scheme, every user stores a personal key of
size log p bits. Another remarkable property is that per-
sonal key can be reused to next m sessions with out any
alternation. We should point out that the efficiency im-
provements are obtained by relaxing the security slightly.
One shortcoming of our construction is that a user should
do a little more computation than the former schemes.
Fortunately, as far as the computation ability of current
wireless networks is concerned, the little more increase is
acceptable.

We make a performance comparison of our scheme and
some schemes in [3]. See Table 5 for detail information.

5 Conclusions

In this paper, we made a brief introduction of Hwang and
Chwang’s secret sharing scheme in [6] firstly and gave a
modification version of it secondly. The most prominent
property of the original scheme is that user can select his
personal key by himself instead of being distributed by
group manager. The improved scheme kept the properties
of the original paper all the same and decreased storage
overhead greatly. By introducing the novel secret sharing
scheme, we developed an efficient computationally secure
self-healing group key distribution scheme. New scheme
reduced the storage overhead to a constant. To the best
of our knowledge, this is the first time to realize con-
stant length of personal key storage overhead. Compar-
ing with the previous schemes, there was slightly decrease
in communication overhead in the proposed scheme and
threshold scheme in [10] can be adopted to further reduce
communication overhead. In addition, after a set of ses-
sions have expired, the construction of extending lifetime
is much more efficient than those in previous schemes. We
should point out that the efficiency improvements are ob-
tained by relaxing the security slightly. We will explore
other ways to realize unconditionally secure self-healing

key distribution scheme with the novel properties of our
scheme. In addition, we will devote to develop a model
that characterizes failures in large and highly mobile wire-
less networks and further investigate the performance of
the proposed schemes in this model.
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