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Abstract

In this paper we try to unify the frameworks of defini-
tions of semantic security, indistinguishability and non-
malleability by defining semantic security in comparison
based framework. This facilitates the study of relations
among these goals against different attack models and
makes the proof of the equivalence of semantic security
and indistinguishability easier and more understandable.
Besides, our proof of the equivalence of semantic security
and indistinguishability does not need any intermediate
goals such as non devidability to change the definition
framework.
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1 Introduction

The security of public key cryptosystems can be evaluated
as achieving certain cryptographic goals such as semantic
security, indistinguishability, non-malleability, plaintext
awareness and non-devidability. In this paper we focus on
semantic security and indistinguishability which has been
defined in [5] for the first time. The latter is also known
as polynomial security or Goldwasser-Micali security.
Roughly speaking, indistinguishability formalizes an
adversary’s inability to distinguish between two plaintexts
given the encryption of one of them. It is rather an ar-
tificial goal but suggests an applicable method for evalu-
ating security in provable security context. On the other
hand, an encryption scheme is said to be semantically se-
cure if no polynomially bounded adversary can be found
to extract any partial information about the plaintext of
a given ciphertext. Thus semantic security is a direct
intuition of privacy and comparing whit Shannon’s per-
fect security [7] it can be considered as the computational

version of perfect security. Unlike indistinguishability, se-
mantic security does not suggest any method for security
evaluation.

The term “information” in the definition of semantic
security can be modelled by functions from message space
to " in which 3 is the alphabet of computation model.
Proving that no such function exists for a cryptosystem
implicitly proves the indistinguishability goal for that
cryptosystem. Such a close relationship between indis-
tinguishability and semantic security was firstly demon-
strated in [5] as their equivalence. In the original defi-
nition of semantic security in [5] there is no restriction
on the computability of the functions modelling informa-
tion about plaintext. But as it has bean said in [6] what
good would it do any adversary to “guess” a function if
he can not even verify that his guess is correct. In later
formulations of semantic security the functions modelling
“information” restricted to be polynomially verifiable [8].

Another important turning point was introduced in
[1]. Bellare et al. suggested that cryptographic goals
to be studied in connection with attack models and not
in isolation. Using this method, relations among indis-
tinguishability and semantic security is discussed in [1]
against chosen plaintext attack, non-adaptive chosen ci-
phertext attack and adaptive chosen ciphertext attack.

Semantic security can be formalized under two differ-
ent frameworks namely simulator based and comparison
based [9]. The simulator based definitions requests that
for any adversary given a ciphertext there exists a poly-
time algorithm called a simulator which succeeds in the
attack (i.e. extracting non negligible information) with-
out the ciphertext essentially as well as the adversary.
The comparison based definition requests that any adver-
sary in possession of the ciphertext obtains no advantage
over one which performs only random guess. Since ran-
dom guess can be regarded as a special case of simulation
the comparison based notion may seem stronger than the
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Figure 1: Relations among security notions

simulator-based one. On the other hand in the simulator
based definition there is no restriction on the computabil-
ity of partial information which an adversary wishes to
extract while in the comparison based the partial infor-
mation has to be efficiently generated and evaluated by
a poly-time algorithm. This may show that the former is
stronger than the latter.

In [1] non-malleability is defined in comparison based
framework while in previous definitions [3, 4] it has bean
defined using a simulator. Besides in [1] it has been shown
that these two definitions are equivalent. Semantic se-
curity as defined in [8] is a simulator based one. Using
this definition results in some contradictions as mentioned
above and makes proving the equivalence between seman-
tic security and indistinguishability difficult. Besides, the
proof of the equivalence between semantic security and in-
distinguishability in this framework requires some other
artificial security goals such as non-devidability to be de-
fined in order to unify the definition frameworks.

In this paper using the idea in [1], we define semantic
security in comparison based framework and study the
relations between semantic security and indistinguisha-
bility against chosen plaintext attack (cpa), non-adaptive
chosen ciphertext attack (ccal) and adaptive chosen ci-
phertext attack (cca2). Finally we suggest a simple and
more understandable proof of equivalence of semantic se-
curity and indistinguishability.

Figure (1) shows the summary of works done in this cat-
egory.

In Figure 1 the arrows indicate implication and the
hatched arrows indicate the non implications. Thus the
existence of a path from a pair of goal - attack G; — A;
to Go — Ay shows that if the goal G in a cryptosystem
is achieved in the sense of attack A; then goal G4 is also
achieved against attack As. For example if a cryptosys-
tem is proved to be non-malleable against adaptive chosen
ciphertext attack then it is semantically secure against
chosen plaintext attack.

In Section 2 we introduce some preliminary definitions.
Then in Section 3 we introduce our definition of compari-
son based semantic security as well as a slightly modified
definition of indistinguishability based on comparison and
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then in Section 4 we study our proof of equivalence of se-
mantic security and indistinguishability in the new frame-
work.

2 Preliminary Definitions

Definition 1. Polynomially Verifiable Function.
The function f : M — .* is said to be polynomially
verifiable if there exists a probabilistic poly-time algorithm
such that:

VeeM: Alx, f(z)) =1and y # f(z) = A(z,y) =0

In this definition M is the message space and >." is the
whole information about plaintext.

Definition 2. Negligible Function. The function € :
N — R is negligible if

1) Yne N :¢e(n) >0
2) Ye > 03k, > Vk > kee(k) < k¢

Definition 3. Public Key Encryption Scheme. A
public key encryption scheme Il = (K, E, D) is a triple of
algorithms such that:

1) The key generation algorithm K is a probabilistic
poly-time algorithm that takes a security parameter
k € N as the input and outputs a pair (pk,sk) of
matching public and secret keys,

2) The encryption algorithm E is a probabilistic poly-
time algorithm that takes a public key pk and a mes-
sage x € {0,1}* as the input and outputs a ciphertext

Y,

3) The decryption algorithm D is a deterministic poly-
time algorithm that takes a secret key sk and a ci-
phertext y as the input and outputs either a message
x € {0,1}* or a special symbol L, if no legal decryp-
tion can be found for y.

Definition 4. Adversary Model. An adversary is
modelled as a pair of probabilistic poly-time algorithms
A = (A1, Ag).The exact purpose of each algorithm de-
pends on the particular adversarial goal, but in general,
in the first stage i.e. using Ay, the adversary given the
public key seeks and outputs some test instance and in sec-
ond stage the adversary is issued a challenge ciphertext y
generated as a probabilistic function of the test instance
in a manner depending on the goal. In addition, Ay can
output some state information that will be passed to As.
The adversary A = (A1, Az) 1is said to be successful if it
passes the challenge.

In chosen plaintext attack (CPA) the adversary can
encrypt any arbitrary plaintext. In non-adaptive chosen
ciphertext attack (CCA1) we give Ay (the public key) and
access to a decryption oracle but we do not allow As access
to a decryption oracle. Thus the decryption oracle can be
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used to generate test instance but is taken away before the
challenge appears. In adaptive chosen ciphertext attack
(CCA2) we countinue to give A; the public key and the
access to decryption oracle but we also give Ay the access
to the same decryption oracle, with the only restriction
that the challenge ciphertext cannot be queried.

3 Definitional Contributions

3.1 Indistinguishability

Let II = (K, E, D) be a public key encryption scheme and
A = (A1, As) be a polynomially bounded adversary. For
atk € {cpa,ccal,cca2} and k € N and b € {0,1}, we
define E:cpﬁf‘ifatk*b(k) as below:

Expindfatkfb(k,)

I1,A
(pk, sk) — K(k); (zo,x1,8) «— A(l)l(')(pk:);
Y Bplxp);d — AP (o, 21, 5,7);
return d.

In which for any z,2’ € M we have |z| = |2'|; and the
adversary A has the oracle access to a decryption oracle
as below:

if atk = cpa then O1(.) =€ and O2(.) =,
if atk = ccal then O1(.) = Dsi(.) and Oz(.) =€,
if atk = cca2 then O1(.) = Dg(.) and O2(.) = Dk(.).

However in the case of atk = cca2, A, is not allowed
to request the decryption of the challenged ciphertext y.

The advantage of the adversary which is a criterion of
its correct guess is defined as the difference between the
probability of outputting a correct I and the probability
of outputting a wrong I.

In a formal setting the advantage of the adversary is
defined to be

Advﬁffﬂ(“tk (k) = Pr[Expﬁf‘i(“tk*l(kz) =1]

fPr[E:cpﬁi‘X“tkfo(k) =1].

The public key encryption scheme II = (K, E,D)
is said to be secure in the sense of IND_ATK if VA
Adv?g:qatk (k) is negligible.

3.2 Simulator Based Semantic Security

Let A = (A41,A2) be an adversary attacking the pub-
lic key encryption scheme II = (K, FE,D). For atk €
{epa,ccal,cca2} and k € N, Expf{’;fq_“tk_l(k) and
Expf{’;fq_“tk_o(k) is defined to be,

Eapiys ™= (k)

(pk, sk) — K(k); (M, s) — AZ*O (pk); 2 — M;
Y — Epi(2); (v, f) — ATV (M, 5,)

if v=f(x) then d 1

else d — 0;

return d.
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Empf{f{,“tk*o(k)
(Pk, sk) « K(k); (M, s) — Ay (pk);
z — M; (v, f) « Ay(M, s)
if v=f(z) thend — 1
elsed — 1
return d.
In which for any x,2’ € M we have |z| = |2/|; and the

adversary A has the oracle access to a decryption oracle
as below:

if atk = cpa then O1(.) =€ and Oz(.) =€

if atk = ccal then O1(.) = Dgi(.) and O2(.) = ¢

if atk = cca2 then O1(.) = Dg(.) and O2(.) = Dsk(.).

However in the case of atk = cca2, As is not allowed
to request the decryption of the challenged ciphertext y.

The advantage of the adversary, Adv%‘f‘xl‘fxfk(k), is de-
fined to be

Advis 4F (k)

= Pr(Bapisy ** (k) = 1] = Pr{Bapy, 0 (k) = 1].

The public key encryption scheme II = (K, E, D) is
said to be secure in the sense of SSS_ATK if

VAIA' : Adviss 48 (k) is negligible.

3.3 Comparison Based Semantic Security

Let A = (A1, A3) be an adversary attacking the public
key encryption scheme II = (K, E, D). The adversary in
the first phase of attack i.e. using algorithm A; takes as
the input the public key pk and outputs the pair (M, s) in
which the first component is a message space samplable
in poly-time and the second component is any informa-
tion that should be delivered from A; to As. Then a
random message x € M is selected and encrypted by Ep
to produces the challenge ciphertext y. In the second
phase of attack, the algorithm A, takes as the input the
massage space, the state information and the challenge
ciphertext i.e. (M,s,y) and outputs the pair (v, f). A
random z € M is also selected by the algorithm sample
using the information delivered to As.

The algorithm sample is said to be successful if the
random that it selects satisfies the equation v = f(z).

If the difference of the success of the adversary and the
algorithm sample as a function of k, the security param-
eter, is a negligible function, then II = (K, E, D) is said
to be secure in the sense of C'SS_ATK.

In formal setting let II = (K, E, D) be a public key
encryption scheme and A = (4;,A2) be a polynomi-
ally bounded adversary. For atk € {cpa,ccal,cca2}
and b € {0,1} and ¥ € N we define the experiment
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css—atk—b
Expi®y Sample (k) as below.

css—atk—b
Ex H,A,Sample(k)

(pk, sk) — K (k); (M, s) — A7*O (pk);

x1 — My — Epp(21);

xg «— Sample(M, s); (vf) — A202(')(M, 5,Y);
if v=f(xp) then d — 1;

else d — 0;

return d.

In which for any z,2’ € M we have |z| = |2'|; and the
adversary A has the oracle access to a decryption oracle
as below:

if atk = cpa then O1(.) =€ and O2(.) =€
if atk = ccal then O1 = Dgi(.) and Oy =€
if atk = cca2 then O1(.) = Dgi(.) and O2(.) = Dgi(.).

However in the case of atk = cca2, As is not allowed
to request the decryption of the challenged ciphertext y.

The advantage of the adversary, Adves 4 (k), is de-
fined to be o

Advcss—atk

e g — k_
H,A,Sample(k) = Pr[Emp(ﬁs,Z,gfzmplle(k) = 1]

—Pr{Bapiy Sampe (k) = 1.

The public key encryption scheme IT = (K, E, D) is secure
in the sense of C'SS_ATK if

VA3S : Advﬁ‘ixgz’iﬂple(lﬂ) is negligible.

We can also define the two experiments above in the fol-
lowing experiment.

4 Relating IND and CSS

In this section we present two theorems to discuss the rela-
tion between comparison based semantic security and in-
distinguishability against CPA, CC Al and CCA2. The-
orem 1 studies the horizontal arrows in lower part of Fig-
ure 1 and Theorem 2 studies the vertical ones. Theo-
rem 2 provides a direct reduction between CSS_ATK
and IND_ATK, ATK € {CPA,CCAl,CCA2} and vice
versa. Similar works has been done in [8] and [9] but
the former studies the equivalence between indistinguisha-
bility and simulator based semantic security and it uses
some artificial intermediate goals namely non-devidability
to unify underlying frameworks and in the latter the di-
rect reduction is presented between indistinguishability
and two special cases of comparison based semantic secu-
rity.

Theorem 1. The public key encryption scheme II =
(K, E, D) is secure in the sense of GOAL — CCAL if it
is secure in the sense of GOAL — CCA2; and it is secure
in the sense of GOAL — CPA if it is secure in the sense
of GOAL — CCA1 for any GOAL € {IND,CCS}.
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Proof. The proof is straight forward. However it is dis-
cussed here for completeness and to reveal the effective-
ness of the adversary formalization introduced in previ-
ous section. Let Res% A7k denotes the response of oracle
O for the request from the adversary A under the at-
tack mode ATK € {CPA,CCA1,CCA2}. Obviously, we
have:

Resgi,(.c)*PA - Res(ji,('c)cm - Resgif')cm

05(.) 05(.) O2(.)
Resy2opa C Resy’coa C Resyl éoao

So, the knowledge of adversary in CC A2 mode is more
than its knowledge in CC'Almode. On the other hand the
behavior of the adversary attacking a certain goal under
different attack types is the same (The difference is mod-
elled by the different responses of decryption oracle). So
what an adversary can perform under CC A2 mode it can
perform under CCA1 mode. Therefore, if an adversary
can attack some GOAL € {IND,CSS} of a public key
encryption scheme under CC' A1 mode it can attack the
same goal under CCA2. Thus if an encryption scheme is
secure in the sense of GOAL — CC A2 then it is secure in
the sense of GOAL — CCALl.

Similar argument can be set forth to prove if an en-
cryption scheme is secure in the sense of GOAL — CC Al
then it is secure in the sense of GOAL — CPA. O

Theorem 2. The public key encryption scheme Il =
(K, E, D) is secure in the sense of CSS_ATK if and only
if it is secure in the sense of IND_ATK, for any attack
ATK € {CPA,CCA1,CCA2}.

Proof. First we prove the “if” part of the theorem, namely
CSS_ATK = IND_ATK: Suppose Il = (K,E,D) is
a public key encryption scheme that is secure in the
sense of CSS_ATK but it is not secure in the sense of
IND_ATK. For such an encryption scheme, there exists
a poly-time adversary A = (Aj, A2) being able to distin-
guish between two plaintexts given their ciphertexts. Us-
ing A = (A4, A3) as a subroutine, we construct the poly-
time adversary B = (B, Bz) that can extract some non-
negligible information about some plaintext, given its ci-
phertext. Constructing B is straight forward; every poly-
time algorithm that can distinguish between zg,x1 € M,
given their ciphertexts, will predict the value of the fol-
lowing function:

fA{zo, 21} — {0, 1}
f(:c){ 0if v =g

lif x=ux.

Thus the adversary B = (Bi, By can be formalized as
bellow:
BY*O (pk)
(w0, 21, 8) — APV (pk); M — {0, 21}
return (M, s).



International Journal of Network Security, Vol.6, No.3, PP.354-360, May 2008

By (M, s,y)
d— A2 ()(Jco,xl,s Y);v «—d
[ {anml} - {Oa 1}

[ 0ifz=x
f(m){ 1ifx:x?
return (v, f).

Since A; and A, are poly-time algorithms, so are By
and Bs.

To prove that B = (Bj, B2) can attack the C'SS goal
of the encryption scheme we show Advy @t (k) is non-
negligible.

According to the definition of comparison based seman-
tic security,

Pr{Bapfs etk ) (k) = 1]
= Pr{(pk, sk) B K (k); (M, s) — B0 (pk);
z1 — M;y — Epp(x1);

(v, f) — BV (M, 5,y) 1 v = f(z1)]-
and
Pr(Bzpfs &0 (k) =1]

= Prl(pk, sk) RE(k): (M, 5) — B (pk);
xo — sample(M, s);
(v, f) = BS" (M, 5) : v = f(wo)].
But since the function f is deterministic,
PriBapiiratt (k) = 1]
= Pr[4, 0. )(xo,xl,s y) outputs 1]
= Pr[E:Epmd ath=1(g) =1].

Similarly,
Pr{Bapiy s Sape (k) = 1] =

Thus,

PT[E:Ep'md atk— O(k) _ 1]

css—atk—1

Pr[Epo A Sample(k) =1]

—PrBapiis Sample(k) = 1]
PT[E:E’pIND atk— 1(k)) ] PT[E.TPII-[ND atk— O(k,‘) _ 1]
= Advii'y " (k).

Advfsr (k) =

ind— atk(k) is non-negligible, neither is

So, whenever Advy
Advf ™ (h).
Note that Equation (1) holds whenever Advmd atk (k)
is not a negligible function (i.e IND_ATK can be per-
formed against the encryption scheme). Therefore still we
need to prove the “only if” part of the theorem; namely,
IND_ATK = CSS_ATK :Again the proof is by contra-
diction.
Suppose B = (Bi, Bs) is an adversary attacking se-
mantic goal of the cryptosystem, i.e. can extract some
non-negligible information about some plaintext given its
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corresponding ciphertext. The Adversary A = (A1, Ag) is
constructed attacking the indistinguishability goal of the
cryptosystem by using B = (B1, Bs) as a subroutine. The
adversary A = (A1, Ag) is defined as bellow:

AOl( )(pk)
(M, s) — BY" (pk); o, 21— M;

return(xo, 1, S).

4720 (20, 21, 5,9)
(v, f) = BS*Y (M, 5,y);
if v=f(xo) andv # f(x1) then d < 0;
if v=f(x1) andv # f(xo) then d — 1;
else dR{0,1}

return d.

Note that in order to distinguish between zg and x1, one
should make sure that the function f has different values
over rg and x.

Since f is polynomially verifiable, we have: B =
(B1, B2) runs in polynomial = A = (Ay, Az) runs in poly-
nomgial.

To prove that A = (A7, A2) can attack the IND goal
of the encryption scheme we show Advﬁ’f‘f[atk(k) is non-
negligible.

The algorithm As outputs the value 1 when:

1) v = f(x1) and v # f(xo) in which the output will
deterministically be 1.

2) v # f(x1) and v # f(xp) in which the output will be
1 by the probability %

Thus,
Pr [EprND ATK— l(k) _ 1]
= Pr[Ay outputs 1|y «— Ep(z1)]
= Prlv = f(z1) and v # f(x0)]
—|—1(P7“[U # f(z1) and v # f(xo)]

2
+Prlo = f(w1)and v = f(xo).

(2)

According to the definition of comparison-based se-
mantic security, Equation 2 reduces to

Pr [EprND ATK— l(k) — 1]
— 2 + Q(PT[ExpCSS ATK— 1(k):

fPT[ExpCSS ATK— O(k)—

1] ()
1]).

applicable to a pub-
the difference of proba-

So, if a CSS — ATK is
lic key encryption scheme,

bilities above namely pr[EacpCSS ATE-(k)y = 1] —
pr[E:EpCSS ATK=0(k) = 1] is non-negligible. There-
fore, the probability pr[EprND ATE— Y(k) = 1] is non-

negligibly greater than % And the adversary A =
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(A1, A3) will be able to distinguish between zy and z;
with a probability greater than % by a non-negligible fac-
tor.

More formally one can evaluate pr[E:vaII]’V AD —ATK=0 ()
= 1] in the same way and yield

pr{Bap P~ 0) = 1]
1 1 _ _
=57 §(pT[E$pﬁ,SAS ATE=0 (k) =1] (4)
—pr[Expgff_ATK_l(k) =1]).

Subtracting Equation (4) from Equation (3) yields:

Advi 4 * (k)

= pr{Bapry ~ T (k) = 1]
—pr(Bapry ~ (k) = 1]

=priBapy (k) = 1]
—pr(Bapgy (k) = 1]

= Advisy ™ (k).

Thus, whenever Advfﬁf{“tk(k) is non-negligible, so is

Advi 4" (k). O

5 Conclusion

In this paper, we formalized semantic security in compar-
ison based framework. This unifies the definition frame-
works of semantic security and indistinguishability and
facilitates the study of relation between indistinguishabil-
ity and semantic security against chosen plaintext attack,
non-adaptive chosen ciphertext attack and adaptive cho-
sen ciphertext attack removing the contradictions that
was mentioned in the introduction. Then we provided
two theorems to study the relations between security no-
tions. We suggested a simple proof for the equivalence
of semantic security and indistinguishability in the new
setting. Our proof is more understandable than previous
ones and does not need any intermediate goals such as
non-devidability to be defined to change definition frame-
work.
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