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Abstract

Many security and privacy protocols for RFID systems
have been proposed [8, 13, 19, 20]. In most cases these
protocols are evaluated in terms of security based on
some model. Often the model was introduced by the cre-
ator of the protocol, in some cases borrowing parameters
from the protocol for model parameters. Moreover, the
models that are discussed may represent only one aspect
of the necessary security services that are needed in an
RFID system. Here we describe several of the security
requirements that are needed in an RFID system. Fur-
ther, we model these requirements. These models incor-
porate security requirements that include privacy of tag
data, privacy of ownership, and availability of tag iden-
tity. We also construct less restrictive versions of many of
these models to reflect the security needed for some less
security-intensive RFID applications. Finally, we com-
pare our model to Juels’ models [13], Avoine’s models [4]
and Ohkubo et al.’s models [20].
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1 Introduction

Security models play an important role, for they provide
tools which allows us to measure the security offered by
protocols. Often models are developed as an immedi-
ate response to evaluate a protocol. The construction
of the model could actually borrow parameters and ideas
from the protocol that inspired the development of the
model. Clearly security would benefit if there was a dis-
connect between the development of models and the de-
velopment of protocols. Further, protocols are often de-
veloped for specific applications and may require several
security services, thus requiring several security models.
Consequently, independent development of a set of secu-
rity models is essential. More important, RFID systems
are utilized for economical reasons, the cost of the tags
plays an important role in why the tags can be pervasively

implemented. These tags have limited resources, one may
be intending to use them as low-cost solutions for a low-
cost problems. On the other hand, an RFID system may
be used in high-security problems like anti-counterfeiting,
pharmaceutical integrity, etc. Many of these applications
require a high-level of security. Thus the application often
will dictate the security level. So the best models would
allow us to adjust the security parameters to fit our needs.
Moreover, we should expect to see an increase in the use
of RFID systems in the computing mainstream engaging
in more sensitive areas. Further, an RFID system has a
specific set of security vulnerabilities and so the models
should address these vulnerabilities.

In this paper we describe a set of security requirements
that are needed in an RFID system and model these re-
quirements. They include privacy of tag data, privacy of
ownership, and availability of tag identity. This paper is
the complete version of our conference paper [30], includ-
ing a complete description of our models, as well as three
new models and many more examples.

2 Background

RFID stands for Radio Frequency IDentification. RFID
tags are small integrated circuits connected to an antenna,
which can respond to an interrogating RF signal with sim-
ple identifying information, or with more complex signals
depending on the size of the IC. They usually have very
little memory (around several Kbits), some of which are
keyed read or write enabled such as Atmel e5561[3]. One
classification is by source of power. Passive tags derive all
their transmission and computation power from the RF
signal. It is inexpensive and less powerful. Active tags
have batteries and are more complex. Semi-active tags
use batteries to run local circuitry and derive transmis-
sion power from reader’s signal. They are able to commu-
nicate over a longer distance (over ten feet) than passive
ones (just over a foot). A typical RFID system consists
of a tag (transponder), a reader (transceiver), and some
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means to process information, such as a computer. The
reader queries the tag for some information. The tag then
responds with the corresponding information. The reader
then forwards the information to the data processing de-
vice via reader’s network. The reader may be a handset
device or a computer, which is capable of complex compu-
tations, such as public-key algorithm. An RFID system
usually operates on 868-956 MHz or 13.56 MHz frequency
band. The higher frequency tags have higher transmission
range and smaller size. But they are easily blocked by the
presence of liquid, intensive mass, even human beings. A
RFID tag can respond to multiple readers and a reader
can talk to thousands of tags. Their communication, in
some applications, should be authenticated and confiden-
tial.

Originally, RFID tags were developed as a replacement
for bar-codes, providing more efficient inventory over the
traditional bar-code because of its remote accessibility.
Many other applications are envisioned for RFID beyond
the retailing store application. [24] explores the potential
of RFID in anti-counterfeiting. Euro banknotes [28] may
authenticated by RFID tags embedded in it. U.S. Food
and Drug Administration (FDA) has considered using
RFID tags to defend counterfeit pharmaceutical products
[12]. Passports [18] and driver licenses are other potential
uses of RFID for anti-counterfeiting. Hospitals may mon-
itor the consumption of medicine by a patient, this can be
achieved by monitoring the tags on bottle which record
the name of the patient. As the number of applications
grow, new functions and more requirements are imposed
on RFID tags. Due to the constraints of current RFID
tags, only limited security functions are available. For
current RFID applications, as well as future applications,
it is important to decide which functions are necessary
to be implemented and what are the constraints based
on current and/or near future tag technology, in order
to drive the technology towards providing the necessary
function for all applications.

There has already been a significant amount of discus-
sion concerning the technology on future RFID tags [22],
some of these tags will provide greater functionality. Such
tags will have greater range and slightly more resources.
If manufacturing costs can be contained, then we may
find that these tags will be utilized within applications
that are more mainstream, applications that will affect
the consumer (bearer of the tags). Such applications will
be much more sensitive and will require greater security
services such as confidentiality, integrity and authentica-
tion and it will be even more important to protect the
privacy of the consumer.

3 RFID Services and Security Re-

quirements

3.1 Application Services

Generally, current and future RFID applications re-
quire one or more of the following of services which we
have grouped into three categories: remote identification
(tracking/tracing), authentication (anti-counterfeit) and
data collection (sensor). Roughly all RFID applications
utilize remote identification service which is the primary
purpose of RFID tags. But some applications may also
require authentication and/or data collection. Three se-
curity service groups are described as follows:

1) Remote identification: It refers to systems for
which when a reader interrogates a tag for the iden-
tity and property information of the item this tag
is associated with. The reader wants to remotely
identify the item by querying the tag. Basically, the
RFID tag plays a role as the identifier of items. Ex-
amples include: inventory management, distribution,
in-store detection, automatic check out, stream-line
monitor, Smart House, port inspection, etc.

2) Authentication: This is one of the basic tracking
functions but applications in this category empha-
size the need for authenticity of the identity that the
RFID tag reports. It refers to systems where the
reader interrogates a tag for verifying the informa-
tion of the item. The reader may already know the
information but may not be sure about its authentic-
ity. RFID tag plays a supportive role to authenticate
the information of the item. The information can be
identity, origin or property of items. Examples of ap-
plications include RFID-enabled banknotes, pharma-
ceutical products, ID cards, passports, certificates.

3) Data collection: It refers to systems for which
when a reader interrogates a tag, updated data is
collected from the item. In this category, the reader
already knows the item and previous data but wants
to monitor the change in the data. Tags may be
installed at some fixed position for a relatively long
time to collect data. Sometimes an item may have
many tags embedded in it and each tag may be re-
sponsible for a certain portion of data collection. Ex-
amples include product quality control, advertising
notification, security alarm, sensors.

3.2 Security Requirements

Applications discussed previously indicate some of the
functional goals that use RFID technology. However,
simply integrating RFID technology into some of these
applications will not ensure that the needed services are
provided adequately, because many RFID systems oper-
ate in unknown or untrusted environments, for which ad-
versaries motivated by different purposes may attack the
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system. Some attacks may cause tags to return wrong in-
formation to readers. Some will block readers from hear-
ing tags. Further, attackers may attempt to hide within
a group of authorized users in an attempt to eavesdrop
private information. Privacy is an issue that could hinder
the wider use of RFID. For example [11] discusses the pri-
vacy concerns when using RFID to tag information goods
where the secrecy of ownership is legally protected. Sim-
ilar problems could occur in applications like banknotes,
medicines, cloths, etc. In such situations if common items
are tagged and actively queried in the mainstream, those
parties that possess the tagged items will have their pri-
vacy compromised. Furthermore, privacy will become an
even more important issue as RFID technology is per-
vasively applied [27]. To ensure a wider use of RFID
technology, security must be included into any design of
applications. In some systems one must make sure the
communication between tags and readers is confidential
and authenticated, in other systems the information in
provided by the tags needs to be authenticated and in
other systems the access (read or write) to the RFID sys-
tems, including tags, readers and other related equipment
should be classified against unauthorized parties. Clearly
securing an RFID system is a much greater challenge than
many other digital systems because of several reasons.

1) Due to the size and cost limits of an RFID tag, they
may not able to perform intense computations like
public-key cryptography.

2) Tags may be subject to intense physical attacks, such
as memory tampering, brute force password attack-
ing or cloning.

3) The communication channels between tags and read-
ers are insecure. Many common computer net-
work attacks, such as eavesdropping, impersonating
or DOS (denial-of-service), will possibly migrate to
RFID systems.

4) Because the pervasive and invisible natures of tags,
privacy protection becomes an important issue.

5) The goals of security, privacy, and performance are
contradictory in many ways. The requirements for
each application are different and it is hard to find a
one-fits-all security model for all RFID systems.

In some specific applications, the level of security that
is required may need to be as strong as the security re-
quired in a networked computing system. For example,
consider an anti-counterfeit system, the loss of integrity
of tag data will significantly undermine the trust of sys-
tem. In such systems, low cost RFID tags should still be
able to provide high integrity. How to implement RFID
services together with necessary levels of security when
designing a protocol becomes a complex problem.

A significant amount of research has focused on the se-
curity protocols for various RFID applications. Juels pro-
posed an simple password scheme against cloning tag in

[14]. Juels also provided a pseudonym throttling authen-
tication protocol in [13]. Ranasinghe et al. [21] discussed
the use of cryptography to solve RFID problems. Feld-
hofer [8, 9] proposed to use symmetric key encryption to
provide authentication solutions. Ohkubo [20] suggested
a hash based protocol and Avoine [5] improved its scala-
bility. The Blocking scheme in [16] and kill tag method
[1] are other approaches to achieve privacy. Some secure
RFID solutions for future applications have been devel-
oped: [15] proposed a security model and a protocol for
RFID enabled Euro banknotes, [6] presented a model of
the lifecycle of RFID tags used in the retail sector and
a solution through zero-knowledge protocols, and [19] fo-
cused on the security in RFID library systems. More re-
cently [17], Juels and Weiss analyzed RFID security.

With many RFID protocols already designed, a ques-
tion arises is how to evaluate those protocols. i.e. whether
those protocols provide exactly the security as required.
To solve this problem, we should first model RFID sys-
tems and define those security services for them. Many
of the above authors provided a model to evaluate their
protocol. The problem is that the protocol tends to be
based for a specific application and the model often reflect
this.

4 Formal Definitions

In this section, we describe mathematical models for sev-
eral security services affected by or needing RFID technol-
ogy. Identification is the most basic function in a remote
tracking system. We first define perfect identification and
later define authorized perfect identification. Later we will
modify our definitions to define security models for RFID
systems. Several RFID parameters are modeled and iden-
tification within a RFID system is formalized.

Our security models are constructed with access groups
(authorization) in mind. Adversaries are considered as
parties (readers) performing operations that they are not
authorized for. Such operations can be: interleaving RF
communication, querying a tag (impersonating an autho-
rized reader), responding a reader (impersonating a valid
tag), tampering a tag physically or performing DOS at-
tacks by any means. Interleaving and querying is mod-
eled as RF signals an adversary obtained from listen-
ing/eavesdropping RF communications. Further, adver-
saries may initiate a session or intercept a session. We
consider cloning, disguising or tampering tag problem as
an integrity problem. Integrity also deals with the prob-
lem concerning readers authenticating tags. In a seperate
work [29], we discussed an integrity model. In our model,
we required that an authorized reader will be able to de-
termine the authenticity of tags with a high probability.
For an authorized party, the tag should always be avail-
able to be identified.

In an applied RFID system, since a tag’s resources
are limited, it is unfair and impractical to require tags
to defend against adversaries with unlimited resources.
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In our RFID security models, security requirements are
conditioned on tag resources and an assumed bound on
the adversarial resources as well. We assume adversaries
have limited accesses to a tag and computational powers,
which are represented by parameters that differ from ap-
plications. Our definitions are used to model an RFID
system requiring security based on a resource constrained
adversary.

4.1 Definition of Identification of Tag
Identity

We now consider a model for a general remote identi-
fication system. We use the term item to represent a
physical object that will be remotely identified. It can be
money, medicine or cloths. It is the authentic individual
information, such as identification number, name, origin,
property, distribution pedigree, etc. It is conceptual and
physically unalterable. A Toshiba laptop CR300 is an
example. Even if someone alters the manufacturer identi-
fication on its label or tag to be an IBM laptop T43, the
item is still a Toshiba laptop CR300. The goal is to track
the authentic identity of an item. Tag is the concept used
to denote a labelling, it provides information about the
item associating with it in form of remote signals. Iden-
tity is the remote identification information for which the
queried tag responds with. Reader is a device that re-
ceives some/none/all information transmitted from a tag.
When a reader queries a tag, the information revealed is
the identity but not the item. Authorized party is a group
of people or organizations that are granted certain permis-
sions to access the identity of an item from remote access.
Since any individual in a party accesses a tag through a
reader, the reader represents and implements the autho-
rization of its user. For integrity, some data can only be
modified by authorized parties, and parties authorized for
some tags should be able to recognize the authenticity of
this data.

Channel is the source that a tag uses to send infor-
mation. There are two information channels: public and
secret. The two channels are designed to deliver data such
that when both channels of information are collected by
an authorized party, it provides the desired authenticated
identity. The information that the channels provide will
vary depending on the authorization group (authorized
or unauthorized) the reader belongs to. Informally, we
characterize this as a “view” of signals. Given the same
channel of the tag at the same time, readers in differ-
ent authorized groups may have different views of it. We
make no formal requirement as to how information is de-
livered via the secret channel, it could take many forms,
for example it could take the form of a ciphertext, or it
could take the form of a physical communication that is
not available without secret key. In addition to the two
remote RF channels of information, the reader could ob-
tain additional information from a third channel when
communicating with the tag. For example, the location
where the signal is received. The content of this infor-

mation has a level of uncertainty and varies depending
on the situational-aspects of the communication. We de-
fine the environmental channel as the channel that deliv-
ers side information about the tagged item and we will
assume that environmental channel itself reveals little in-
formation that one can use for identification. Remember
that our focus is to construct models to analyze security
protocols that are used over remote communication. If
the environmental channel alone has provided enough in-
formation for identification, it would be meaningless to
analyze the security of the protocol as used over the two
remote channels. Although the environmental channel
exists and can provide identification in real world appli-
cations, we carefully construct our models so they do not
criticize protocols (during their evaluation) which only
yields information where the source comes solely from the
environmental channel.

The mathematical model is probabilistic. Our initial
definitions are device independent. Later we consider the
implication of the limitations of the tag, so then the defi-
nitions will incorporate the limited resources. Some vari-
ables are defined as follows:

I is a random variable of the identity of a tagged item.
It represents any or all of the data pertaining to the
tagged item (representation depends on the applica-
tion).

Θ is a random variable of the information received from
an access to the tagged item. It is a tuple of in-
formation from three channels < U, V, W >. U is
the variable representing the remote information re-
ceived from a public channel. V represents remote
information received from a secret channel. The en-
vironment channel W is usually omitted if it is not
explicitly discussed.

I the set of all possible tagged items.

ARi the set of parties authorized to obtain the true iden-
tity information of item i ∈ I.

For the identification security model, a suitable level
of integrity is assumed. Therefore tag data is authenti-
cated and trusted to represent the identity of the physical
item. There is no need to distinguish the terms “item”
and “identity”.

We say that a protocol is able to identify an item from
the tag if the protocol provides identification of the tag
from the remote information. Ideally, if a protocol pro-
vides the reader the ability to recognize the item with
a probability near 1 given the correct remote informa-
tion and near 0 given the incorrect information, we would
consider this identification protocol reliable and accurate.
Throughout this paper we will use θ =< u, v > to rep-
resent the correct information of item i, where u belongs
to variable U in tuple Θ and v to V . We will use θ′ to
represent an incorrect information of i. The first equation
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defines the availability of identification and the second de-
fines the correctness in the ideal situation. It is modelled
after perfect secrecy.

Definition 1 (Perfect Identification of tag Identity
(PII)). A protocol satisfies PII has the property that: (1)
a party is able to identify an item i given its correct tag
information, Pr(I = i|Θ = θ) = 1. (2) a party cannot
identify i given the incorrect tag information θ′, Pr(I =
i|Θ = θ′) = 0.

In real world applications, perfect identification will
most likely not exist because several factors affect the
probability. Hardware failure, inconsistent power sup-
plies, or transmission errors may cause a reader to ac-
cept or reject a tag incorrectly. The probability in the
first equation defines the tolerance of tag acceptance er-
rors and the one in the second equation defines the toler-
ance of tag rejection errors. For RFID applications, the
tolerance in model can be adjusted to fit different require-
ments. This will be discussed in Section 5. On the other
hand, the perfect identification model is not sufficient to
describe many applications. Security conditions should
be added. Perfect identification is the first step for con-
structing other definitions that are needed. One of them
is authorized identification. In remote tracking systems,
the security services are provided for authorized parties.
Intuitively, it means two things: one is that only a certain
group of authorized readers are able to remotely recognize
the identity of an item correctly. Another is that unau-
thorized readers are given so little information about the
item that they cannot distinguish it from others remotely.
Obviously an authorized reader should be able to identify
an item with perfect identification. But given an unautho-
rized reader, the remote information should not provide
any information that improves the chance of identifica-
tion better than guessing the identity of the item. You
can always guess an item based on your knowledge but
the remote information should not provide any help. The
second part of the definition of perfect authorized iden-
tification has constructed to be sufficiently strong, in the
sense that an unauthorized reader cannot identify an item
better than guessing even when provided a history. The
“history” is a finite collection of pairs of information and
results obtained from prior remote accesses1 of a party.
For simplicity, we assume that the membership of a reader
does not change in one history. A more complex model
of various membership history will be discussed in future
work.

η(·) is a set representing the history information for a
party. It consists of finite number of tuples {<
Θ(·), J(·) >}∗. 2 J(·) represents the result obtained
from access the channel Θ(·) 3. It is the set of data

1The access may be such that another part is actually making
the query and this party is merely eavesdropping.

2In this article, · denotes a specific party. The history of party
α would be written as η(α).

3In the history, Θ(·) will be represented using all three channels

of the identification information and maintains that
J(·) ∈ I.

A secure protocol will depend on history. If an ad-
versary has unbounded accesses to RFID tags, it may be
impractical to expect that the protocol is impervious to
attacks. The following definition consists of two parts.
The first part states that authorized parties possess per-
fect identification. It requires availability and correctness
for identification. The second states that the remote infor-
mation does not improve the identification of tag identifi-
cation for an unauthorized party. It defines the adversary
advantage for identification, i.e. the likelihood that one
can identify the item with remote information will be the
same as without the remote information. Otherwise, the
party is able to identify it. The history here is η(·) = {<
θ1(·), j1(·) >, < θ2(·), j2(·) >, · · · , < θk(·), jk(·) >}. We
write |η(·)| = k to be the size of history. The size of his-
tory is a security parameter. We should point out that
our Definition 2 only considers adversaries whose access
history is bounded by κ (here κ is a nonnegative integer).
That is, if a given protocol allows an unauthorized ad-
versary to be able to identify the tag identification using
a history of length κ or less, then that protocol violates
our model. However, if the number of history accesses
exceeds κ, then the model is indifferent to whether such
adversaries should be able to identify the tag identifica-
tion.

Definition 2 (Authorized Perfect Identification of
tag Identity with κ-history (κAPII)). A protocol sat-
isfies κAPII provided that:

1) If α is an authorized party of item i, then α has per-
fect identification of i.

Pr(I = i|Θ = θ, α ∈ ARi) = 1

Pr(I = i|Θ = θ′, α ∈ ARi) = 0,

2) or any party α whose access history η(α) satisfies
that |η(α)| ≤ κ, and is NOT an authorized party of
i, does not have better chance to identify the item i
given any θ′′ that is not a correct signal of any tag
that party α is authorized for,

Pr(I = i|Θ = θ′′, η(α), α /∈ ARi)

= Pr(I = i|η(α), α /∈ ARi).

The above equation states that the probability of party
α to identify i will not improve with the current RF chan-
nel access. Furthermore this equation addresses the abil-
ity of α to use prior accesses to mine information. We
know that history may help identification, since history

because past results may be determined together with the informa-
tion from the environmental channel as well. Although we do not
have assumption that W channel contains no identification infor-
mation over past accesses. But we have that assumption thus do
not consider that channel for the current access.
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includes the knowledge you possess. Basically, a proto-
col cannot control the source of previous knowledge. Be-
cause history includes the environmental channel, the re-
sult (identification) may be obtained through social engi-
neering. The model is constructed so that it will evaluate
the security of a protocol based on the current channel
not how history will help identification.

If a protocol designer sets the parameter κ = 0 within
the security model, then they assume that an adversary
does not memorize previous tag accesses. Observe that
a statically encrypted ciphertext transmitted from a tag
will be secure enough to prevent tracking in the sense that
the adversary cannot compare any previous ciphertexts
to the current one. Under the model with the assump-
tion that an adversary does not memorize tag accesses,
even if the ciphertext does not change, the encryption
will appear like a one-time-pad to an adversary. In an-
other model, if we set κ > 0, then a protocol secure in
this model must withstand an adversary who is allowed
to have κ recordable previous accesses. We must make
sure that any encryption algorithm we choose to encrypt
the tag should be secure against chosen ciphertext attack
of κ ciphertext-plaintext pairs, or an adversary will have
a chance to break the encryption after acquired a history
of κ length. Usually, the history size in the model is set
higher if the mobility of tags is lower, since a reader has
more chances to access the same tag. The history size
can be safely lowered if tags have much greater mobility
than a reader, since the reader is less likely to encounter
the same tag again. Moreover, if the application requires
stronger privacy of tag identification, then one should in-
crease the κ parameter.

In many applications, we are not only concerned with
the information concerning a single item that an unau-
thorized party can gather from an access, but also we
are concerned with is whether this adversarial party can
distinguish two items without necessarily identifying their
identities. Remember if an unauthorized party can distin-
guish item i from other items, then it is a serious violation
of privacy. Indistinguishability is an important security
property when we analyze applications. It is derived di-
rectly from the definition of authorized identification.

Definition 3 (Indistinguishability of tag Identity
with κ-history (κINDI)). A protocol satisfies κINDI
provided that: for any party α whose access history η(α)
satisfies that |η(α)| ≤ κ, if α is an unauthorized party for
items i and i′, then α cannot distinguish item i from i′.

∀i′ ∈ I , Pr(I = i′|Θ = θ, η(α), α /∈ ARi ∪ ARi′)

= Pr(I = i′|η(α), α /∈ ARi ∪ ARi′).

Theorem 1. If a protocol satisfies κAPII then it satisfies
κINDI.

This result is trivial to establish.

4.2 Definition of Identification of Tag
Ownership (the Bearer of the Tag)

In an application, some side information is itself enough to
violate bearer privacy. That is, you may be able identify
and distinguish bearers even if you do not know the iden-
tity of an item. For example, Alice has an RFID tagged
purse and she always brings it with her. The purse is
broadcasting its static encrypted identification number to
any reader. Only Alice’s reader has the decryption key.
Betty is Alice’s competitor. She once used her reader to
get the ciphertext. Although she could not decrypt it, she
recognized it as a purse, and she was able to determine
that it was from Alice. Next time, she captured that ci-
phertext outside a local store. She was able to determine
that Alice was shopping at that store.

Attacks on the confidentiality of bearers could be unau-
thorized tracking of either an bearer or transaction be-
tween two bearers (depending on if the bearer of the tag
has just changed). To understand the problem of track-
ing, one should first consider the identification of a bearer.

O is a random variable as the bearer of item i.
O is a set of all bearers or owners.

A bearer’s information may be available to the adversary
in two possible ways.

1) One way is that the bearer information is included as
part of the tag identification information. Remember
that identification information i, as we have defined
earlier, is a set of all data pertaining to a tagged
item. Thus, in this case, the security/privacy of the
bearer has already incorporated into the analysis of
the perfect identification of tag information. For this
case, the bearer o of i should satisfy the following
equation as a precondition which implies the incor-
poration of bearer’s information in the identification
information.

Pr(I = i) ≤ Pr(O = o).

2) The other case is such that the bearer is not included
as part of the tag identification. Thus, the bearer’s
information is obtained from RF channels together
with the environmental channel. It is possible that
the bearer may be derived totally from environmen-
tal channel as a social engineering attack. Since the
security model will be used to measure the effective-
ness of a protocol, the model should reflect the viola-
tion of the privacy of a bearer due to the use of both
RF and environmental channels. However, a protocol
cannot prevent a stand alone successful social engi-
neering attack. Thus in this second case, we assume
the environmental channel only provides partial in-
formation about the bearer but not all. The party is
able to get information from channels θ =< u, v, w >
(this includes the environmental channel w, on con-
dition that the environmental channel only provides
partial information about the bearers). To this end

∀o ∈ O, 0 ≤ Pr(O = o|Θ =< w >, η(α), α /∈ ARi) < 1.
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Observe our use of Θ =< w >, this implies that the
only channel considered is the environmental chan-
nel, i.e. one is only being provided information from
the environmental channel.

Definition 4 (Authorized Perfect Identification of
tag Bearers with κ-history (κAPIB)). A protocol
satisfies κAPIB provided that:

1) All parties α authorized for item i have perfect iden-
tification of bearers o.

Pr(O = o|Θ = θ, α ∈ ARi) = 1 (1)

Pr(O = o|Θ = θ′, α ∈ ARi) = 0. (2)

2) All parties α whose access history η(α) satisfies that
|η(α)| ≤ κ, and is NOT authorized for item i should
not have better chance to identify the item i, given
any θ′′ =< u′′, v′′, w′′ > that is not a correct infor-
mation of any tag the party authorized for,

Pr(O = o|Θ = θ′′, η(α), α /∈ ARi)

= Pr(O = o|Θ =< w′′ >, η(α), α /∈ ARi). (3)

Equation (1) implies that authorized readers with
correct signal can identify bearers, whereas Equation (2)
states that authorized readers with an incorrect signal
will not incorrectly identify bearers. Equation (3) implies
that unauthorized readers with any signal that they are
not authorized for and possess a history of accesses which
is bounded by κ have no better chance of identifying the
bearer than if they possess a history of accesses which
is bounded by κ and a signal consisting solely of the
environmental channel.

One can define Indistinguishability of Tag Bearers with
κ-history (κINDB), much like we defined Indistinguisha-
bility of Tag Identity with κ-history (κINDI).

Definition 5 (Indistinguishability of tag Bearers
with κ-history (κINDB)). A protocol satisfies κINDB
provided that: for any party α whose access history η(α)
satisfies that |η(α)| ≤ κ, and is not authorized for item i
and item i′ (i′ can be the same as i) cannot distinguish
the bearers o of i from o′ of i′

Pr(O = o′|Θ = θ, η(α), α /∈ ARi ∪ ARi′)

= Pr(O = o′|η(α), α /∈ ARi ∪ ARi′) ∀i′ ∈ I.

5 Security Model for RFID Sys-
tems

RFID system imposes additional constraints on tracking.
An RFID tag has physical limitations and application
constraints. Some of these limitations will enhance the
security but others will undermine it. It is not fair to
require perfect authorized identification and integrity for
all RFID systems. One needs to consider the RFID lim-
itations, and incorporate the limitations within the defi-
nition of security services for RFID. First we define:

Tag’s access limitation: φTa(·) =< DT , BT (·) >

DT the reader’s range (meters).

BT (·) resource bound for readers. It is a tuple,
one for readability Rb(·), one for writability
Wb(·) and another for computational power
Cb(·) (number of gates). Readability is the max-
imal number of inquiries that a party is allowed
to utilize on a tag. Writability is the max-
imal size of memory that a party is allowed
to make to one tag. ∀α ∈ ART , Rb(α) =
∞, Cb(α) = ∞, ∀α ∈ AWT , Wb(α) =
modifiable size for this party, Cb(α) = ∞. Oth-
erwise Rb(α), Wb(α), Cb(α) are some fixed
value.

Tag’s resource: φTs =< PT , CT , MT >.

PT the physical condition (boolean). ‘0’ means that
it is physically unremoveable from the host item.
‘1’ means removeable.

CT the computational power limitation (number of
gates).

MT the memory limitation (number of bits).

For most tags, DT will be a few meters (often this lim-
itation DT is used as a mechanism that prevents eaves-
dropping). PT is assumed to be 0. CT is often limited
to 400-4000 of gates (this hardly meets the requirements
to allow one to use symmetric key encryption). MT is
around 1Kbits.

Given a fixed tag, readers may access the tag in various
conditions. We define reader’s access limitation as a tuple
of distance and resources to one tag. φr(·) =< D, B(·) >.
Our definition is satisfied whenever the reader’s access
limitation is smaller than tag’s. For authorized readers,
their B will be always smaller than BT . However, for
unauthorized readers, their B is some set of resources that
are mostly affected by money and time available to an
adversary. Due to the cost-limitation of tags, it is almost
impossible to design a protocol resistant to adversaries
with unlimited resource.

In a real-world application, many other factors may
affect the ability to recognize an item correctly, such as
encryption errors, communication errors, and hardware
errors. However, if these errors occur with a small proba-
bility, then a final decision would be correct according to
an acceptable error rate. Define δ be the acceptable error
tolerance for an authorized party to accept an incorrect
tag. Define ε be the rejection error tolerance for an au-
thorized party to reject a correct tag. Similarly, a system
could still be considered secure, if the maximum advan-
tage an unauthorized party can gain to identify a tag is
acceptably small. Define γ to be the maximal adversary
advantage that an unauthorized party is allowed to ob-
tain to identify a tag correctly. δ, ε, γ are small nonnega-
tive numbers between 0 and 1 (including the endpoints),
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and the choice of these parameters depend on the appli-
cation. Our previous security models are now modified to
incorporate those parameters.

Suppose the tag of an item i has limitations φTa(·) =<
DT , BT (·) >, φTs =< PT , CT , MT >. The party has a his-
tory η(α) = {< θ1(α), j1(α) >, < θ2(α), j2(α) >, · · · , <
θk(α), jk(α) >}.

Definition 6 ((δ, ε, γ, κ) RFID APII). An RFID pro-
tocol satisfies (δ, ε, γ, κ) APII provided that:

1) An authorized party α of item i has perfect identifi-
cation.

Pr(I = i|Θ = θ φr(α) ≤ φTa(α), φTs, α ∈ ARi) ≥ 1 − δ

Pr(I = i|Θ = θ′, φr(α) ≤ φTa(α), φTs, α ∈ ARi) ≤ ε.

2) For all parties α whose access history η(α) satisfies
that |η(α)| ≤ κ, and is not authorized for item i, α
does not have better chance to identify the item i,
given θ′′ that is not a correct signal of any tag that
party α is authorized for,

Pr(I = i|Θ = θ′′, η(α), φr(α) ≤ φTa(α), φTs, α /∈ ARi)

≤ Pr(I = i|η(α), α /∈ ARi) + γ.

Similarly, indistinguishability of tag identity in RFID can
be introduced.

Definition 7 ((γ, κ)RFID INDI). An RFID protocol
satisfies (γ, κ) INDI provided that: for any party α whose
access history η(α) satisfies that |η(α)| ≤ κ, and is not an
authorized party α of item i or any item i′ (i′ can be the
same as i) cannot distinguish item i from i′

Pr(I = i′|Θ = θ, η(α), φr(α)

≤ φTa(α), φTs, α /∈ ARi ∪ ARi′)

≤ Pr(I = i′|η(α), α /∈ ARi ∪ ARi′) + γ ∀i′ ∈ I.

We now consider the privacy of the bearer.

Definition 8 ((δ, ε, γ, κ) RFID APIB). An RFID pro-
tocol satisfies (δ, ε, γ, κ) APIB provided that:

1) An authorized party α of item i has perfect identifi-
cation of bearers o.

Pr(O = o|Θ = θ, φr(α) ≤ φTa(α), φTs, α ∈ ARi) ≥ 1 − δ

Pr(O = o|Θ = θ′, φr(α) ≤ φTa(α), φTs, α ∈ ARi) ≤ ε.

2) For all parties α whose access history η(α) satisfies
that |η(α)| ≤ κ, and is not authorized for item i does
not have better chance to identify the bearer o, given
θ′′ =< u′′, v′′, w′′ > that is not a correct information
of any tag that party α is authorized for,

Pr(O = o|Θ = θ′′, η(α), φr(α)

≤ φTa(α), φTs, α /∈ ARi)

≤ Pr(O = o|Θ =< w′′ >, η(α), α /∈ ARi) + γ.

Similarly we can define (γ, κ) indistinguishability of bear-
ers.

Definition 9 ((γ, κ)RFID INDB). An RFID protocol
satisfies (γ, κ)INDB provided that: for any party α whose
access history η(α) satisfies that |η(α)| ≤ κ, and is not
an authorized party of item i or any item i′ (i′ can be the
same as i) cannot distinguish the bearers o of i from o′ of
i′:

Pr(O = o′|Θ = θ, η(α), φr(α)

≤ φTa(α), φTs, α /∈ ARi ∪ ARi′)

≤ Pr(O = o′|η(α), α /∈ ARi ∪ ARi′) + γ ∀i′ ∈ I.

Errors are usually caused by hardware failures, weak
power supply, or poor transmission. Low quality hard-
ware of tags or readers, high mobility during communica-
tion, electromagnetic noisy environment can all increase
the error rate. According to [25], tag read or write error
rate may range from 0% in a controlled environment to
exceeding 5% in a non-controlled environment. On the
other hand, some protocols are probabilistic. i.e. They
derive a correct result with a certain probability. Error
tolerance should vary depending on applications. δ deter-
mines the error tolerance for tag acceptance. If a system is
very restrictive in accepting tags correctly, then δ should
be set smaller in the model. ε is the error tolerance for
rejection. If a system requires that rejection only occurs
when their is clear evidence of improper tag information
then ε would be smaller. γ is the security bound for ad-
versary advantage. If a system requires higher privacy, γ
should be reduced. These parameters in our model should
be chosen independently for each system and becomes a
guideline that helps determine the quality of hardware,
communication environment and algorithm used in pro-
tocols.

In the following we provide several examples demon-
strating how to apply the apply parameter configuration
within our models to assess security of protocols. We as-
sume, within these examples, the hardware, software and
all communications are 100% reliable, since our immedi-
ate focus is to assess the security protocol only.

Example 1. (Static and cleartext on tag)

Data is stored on a tag in cleartext with read-
only. This is the most commonly used RFID
technology today. When a reader interrogates a
tag, the tag simply responds with its data.

Let’s consider several different ways to assess the proto-
col. First, suppose one assigns δ, ε, γ, κ to all be zero.
The implication of these assignments are as follows: The
model for RFID system does not allow errors (with re-
spect to rejection nor acceptance), the model for RFID
system does not allow an adversarial advantage, and the
model for RFID system is oblivious to prior communica-
tions and attempts of communication (i.e. history). The
ignoring of any history, implies that the designers, who
would have selected these parameter requirements based
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on the application, have high confidence that, in their ap-
plication of the RFID system, history poses no security
risk. If there exist unauthorized readers, then the protocol
violates (0, 0, 0, 0)RFID APII since every reader (au-
thorized or unauthorized) is able to get the cleartext data
to identify the tag. However, if the bearer’s information
is not included in the identity, the protocol is secure for
(0, 0, 0, 0)RFID APIB because there is no way for an
unauthorized reader to track tags or users without previ-
ous access record. If we assign κ to be one, then the pro-
tocol will no longer be secure for (0, 0, 0, 1)RFID APIB
because they can track tags or users based on the static
data on tag. If we assign δ to be one or ε to be one, then
the model does not allow authorized readers to identify or
reject a tag correctly. The protocol will never satisfy (1,
0, 0, 0)RFID APII or (0, 1, 0, 0)RFID APII because an
authorized user can identify or reject a tag correct. If we
assign γ to be one, then the protocol always satisfies (0,
0, 1, 1)RFID APIB because the system allows unautho-
rized readers to identity a tag by 100% accuracy which is
exactly what the protocol has provided.

Example 2. (Static one-time-pad encrypted ci-
phertext on tag)

Data is stored in static ciphertext by one-time-
pad encryption. The decryption key is delivered
to the authorized parties in a secure manner.
When a reader interrogates a tag, a tag simply
replies with the ciphertext.

The protocol satisfies (0, 0, 0, k)RFID APII for all k ≥ 0
because unauthorized readers cannot decrypt the cipher-
text to identify the tag whatever number of history they
have. But this protocol is insecure in terms of protecting
the bearer’s privacy. The protocol does not satisfy (0, 0,
0, 1)RFID APIB because the ciphertext is static and could
be used to track.

Example 3. (One-time-pad re-encrypted cipher-
text on tag)

We now consider the case where the tag data
is modified by a cryptographic tool called re-
encryption [15]. The ciphertext stored on tag is
refreshed by encrypting the plaintext with a new
randomly chosen key. The protocol is: Data is
stored in ciphertext by one-time-pad encryption.
The decryption key is assumed to be delivered to
the authorized parties securely. When a reader
interrogates a tag, a tag simply replies the ci-
phertext. After each access, the ciphertext is re-
encrypted, by a new randomly chosen key.

The protocol satisfies (0, 0, 0, k)RFID APII for all k
because unauthorized readers cannot decrypt the cipher-
text to identify the tag whatever number of history she
has. This protocol satisfies (0, 0, 0, k)RFID APIB for all
k because the ciphertext appears new to an unauthorized
reader in every access. One problem that must be over-
come to use this protocol is how will future readers know

what the latest key is. This can be solved if the num-
ber of authorized readers that require the key is small, in
particular if it is one. A solution that can be used when
the number of authorized readers is sufficiently large, the
reader who selected the latest re-encryption key, can store
this key on the tag by encrypting it with a public key and
storing the ciphertext on the tag. The collection of au-
thorized readers would need to share the corresponding
private-key. However, key distribution and re-encryption
protocols will incur many security problems related to in-
tegrity which may undermine the overall security of the
protocol [29].

Example 4. (Password protection of tag data by
authorized parties)

Suppose that the tag data is password protected.
The problem is that the password must be trans-
mitted over the RF channel. There are several
possible ways to handle this. (i) First suppose
that the transmission is made over an unen-
crypted channel. (ii) Second, suppose we encrypt
the channel using a fixed channel key, which is
delivered securely to all authorized parties. (iii)
Third, suppose that during manufacturing, the
manufacturer has prestored k keys, and that the
order of the keys order has been set. When the
tag is queried with a encrypted password, it will
use the current key and then will toggle the next
key to be set as the current key.

Clearly Example 4.-(i) does not satisfy (0,0,0,0)APII
since the password is transmitted in the clear. This is
a common mechanisms that is used today, the argument
for its use is that the DT distance in φTa, is limited, thus
eavesdropping is limited. For example, suppose that the
application has been analyzed, and due to the mobility of
the tags, authorized readers and the distance DT , the pro-
tocol designers have modeled the probability of an unau-
thorized reader being able to get within DT communication
distance between an authorized reader and tag to be q1.
Then the protocol satisfies (0, 0, q1, 0, 0)APII. Example 4.-
(ii) will violate (0,0,0,0)APIB since the key is fixed. Con-
sequently the encrypted password forms a static ciphertext
that allows the tracing of the bearer. The analysis for
Example 4.-(iii) is slightly more complex then the above.
if one assumes that an adversary has stored κ accesses
where κ ≥ k and one assumes that the accesses are such
that each of the prestored keys was equally likely stored
then clearly this protocol would violate (0,0,0,κ)APIB. For
the case where κ satisfies 0 < κ < k, and again one as-
sumes that each of the k keys were equally likely to be
accessed as the current key, then clearly we would still vi-
olate (0,0,0,κ)APIB. This protocol would only satisfy the
security model of (0,0,γ,κ)APIB where γ is suitably large
enough.

Example 5. (Integrity)

[15] described a RFID enabled banknote proto-
col that uses the RFID tag to allow law enforce-
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ment to trace banknotes while at the same time
trying to preserve the privacy of the bearer. In
[29] it was shown that if all parties possessed the
reader (capable of performing all functions used
in the protocol), then there exists an attack on
the banknote protocol [15]. This attack would al-
low an adversary to maliciously substitute alter-
nate banknote information into any given ban-
knote, which would fool law enforcement. Here
law enforcement is an authorized party. Thus
this protocol does NOT satisfy (0, ρ, 0, 0)APII for
all ρ satisfying 0 < ρ < 1.

Example 6. (CCA2 resistant within m-ciphertext-
plaintext pairs cryptosystem re-encrypted cipher-
text on tag) Suppose the cryptosystem is resistant to
adaptive chosen ciphertext attack (CCA2) if at most m
ciphertext-plaintext pairs are obtained. However, if more
than m pairs are obtained by the adversary, let’s assume
that the cryptosystem can be broken with some probability,
which we demote by p1.

Data is stored in ciphertext encrypted by the
cryptosystem described above. The decryption
key is assumed to be delivered to authorize par-
ties safely. When a reader interrogates a tag,
a tag simply replies with the ciphertext. After
each access, the ciphertext is re-encrypted. As-
sume that re-encryption process is secure and the
collision of key is ineligible.

The protocol satisfies (0, 0, 0, k)RFID APII for k ≤
m − 1 because unauthorized readers cannot decrypt the
ciphertext to identify the tag whatever number of history
she has. But this protocol is weakened if the adversary is
allowed to record more accesses. For k > m − 1, the pro-
tocol does not satisfy (0, 0, 0, k)RFID APII because the
ciphertext could be broken in a probability of p1. However,
if the system allows at most p1+ρ, for some ρ > 0, adver-
sary advantage, then the protocol will satisfy (0, 0, p1 +ρ,
k)RFID APII for all k because the probability of breaking
the ciphertext is tolerated by the system. Similarly, the
protocol satisfies (0, 0, 0, k)RFID APII for k ≤ m− 1 or
(0, 0, p1 + ρ, k) for all k.

Example 7. (Atmel e5561 [3] security) Atmel e5561
is a standard read/write crypto identification tag. It pro-
vides password read/write protection and challenge re-
sponse authentication by AUT64 crypto algorithm. First,
we discuss the password function:

The password function is a protection mecha-
nism to prevent a reader from reading or writing
data blocks of the e5561 memory without know-
ing the password. The reader needs to send pass-
word before enabling any other operations. They
use a 28bit static password for each tag.

This protection is fairly insecure because a static pass-
word could be stolen or replayed to identify the same tag.

However, for applications which require low security, our
model could be configured low to meet the standard. Obvi-
ously, the protocol satisfies (0, 0, 0, 0)RFID APII and (0,
0, 0, 0)RFID APIB. It does not satisfy (0, 0, 0, 1)RFID
APII or APIB because the old password can be used to
identify or track the tag.
We now discuss the challenge response authentication
used by a reader to authenticate tags:

The tag and the authorized reader share the cryp-
tographic key for the symmetric encryption algo-
rithm AUT64. We assume the level of security
of AUT64 is high. As the tag sends its identi-
fication to the reader, the reader will generate a
challenge by encrypting a random number with
the tag’s encryption key. After the tag receives
the challenge, it will decrypt it and transmit the
checksum of plaintext. Then, both the reader and
the tag will take the plaintext as input value to
AUT64 to calculate the response. When the tag
finished calculation, it will transmit the response
back to the reader. The reader will compare the
response with its own calculation to determine
the authenticity of the tag.

Unauthorized readers need to identify an authenticate tag.
Therefore, they need to authenticate the tag even if the tag
has already sent out its identification. Unauthorized read-
ers don’t have the correct encryption for the tag so they
cannot generate a correct challenge. However, if they are
able to eavesdrop a session between the tag and an autho-
rized reader, they could authenticate the tag by replaying
the challenge and check the response since the tag will
always provide the same response to the same challenge.
Like password protection, AUT64 authentication protocol
becomes viewed as weak by the formal models as the size
of history grows.

6 Previous Work and Comparison

Juels developed models for authentication security and
privacy in [13]. Ohkubo et al. [20] proposed two security
requirements for RFID systems: indistinguishability and
forward security. Avoine defined existential and universal
untraceability under five kinds of oracle access modes [4]
and derived logical implications among them. In some
ways Juels’ models, Ohkubo’s models, Avoine’s models
and our models are very similar, but they are different
in many aspects like building blocks, adversary assump-
tions and security services provided. We will compare and
discuss the merits of each work in this section.

Juels’ model focuses on defining the advantage of ad-
versaries in tag authentication and privacy attacks. Sim-
ilarly, Ohkubo’s model also defines the advantage of
adversaries in indistinguishability and forward security.
Avoine’s model has named his work, adversary model, in
the title. Their work focused on finding the adversary
advantage of various security problems. However, defini-
tions in our model cover availability, and confidentiality
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Table 1: Compare security services between models

Juels’ Ohkubo et al. Avoine’s Ours
model [13] model [20] model [4] model

Availability of
tag identities NP NP NP P
Indistinguishability of
tags via RF access only P P P P
Indistinguishability of
tags via RF and
environmental access NP NP P P
Indistinguishability of
a tag from random
variable via RF access NP P NP NP
Bearer’s
privacy NP NP NP P
Considers resource
limitations P NP P P

Note: NP stands for “not provided”. P stands for “provided”.

services that may provide in a RFID protocol. The se-
curity goal in Juels’, Ohkubo’s and Avoine’s models are
to reduce the advantage of the adversaries to be as low
as possible. But our model suggests setting security pa-
rameters for specific applications. Moreover, Juels’ and
Ohkubo’s models were constructed closely to the proto-
cols (Minimalist cryptography protocol [13] and privacy
protection scheme [20]) they created. In Juels’ models,
some parameters in the models are borrowed from his
protocol. In contrast, we constructed our models di-
rectly from analyzing security services required in a re-
mote identification system (RFID system is a instance)
rather than from any current protocol. Avoine’s model
is constructed from a broader picture of untraceability as
well. His model has been applied on many existing proto-
cols from a neutral point of view. Adversary assumptions
in four models are similar. Access to RF channels and tag
memory are both considered.

The security services provided by the models are
compared in Table 1. Generally, Juels’, Avoine’s and
Ohkubo’s models focus on the privacy of tags data and the
RF access within the protocol. But, as we have demon-
strated in previous discussion, even the perfect privacy
protection protocol will fail when RF information is com-
bined with some environmental information, or if the pri-
vacy of bearers is not considered. Therefore, we have a
more complex assumption on the sources of information
and a separate model for bearers’ privacy. All four models
provide indistinguishability but their meanings are differ-
ent. Ohkubo’s model defines indistinguishability between
tag data and random value. Ohkubo’s privacy model
is very strong and may be impractical for some RFID
systems. Juels’ privacy definition and Avoine’s untrace-
ability is essentially indistinguishability one while Juels’,
Avoine’s and ours are close in the perspective that we all
describe indistinguishability between two tags. One dif-

Table 2: Compare security parameters

Constraints Juels’ Avoine’s Ours
Constraints model model model
Memory l, q Mt

Computational power s Ct

Reader’s rang Dt

Alterability Pt

Adversary limitation q, r, s lref , lchal Bt, κ
Error tolerance δ, ε

ference between Juels’ model and ours is the definition
of ideal privacy value. He uses 1/2 as the ideal guessing
probability for adversaries who have no advantage. How-
ever, the guessing probability depends on the past knowl-
edge (history) an adversary has, i.e. it could differ from
1/2 in some situations due to the existence of the envi-
ronmental channel in past accesses (history). Avoine has
a more detailed model on indistinguishability (untrace-
ability in his notion). He classified untraceability in three
levels and five kinds of oracle accesses. Our model, com-
parably, has three channels: RF public, RF secret, and
environmental, which covers a broader range of situation.

Juels’, Avoine’s and our models all provide security pa-
rameters to bound tags resources and adversary resources,
yet Ohkubo’s model does not. In the instance of an RFID
system, we provide many explicit security parameters to
limit the resources of tags and adversaries assumed in the
models. See Table 2 for a comparison of security param-
eters.
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7 Conclusion

We have discussed the necessary security requirements
that current and future RFID systems will need. The
security requirements for RFID include: availability of
identity information, privacy of tag information and pri-
vacy of ownership. In order to evaluate whether an RFID
application protocol provides the necessary security re-
quirements one measures the protocol against the neces-
sary model. In addition to constructing strong versions
of these models, we have constructed versions of many of
these models which have less-restrictive requirements, and
these models have been developed with security param-
eters that can be adjusted to fit the application. These
models may be more practical for the security within an
RFID systems, which use limited resource tags that are
low-cost in an application where security needs are not as
great. In [29] we discussed an integrity model for RFID
systems. Future work will focus on developing a less re-
strictive model for integrity that can be used in RFID ap-
plications whose integrity requirements are not as strict.
Lastly, we have compared our models to Juels’ models
[13], Avoine’s models [4] and Ohkubo et al.’s models [20].
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