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Abstract

Network attacks are commonplace in the Internet. One
of the defense mechanisms against the network attacks is
using a baseline profile established during normal opera-
tion to detect the traffic that deviates from the baseline
profile. However, this approach works only if there is
a stable base profile representing the legitimate network
traffic. Although there has been some preliminary re-
search, the details of profiling, such as the profile format,
its size and the traffic stability by site or time, have not
been widely available. In this study, we analyze actual
traffic traces from two Internet traffic archives and verify
the traffic stability by various aspects. The analysis shows
that there are significant differences in the traffic patterns
among different sites. In addition, there are some differ-
ences between different time of day or different days, even
within a site, suggesting that different profiles are needed
for different times. The result of this study can be used
practically to anomaly-based IDS for determining the sta-
bility of the traffic for a particular site, and the number
of required traffic profiles based on the traffic patterns.

Keywords: Denial-of-Service Attack, Internet traffic pro-
file, network security

1 Introduction

Network attacks are commonplace in the Internet nowa-
days. Especially the Distributed Denial-of-Service
(DDoS) became a great threat [16]. In DDoS attack, a
large number of attack packets are sent to the victim net-
work to exhaust the victim network resources. One of
the defense mechanisms against such attacks is filtering
the packets that deviate from the normal traffic [1, 4, 13].
The baseline traffic profile is collected during the nor-
mal operation. This method has been used for anomaly-

*A preliminary version of this work appeared in proceedings of
international conference on Information Technology: New Genera-
tions (ITNG 2006).

based IDS [12, 13] and DDoS attack filtering schemes
[5, 6, 8, 9, 10, 15]. The Intrusion Prevention Systems
(IPS) based on the traffic anomaly detection are called
rate-based IPSs and some commercial devices have been
developed [2, 3, 18, 19].

One may argue that it is relatively straightforward for
a sophisticated attacker to learn the approximated dis-
tribution of some attributes, e.g. protocol-type, TCP-
flag pattern and packet-size, based on publicly available
data on Internet traffic characteristics. Thus the attacker
may be able to generate the traffic pattern accordingly to
circumvent the baseline profile-based detection schemes.
However, distributions of the other attributes, such as
TTL, source IP-prefixes, or server-port distribution, are
expected to be site-dependent and thus more difficult for
an outside attacker to learn such information. For in-
stance, it is quite difficult for an outsider to determine the
joint-distribution of source-IP-prefix and the TTL value
for a given site. As long as there exists profiling infor-
mation which is known only to the site/network-operator
but not to the attacker, our scheme can use this infor-
mation as the basis to differentiate among attacking and
legitimate packets.

The greatest challenge in the baseline profile-based
schemes is the validity of the traffic stability. It has been
known that there is a distinct traffic pattern in terms of
packet attribute value distribution for a particular time
and/or day for a given subnet [7, 11]. In general, the nom-
inal traffic profile is believed to be a function of time which
exhibits periodic, time-of-day, day-of-the-week variations
as well as long-term trend changes. However, the base-
line profiling mechanisms, the stability of periodic traffic
patterns and per-site traffic pattern differences have not
been adequately studied yet. In this research, we study
whether there are unique traffic characteristics for dif-
ferent sites and different times using recent packet trace
data.



International Journal of Network Security, Vol.6, No.1, PP.60—66, Jan. 2008

61

Table 1: An example of a base profile Coverage1
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2 30% | 35% | 24% | 29% | 35% coverage || "coverage o
— = — — — = 0.000001 0.06001 0.0601 0.601 0.‘01 0‘.1 ° 1

255 1.3% 1.2% 0.9% 1.2% 1.3% Threshold

2 Collecting Baseline Profile

For different application or products, different set of base
profiles can be collected and the profile format may also
vary. In this research, we consider a set of marginal and
joint distributions of various packet attributes. Candi-
date packet attributes considered to be useful for traffic
profiling include: marginal distributions of the fractions
of packets having various (1) IP protocol-type values, (2)
packet size, (3) server port numbers, i.e., the smaller of
the source port number and the destination port num-
ber, (4) source/ destination IP prefixes, (5) Time-to-Live
(TTL) values, (6) IP/TCP header lengths, and (7) TCP
flag patterns. It is worthwhile to employ the joint distri-
bution of the fraction of packets having various combina-
tions, such as (8) packet-size and protocol-type, (9) server
port number and protocol-type, as well as (10) source IP
prefix and TTL values, etc. Other useful candidates are
the fractions of packets which (11) use IP fragmentation
and (12) bear incorrect IP/TCP/UDP checksums.

During the baseline profiling period, the number of
packets with each attribute value is counted and the cor-
responding ratio is calculated. However, if the profile is
created only once from the entire traffic, temporally lo-
calized traffic characteristics may be misrepresented. To
avoid this situation, the ratios of attribute values are mea-
sured over multiple periods, and one value representing all
the periods is selected. Specifically, to accommodate an
occasional surge of particular attribute values in legiti-
mate traffic, the highest ratio among the periodic ratios
is selected. Table 1 illustrates this process with an exam-
ple of TTL values. The boldface values are the highest
ratios observed among the periodic values, which are then
stored in the profile.

Due to the number of attributes to be incorporated
in the profile and the large number of possible values of
each attribute, especially for the joint attributes, an ef-
ficient data structure is required to implement the pro-
file. Towards this end we propose to use iceberg-style pro-
files where only the most frequently occurring items are
stored. Two approaches are possible for selecting iceberg
items, i.e., by static threshold and by adaptive thresh-
old. In the static threshold approach, the profile only
includes those entries which appear more frequently than
a preset percentage threshold, say £%. For entries which
are absent from the iceberg-style profiles, we use the up-

Figure 1: Adaptive thresholding

Table 2: Profile storage requirements for different iceberg
selection methods

Threshold Storage Relative Storage
Type Requirements Requirements
(Kbytes) (Kbytes)
Static threshold 13.6 1.0
Adaptive 90% threshold 76.0 5.6
Adaptive 95% threshold 127.8 9.4
Adaptive 99% threshold 288.3 21.2

per bound, i.e., % as their relative frequency. In the
adaptive threshold approach, as described in Figure 1,
the most frequently appearing attribute values that con-
stitute a preset coverage of the traffic, e.g., 95%, are se-
lected first. The corresponding iceberg threshold value
x% is determined separately for each marginal/ joint dis-
tribution so that y% of the overall entries observed in the
baseline trace are covered by the iceberg histograms. The
adaptive threshold is also used for the threshold of the
absent items.

With such iceberg-style profiles, the nominal profile
can be kept to a manageable size. Typical storage require-
ments for storing six single attributes and two joint at-
tributes are summarized in Table 2 for different threshold
methods. For the static threshold, we used 0.01, 0.001 and
0.0001 respectively for single attribute, two-dimensional
and three-dimensional joint attributes.

3 Traffic Profile Stability

3.1 Stability within a Trace

To validate our claim of the relatively “invariant” na-
ture of the distribution of the above packet attributes,
we have conducted extensive statistical analysis on real-
life Internet traces collected from the traffic archive of
the WIDE-project [14]. Figure 2 (a)-(d) show the time
variation of the distribution of various packet attributes
values observed from a moderately loaded wide area net-
work link. For each attribute, the relative frequency of
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its values is computed every 10 minutes for the period o6

between May 10, 1999 8:00pm and May 11, 2:00pm for a o

total of 108 non-overlapping periods. Figure 2 (a) shows -gu.:; i : -
the time-variation of the distribution of TTL values. In R A

particular, the ends of the error-bar correspond to the s h |

maximum and minimum fraction observed for the given PremE s m m e s s

TTL value over the aforementioned 18-hour interval and
the black-dot represents the average. The correspond-
ing time-varying distributions for protocol-type, packet-
size, TCP-flag pattern, server port number (smaller of the et
source port number and the destination port number) and
16-bit source IP prefix are shown in Figure 2 (b)-(f) re-
spectively. o b

Notice from Figure 2 that while the ratio of an at- et RRRE
tribute value does vary over the 18-hour period, it varies
usually within a relatively small range. As the ratio is con- (b) Time variation of protocol type distribution
centrated in a smaller range, the more stable the attribute »
value is. To measure the stability within one profile, we 05 T
use the following metric. £

(a) Time variation of TTL value distribution

Fraction
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where o; is the standard deviation and p; is the average
for each attribute value over ¢ periods (i is for attribute
value), and N is number of attribute values where pu; > f 08
(f is the threshold value for choosing the iceberg values) o
For example, if Sp is 0.5, most of the attribute values g o
vary within 50% of the average (i.e. o = 0.5 % p). The 02 ;
lower Spis, the more stable the attribute is. Here are the 1 o 7 ST, o 57
actual values of Sp with TTL. Yolue of ERITOR g patiern

(c) Time variation of packet-size distribution

; — . (d) Time variation of 6-bit TCP flag pattern distri-
* When covering 100%, Sp = 1.39; bution (e.g. SYN = 000010 = 2 ; ACK = 010000 =

e For the icebergs when f = 0.001, Sp = 0.58; 16)

e For the icebergs when f = 0.01,Sp = 0.42. 045

In other words, for the iceberg items that occupy more
than 0.01 of the total packets, their fraction varies only o
within 42% of the average value. - & }

3

Fraction
o
N
&

1 7 13 19 25 31 37 43 49 55 61 67 73 79 85 91 97
Server Port

3.2 Stability among Different Times and
Sites (e) Server port distribution

To further verify traffic profile stability with more recent ot
data, we conducted a stability analysis with the packet 012
trace data available from NLANR packet trace archives as
[17]. All trace data were collected for 90 seconds from 17
sites within the United States with the link speed ranging
from OC-3 to OC-48. We randomly selected the four sites o4
in Table 3 and total of 49 trace files were downloaded for -
analysis. Table 4 shows general statistics for 10 selected
traces. dERIBEERGRERERaRE R
A quick examination of Table 4 reveals that each site 16:bit P prefix
has a distinct traffic composition. Especially, we observed
that the traffic in AIX is mostly GRE rather than TCP
or UDP. For each trace, a profile was created using a
99% adaptive coverage method over a series of 10-second
windows. We employed only one joint attribute composed

Fractian

(f) Source IP prefix distribution

Figure 2: Time variation of packet attribute values dis-
tribution
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Table 4: Statistics of some downloaded traces

63

Time File Total # | Ave. # | Bandwidth Traffic composition
File Name Date (24H) | Size packets | packets (Mbps)
(MB) | (1000) | (1000) TCP | UDP | ICMP
MEM-1127750202-1.tsh | 9/26/05 Mon 9:12 8.4 197.352 2.381 11.889 0.926 | 0.060 | 0.008
MEM-1127791306-1.tsh | 9/26/05 Mon | 21:10 7.3 171.343 2.066 13.457 0.899 | 0.086 | 0.009
MEM-1124810381-1.tsh | 8/23/05 Tue 8:28 9.9 231.021 2.787 14.246 0.939 | 0.053 | 0.005
MEM-1125415231-1.tsh | 8/30/05 Tue 8:35 6.5 151.524 1.827 7.609 0.834 | 0.147 | 0.012
ATX-1127750202-1.tsh 9/26/05 Mon 9:31 0.5 12.116 0.149 0.417 0.000 | 0.000 | 0.000
AIX-1127835595-1.tsh 9/27/05 Tue 8:42 0.5 12.397 0.158 0.267 0.002 | 0.000 | 0.001
AMP-1127747110-1.tsh | 9/26/05 Mon 8:13 31.0 739.100 9.157 50.311 0.850 | 0.140 | 0.003
AMP-1127836180-1.tsh | 9/27/05 Tue 8:58 21.0 496.516 6.140 36.308 0.922 | 0.075 | 0.002
PSC-1127747111-1.4sh | 9/26/05 Mon 8:38 163.0 | 3799.190 | 47.051 276.604 0.849 | 0.132 | 0.018
PSC-1127836180-1.tsh 9/27/05 Tue 9:37 136.0 | 3171.690 | 39.570 233.482 0.864 | 0.113 | 0.022
. and D = 1), S¢ becomes 1. When there are no common
Table 3: Trace data sites from NLANR items (C :) 0) or the comparison ratios are zero for all
Site Tocation Tink Speed | % of traces of the common items (D = 0), Sc becomes zero. We
analyzed believe that t.hls Sc metrlc is more accurate thar.l the
ATX NASA Ames to OC12 23 usual c.orrela’plon coefficient due to many absent attrlbute
MAE-West (655 Mbps) values in th'e '1ceberg style profile. For a better comparison
AMP | AMPATIL Miami, OC12 - of t}}e stability at low S¢ values, we define S; as a log
Florida (655 Mbps) version of S¢:
MEM Uﬁversizy of (15501\(/7[?{) : 7 Sy, = log,, 10C x logy, 10D, S;, = 0, if C < 0.1 or D < 0.1.
emphis ps
Pittsburgh 0C48
PSC Supercomputing (2.5 Gbps) 7 For stability analysis, one reference profile was com-
Center pared with other profiles and the Sy value is calculated.

of Protocol type, server port, packet size because joint
attributes are more unique per site than single attributes.

For an objective comparison of two profiles, we define
the stability metric S¢ as follows:

SC:CXD.

C indicates how many items are common to both pro-
files:

(# of common items in both profiles = n
(# of total items in both profiles)

C =

D indicates how closely these common items are re-
lated. For example, the two profiles may have 3% vs.
1.7%, or 3.2% vs. 2.9% for a given attribute value. Ob-
viously the latter shows a stronger resemblance. For an
item ¢ that is in both profiles, the comparison ratio is de-
fined as the smaller (Rsman (7)) of two values divided by
the larger (Rigrge(i)) of two values. D is defined as the
average of the comparison ratios. When the comparison
ratio is too small, e.g., below 0.01, we consider it 0.

" .

D =

Sc varies between 0 and 1, from no stability to perfect
stability. When two profiles are exactly the same (C' =1

The selected reference profile is from the MEM trace of
Tuesday, September 27, 2005, 8:49 a.m. We investigate
the following questions.

e Are the profiles similar for the 10-second windows
within a 90-second trace?

e Are the profiles similar between mornings and
evenings at the same site?

e Are the profiles similar over multiple weeks at the
same time of a specific day? (e.g., 8:00 p.m. every
Tuesday)

e Are the profiles different at different sites at the same
date and time?

The analysis results are shown in Figure 3. In Figure
3(a), the profile of the first 10-second window is com-
pared with other 10-second window profiles. It indicates
that there is strong correlation among the 10-second win-
dows, thus validating the Sp metric. Figure 3(b) com-
pares seven profiles from September 26, 2005 to October
2, 2005 at approximately 9:00 a.m. (morning) and 8:00
p.m. (evening) each day. It indicates that there is moder-
ate correlation among the daily profiles, although weaker
than within the same trace. It should be noted that when
the Tuesday profile is compared with itself, the Sp, = 1. It
also shows that there is a higher correlation for the same
time of day (approximately 9:00 a.m.) than at a different
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Figure 3: Stability Comparison

time of day (approximately 8:00 p.m.). Figure 3(c) com-
pares the profiles for seven Tuesdays at the same time
of day (approximately 9:00AM) from August 23, 2005 to
October 11, 2005. Although it spans seven weeks, it still
shows a similar correlation to the short-term profiles of
9:00 a.m. as in Figure 3(a). These seven Tuesday morn-
ing profiles are slightly closer than the evening profiles
in Figure 3(b). In all cases within the same site, the S,
is generally above 0.4. However in Figure 3(d), the Sp
is much lower when compared with other sites, showing
much weaker correlation.

In summary, we observe that traffic profiles are most
similar among on the same day at the same time, even
over multiple weeks. A traffic profile is still very similar
for a different time or day within a site, although stability
is slightly lower than the same time of day. On the other
hand, there are considerable differences among different
sites, so it is necessary to keep separate profiles for each
site. By tracking S, we can determine the stability of the
profiles for different times or days and can also decide how
many profiles are needed. Unless there is a significant dif-
ference between profiles, we may use one uniform profile
to minimize the maintenance effort.

4 Discussions

One challenging issue of the anomaly-based IDS is the
need for a clean baseline profile as in other profile-based
systems. This may not be easy today because various at-

tack traffic is already prevalent in the Internet and a quiet
attack-free period may be hard to find. Especially the
Distributed denial-of-service attack is very common, and
as a result, the constructed baseline profile may be biased
by the DDoS traffic. A cleaner profile can be made one of
two ways. First, the packet trace data can be analyzed to
identify legitimate flows that show proper two-way com-
munication behavior. The packets from the legitimate
flows are used for constructing the profile. Secondly, we
can use a packet filtering algorithm [8] with a generic pro-
file to create a cleaner packet trace, and use the new trace
to create the cleaner base profile. The generic profile re-
flects overall Internet traffic characteristics, e.g., TCP vs.
UDP ratio, common packet size, common TCP flags, etc.
Our preliminary research shows that this two-step profil-
ing is very effective to filter generic attacks.

5 Conclusions

One of the defense mechanisms against the network at-
tacks is using a baseline profile established during normal
network operation, and detecting the traffic that deviates
from the baseline profile. This is a common approach
in many Intrusion Detection Systems and some Dis-
tributed Denial-of-Service (DDoS) attack defense mech-
anisms. However, this approach works only if there is a
stable baseline profile representing the legitimate network
traffic. In this study, we analyzed actual traffic traces
from two Internet traffic archives and verified the traffic
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stability in several aspects. Our analysis shows that there
is stable and distinct traffic patterns for different sites,
and different time/day for a particular site. When there
is a significant difference per day or time, using estab-
lishing multiple profiles is recommended. This research
guides how to check whether a particular site has mean-
ingful traffic stability, how to measure the stability within
a site, and how to decide the number of required traffic
profiles. This research uses sample traces collected at the
NLANR archive in September 2005. We plan to analyze
more packet trace data to confirm the findings in this pa-
per for wider range of sites and to investigate long-term
traffic pattern stability.
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