
International Journal of Network Security, Vol.6, No.1, PP.116–120, Jan. 2008 116

New Cryptanalysis Paradigm on a Nonce-based

Mutual Authentication Scheme

Da-Zhi Sun1 and Zhen-Fu Cao2

(Corresponding author: Da-Zhi Sun)

School of Computer Science and Technology, Tianjin University1

No 92 Weijin Road, Nankai District, Tianjin 300072, China (Email: sundazhi1977@126.com)

Department of Computer Science and Technology, Shanghai Jiao Tong University2

1954 HuaShan Road, Shanghai 200030, China

(Received Feb. 7, 2006; revised and accepted May 7, 2006)

Abstract

In 2005, Lee, Kim, and Yoo proposed a nonce-based mu-
tual authentication scheme using smart cards. However,
this paper demonstrates that Lee-Kim-Yoo’s scheme is
vulnerable to an impersonation attack that the attacker
without knowing the remote user’s any secret can mas-
querade as him by obtaining the valid authentication mes-
sage from any normal session between the remote user and
the system. Our purpose is to emphasize that it is danger-
ous that the remote user and the system separately imple-
ment their authentication operations without any logical
relation to achieve the mutual authentication. Further-
more, we suggest that the tool of matching conversations
would be useful as a sanity check to find this kind of the
security breach.
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1 Introduction

Entity authentication [10] is the process whereby one
party is assured (through acquisition of corroborative ev-
idence) of the identity of a second party involved in the
session of a scheme, and that the second has actually par-
ticipated, i.e., is active at, or immediately prior to, the
time the evidence is acquired. One of the primary pur-
poses of entity authentication is to facilitate access control
to a resource, when an access privilege is linked to a par-
ticular identity, e.g., local or remote access to computer
accounts; withdrawals from automated cash dispensers;
communications permissions through a communications
port; physical entry to restricted areas or border cross-
ings. In recent years, many scholars had proposed a lot of
entity authentication schemes using smart card. A legal
remote user can use his smart card to log in the system
and access the value information provided by the system.
According to the different cryptographic assumptions, we

roughly classify such schemes into four categories: (1) the
schemes based on the factorization and discrete logarithm
problems, e.g., Yang-Shieh’s scheme [12]; (2) the schemes
based on the discrete logarithm problem, e.g., Hwang-Li’s
scheme [6]; (3) the schemes based on the factorization
problem, e.g., Lu-Cao’s scheme [9]; (4) the schemes based
on the one-way cryptographic hash function, e.g., Sun’s
scheme [11], Hwang-Lee-Tang’s scheme [5], and Chien-
Jan-Tseng’s scheme [2]. Certainly, the schemes based on
the one-way cryptographic hash function are always more
efficient than other types of schemes. Mutual authentica-
tion between the remote user and the system is indispens-
able to ensure the security in some application environ-
ments. A natural design idea is to use the same authenti-
cation structure in both the remote user and the system.
We consider the mutual authentication following this idea
is obtained by running any of the unilateral authentica-
tion schemes twice (once in each direction). Although
this design idea is very simple and efficient, we believe the
schemes derived from it are always insecure. For exam-
ple, in the session period, Chien-Jan-Tseng’s timestamp-
based mutual authentication [2] can be treated as run-
ning Hwang-Lee-Tang’s timestamp-based unilateral au-
thentication scheme [5] twice. In fact, Chien-Jan-Tseng’s
scheme is vulnerable to the parallel session attack [4] and
the reflection attack [7].

In 2005, Lee, Kim, and Yoo [8] also proposed a nonce-
based mutual authentication scheme using smart cards.
It also employs the same authentication structure in both
the remote user and the system. Due to the random
nonce, Lee-Kim-Yoo’s scheme doesn’t seem to suffer the
parallel session attack and the reflection attack. However,
this paper demonstrates that Lee-Kim-Yoo’s scheme is
vulnerable to an impersonation attack that the attacker
without knowing the remote user’s any secret can mas-
querade as him by obtaining the valid authentication mes-
sage from any normal session between the remote user and
the system. Through this cryptanalysis result, we aim to
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Remote user Ui System

Login phase

C1 = Ri ⊕ PWi

C2 = C1 ⊕N1 M1 = (IDi, C2)
−−−−−−−−−−−→

Verification phase

Verify IDi

C1 = h(IDi ⊕ x)
N1 = C2 ⊕ C1

C3 = C1 ⊕N2

M2 = (V1, C3)
←−−−−−−−−−−

V1 = h(C2, N1)

V1? = h(C2, N1)
N2 = C3 ⊕ C1

V2 = h(C3, N2) M3 = (V2)
−−−−−−−→

V2? = h(C3, N2)

Figure 1: Challenge-response of Lee-Kim-Yoo’s scheme

emphasize that such an ad-hoc combination idea cannot
logically be associated with a secure mutual authentica-
tion scheme.

2 Lee-Kim-Yoo’s Scheme

In order to make our attack easier to understand, we re-
view the main points of Lee-Kim-Yoo’s scheme. The pre-
cise technical description appears in [8].

2.1 Registration Phase

Let x be the only secret key maintained by the system,
and h(·) be a one-way cryptographic hash function. As-
sume a remote user Ui registers his identifier IDi and
password PWi to the system in a secure channel. The
system computes Ri = h(IDi ⊕ x) ⊕ PWi, where ⊕ de-
notes the bit-wise exclusive-OR operator, stores h(·) and
Ri into the memory of a smart card, and issues the smart
card to Ui.

2.2 Login Phase

When Ui wants to log into the system, he inserts his smart
card into the terminal, and enters his identifier IDi and
password PWi. The smart card then performs the follow-
ing operations:

1) Compute C1 = Ri ⊕ PWi and C2 = C1 ⊕N1, where
N1 is a random nonce.

2) Send the message M1 = (IDi, C2) to the system.

2.3 Verification Phase

After the authentication request message M1 is received,
the system and the smart card execute the following op-
erations to achieve mutual authentication.

1) The system checks the validity of IDi. Then the sys-
tem computes C1 = h(IDi ⊕ x), N1 = C2 ⊕C1, V1 =
h(C2, N1), and C3 = C1⊕N2, where N2 is a random
nonce.

2) The system sends the message M2 = (V1, C3) to Ui.

3) Upon receiving the message M2, Ui verifies whether
V1? = h(C2, N1). If equals, Ui believes that the sys-
tem is authenticated. Then the smart card computes
N2 = C3 ⊕ C1 and V2 = h(C3, N2).

4) The smart card sends the message M3 = (V2) to the
system.

5) The system verifies whether V2? = h(C3, N2). If
equals, the system believes that Ui is authenticated.

Figure 1 highlights the authentication session of this
scheme, which is important for our security discussions.

3 Impersonation Attack on Lee-

Kim-Yoo’s Scheme

Assume an attacker wants to impersonate a target remote
user Ui. The impersonation attack can be described as
follows:

1) When Ui sends the message M1 = (IDi, C2 = C1 ⊕

N1 = h(IDi ⊕ x) ⊕ N1) to the system, the attacker
also initiates a session with the system and sends the
message Ma1 = (IDi, Ca2), where the parameter Ca2

is a random number.

2) After receiving the message M1 and Ma1, the sys-
tem respectively generates and sends M2 = (V1 =
h(C2, N1), C3 = C1 ⊕ N2) and Ma2 = (Va1 =
h(Ca2, Na1), Ca3 = C1 ⊕Na2) in two sessions, where
Na1 = Ca2 ⊕ C1. After the attacker intercepts and
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Remote user Ui Attacker System

Login phase

C1 = Ri ⊕ PWi M1 = (IDi, C2)
−−−−−−−−−−−→

M1 = (IDi, C2)
−−−−−−−−−−−→

C2 = C1 ⊕N1
Ma1=(IDi,Ca2)
−−−−− 99K

Verification phase

Verify IDi

C1 = h(IDi ⊕ x)
N1 = C2 ⊕ C1

C3 = C1 ⊕N2

M2 = (V1, C3)
←−−−−−−−−−−

V1 = h(C2, N1)

Verify IDi

C1 = h(IDi ⊕ x)
Na1 = Ca2 ⊕ C1

Ca3 = C1 ⊕Na2

Va1 = h(Ca2, Na1)

Mf2 = (V1, Ca3)
←−−−−−−−−−−−

Ma2=(Va1,Ca3)

L99 −−−−−

V1? = h(C2, N1)
Na2 = Ca3 ⊕ C1

Va2 = h(Ca3, Na2) M3 = (Va2)
−−−−−−−−→

Ma3=(Va2)
−−−−− 99K Va2? = h(Ca3, Na2)

−→ : Ui’s session 99K : Attacker’s session

Figure 2: Impersonation attack on Lee-Kim-Yoo’s scheme
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blocks the messages M2 and Ma2, he sends the fab-
ricated message Mf2 = (V1, Ca3) to Ui just like the
step 2 of the verification phase.

3) Upon obtaining the message Mf2, Ui computes and
sends the message M3 = (Va2 = h(Ca3, Na2)). The
attacker can send the message Ma3 = (Va2) to finish
his session and pass the system’s authentication.

Note that Ui should compute the parameter Va2 =
h(Ca3, Na2), because he successfully verifies V1? =
h(C2, N1) in the step 3 of the verification phase. As a
result, although Ui authenticates the system after Ui’s
session, the system mistakenly believes that the attacker
is Ui after the attacker’s session. Since the attacker with-
out knowing any secret information can impersonate Ui to
cheat the system, Lee-Kim-Yoo’s scheme fails to provide
the mutual authentication service. Figure 2 illustrates our
impersonation attack on Lee-Kim-Yoo’s scheme.

4 Further Discussions and Con-

clusions

Herein, we have pointed out an impersonation attack
on Lee-Kim-Yoo’s nonce-based mutual authentication
scheme. The attacker skillfully makes use of the legal
remote user’s session to help own session find the au-
thentication message for the system. Using this attack
paradigm, our purpose is to demonstrate that it is dan-
gerous that two parties, i.e. the remote user and the
system, separately implement their authentication oper-
ations without any logical relation in a session, to obtain
the mutual authentication.

To design the secure mutual authentication mecha-
nism, we suggest that one of the main tools is a notion
of matching conversations. Diffie, Oorschot, and Wiener
[3] first introduced the notion of matching runs. This
idea is to a level of precision adequate to help them sep-
arate out what are and what are not meaningful attacks
on the authentication scheme. But they did not provide
any formal definition or proof. Bellare and Rogaway [1]
formally defined matching conversations. In fact, under
Bellare-Rogaway’s definition, Lee-Kim-Yoo’s scheme and
Chien-Jan-Tseng’s scheme [2] are all insecure. As a mat-
ter of fact, matching conversations may be useful as a
sanity check. If the mutual authentication scheme fails
the sanity check, it should be insecure.

Security authentication scheme designers often face the
difficult task of reconciling security, functionality, and ef-
ficiency requirements and sometimes must make design
decisions that appear well motivated but have unintended
consequences. A lesson learned with respect to above
Lee-Kim-Yoo’s scheme illustrates this point. What we
hope our cryptanalysis paradigm will aid is the develop-
ment of secure and efficient schemes that are more suit-
able for real-life cryptographic applications than previous
versions.
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