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Abstract

Mobile Ad hoc NETwork (MANET) comprises of nodes,
which are free to move randomly, yet cooperate to forward
packets between source and destination over a multi-hop
wireless network. Due to absence of any fixed node, each
node acts as a router, providing routing capability for the
MANET. Various protocols for discovery of routes be-
tween any two MANET nodes have been designed. These
protocols are broadly categorized as on-demand proto-
cols and table driven protocols. Dynamic Source Routing
(DSR) and Ad-hoc On-Demand Distance Vector (AODV)
are the two most matured on-demand routing protocols,
while Optimized Link State Routing Protocol (OLSR)
and Topology Dissemination Based on Reverse-Path For-
warding (TBRPF) are the two most matured table driven
routing protocols. This paper proposes enhancements in
DSR to provide secured route discovery and improved
QoS. The paper evaluates integration of Secured Rout-
ing Protocol (SRP) and Secured Message Transmission
(SMT) with DSR to get Secured Dynamic Source Routing
(S-DSR), which is capable of secured route discovery. The
proposed extension also incorporates concurrent usage of
multiple cached routes for improved throughput and ex-
plores possible enrichment to route cache management
resulting in improved efficiency. A novel idea of proac-
tive route discovery, particularly for high and sustained
bandwidth dependent applications like video conference,
voice over IP etc., has been proposed. The paper finally
concludes with remarks on a possible comprehensive S-
DSR protocol, incorporating better route cache mainte-
nance scheme, proactive route discovery and integration
of SRP/SMT features for secured route discovery and se-
cured data transmission.

Keywords: Ad hoc networks, routing protocols, security,
S-DSR

1 Introduction

Mobile Ad hoc NETworks (MANET), are characterized
by wireless nodes, which are free to move arbitrarily, but
cooperate to forward packets for each other in a totally
wireless environment [2]. The routing requirement of a
mobile ad hoc network is achieved in distributed fashion
among the nodes. Various route discovery protocols have
been designed for mobile ad hoc networks. Like other
multi-hop networks, there are two phases of MANET op-
erations: the route discovery phase and data transmission
phase. Routing protocols are responsible for the route dis-
covery phase. However, since the data transmission phase
solely depends on paths discovered in the route discovery
phase, it is imperative to look into the data transmission
phase as a logical next step of route discovery.

The routing protocols are categorized into two broad
categories: namely, on-demand protocols and table driven
protocols. They are also known as reactive and proactive
protocols respectively. Dynamic Source Routing (DSR)
[6] and Ad hoc On Demand Vector (AODV) [10] rout-
ing protocol are two most matured on-demand routing
protocols, while Optimized Link State Routing Proto-
col (OLSR) [1] and Topology Dissemination Based on
Reverse-Path Forwarding (TBRPF) [7] are the two most
matured table driven routing protocols. These protocols
have emerged from discussions in the Internet Engineer-
ing Task Force (IETF), the principal protocol standards
development organization for the Internet.

Both the protocols are based on a similar philosophy
of flooding the network with route requests and finding a
route from source to destination by forwarding the route
request packet from node to node, in broadcast mode.
Necessary provisions have been made in the protocol func-
tioning to ensure assured and loop free discovery of a route
between the two nodes desiring to communicate in ad hoc
network.

Figure 1 shows logical view of a typical ad hoc network,
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Figure 1: Typical logical Ad hoc network schematic

where, S denotes the source and D denotes the destina-
tion. Nodes 1 to 6 are the other intermediate nodes in
the network and the links connecting them as shown in
the figure are instant logical links, which depend on the
transmission range of the nodes. As is evident from the
figure, multiple paths between S and D are possible and
they are S-1-4-D, S-1-3-4-D, S-1-3-5-6-D, S-2-3-5-6-D, S-
2-3-4-D and S-2-3-1-4-D. The selection of a path from
the given choices depends on many parameters, which in-
cludes minimum acceptable latency, maximum available
bandwidth etc.

AODV and DSR are based on the fact that all nodes
in the ad hoc network are willing to forward packets for
other nodes and there are no malicious nodes in the net-
work. Although, this fact cannot be taken as a very valid
presumption, particularly when applications in Defense
are envisaged for the ad hoc networks, in which case ma-
licious nodes may exist. No comprehensive model for se-
curity assessment has been reported till date, which can
be verified using formal methods. Attempts have been
made to explore possibility of securing the route discov-
ery and in one such attempt, Secured Routing Protocol
(SRP) [9] has been proposed. This protocol is based on
a Security Association between the two communicating
nodes.

In this paper, new enhanced version of DSR, called as
Secured DSR (S-DSR), has been proposed which is based
on the principal used in SRP for secured route discovery.
The feature of basic DSR to discover multiple routes is
further exploited and it is suggested to incorporate the
features of Secured Message Transmission (SMT) [8] using
multiple routes. It thus ensures secure data transmission
in the data transmission phase of the MANET operation.

Quality of Service (QoS) is another aspect discussed
in this paper. It is proposed to enhance usage of route
cache generated by DSR to improve QoS for MANET op-
erations during the data transmission phase. The route
cache is proposed to be divided into two segments, each
containing a list of ‘live’ routes and ‘stand by’ routes. A
proactive route discovery is proposed in S-DSR to dis-
cover routes whenever the ‘stand by’ route cache number
falls below a minimum threshold level as set by the source
node. Concurrent use of multiple paths for load sharing
and increased throughput are, therefore, automatically
achieved when the SMT features are used for data trans-
mission in ad hoc network.

In Section 2 details of DSR functioning has been ex-
plained and in Section 3 SRP/SMT features have been
discussed. Section 4 discusses proposed enhancements
of DSR for secured route discovery and Section 5 is on
proposed enhancements using multiple routes in S-DSR.
Route caching enhancements are discussed in Section 6
and Section 7 discusses the performance implications for
S-DSR. The paper concludes in Section 8 with analytical
study of performance of the enhancements in S-DSR.

The paper is based on well researched studies of the
latest changes made and proposed in the DSR protocol,
which is still in a IETF draft stage and its simulations are
still being worked out. There is a great scope to balance
performance against security in ad hoc routing protocols
and the same has been analyzed and evaluated in this
paper.

2 DSR Protocol Details

Section 2.1 describes the basic functionality of DSR and
in the next sub-section the parameters for QoS have been
discussed.

2.1 DSR Functioning

Dynamic Source Routing protocol gets its name from the
concept of source route, where the source node - S - in-
cludes list of all intermediate nodes (through which the
packet would traverse) in the packet itself, whenever it
desires to send the packet to a destination node - D - in
an ad hoc network. In case there is no route available
in the cache, S initiates a Route Discovery procedure.
Each route discovery may discover multiple routes and
all routes are cached at the source node.

Consider for example route request packet flow in DSR
as shown in Figure 2, where the initiator (source S) desires
to find a route to the target or the destination D.

The source S assigns a unique request id (id = 8, in
the above example) and broadcasts the packet, which is
received by node N1 and in turn it is re-broadcasted by
node N1, after appending its own identity to the node
list. The process goes on, till the packet is received by the
destination - D, which in the above case will accumulate
the ids N1, N2, N3 and N4 of intermediate nodes.

Since the destination may receive multiple packets from
different routes for the same request id, the destination
replies back to all the received packets. The Route Reply
packet is sent back by the destination to the source by
reversing the received node list accumulated in the Route
Request packet. The reversed node list forms the ‘Source
Route’ for the Route Reply packet. Figure 3 depicts a
typical Route Reply packet from destination to the source,
where NS represents the Source Route list, in the present
example it will be N4, N3, N2, N1, which is the list of
all the intermediate nodes traversed by the route request
packet. Thus, D actually represents the source for the
Route Reply packet.
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Figure 2: Route request packet flow in DSR
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Figure 3: Route Reply packet flow in DSR

Typically, as shown in Figure 1, an intermediate node
may not receive an acknowledgement from a neighboring
node, triggering a Route Error packet to flow back to the
source, informing Source and also all intermediate nodes
of the link failure. In such a case all nodes, including
source, will remove the route entry from their respective
route cache. For example, Node 3 may not get an ac-
knowledgement from Node 4, thus representing a route
breakdown from S to D. In such a case Node 3 will notice
the failure first and it will inform the source about the
link failure.

Above description is a very broad description of the
DSR protocol functioning. Many enhancements are incor-
porated in the DSR which are described in [6]. However,
basic functioning of DSR is sufficient to understand the
proposed extensions and enhancements described in the
following sections.

2.2 Parameters for QoS in DSR

In an earlier draft version 3.0 of DSR submitted to IETF,
QoS Guided Route Discovery was proposed by Maltz,
which was later dropped. In a paper [3] the authors have
proposed to revive the earlier proposal and have analyzed
possible enhancements to existing DSR for secured and
QoS guided route discovery. The authors have considered
three main QoS metrics, namely bandwidth, latency and
jitter, for finding better routes.

QoS Guided Route Discovery allows a node to specify
a QoS metrics which must be satisfied in the discovered
path. It is also possible that a source may use a route
which is already known from its cache. In such a case,
route discovery can still be performed to find a better
route.

In QoS Guided Route Discovery a node sending a
Route Request packet inserts in the request an optional
QoS Request Header. The QoS Request Header indicates
the type of resource, the minimum acceptable resource

level, and the resource level of the current path. Based
on these values the node receiving the request packet can
decide if it can support a flow with resources at a level
which are at least equal to the minimum requested.

The QoS Request Header in a Route Request only de-
termine if the requested resources are available along the
path, limiting the Route Discovery to return only paths
that meet at least the minimum level of resources re-
quested. An intermediate node that propagates a Route
Request containing QoS Request Header may also tem-
porarily reserve the resources specified in the Request in
order to improve the likelihood that the resources will still
be available when data flow begins using this route.

The author of [3] also proposes a mechanism for route
authentication between the source and destination. The
author has proposed a SQoS protocol for secured route
discovery with QoS support and the methodology is based
on hash chain symmetric cryptography.

3 SRP/SMT Suit of Protocols

DSR and AODV are based on a presumption that all
nodes participating in ad hoc network do so in good faith
and without malicious intent to corrupt the routing abil-
ity of the network. This may not be a valid assumption
in case of certain category of applications (particularly
Defense). Therefore, it has been felt that security is a
major concern for routing protocols for ad hoc networks
[4]. Many attempts have been made to secure these proto-
cols for example Secured AODV (SAODV) [12] has been
proposed as an extension of AODV. Ariadne [5] and SRP
are more generic type of secured protocol extensions.

SRP works as an extension of basis protocols and en-
sures secured route discovery in presence of adversarial
nodes, which may prevent discovery of new routes by the
basis protocols. SMT (Secured Message Transmission) of
the SRP/SMT protocol suit is for secured data transmis-
sion and is based on reconstruction of the original data
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packet from multiple fragmented packets received through
different routes.

SRP introduces a set of new features which can be
incorporated in DSR with very low overhead. The fea-
tures like, control of the query propagation, the rate of
query generation etc. are all retained by DSR. SRP only
extends the basis protocol by enforcing rules on the pro-
cessing of the Route Request, Route Reply and the Route
Error messages, by introducing the required additional
functionality for authentication.

SRP is based on SA (Security Association) between the
Source (S) and Destination (D), which is instantiated by
using public key of the other communicating end and the
two nodes can negotiate a shared secret key KS, D [13].
The basic attempt is to ensure that the packet received
from a node is actually from the node which it claims to
be - meaning the received packet is authenticated against
the sender’s id.

MAC (Message Authentication Code) is calculated by
using a random query identifier, query sequence number,
source address, destination address and KS,D as inputs.
The source S initiates the Route Discovery and constructs
a Route Request packet. The Route Request packet is
identified by two identifiers, which are the query sequence
number and a random query identifier. The node identi-
ties (IP addresses) of the traversed nodes are accumulated
in the Route Request packet. For the same example of ad
hoc network, as depicted in Figure 2, the query request
will be denoted by:

{QS,D; N1, N2, N3, N4},

where QS,D denotes the SRP header, which typically con-
tains the query identifier, query sequence number and
MAC. The type field of header is set to request. N1,
N2, N3 and N4 are the ids of the intermediate nodes ac-
cumulated in the route request packet.

The Route Request will traverse through the network
and will reach the destination, D. The destination will
construct the route replies. It calculates an MAC cov-
ering the route reply contents and returns the packet to
Source S over the reverse of the route accumulated in the
respective request packet. The Route Reply will be de-
noted by:

{RS,D; N4, N3, N2, N1},

where RS,D denotes the SRP header with the type field
of the header set to reply. N4, N3, N2, N1 is the reversed
sequence of the ids of the intermediate nodes used for
traversing the path by the Route Reply packet.

Since the destination responds to multiple requests for
the same query, it provides the source with a diverse
topology view. The source node S - the querying node -
verifies each of the replies and updates its topology view.
The topology view is maintained as per the basis protocol,
which in following discussion is going to be DSR.

SMT presumes that there exists a protocol to discover
the routes. For our discussion, it is presumed that the re-
sponsibility of route discovery is entrusted to SRP, with

its integration with DSR as discussed in the following sec-
tion. The goal of SMT is to ensure secure data forwarding
after discovery of the route between the source and the
destination, which may or may not be free of malicious
nodes. It is important to understand here that SMT is a
protocol which tolerates the existence of malicious nodes.

SMT combines four important elements; end-to-end se-
cure and robust feedback mechanism, dispersion of the
transmitted data, simultaneous usage of multiple paths,
and adaptation to the network changing conditions. SMT
requires Security Association (SA) between the two com-
municating nodes, but does not depend on any cryp-
tographic operations at the intermediate nodes. Active
Path Set (APS) with disjoint nodes is made available at
the source for use by SMT. The source disperses outgoing
message into a number of pieces (P packets) at the source.
Redundancy is introduced and message is encoded. At the
destination, the dispersed message is successfully recon-
structed to form original message, provided that sufficient
number of pieces are received. Since the fragmentation of
the packets is done at the source using a secret sharing
technique such that if Q out of P such packets are re-
ceived, the message can be reconstructed.

Each dispersed piece is transmitted through a differ-
ent route and each piece carries the MAC. MAC is used
at the destination to verify the integrity and authenticity
of its origin. The destination acknowledges the receipts
of the pieces. The feedback mechanism is also made se-
cured and fault tolerant, the acknowledgements are cryp-
tographically protected and are also dispersed.

4 Enhancement of DSR for Se-
cured Route Discovery

We shall now focus on the integration of SRP with DSR
to get S-DSR for Secured Route Discovery. There exists
no security association in the DSR protocol and it is pre-
sumed that among the nodes participating in the network
none are having malicious intent.

As has been discussed in the previous section, SRP can
work over and above basic protocols, which now in our
discussion is limited to DSR. The source S, trying to find
a route to destination D, will trigger a route discovery if
there is no route available in the route cache of the source
node.

SRP needs a SA between the two communicating nodes
and it uses two identities, for it, random request identifier
and request id. MAC is calculated based on these ids
and KS,D where KS,D is shared key between source and
destination. It may be noted here that DSR also needs a
random id for its operation and it also accumulates ids of
traversed nodes in the route request packet. In S-DSR it
is proposed to integrate the DSR and SRP functionality
into a single protocol.
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The route request packet format for S-DSR will be:

{S, D, requestid, randomrequestidentifier,

MAC, NodeList : S},

only the relevant components, which are applicable for
the S-DSR are listed in the above format. As the Route
Request packet will flow, ids of the intermediate nodes
will get accumulated in the “Node List” of the request
packet. At the end typically, it will look like the following
for the example schematic of Figure 2:

{S, D, requestid, randomrequestidentifier,

MAC, NodeList : S, N1, N2, N3, N4}.

When destination node D will receive this packet, it
will first verify the authenticity of the packet, by calcu-
lating the MAC using KS,D, the secret shared key.

The reply packet will flow back to the source from the
destination and it will be re-verified at the source first
by the SRP methodology and then by the DSR protocol.
Successful verification will cache the discovered routes in
the route cache. In this process multiple routes will be
discovered, since DSR and SRP do not prevent discovery
of multiple routes.

Thus S-DSR retains the basic route discovery function-
ality of DSR and integrates the security aspects based on
SRP proposals into its basic functioning. The secured
route discovery of multiple routes between two communi-
cating nodes is achieved in S-DSR with minimum modi-
fications in the methodology of DSR and SRP.

5 Enhancements Using Multiple
Routes

DSR, by its design, suggests to use alternate cached routes
only when the ‘in use’ link is broken. An alternate link
from the route cache is used for continuing the data trans-
mission. As an enhancement to the ad hoc network oper-
ations, it is now proposed to use multiple routes concur-
rently for data transmission, as per the methodology sug-
gested in SMT. It may be noted here that DSR is only for
route discovery and not for data transmission, although
route maintenance is a part of the DSR operation.

Thus, DSR does have provision to re-initiate route dis-
covery whenever the route is lost and it maintains mul-
tiple routes in the route cache at the nodes. The data
transmission phase of the ad hoc routing protocol uses
the links discovered by the route discovery phase of the
protocol. SMT is one such secured protocol suggested for
data transmission phase of the MANET operations [8].

SMT strongly relies on usage of multiple routes be-
tween the communicating nodes. Data packets to be
transmitted from the source to the destination are dis-
persed into multiple packets (P) and are routed through
multiple routes simultaneously. At the destination, re-
ceipt of Q out of P packets can ensure reconstruction of
the original packet.

Table 1: Parameter comparison of on demand routing
protocols

Feature AODV DSR S-DSR
Discovery of No Yes Yes

multiple paths
Concurrent use of N.A. No Yes

multiple paths
Secured route No No Yes

discovery
Proactive / advanced No No Yes

recovery from link
breakdowns

Figure 4 depicts how dispersed packets and acknowl-
edgement flow takes place in SMT. Let us say for exam-
ple, the data packet is dispersed into four parts (P =
4) and each dispersed piece is transmitted through dif-
ferent routes and carries a Message Authentication Code
(MAC), based on which the destination can verify the in-
tegrity of the packet and authenticity of its origin. Three
out of four packets are enough to reconstruct the original
message. Each packet received at the destination is ac-
knowledged through a feedback. The feedback mechanism
is also fault tolerant, secure, dispersed and cryptographi-
cally protected.

In the example of Figure 4, two packets are received at
the destination and two are either lost or compromised.
The destination extracts information from first received
packet and waits for remaining packets while setting a
reception timer. On expiry of the timer, the receiver gen-
erates acknowledgement for the two successfully received
packets.

The sender rejects the two failing routes, on receipt
of the acknowledgement packets and retransmits the two
packets. One of the retransmitted packet is again com-
promised. Since only three out of four packets are enough
to reconstruct the message at the destination, the receiver
acknowledges successful reception, even before expiration
of timer.

This paper strongly suggests another aspect of mul-
tiple route usage. In addition to security, as dealt in
SMT, S-DSR proposes to use multiple paths for improved
throughput. This multiple path usage is another feature
for improved QoS for MANET operations. Integration of
SMT into DSR, giving one of the proposed extensions of
DSR results in S-DSR that can be summarized in Table 1.

In Table 1 AODV has been included for the complete-
ness of the proactive routing protocols for mobile ad hoc
networks. AODV does not support multiple routes in any
way, nor it has any provision for discovery of multiple
routes [11].
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Figure 4: Sample example of SMT protocol [8]

6 Enhancement of DSR Route
Caching

DSR discovers multiple routes between two communicat-
ing nodes and these routes are cached at the end nodes,
as well as on the intermediate nodes. DSR also suggests
techniques to improve the cache contents. The most prac-
tical are, by supporting techniques based on caching over-
heard routing information and by replying to route re-
quests using cached routes. However as far as usage of
multiple routes cached at the node is concerned, DSR is
silent, except for using an alternate route in case of link
failure.

In this section an augmented approach to cache man-
agement is proposed. Four major enhancements proposed
are as follows.

6.1 ‘live’ and ‘stand by’ Routes

Cached routes are to be categorized as ‘live’ and ‘stand
by’. Number of ‘live’ routes may be multiple. It may be
recalled that SRP extends DSR capability in a secured
fashion and thus S-DSR is capable of discovering multi-
ple secured routes between the source and the destination.
Multiple routes in the cache other than ‘live’ are also des-
ignated as ‘stand by’.

6.2 Route Selection Based on QoS Met-
rics from the Cache

QoS metric for the DSR protocol as proposed by Hu [3]
is based on three primary parameters. These parameters
are: bandwidth, latency and jitters. In S-DSR it is pro-
posed to define the selection criteria for the routes from

the cache which is based on these parameters. For the
example in Figure 1, let us assume the link parameters
between the nodes as per the Table 2.

With the above parameters a typical route cache at the
source S may look like as shown in Table 3.

Minimum bandwidth is the bandwidth of the weak-
est link in the route. Latency and jitter are cumulative
figures, as generated by all the intermediate nodes put to-
gether. Latency and jitter are computed in milliseconds
(ms), while bandwidth is typically mentioned in Kbps.
The time stamping is used for stamping latest route ver-
ification for availability.

For an efficient selection of route from the cache, the
routes may be sorted on a periodic basis and the sort-
ing criteria could be defined by the source, based on the
application’s need. The best cached route will top the
list for efficient selection by the S-DSR algorithm. Data
structure for efficient route search is being worked out.

6.3 Proactive Route Discovery for Unin-
terrupted/Continued Operation

As long as routes are available in the cache, DSR is able
to sustain continued support for data transmission. In
case there are no routes available in the cache, and the
one which is being used is broken, DSR re-initiates route
discovery. This may not be an acceptable mode of opera-
tion, particularly for applications, which are dependent on
bandwidth and need ensured uninterrupted connectivity.

When the application demands that a route is available
for data transmission without any disruptions, this pro-
posed concept of proactive route discovery enhances the
required QoS parameter of route reliability to a great ex-
tent. S-DSR includes proactive route discovery, which is
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Table 2: Link parameter between various nodes of Figure 2

Link Bandwidth, latency, jitter Link Bandwidth, latency, jitter
(Kbps, ms, ms) (Kbps, ms, ms)

S-1 128, 10, 8 S-2 128, 16, 1
1-4 128, 14, 2 1-3 64, 12, 7
2-3 64, 16, 2 3-4 128, 13, 5
3-5 512, 12, 12 5-6 512, 14, 3
4-D 128, 16, 1 6-D 64, 12, 2

Table 3: Typical route cache entries in S-DSR

Destination Intermediate Minimum Latency Jitter Time stamp Category
Node list Bandwidth (ms) factor

(Kbps) (ms)
D 1-4 128 40 11 13:40:45:75 L
D 1-3-4 64 51 21 13:40:43:00 L
D 1-3-5-6 64 60 32 13:40:43:99 S
D 2-3-5-6 64 70 20 13:41:06:23 S
D 2-3-4 64 61 9 13:41:12:45 S
D 2-3-1-4 64 74 13 13:41:13:13 S

L: Live Route
S: Standby Route
Time stamp: hour: minute: second: milliseconds

triggered when the number of standby routes falls below
a threshold level.

A threshold level is set by the source for the ‘stand
by’ routes. This threshold level will depend on the ap-
plication for which the source is using the route. In case
of bandwidth and throughput dependent applications, it
is imperative that the continuity of data transmission is
ensured. In such cases, the source will set the ‘stand by’
threshold value to a reasonably high number.

6.4 Proactive Validation of Cached
Routes

Cached routes are used by DSR and also by the proposed
S-DSR, only when they are needed by the source. Since
there is no provision in the protocol definition to proac-
tively check the route’s availability, it is suggested in S-
DSR to proactively check the routes in the cache for their
availability.

This feature in S-DSR is proposed to be supported
by some heart beat algorithms, used for this purpose.
To reduce the associated overhead of this proposed en-
hancement, it is suggested to incorporate only a very light
weight extension of DSR to check the availability of the
cached routes in the S-DSR.

7 Performance Implications for S-

DSR

Since the nodes in ad hoc network are operating un-
der constrained conditions owing to limited battery life,
limited transmission range, limited bandwidth and lim-
ited computing resource, it is essential that any proto-
col change/enhancement must be verified and validated
for their influence/implications on the performance of the
protocol. This section discusses the various related over-
heads, based on the enhancements suggested in the pre-
vious sections of this paper.

7.1 Proactive Route Discovery Overhead

By design, proactive protocols are not aimed at initiat-
ing route discovery unless there is a need for a route be-
tween two nodes. However in S-DSR, it is proposed to in-
clude proactive route discovery in case number of standby
routes fall below a threshold level. The associated over-
head is justified, in view of the QoS factor to support
continued service for applications like voice over IP, video
conferencing etc.

7.2 Overhead of Checking Route up Sta-
tus Periodically

The route status in S-DSR is proposed to be checked
periodically. Since the stand by routes are likely to be
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used whenever needed, their availability must be ascer-
tained by the protocol. S-DSR proposes to have a light
weight heart beat algorithm built into the protocol. This
should be triggered whenever the source is actively using
the cached routes for a particular destination.

S-DSR is also proposed to have an algorithm for ar-
ranging the cached routes for efficient selection. A suit-
able data structure is proposed to be worked out for orga-
nizing the cached routes at the nodes and operate using
an efficient search criteria.

7.3 Packet Dispersion and Reconstruc-
tion Overhead

The proposed inclusion of SMT functionality in S-DSR
will disperse data into multiple packets and reconstruct
the packets at the destination. This will increase the pro-
cessing overheads, but will provide secured data trans-
mission. In addition, use of multiple routes concurrently
will provide enhanced throughput. For bandwidth hun-
gry applications, use of multiple routes will improve QoS
for data transmission.

7.4 Overhead for Basic DSR Functioning
with SRP Enhancement in S-DSR

By definition DSR has a large route request packet and
inclusion of another id and MAC will further increase
the packet size in S-DSR. This overhead due to extended
packet size is marginal as compared to the size of the DSR
packet. To further compensate for this increased size, it
is proposed to have a single header, instead of two (DSR
+ SRP) and achieve the required functionality of secured
route discovery.

Although, the processing time for the packet at each
node will increase, as the computing power is increasing,
it is likely to become null and void in future.

8 Conclusion

DSR is a very matured protocol and a lot of research work
has verified its functioning and effectiveness. The latest
IETF draft on DSR does not include the security aspects
and it has been left as future work for possible enhance-
ments. In this paper, possible enhancements to DSR to
provide security features have been proposed. Further,
proposals are also made for better route cache mainte-
nance and management.

By incorporating the functioning of SRP into DSR,
new secured protocol, which has been named as S-DSR
is proposed. Concurrent use of multiple paths, as per the
functioning guidelines of SMT, has further enhanced the
capabilities of DSR for secured delivery of data packets,
even in presence of malicious nodes.

Concurrent use of multiple paths and introduction of
the concept of ‘live’ and ‘standby’ routes in the cache, can
provide an additional strength to S-DSR for improved

QoS by enhancing the availability, throughput and reli-
ability. Proactive route discovery, when the number of
standby routes goes below a threshold level, adds a new
dimension to the QoS supported by DSR.

Analytical study of various related overheads after in-
corporating the new features to introduce S-DSR has been
discussed in the paper and implications arising out of new
route cache maintenance have also been discussed. It has
been found that with limited increase in the overhead a
far more robust and efficient protocol named S-DSR has
emerged out.
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