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Abstract
Mapping messages or user’s identity into a point on elliptic curves is required in many pairing-based cryptographic schemes. In most of these pairing-based schemes,
this requirement is realized by a special hash function
called MapToPoint function. However, the efficiency of
the MapToPoint function is much lower than the general hash functions. In this paper, we propose a new
identity-based signature (IBS) scheme without MapToPoint function, which speeds up extracting the secret key
and verifying the signatures. The security of the proposed scheme depends on a complex assumption similar
to k-CAA. Another benefit of the proposed scheme is that
it supports batch verifications such that multiple signatures of distinct messages for distinct users are verified
simultaneously. The results show that batch verifications
on the proposed IBS scheme is much faster than other
IBS schemes. Furthermore, the proposed scheme is used
to construct an efficient chameleon signature scheme by
cooperating with an identity-based chameleon hash function.
Keywords: ID-based signature, ID-based chameleon signature, batch verification

1

Introduction

[9, 14], identity-based key agreement schemes [10, 28],
identity-based signature (IBS) scheme [11, 13, 15, 20, 24,
29, 30]. In particular, IBS has been discussed in the application of securing IPv6 neighbor and router discovery
[1]. However, improving the efficiency of IBS scheme is
still a interesting research topic.
This paper fist introduces a faster IBS scheme than the
existing IBS schemes [11, 15, 20, 24, 29, 30]. In the existing IBS schemes above, a special hash function called
MapToPoint function [7], which is used to map an identity information (e.g. user name, IP address) into a point
on elliptic curve is necessary. This special function is
probabilistic and time consuming. Recently, Zhang et
al. [32] modified the BLS signature [7] to obtain a fast
short signature scheme (ZSS scheme) without the MapToPoint function. Motivated by their method, we propose a
new IBS scheme without MapToPoint function in the random oracle model, which offers better performance than
other IBS schemes from pairings. To prove the security of
the new IBS scheme, a new complex assumption similar
to k-CAA is introduced. Furthermore, a method called
batch verifications [4, 30] is discussed for the proposed IBS
scheme. By this method, multiple signatures generated by
the proposed IBS scheme are verified simultaneously such
that the time for the verifications is significantly reduced.
Batch verification is classified into three types: Type 1,
Type 2 and Type 3. Until now, only one IBS scheme [30]
has the ability to support batch verification of Type 3.
Fortunately, the proposed IBS scheme also supports the
batch verification of Type 3. We will show how batch verification of the new scheme is implemented and provides
better performance than [30]. We also described how to
construct an efficient identity-based chameleon signature
scheme [2, 10] based on the proposed IBS scheme by collaborating with an identity-based chameleon hash function described in [31].

The idea of identity-based public key cryptography (IDPKC) [26] has been proposed for almost twenty years.
Although ID-PKC has the ability to simplify the key management in comparison of the traditional public key cryptography (PKC) [21], they were rarely discussed in the
real applications for lack of efficient algorithms.
Recently, Boneh and Franklin [6] constructed an efficient identity-based encryption (IBE) scheme by bilinear
pairings. Since then, the research on ID-PKC has made
The rest of this paper is organized as follows: Secgreat progress. Few variances of the scheme were published, such as identity-based encryption (IBE) schemes tion 2 introduces some basic knowledge of bilinear pair-
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ings and the security notion for IBS scheme. Section 3
first presents a new complex assumption, then a new IBS
scheme and its security analysis are given. Section 4 describes the speed up of verifications when receiving many
signatures generated by the proposed scheme. Section 5
introduces an efficient chameleon signature scheme based
on the proposed IBS scheme. The comparison of the performance with other IBS schemes is shown in Section 6.
Finally, the conclusion is drawn in Section 7.
We note that in the final stage in the preparation of the
paper, Barreto, Libert, McCullagh and Quisquater also
independently proposed a similar IBS scheme [3] where a
different but excellent security proof is given.

2

Preliminaries

2.2

90

The Security of IBS Scheme

IBS scheme includes four algorithms: Setup, Extract,
Sign and Verify . They are used to generate the system
parameters, extract the secret key associated the user’s
identity, sign the message by the secret key and verify the
signatures under the public key and the user’s identity. In
the random oracle model, we say an IBS scheme is existential unforgeable under an adaptive chosen message and
identity attack [11, 18] if no polynomial time algorithm
F has non-negligible probability against a challenger C in
the following game:
• Setup: The challenger C runs Setup to generate the
public key and the master key. The public key is sent
to the adversary F .
• Query: F makes the following queries:

Before describing the new proposed IBS scheme, we first
introduce some preliminary knowledge in this section.

1) Key Extract query: Given user’s identities idi , C
outputs the corresponding private keys by running Extract.

2.1

2) Message hash query: C computes the hash value
of the message mj and sends them to F .

Bilinear Pairing and k-CAA

Suppose G1 and G2 are an additive group and a multiplicative group, respectively. They are two cyclic groups
of the prime order l. Let P and Q be two distinct generators of G1 . The discrete logarithm problem (DLP) is
hard in both G1 and G2 . Our scheme requires a bilinear pairing, ê : G1 × G1 → G2 , which has the following
properties:

3) Sign query: Given (idi , mj ), C outputs signature
σ by running Sign and sends them to F .
• Output: F outputs (id, m, σ) and wins the game if
1) (id, m, σ) is a valid signature;
2) id is not any of idi and (id, m) is not any of
(idi , mj ) in the step of Sign Query.

1) Bilinear: ê(aP, bQ) = ê(P, Q)ab for all P, Q ∈ G1 and
a, b ∈ Zl∗ .
2) Non-degenerate: there is ê(P, P ) 6= 1 for P 6= O.

Otherwise, F stops and outputs failure.
Let  denote the probability that F wins the above
game, we have the following definition:

3) Computable: there exists an efficient algorithm to Definition 2. In the random oracle model, an algorithm
F can (t, qH , qE , qS , )-breaks an IBS scheme if F outputs
compute ê(P, Q) for all P, Q ∈ G1 .
a forgery with probability at least  by running in time
As shown in [5], the modified Tate pairing on a supersin- at most t, making at most qH queries to the hash oracle,
gular elliptic curve is such a bilinear pairing.
qE extract queries, qS signature queries. An IBS signaZSS scheme [32] depends on a complex assumption: ture scheme is (t, qH , qE , qS , )-existential unforgeable unthere is no polynomial time algorithm for the Collusion der an adaptive chosen message and identity attack if no
of Attack Algorithm with k Traitors (k-CAA) [19]. The algorithm (t, qH , qE , qS , )-breaks it.
definition of k-CAA is as following:
Definition 1. For a known k ∈ Z and an unknown x ∈
1
P
Zl∗ , k-CAA is an algorithm which can compute Q = x+g
1
∗
from given (g1 , g2 , · · · , gk ∈ Zl , P ∈ G1 , xP , x+g1 P ,
1
1
∗
x+g2 P , · · · , x+gk P ), where g ∈ Zl and not any of {g1 ,
g2 , · · · , gk }.

2.3

Batch Verifications and its Security

The goal of batch verifications is to verify the multiple
signatures simultaneously such that the time for verifications is reduced. Its definition is:

Definition 3. Given multiple signatures σ1 , σ2 , · · · , σn
on the messages m1 , m2 , · · · , mn and the corresponding
1
1
P
,
P
,
If the tuple (g1 , g2 , · · · , gk , P , xP , x+g
identities id1 , id2 , · · · , idn , a verifier checks the validity
x+g2
1
1
1
of
some of or all the signatures at once.
· · · , x+g
P
)
is
given,
an
algorithm
can
output
Q
=
P
x+g
k
for some g ∈
/ {g1 , g2 , · · · , gk } in at most time t with the
There are three types of batch verifications [30]:
possibility at least . We say that this (t, )-algorithm can
• Type 1: Multiple signers sign a single message to
solve k-CAA. Until now, no polynomial time algorithm
obtain multiple signatures.
solves k-CAA.
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If the tuple (f1 , f2 , · · · , fm , g1 , g2 , · · · , gn ∈ Zl∗ ,
• Type 2: A single signer signs multiple messages to
f1
f2
fm
f1
obtain multiple signatures.
P ∈ G1 , xP , x+g
P , x+g
P , · · · , x+g
P , x+g
P, ···,
1
1
1
2

fm
f1
fm
• Type 3: Multiple signers sign multiple messages to x+gn−1 P , x+gn P , · · · , x+gn P ) is given, an algorithm outf
obtain multiple signatures. Note that all the mes- puts Q = x+g P for f ∈
/ {f1 , f2 , · · · , fm } and g ∈
/ {g1 ,
sages are distinct, so are the signers.
g2 , · · · , gn } in at most time t with the possibility at least
Yoon et al. [30] formalized the notion of the attack . We say that this (t, )-algorithm can solve the Genmodel of batch verifications of Type 1, 2 and 3 on the eralized k-CAA. Let fi = 1, the Generalized k-CAA is
general IBS scheme. We say that F is a λ-batch forger of transformed into n-CAA. Thus, k-CAA can be seen as a
special case of the Generalized k-CAA. From the descripType 1, 2 and 3 if it wins the following game:
tion above, the following lemma is yielded:
• Setup: F is given public parameters.

• Queries: F accesses the hash, extract and sign ora- Lemma 1. There is no polynomial time algorithm for
cle by his choices and obtains the hash values of his solving the Generalized k-CAA.
queries, the secret keys of his chosen identities and
the signatures of his chosen identities and messages.
Proof. Suppose that there is a polynomial time algorithm
• Outputs: Finally, F outputs an integer n whose can solve the Generalized k-CAA. From the description
value is not larger than λ, id1 , id2 , · · · , idn and mes- above, this algorithm must solve n-CAA, too. We know
sages m1 , m2 , · · · , mn and the corresponding signa- that there is no polynomial time algorithm for solving
tures σ1 , σ2 , · · · , σn of Type 1, 2 and 3. Note that n-CAA, therefore, the supposal is not correct.
idn must not be queried by the extract oracle, (idn ,
mn ) must not be queried by the sign oracle. F wins
the game if F ’s outputs pass the batch verifications 3.2 The Proposed IBS Scheme
successfully.
In the existing IBS schemes from bilinear pairings [11,
In the game above, note that F is given the power to 15, 20, 29, 30], extracting the secret key from the master
access all the users’ private keys except idn and access key and the user’s identity requires a special hash functhe sign oracle on all the messages except mn . From the tion called MapToPoint function [7] which maps the user’s
description above, the following definition is given:
identity id (where id ∈ Zl∗ ) into an element of G1 . ReDefinition 4. In the random oracle model, a λ-batch cently, in the papers of Mitsunari et al. [19] and Zhang
forger F (t, qH , qE , qS , λ, )-breaks the batch verifications et al. [31], another method for generating the secret key
on some IBS scheme by the adaptive chosen message and Sid from the master key x ∈ Zl∗ and the user’s identity id:
1
1
identity attack if F runs in time at most t, makes at most Sid = x+id P for P ∈ G1 (or Sid = x+H(id) P , where H is a
qH queries to the hash oracle, qE extract queries and qS general hash function). Using this method of generating
signature queries with the probability at least  to gener- the secret key, a new IBS scheme without MapToPoint
ate at most λ signatures which pass successfully the batch function is constructed. The scheme is described as folverifications.
lows:

3

The Proposed Identity-based
Signature Scheme

In this section, a new complexity assumption is first introduced. We then describe the new IBS scheme and its
security analysis.

3.1

Generalized k-CAA

Before introducing the new IBS scheme, we first propose a
new complex assumption, here called Generalized k-CAA:
Definition 5. For a known k ∈ Z and an unknown x ∈
Zl∗ , k is the product of two integers m and n, Generalf
P from a
ized k-CAA is an algorithm which computes x+g
given tuple (f1 , f2 , · · · , fm , g1 , g2 , · · · , gn ∈ Zl∗ , P ∈ G1 ,
f1
f2
fm
f1
fm
xP , x+g
P , x+g
P , · · · , x+g
P , x+g
P , · · · , x+g
P,
1
1
1
2
n−1
fm
· · · , x+g
P ), where f , g ∈ Zl∗ , f ∈
/ {f1 , f2 , · · · ,
n
fm } and g ∈
/ {g1 , g2 , · · · , gn }.
f1
x+gn P ,

• Setup: the trust authority (TA) chooses randomly
P ∈ G1 and x ∈ Zl∗ , compute Ppub = xP and precompute ω = ê(P, P ). x is the master key. The public
key is (P, Ppub , ω, H), where H : {0, 1}∗ × G∗2 → Zl∗
is a hash function.
• Extract: For a given identity id ∈ Zl∗ , TA computes
1
the secret key Sid = x+id
P . Note if x + id ≡ 0
(mod l), then abort x and return Setup to choose
another x.
• Sign: Given the secret key Sid and the message m ∈
{0, 1}∗, the signer chooses a random element s from
Zl∗ and computes r = ω s , u = H(m, r), v = (u +
s)Sid . The signature pair (r, v) is sent to the verifier.
• Verify: Given the public key (P, Ppub , ω, H), a message m, a user’s identity id and a signature pair (r, v),
the verifier computes u = H(m, r), and accepts the
signature if ω u r = ê(Ppub + id·P, v).

92
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Note that Extract is only done once for every identity.
The procedure of the verification is deduced as follows:
ê(Ppub + id · P, v)

= ê((x + id)P, Sid )(u+s)
= ω u+s
= ω u r.

3.3

Security Analysis

In the existing IBS schemes [11, 15, 29, 30], the forking
lemma [22, 23] is necessary for proving the security of the
schemes. But the the use of the forking lemma cannot
yield tight security reductions [18]. Recently, some signature schemes [8, 32, 33] have been proved secure under the
adaptive chosen message attack but the forking lemma is
not used in their proof. In this section, we follows their
method to prove the security of the proposed IBS scheme
under the adaptive chosen message attack.
To prove that the security of the proposed scheme depends on the Generalized k-CAA, the following theorem
is given:
Theorem 1. In the random oracle model, if an algorithm
F (t, qH , qE , qS , )-breaks the proposed scheme under the
adaptive chosen message and identity attack, then there
is another (t0 , 0 ) -algorithm C which can solve the Generalized k-CAA, where t0 = t, qS ≤ qH , k = qE · qS and
q ·q
S )(qS ) E S
0 = (l−q
· .
l(qH )qE ·qS
Proof. Suppose that an algorithm F (t, qH , qE , qS , )breaks the proposed scheme by the adaptive chosen message and identity attack. We expect to construct an algorithm C to solve the Generalized k-CAA from F . Namely,
given a tuple (f1 , f2 , · · · , fm , g1 , g2 , · · · , gn ∈ Zl∗ , P ∈ G1 ,
f1
f2
fm
f1
fm
xP , x+g
P , x+g
P , · · · , x+g
P , x+g
P , · · · , x+g
P,
1
1
1
2
n−1
f1
x+gn P ,

computes rj = ω sj . Let uj = H(mj , rj ). uj is
sent to F as the response of the hash query on
the message mj . Simultaneously, C constructs
another L2 -list {h1 , h2 , · · · , hqH } where hj =
u j + sj .
3) Sign Query: For any given identity-message
pair (idi , mj ) where 1 ≤ i ≤ qE and 1 ≤ j
≤ qH , C first runs the hash query algorithm to
check whether mj appears in the L1 -list. If it is
not, C stops the simulation and reports failure.
Otherwise, C obtains the corresponding rj , uj
and sj from L1 and computes
u j + sj
P.
x + idi

vij = (uj + sj )Sidi =

C finds hk from L2 -list such that hk = uj + sj
(where 1 ≤ j ≤ qS , 1 ≤ k ≤ qH , qS ≤ qH ), then
hk
P ) is viewed as the signature
the pair (rj , x+id
i
on the message mj for the user idi from F ’s
point of view. C return it to F as the response
of the sign oracle.
• Output: Finally, F outputs a pair (r∗ , v ∗ ) on the
message m∗ for the user id∗ , and accepts it if the
follows are satisfied:
1) id∗ ∈
/ {id1 , id2 , · · · , idqE } and m∗ ∈
/ {m1 , m2 ,
· · · , mqH };
2) (id∗ , m∗ , r∗ , v ∗ ) can successfully pass the check
of verify under the public key.
∗

Suppose r∗ = ω s and H(m∗ , r∗ ) = u∗ ∈ Zl∗ such that
h ∗ = u ∗ + s∗ ∈
/ {h1 , h2 , · · · , hqH }, where s∗ and u∗ are
two random elements in Zl∗ . Since F ’s output (id∗ , m∗ ,
r∗ , v ∗ ) is a valid signature, there is
∗

ê(Q + id∗ ·P, v ∗ ) = ω u r∗
∗
∗
∗
⇒
ê(P, v ∗ )(x+id ) = ê(P, P )(u +s ) .

fm
f
· · · , x+g
P ), C has an ability of outputting x+g
P
n
∗
for f ∈
/ {f1 , f2 , · · · , fm }, g ∈
/ {g1 , g2 , · · · , gn }. In the fol+s∗
h∗
Therefore, v ∗ = ux+id
From C’s point of
∗ P = x+id∗ P .
lowing simulation, F and C play the role of the adversary
h∗
∗
and the challenger, respectively. F will interact with C as view, v = x+id∗ P is viewed as the solution of the Generalized k-CAA. The reason is as follows: When m = qS
follows:
and n = qE , namely k = qE · qS , C can compute v ∗ from
• Setup: C runs Setup to obtain the public key the known tuple (h1 , h2 , · · · , hqS , id1 , id2 , · · · , idqE ∈
hqS
h1
h2
h1
(P, Q, ω, H) where Q = xP . x ∈ Zl∗ is the master Zl∗ , P ∈ G1 , xP , x+id
P , x+id
P , · · · , x+id
P , x+id
P,
1
1
1
2
hqS
hqS
key. The public key is sent to F .
h1
···,
P,
P, ···,
P ) where h is from
x+idqE −1

x+idqE

x+idqE

i

• Query: F issues the following queries for the iden- the response of the message hash query on the message
tities (id1 , id2 , · · · , idqE ) and the messages (m1 , m2 , mi , the pair (mi , idj ) is random by F ’s adaptive choices.
Since the hash function behaves as a random oracle,
· · · , mqS ):
F is not sure whether C is a simulator or a real attacker.
1) Key Extract Query: For any given identity idi The running time t0 of C is the same as t of F . In the
( 1 ≤ i ≤ qE ), C computes its corresponding step of Sign Query, C stops the simulation and report
1
secret key Sidi = (x+id
P , then send it to C0 . failure only when mj is not in the L1 . The probability
i)
qS
2) Message Hash Query: For any given message that this event doesn’t happen is qqH . For all the qS sign
S qE ·qS
. Furthermore,
mj (1 ≤ j ≤ qH ), C constructs a L1 -list of tuple queries, C’s success probability is ( qH )
the
probability
of
another
independent
event,
h∗ = u ∗ +
< mj , rj , uj , sj > for responding F ’s queries.
qS
∗
/ {h1 , h2 , · · · , hqH }, is (1 - l ). Hence, C’s success
When F sends a hash query for the message mj , s ∈
q ·q
S )(qS ) E S
∗
· .
C picks two random elements sj and uj from Zl probability 0 is (l−q
l(qH )qE ·qS
such that si + ui 6= sj + uj when i 6= j, then
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Remark 1. We can modify the proposed scheme such
that the proposed IBS scheme provides shorter signature.
The modification is that the signer sends (h, v) as the
signature. We note that the security of the modification
scheme is the same as the original scheme. But the modified scheme is not suitable for the following batch verifications.

4.1

93

The Security of Batch Verifications
for Type 3

The security of batch verifications of Type 3 on the proposed IBS scheme depends on the following theorem:

Theorem 2. In the random oracle model, if a λ-batch
forger F (t, qH , qE , qS , λ, )-breaks the batch verifications of Type 3 on the proposed scheme under the adaptive chosen message and identity attack, then there is another (t0 , 0 )-algorithm C which has ability of solving the
4 Batch Verification
Generalized k-CAA, where t0 = t, qS ≤ qH , k = qS and
(l−qS )(qS )qS
· .
Recently, Yoon et al. [30] used a method called batch
l(qH )qS
verifications to speed up the verification of the signatures
generated by their IBS scheme. In fact, it is more precise Proof. Suppose the algorithm F is a λ-batch forger that
to call this method signature screening [4]. The reason (t, qH , qE , qS , λ, )-breaks the proposed IBS scheme. We
has been described in [4]: This method is not used to wish to construct another algorithm C to solve the Gendetermine whether every signature for verification is the eralized k-CAA. In the following game, C plays the role
correct one of the corresponding message but determine of challenger and interacts with the forger F :
whether the signer has at some point authenticated the
• Setup: Algorithm C runs Setup and sends F the
messages for verifications. Signature screening is a very
public key (P , Q, ω, H), where Q = xP and x is a
useful tool in the real applications [30]. Some examples
random element in Zl∗ .
have been shown in [30].
• Queries: F makes the following queries
As shown in [30], batch verification of Type 2 has been
support by most existing IBS schemes, but only the IBS
1) Key Extract Query: Algorithm F queries the
scheme in [30] supports batch verification of Type 3 unextract oracle by his chosen identities idi , where
til now. Fortunately, the proposed IBS scheme supports
1 ≤ i ≤ qE . C responds the corresponding pri1
both Types 2 and 3 with the better performance. The
P.
vate keys Sidi = x+id
i
following shows how to implement batch verifications of
2) Message Hash Query: C constructs a H-list of
Types 2 and 3 on the proposed scheme.
tuple < mi , ri , ui , si > (1 ≤ i ≤ qH ) for responding F ’s queries on the message hash query.
• Batch Verification for Type 2: Suppose a signer
When the adversary F queries the hash oracle
with the identity id generates the signatures (r1 , v1 ),
on the message mi , the H-list is changed as fol(r2 , v2 ), · · · , (rλ , vλ ) on the at most λ distinct meslows: If F sends a query for message mi which
sages m1 , m1 , · · · , mλ . Then the verifier can verify
has appeared in H-list, then C answers the corthese signatures simultaneously by the following:
responding (ri , ui , si ) to F . Otherwise, C picks
a random element si ∈ Zl∗ and a random eleui = H(mi , ri )
ment ui ∈ Zl∗ , then computes ri = wsi . Let ui
λ
λ
Y
X
λ
= H(mi , ri ) such that si + ui 6= sj + uj when
ω Σi=1 ui
ri = ê(Ppub + id·P,
vi ).
i 6= j. Each < mi , ri , ui , si > is added into the
i=1
i=1
H-list. In addition, C maintains another set S
= {h1 , h2 , · · · , hqH } where hi = ui + si .
• Batch Verification for Type 3: Suppose there
3) Sign Query: For any given identity-message
are at most λ signatures (id1 , m1 , r1 , v1 ), (id2 , m2 ,
pair (idi , mj ), C responds F ’s queries on the
r2 , v2 ), · · · , (idλ , mλ , rλ , vλ ) where all the messages
sign oracle as follows: C scans the H-list to check
are distinct, so are the identities. Then the verifier
whether mj is in the list or not. If it is not, F
can verify these signatures simultaneously by the folstops the simulation and reports failure. Othlowing:
erwise, F obtains the corresponding rj , uj , sj .
Since F is λ-batch forger of Type 3 that reui = H(mi , ri ),
quires multiple signatures on multiple messages
λ
λ
λ
Y
X
X
generated by multiple signers, a distinct mesλ
ω Σi=1 ui
ri = ê(Ppub , vi )ê(P,
idi ·vi ).
sage must be signed by a distinct user. There is
i=1
i=1
i=1
a one-to-one map relationship between the user
set U : {id1 , id2 , · · · , idqE } and the message set
M : {m1 , m2 , · · · , mqS }. We might as well think
In the next section, we concentrate on proving the sethat the signature on the message mi for the
curity of batch verification of Type 3 of the proposed
user idj is discarded if i 6= j. Suppose C comscheme. The proof of the security of batch verification
putes δj = uj + sj such that δj ∈ {h1 , h2 , · · · ,
of Type 2 is similar.
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hqH } (qS ≤ qH ), then computes the signature h2 , · · · ,hqH }, is 1 − qlS . The probability that C successq
vj = δj Sidj . Otherwise, C stops the simulation fully outputs the solution of k-CAA is (l−qS )(qqS ) S · . C’s
l(qH ) S
and report failure. Finally, rj and vj are sent to running time is identical to F ’s running time, t = t0 .
F as the response of the sign query.
• Output: Eventually, F stops the simulation and returns the following values: a value n, n identities id1 ,
id2 , · · · , idn , n messages m1 , m2 , · · · , mn and n signatures (r1 , v1 ), (r2 , v2 ), · · · , (rn , vn ). Notes that
idn and mn must not be queried by the extract oracle
and the sign oracle, respectively. The corresponding
H-list is < mi , ri , ui , si > where 1 ≤ i ≤ (n − 1).
F wins the game only if the following conditions are
satisfied:
1) F ’s outputs pass the batch verifications,
2) There is a one-to-one map between the user set
U and the message set M . The distinct message
must be signed for the distinct user.
Suppose rn = ω sn , let un = H(mn , rn ), where sn and
un are randomly chosen in Zl∗ such that δn = un + sn
∈
/ {h1 , h2 , · · · , hqH }. Since F ’s outputs, (id1 , m1 ,
r1 , v1 ), (id2 , m2 , r2 , v2 ), · · · , (idn , mn , rn , vn ) pass
the batch verifications. There is
n

ω Σi=1 ui
=

n
Y

ID-based Chameleon Signature
Scheme

The concept of the chameleon signature was first introduced in [17]. Ateniese and Medeiros [2] then designed
the identity-based chameleon signature. Such signature
provides non-transferability: Any third party cannot accept the signature that has been issued to a designated
recipient. It is very similar with undeniable signature
[12], but the verifier has the ability to verify the signature
without interacting with the signer. On the other hand,
the signer also has the ability to deny the validity of the
signature by revealing certain values [2]. This is based
on a trapdoor one-way hash function: chameleon hash
function. Without knowledge of the associated trapdoor,
the chameleon hash function is resistant to the computation of pre-images and of collisions. In contrast, with the
knowledge of the trapdoor, anyone will compute easily the
collisions.

ri

i=1
n−1
X

ê(Ppub ,

5

5.1

vi + vn )ê(P,

n−1
X

idi ·vi + idn ·vn ).

ID-based Chameleon Hash Scheme
from Pairings

Zhang et al [31] introduced two Chameleon hash schemes
(1) from bilinear pairings: Scheme 1 and Scheme 2. Based
on Scheme 1, a Chameleon signature scheme over ChaIn addition, (id1 , m1 , r1 , v1 ), (id2 , m2 , r2 , v2 ), · · · , Cheon’s IBS scheme [11] is given. Scheme 2 is also used
(idn−1 , mn−1 , rn−1 , vn−1 ) must pass the batch veri- to construct ID-based Chameleon Signature Scheme over
fications. Therefore, the following formula is correct: Cha-Cheon’s IBS scheme [11]. However, TA has to generate two different private keys for the same identity. The
n−1
n−1
n−1
Y
X
X
Σn−1
u
i
ω i=1
ri = ê(Ppub ,
vi )ê(P,
idi · vi ). (2) reason is that extracting the private key associated with
the identity of the Chameleon hash scheme is different
i=1
i=1
i=1
from that of the signature scheme. Scheme 2 requires exsi
tracting
the private key by Sid = s+H11 (id) P where H1 (x)
Since ω = ê(P, P ) and ri = w , combine Equations (1) with (2):
is a general cryptographic hash function (e.g. SHA hash
function), but the signature scheme requires extracting
ê(P, P ) = ê((x + idn )P, vn )1/(un +sn ) .
the private key by Sid = sH0 (ID), where s ∈ Zl∗ is the
master key, H0 (x) is so called MapToPoint function. In
δn
n +sn
Hence, vn = ux+id
P = s+id
P . Since δn ∈
/ {h1 , h2 ,
n
n
the following, we first review Scheme 2 and make a slight
· · · ,hqH } and idn is not queried by the extract oramodification by eliminate the general hash function H1 (x)
cle, C outputs vn as the solution of the Generalized
in the extracting secret key such that it is the same as the
k-CAA (Actually, vn is the solution of a special inproposed IBS scheme. In addition, a print error of Scheme
stance of the Generalized k-CAA: given a tuple (f1 ,
2 in [31] is corrected.
f1
∗
f2 , · · · , fk , g1 , g2 , · · · , gk ∈ Zl , P ∈ G1 , xP , x+g1 P ,
i=1

f2
x+g2 P ,

···,

fk
x+gk P ),

i=1

where f , g ∈ Zl∗ , f ∈
/ {f1 , f2 ,

· · · , fk } and g ∈
/ {g1 , g2 , · · · , gk }, compute

f
x+g P .

C aborts the simulation only when δi ∈
/ {h1 , h2 , · · · , hqH }.
The probability that F ’s outputs pass batch verifications
is at least qS /qH . Thus, for all sign queries, the probability that C’s outputs pass batch verifications is at least
(qS /qH )qS . The probability of another event, δn ∈
/ {h1 ,

Setup: TA chooses a random member x ∈ Zl∗ and computes Ppub = xP . H1 : {0, 1}∗ 7→ Zl∗ , is a general
hash function. TA publish {G1 , G2 , ê, P , Ppub } as
the public parameters, x is kept as the master key.
Extract: For the given user identity id ∈ Zl∗ , compute
1
P . TA will
the corresponding private key Sid = x+id
choose another x if x + id ≡ 0 (mod l).
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Hash: For a given message m, choose a random element
R from G1 , define the hash as

Table 1: Timings of the cryptographic primitives

Hash(id, m, R) = ê(P, P )H1 (m) ê(id·P +Ppub , R)H1 (m) .

Primitives

I

MG1

HM

P

E

A

MG2

Timing (ms)

0.03

6.83

3.00

47.40

3.13

0.06

0.03

Forge: The Forge algorithm is
F orge(id, Sid , m, R, m0 ) = R0
=

H1 (m0 )−1 ((H1 (m) − H1 (m0 ))Sid + H1 (m)R).

This forgery is right for the following deduction:
Hash(id, m0 , R0 )
0

0

=

ê(P, P )H1 (m ) ê(id·P + Ppub , R0 )H1 (m )

=

ê(P, H1 (m0 )P )ê(id·P
+Ppub , H1 (m0 )H1 (m0 )−1 ((H1 (m) − H1 (m0 ))Sid

=

Extract: Alice is the signer with the public key idA and
1
P , Bob is the signer with
private key SidA = x+id
A
1
the public key SidB = x+idB P and private key SidB .
Sign: For a given message, Alice picks a random s in
Zl∗ and a random element R in G1 , compute r = ω s ,
and
h

+H1 (m)R))
ê(P, H1 (m0 )P )ê

=

=

0

ê(P, H1 (m )P )ê
(id · P + Ppub , (H1 (m) − H1 (m0 ))Sid )ê(id·P
+Ppub , H1 (m)R))
ê(P, H1 (m0 )P )ê(P, (H1 (m) − H1 (m0 ))P )ê
(id·P + Ppub , H1 (m)R))

=

ê(P, P )H1 (m) ê(id·P + Ppub , R)H1 (m) .

From the description of Scheme 2 in [31], the hash is
defined as

hash(idB , m, R)

=

ω H1 (m) ê(idB · P + Ppub , R)H1 (m) .

Then, compute u = H(h, r) and v = (u+s)SidA . The
signature (u, v, R) is sent to the verifier.

0

(id·P + Ppub , (H1 (m) − H1 (m ))Sid
+H1 (m)R))

=

Verify: The verifier computes r = ê(Ppub + idA · P ,
v)ω −u , and accepts the signature if
u = H(hash(idB , m, R), r).
Where the function hash is the Chameleon hash function.
The unforgeability of this chameleon signature scheme
still depends on the security of the proposed IBS scheme
and the Scheme 2.

6

Performance Comparison

Hash(id, m, R) = ê(P, P )H1 (m) ê(H1 (id) + Ppub , R)H1 (m) , In this section, we first compare our proposed IBS scheme
with other IBS schemes [24, 20, 15, 11, 29, 30] in respect
where H1 (x) is a general cryptographic hash function to efficiency. We then show how batch verification of Type
from a string {0, 1}∗ to Zl∗ . H1 (id) is an element of Zl∗ , 3 on our scheme offers better performance than other IBS
but Ppub is an element of G1 . The addition between an schemes.
The proposed IBS scheme requires a bilinear pairing
element of Zl∗ and an element of G1 is impossible. The
with the property ê(P, P ) 6= 1. Consider that the cost of
correct formula should be as
the exponentiation on G2 is very time consuming when
Hash(id, m, R)
the embedding degree is large [16, 25]. Thus, we choose a
subgroup of order l in a supersingular elliptic curve E(Fp )
= ê(P, P )H1 (m) ê(H1 (id) · P + Ppub , R)H1 (m) .
with the embedding degree 2, where l is a 160-bit prime
By the modification above, the deduction of the forgery and p is 512-bit prime. Timings for some cryptographic
in [31] is correct. This modification doesn’t affect the primitives over Fp , G1 and G2 are shown in Table 1 where
correctness of Claim 2 in [31]. In this paper, the identity I, MG1 , HM , P , E, A and MG2 denote the cost of computid is redefined an element of Zl∗ instead of a binary string ing an inverse operation over Fp , a scalar multiplication in
being transferred as an element of Zl∗ by a hash function G1 , the MapToPoint function, the pairing, an exponentiaH1 (x) in Scheme 2 in [31]. In the modified version, this tion in G2 , a point addition on G1 and a multiplication on
hash function is omitted because it doesn’t influence the G2 , respectively. All the implementation of these primisecurity of the Chameleon hash scheme.
tives are provided by Miracl [27] on Pentium IV 2.26GHz
with 256M RAM. The results in Table 1 indicate that
5.2 New ID-based Chameleon Signature the cost of I, A and MG2 are trivial in comparison with
other primitives. Thus, they are usually omitted in the
Scheme
following analysis except mentioning them.
Setup: The trusted authority picks a random x from
[15] has showed that Hess’ scheme provided advantage
Zl∗ , and computes Ppub = xP .
over the other scheme [11, 20, 24] in term of the efficiency.
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Table 2: The comparison of the proposed scheme and other IBS schemes
Scheme

Proposed scheme

Hess [15]

Yi [29]

YCK [30]

Precomputation

1P

1P

N/A

N/A

Setup

1MG1

1MG1

1MG1

1MG1

Extract

1I + 1MG1

1HM + 1MG1

1HM + 1MG1

1HM + 1MG1

Sign

1MG1 + 1E

1MG1 + 1E

3MG1

1HM + 3MG1

Verify

1MG1 + 1E +1P

1HM + 2P +1E

1HM +1MG1 +2P

1HM + 1MG1 + 2P

G1

G1 × G1

Signature size

G1 ×

Zl∗

G1 ×

Hence, only Hess’ scheme in these IBS scheme is considered in the Table 2. Besides [11, 15, 20, 24], Yi [29] also
proposed an IBS scheme with the shortest signature. Another IBS scheme is also compared in Table 2, which is
introduced by Yoon-Cheon-Kim (YCK) [30] and supports
batch verifications of Type 3. Table 2 lists the main primitives required by the proposed signature scheme, Hess’
scheme, Yi’s scheme and YCK’s scheme. Refer to Tables 1
and 2, it is obvious that the proposed scheme requires the
shortest running time for extracting secret key. In the
step of sign, both the proposed scheme and Hess’ scheme
require 1MG1 + 1E which is faster than 3MG1 in Yi’s
scheme and 1HM + 3MG1 in YCK’s scheme. In the step
of verify, the proposed scheme requires 1MG1 + 1P + 1E
which is more efficient than 1HM + 1E + 2P in Hess’s
scheme, 1HM + 1MG1 + 2P in Yi’s scheme and YCK’s
scheme. From the timings for the cryptographic primitives in Table 1, the verification of the proposed scheme
makes an improvement of approximately 43% on Hess’s
scheme, 45% on Yi’s scheme and YCK’s scheme. We notice that Hess’s scheme can reduce by one pairing computation in the step of verify when the same identities occur
frequently [15], but two pairing computation is still necessary in the first verification. Therefore it is believable
that the proposed scheme provides fastest verification in
all the IBS schemes.
Although Yi’s scheme doesn’t require precomputation
and provides the shortest signature, its signature scheme
has to depend on some fixed elliptic curve [29]. However,
the proposed scheme and Hess’ scheme are not limited by
this condition. In addition, by the technology of the point
compression, the proposed scheme and Hess’ scheme also
provide the signature with the same size as Yi’s scheme.
To verify the signatures on n distinct messages for n
distinct signers, the batch verifications for Type 3 based
on YCK’s scheme require to compute n + 1 pairings, n
scalar multiplications and n MapToPoint. However, using the batch verifications on the proposed scheme, only
two pairings, one exponentiation on G2 , n − 1 multiplications on G2 , n scalar multiplications on G1 are required.
From Table 1, batch verification on YCK scheme requires
about (57n + 47)ms, but the batch verification on the proposed scheme takes about (7n+98)ms. When n is a large

Zl∗

number (e.g. n ≥ 100), batch verification on the proposed
scheme significantly reduces the verification time.
Finally, the recent research showed that the exponentiation operation on G2 is time consuming when p and the
embedding degree are large [16, 25]. Thus, we must notice
that our proposed IBS scheme may not be more efficient
than other schemes which do not require exponentiation
operation.

7

Conclusion

In this paper, an efficient IBS scheme is introduced. Its
security depends on a variant of k-CAA. This new IBS
scheme improves the efficiency of extracting secret key
and verifying signature by eliminating the special hash
function called MapToPoint function. The results of the
implementations indicate that the proposed scheme provides the most efficient key exaction and verification in
all the IBS schemes from pairings. In particular, the efficiency of the verification is improved by at least 40%
in some case. Furthermore, this new IBS scheme supports batch verifications which speeds up the verifications of multiple signatures. In the case of a lot of users
and messages, the results show batch verifications on
our scheme provide better performance than other IBS
scheme. Furthermore, we also correct an error of an IDbased chameleon hash function in [32] such that the proposed IBS scheme is also suitable for collaborating on
an efficient chameleon signature scheme with it. In the
future, we will pay more attention to construct an IBS
scheme without random oracles which is still an open
problem.
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