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Abstract

A proxy signature scheme enables a proxy signer to sign
messages on behalf of the original signer. In this paper,
we demonstrate that a number of discrete logarithm based
proxy signature schemes are vulnerable to an original
signer’s forgery attack. In this attack, a malicious origi-
nal signer can impersonate a proxy signer and produce a
forged proxy signature on a message. A third party will
incorrectly believe that the proxy signer was responsible
for generating the proxy signature. This contradicts the
strong unforgeability property that is required of proxy
signatures schemes. We show six proxy signature schemes
vulnerable to this attack including Lu et al.’s proxy blind
multi-signature scheme, Xue and Cao’s proxy blind signa-
ture scheme, Fu et al. and Gu et al.’s anonymous proxy
signature schemes, Dai et al. and Huang et al.’s nomina-
tive proxy signature schemes are all insecure against the
original signer’s forgery.

Keywords: Cryptanalysis, discrete logarithm, prozy sig-
natures

1 Introduction

The concept of a proxy signature was first introduced by
Mambo, Usuda and Okamoto [8, 9]. In a proxy signature
scheme, the original signer delegates his signing capabil-
ity to a proxy signer, thereby enabling the proxy signer
to sign messages on behalf of the original signer. Upon
receiving a proxy signature on a given message, a verifier
can not only validate its correctness by a given verification
procedure, but also be convinced of the original signer’s
agreement on the signed message.

A secure proxy signature scheme should satisfy the fol-
lowing unforgeability property.

Unforgeability: Only the designated proxy signer could
create a valid proxy signature on behalf of the original
signer. In other words, the original signer and other
third parties who are not designated as a proxy signer

cannot create a valid proxy signature purporting to have
been generated by the proxy signer. Due to unforgeabil-
ity property, a verifier can be convinced of the original
signer’s agreement on the signed message from the proxy
signature and can determine the identity of the corre-
sponding proxy signer.

Various extensions have been proposed to the basic
proxy signature primitives which can be used in different
application situations. A large selection of the schemes
are based upon the discrete logarithm problem.

In 1982, Chaum introduced the concept of blind signa-
ture scheme [1]. Using the blind scheme, a user can obtain
the signature on any given message, without revealing any
information about the message or its signature. Combin-
ing proxy signatures and blind signatures Lin and Jan
introduced the first proxy blind signature scheme [6]. A
proxy blind signature should satisfy the blindness prop-
erty.

Blindness: it allows a user to acquire a proxy signature
on a message without revealing anything about the mes-
sage or its signature to the proxy signer. When a proxy
blind signature is verified and opened, any one can verify
it, but no one except the signature requester can link this
signature to its previous signing process instance.

The proxy blind multi-signature requires that the mes-
sage is signed by a proxy signer whose signing power is
delegated from all the original signers. In 2005, Lu et
al. proposed a proxy blind multi-signature schemes [7],
in which two or more original signers can jointly delegate
their signing power to a single proxy signer.

Recently, with the indepth research on electronic cash
and anonymous electronic voting, it is necessary to pro-
tect the privacy of the participants. An anonymous proxy
signature scheme should provide proxy- anonymous prop-
erty and anonymity revocation property.

Proxy-anonymous: Proxy signers may sign messages
on the behalf of the original signer while protecting their
identities against other third parties.

Anonymity Revocation: In the case of a dispute, the
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actual proxy signer of the proxy signature can be revoked
by the original signer.

A nominative signature scheme is a signature scheme
in which signatures can only be verified by a designated
verifier chosen by the signer. Nominative proxy signatures
should provide restrictive verifiability property.

Restrictive verifiability: Only the nominative verifier
can verify the validity of proxy signatures.

To guarantee undeniability of a signer, all the variants
of proxy signature schemes should provide unforgeability
property. It implies that only the proxy signer could cre-
ate a valid proxy signature on behalf of the original signer,
any third parties even the original signer cannot create a
valid proxy signature.

In this paper, we demonstrate that a number of discrete
logarithm based proxy signature schemes are vulnerable
to an original signer’s forgery attack. In this attack, a
malicious original signer can impersonate a proxy signer
and produce a forged proxy signature on a message. A
third party will incorrectly believe that the proxy signer
was responsible for generating the proxy signature. This
contradicts the strong unforgeability property that is re-
quired of proxy signatures schemes. We show six proxy
signature schemes vulnerable to this attack including Lu
et al.’s proxy blind multi-signature scheme (the Lu-Cao-
Zhou scheme) [7], Xue and Cao’s proxy blind signature
scheme (the Xue-Cao scheme) [11], Fu et al. and Gu
et al.’s anonymous proxy signature schemes (the Fu-Kou-
Xiao scheme and the Gu-Li-Yang scheme) [3, 4], Dai et al.
and Huang et al.’s nominative proxy signature schemes
(the Dai-Yang-Dong scheme and the Huang-Hao-Wang
scheme) [2, 5] are all insecure against the original signer’s
forgery. In other words, these schemes do not possess
the unforgeability property which is a desired security re-
quirement for a proxy signature scheme.

2 Cryptanalysis of Lu-Cao-Zhou’s
Scheme

2.1 Review of Lu-Cao-Zhou’s Scheme

Based upon discrete logarithm problem, Lu-Cao-Zhou
proposed a proxy blind multi-signature scheme [7]. In
this subsection, we briefly describe Lu-Cao-Zhou’s proxy
blind multi-signature scheme.

p and ¢ are two large prime integers such that
glp — 1 and g is a generator with order ¢ in Z,. Let
Ay, Ag, -+, A, be the n original signers and B be the des-
ignated proxy signer. Every original signer 4;(1 <i < n)
has a private key x; and the corresponding public key y;,
where x; €p Z; and y; = g*(modp). Proxy signer B
also holds his own key pair (zp,yp), where 2p €r Z;
is the private one, and yp = ¢g*&(modp) the public one.
Furthermore, H(-) is a universal secure hash functions.

The original signer A;(1 <14 < n) selects k; €r Zy at
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random, and computes (75, $;).

gk*(modp)
x;H(my, ;) + k;(modq),

ri =

S; =

where m,, is the designated proxy warrant negotiated by
all original signers, which records the delegation policy
including limits of authority, valid periods of delegation
and proxy signature, and all identities and the public keys
of the original signers. The original signer A4;(1 <1i <n)
publishes (r;, my,).

After the original signer A;(1 < i < n) produces sub
proxy secret s;, he encrypts and signs it before sending
it to proxy signer B. After proxy signer B received the
message, he decrypts and verifies the proxy sub secret key
s;. Proxy signer B generates the proxy secret key sk:

n
sk = Zsi + zp(modq).

i=1

The proxy public key «, which is used in the proxy
signature verification stage, is generated according with
proxy signer and all original signers’s public key and all
r;(1 <4 < n) published by original signers.

a=uyg H (ray ™)) (modp).
i=1

After the proxy secret key sk has been generated, proxy
signer B can calculate blind signatures on behalf of all the
original signers. Assume requester C' asks proxy signer B
to make a blind signature on message m. The proxy signer
B and the requester C' can use the blind Schnorr signature
scheme [10] to generate a proxy blind signature. After
proxy blind signature was generated, anyone can verify
it.

2.2 Cryptanalysis

We show that Lu-Cao-Zhou’s proxy blind multi-signature
scheme is insecure against the original signer’s forgery.
The original signer can forge the proxy secret key.

We assume the original signer A,, is an attacker. A,
selects proxy warrant m,, and r; €r Z;(l <i<n-1)at
random. A, computes

n—1
H w T —
o= (yp [ (riy ™))~ (modp).
=1

A, publishes m,, and r; €gr Z;(l <i<n-1). A, can
forge a valid proxy secret key sk.
sk = xp H(my, ry)(modg).

The proxy public key « can be generated by any verifier
as follows.

n
a=yp H (riyiH(m’“’”)(modp).

i=1
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Now we show that o = g**(modp) as follows:

H(ma,
yBH szl (w7 )

n—1
(s I (o™il e
i=1

yg(mw \Tn)

g:an(mw,v‘n)

= ¢**(modp).

After proxy secret key sk has been forged, A,, can im-
personate proxy signer B and calculate blind signatures
on behalf of all original signers A;(1 < ¢ < n).

3 Cryptanalysis of Xue-Cao’s

Scheme

3.1 Review of Xue-Cao’s Scheme

In Xue-Cao’s scheme [11], the parameters are defined as
follows. p and ¢ are two large primes such that ¢|p — 1.
g is a generator with order ¢ in Z;. The original signer
A’s secret key and public key are z4 € Z; and ya =
g*4(modp) respectively. Likewise, the proxy signer B’s
secret key and public key are zp € Z; and yp = g*» ( mod
p) respectively. h is a public secure hash function.

In the proxy phase, A selects k € Z; and computes

7 = gF(modp) and 5 = k + zah(my,T) where my, is a
warrant. A sends the 3-tuple (m,,,7,3) to B. B checks
whether the following equation holds or not

35 h(mw,T) (

9° =Ty, modp).

If it holds, B continues to compute

/

s’ = s+ apyp(modq)

h(maw,T) yB

s’ S YB — =
TYa

yp = 9° =9y} (modp),

as his/her secret and public proxy signature key, respec-
tively. After proxy secret key s’ has been generated, proxy
signer B can calculate blind signatures on behalf of the
original signer A. Anyone can verify the proxy blind sig-
nature using proxy public key yp.

3.2 Cryptanalysis

We show that Xue-Cao’s proxy blind signature scheme
is insecure against the original signer’s forgery. In Xue-
Cao’s proxy blind signature scheme, if the original signer
A can construct 3-tuple (s’,m,,,T) such that ¢ =
Fyz(m”’r)y?f (modp), the original signer A can forge a
valid proxy secret key s’. The detail attack is described as
follows. A selects proxy warrant m,, and r € Z; at ran-
dom. A computes T = (y%°)~'¢g"(modp). A computes

/

s = r+xzah(my,7)(modq)

h(Mmay,T)

yp = Ty, Y%’ (modp),
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as his/her secret and public proxy signature key, respec-
tively. Now we show that yp = ¢° (modp) as follows:

_ = h(muw,7) yp

yp = Tya "y
= W) gyl
= gy
= grteah(meT)
= gsl(modp).

After proxy secret key s’ has been forged, A can im-
personate proxy signer B and calculate blind signatures
on any message.

4 Cryptanalysis of Fu-Kou-Xiao’s
Scheme

4.1 Review of Fu-Kou-Xiao’s Scheme

In [3], Fu et al. proposed a proxy signature scheme with
proxy signer’s privacy anonymity. The parameters are
same as Xue-Cao’s proxy blind signature scheme.

In SETUP step, the original signer A blinds all of his
designated proxy signer’s actual identities by giving ev-
ery proxy signer a new identity, called proxy identity.
To blind the identity of a proxy signer B, the original
signer A randomly chooses a number kp € Z; and com-
putes IDp = h(kp,IDp). A secretly sends IDp to B
and records the tuple (IDp,IDp,kp), for later use of
anonymity revocation.

In DELEGATE step, A computes r = g*2 (mod p) and
sa = xah(wp,r) + kg mod p where mp is a warrant. A
sends the signature and the warrant together (r,s4, mp)

h ,r
(ws 7)7,.’)“

to B. B verifies s4 by ¢°4 =y, mod p.

In SIGN step, B generates a new secret and pub-
lic key pair (zpp,ypp) where ygp = g*8” mod p. B
makes ypp public under the name of IDp. B computes
zp = (sa +xpp) mod p and T = IDpIDpy’?". Here
xp is the proxy signing key of B, yp is the correspond-
ing public key. B uses a conventional signature scheme
to produce a proxy signature of message m by comput-
ing s = Sign(m,xp). The tuple (m,s,r,wp,T,ypp) is a
proxy signature of m on behalf of A.

To verify a proxy signature, a verifier computes yp =
h(wg,r) r

Ya
not.

r"ypp mod p and checks Ver(m,s,yp) true or

In OPEN step, the original signer A firstly verifies
the proxy signature’s validity and then computes a =
T/yyp mod p and b = T/(IDpygs) mod p. A checks all
of the recorded tuple (IDp,IDp,kp) to find the corre-
sponding one that satisfies IDg = b and IDgIDp = a.
Therefore, the actual identity of the proxy signer is IDp
in (IDP, IDB, k?B)
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4.2 Cryptanalysis

Original signer’s forgery also exists in Fu et al.’s anony-
mous proxy signature scheme. In Fu et al.’s scheme, the
original signer A randomly chooses a number kg € Z7,
computes IDp = h(kp,IDp) and records the tuple
(IDp,IDp,kp). A selects proxy warrant mp and r,t €
Zy at random. A computes ypp = (")~ 'g'(modp).

A computes

xp = t+zah(mp,r)(modq)
yp = ya """ ypp mod p,

as his/her secret and public proxy signature key, respec-
tively. A computes T'=IDpIDpyyp-
Now we show that yp = g7 (modp) as follows:
zp = yhT ) ypp
yg(wBﬂ“)rr (,rr)flgt
= gy
= gtJr:nAh(wB,r)

= ¢"?(modp).

After the proxy secret key xp has been forged, A
can impersonate proxy signer B and calculate a sig-
nature on any message. In the OPEN procedure, we
also have a« = T/yjpmodp = IDsIDp and b =
T/(IDpy%p) mod p=IDg.

5 Cryptanalysis of Gu-Li-Yang’s
Scheme

5.1 Review of Gu-Li-Yang’s Scheme

In [4], Gu et al. proposed a anonymous proxy signature
scheme without a trusted party. The parameters are de-
fined as follows. p and ¢ are two large primes such that
glp — 1. g is a generator with order ¢ in Z,. The orig-
inal signer M’s secret key and public key are zp € Z;
and ypr = ¢*™ (modp) respectively. Likewise, the proxy
signer P’s secret key and public key are zp € Z; and
yp = g*F(modp) respectively. h is a public secure hash
function.

The original signer M sends his identity IDjys and
the warrant m, to proxy signer P through a se-
cure channel. The proxy signer P randomly chooses
two number kp, ki € Z;; and computes Kp =
g*? (modp), sp = zp + kpKp(modq), K; = g (modp),
s1 = aph(Kp,IDp,K;1) + ki(modg). P sends Kp,
IDp, K; and s; to M. The original signer M ac-
cepts (Kp,IDp, K1,s1) by checking whether the follow-
ing equation holds: ¢%* = ylfi,(K"’IDP’Kl)(modp)g“"1 =

h(Kp,IDp,K1)
Yp Kimod). If (Kp,IDp,K;,$1) passes
this checking, M records the tuple (Kp,IDp) for later
use for anonymity revocation and writes Yp = ypK II,(P
nto Mmy,.
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The original signer M randomly chooses a num-
ber ky € Z;‘ and computes Ky = ng, Sy =
prh(may, Kar)+ky (mod ¢) where my, is a modified war-
rant. M sends the signature and the warrant together

(K, Swm,ma) to P in a secure manner. P verifies sps by

g° = g™ Ko (

P computes s = s); + sp(modp) and signature o =
Sign(m,s). Here s is the proxy signing key of B. The
tuple (m, o, Kpr,my, IDpy) is a proxy signature of m on
behalf of M.

modp).

To verify a proxy signature, a verifier computes v =

h(mw,KM)
M

Y K Yp mod p and checks Ver(m,o,v) true or

not.

In OPEN step, the original signer M firstly verifies
the proxy signature’s validity, and then checks all of the
recorded tuple (Kp,IDp) to find the corresponding one
that satisfies Yp = yngP(modp) where Yp can be ob-
tained from m,,. Therefore, the actual identity of the
proxy signer is IDp in (Kp,IDp).

5.2 Cryptanalysis

Original signer’s forgery also exists in Gu et al.’s anony-
mous proxy signature scheme. In Gu et al.’s scheme, the
original signer M randomly chooses a number kp € Z;,

computes Kp = ¢g*?(modp), Yp = ypKIIfP (modp) and
records the tuple (Kp, IDp).

M selects a proxy warrant m,, and writes Yp into
my. M selects r €r Z, at random and computes
Ky = (Yp)~tg"(modp).

M computes

r + xprh(my, Ky )(modq)

Ky ™" ¥p mod p,

as his/her secret and public proxy signature key, respec-
tively. Now we show that v = g®*(modp) as follows:

KMyj\}(mw’KM)YP

(YP)—lgry}It/I(mw,KM)YP

ry;\l}mw,KM)

<
|

r+xarh(maw, Kar)

g
g°(modp).

After proxy secret key s has been forged, M can im-
personate proxy signer P and calculate a signature on
any message m. In the OPEN procedure, we also have
Y = yp K" (1modp).
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6 Cryptanalysis of Dai-Yang-
Dong and Huang-Hao-Wang
Schemes

6.1 Review of Dai-Yang-Dong and

Huang-Hao-Wang Schemes

Two similar nominative proxy signature schemes were in-
dependently proposed by Dai et al. [2] and Huang et al.
[5]. Here we only describe Dai-Yang-Dong’s designated-
receiver proxy signature scheme. The parameters are de-
fined as follows. p and ¢ are two large primes such that
glp — 1. g is a generator with order ¢ in Z,. The orig-
inal signer A’s secret key and public key are z4 € Z;
and ya = ¢”*(modp) respectively. Likewise, the proxy
signer B’s secret key and public key are rp € Z; and
yp = g8 (modp) respectively, and the verifier C’s secret
key and public key are z¢c € Z; and yo = ¢*°(modp)
respectively. h is a public secure hash function.

In the proxy phase, A selects k4 € Z; and computes
ra = g*4(modp), ea = h(M,yc,ra) and s4 = Tae4 +
ka(modg). The receiver C' is designated by the original
signer A through the form of the receiver’s public key y¢o
in the signature. A sends the 5-tuple (M, sa,74,yc,ya)
to B. B checks whether the following equation holds or
not
sa 74 (modp)

9

h(M,yo,
:yA( yo.ra) (

If it holds, B continue to compute

sa + xp(modq)
h(M,yc,ra)
Ya

rp =

yp gt = rayp(modp),

as his/her secret and public proxy signature key, respec-
tively. After proxy secret key xp has been generated,
proxy signer B can calculate the designated verifier sig-
nature on behalf of the original signer. The designated
verifier C' can verify the proxy signature using his/her

secret key.

6.2 Cryptanalysis

We show that Dai et al. and Huang et al.’s nominative
proxy signature schemes are insecure against the original
signer’s forgery.

In Dai-Yang-Dong’s scheme, if the original signer
A can construct 3-tuple (xp,M,r4) such that g*P =
yZ(M’yC’TA)TAyB(mOdp), the original signer A can forge
a valid proxy secret key xp. The detailed attack is de-
scribed as follows.

A selects M and r € Z; at random. A computes ry =
(yp) tg"(modp). A computes

T+ xah(M,yc,ra)(modq)

h(M,yc,
yp = yA( yc,ra)

rp =

rayp(modp),
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as his/her secret and public proxy signature key, respec-
tively. Now we show that yp = ¢*P(modp) as follows:
(M’yc’TA)TAyB

(M ,ycﬂ“A)(

yp = Yy
=y yB) '9"ys

yg(Mach‘A)gr

= g'r'+;cAh(M,yc,rA)

¢g°F (modp).

After proxy secret key xp has been forged, A can im-
personate proxy signer B and calculate the designated
verifier signature on message M. The same weakness also
exists in Huang-Hao-Wang’s scheme.

7 Conclusion

In this paper, we presented the cryptanalysis of many
proxy signature scheme recently published in [2, 3, 4, 5, 7,
11]. Our results show that these schemes are all insecure,
i.e., forgeable. In our attacks, an original signer could
generate a valid proxy secret key without the knowledge
of the proxy signer’s secret key.
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