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Abstract

The lack of fixed infrastructure, both physical and or-
ganizational, and the highly dynamic nature of ad hoc
networks, presents a major challenge in providing secure,
authenticated communication for these networks. Tradi-
tional key management solutions reported in the litera-
ture lack both the flexibility and robustness required to
cope with the dynamic nature of ad hoc networks. In this
paper, we propose two different n-party authenticated key
agreement protocols enabling authorized nodes to gener-
ate their own session keys. The first protocol introduces
a solution based on clustering techniques suitable for net-
works with partial structure and composed of a large num-
ber of nodes. The second protocol assumes no structure
and provides authentication with a minimal increase in
communication and computational overhead required.

Keywords: ~ Authenticated Group Key Agreements,
Identity-Based Pair-Wise Keys, and Clustering

1 Introduction

Ad hoc wireless networks have become an integral part of
all kinds of networks, and have found applications in mil-
itary operations, rescue missions and many other collab-
orative applications in mobile environments by providing
instant network infrastructure. They are typically com-
munication networks that do not have a pre-existing in-
frastructure and consist of mobile terminals that connect
by relaying messages from one point to another via peer
devices. The lack of infrastructure implies an absence of
a central network management entity, fixed routers and
name servers. This lack of structure in ad hoc networks
makes them more vulnerable to attacks than structured
networks. This is in addition to the already existing weak-
nesses of wireless networks due to the use of radio waves
as the common communication medium which make them
easily accessible through the use of the right kind of radio.

The exchange of cryptographic keys in these types of
networks may have to be addressed on demand and with-
out assumptions about a priori negotiated secrets. There
are many proposed key agreement protocols designed for
wireless networks based on private-key cryptography. The
reason for preferring private-key cryptosystems is that
the wireless devices are not fully qualified to perform
the heavy computations required in public-key cryptosys-
tems. However, private-key based solutions require an
on-line trusted third party (TTP) to distribute the ses-
sion keys which may not be a realistic situation in an
ad hoc network setting. On the other hand, there are
many group key establishment protocols in the litera-
ture based on public-key cryptography for wired static
networks [2, 6, 17, 18]. These protocols have not been
designed with the special nature of ad hoc networks in
mind. Indeed these protocols require a fixed predefined
structure, which is often impractical in the typical sparse
connections of ad hoc wireless networks. Moreover, most
of these protocols are only secure against passive attacks
and do not provide authentication services in their key
agreement protocols. This approach is especially prob-
lematic in ad hoc wireless networks where the communi-
cating members need to authenticate each other to pre-
vent from most active attacks.

The purpose of this paper is to define an authenti-
cated and efficient key agreement protocol for a group
of communicating nodes in an ad hoc wireless network.
The remainder of this paper is organized as follows. Sec-
tion 2 presents the limitations of ad hoc networks and
their effects on choosing a suitable security scheme. In
Section 3, we present a brief overview of the existing group
key agreement protocols and discuss their suitability and
limitations. The first proposed protocol A-DTGKA, given
in Section 4, uses identity-based pairwise keys for entity
authentication, and is suitable for networks where a par-
tial structure exists or can be formed. Section 5 intro-
duces the second protocol, A-BD, which is based on a
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multiplicative group and does not require a fixed topol-
ogy for the underlying structure. Our conclusions and
future work plans are given in Section 6.

2  Wireless Communication Sys-
tems

One of the major challenges in ad hoc network security is
that ad hoc networks typically lack a fixed infrastructure
both in the form of a physical infrastructure, such as,
routers, servers and stable communication links as well
as in the form of an organizational or administrative in-
frastructure. Another difficulty lies on the high dynamic
nature of ad hoc networks where the nodes can join and
leave the network at any time. The major problem in
providing security services in such infrastructure-less net-
works lies on how to manage the needed cryptographic
keys.

When designing protocols for ad hoc networks, whether
routing protocols or security protocols, it is important
to consider the characteristics of the network and realize
that there are many “flavours” of ad hoc networks. Ad
hoc wireless networks generally have the following char-
acteristics [10]:

e Dynamic network topology: The network nodes are
mobile and thus the topology of the network may
change frequently. Nodes may move around within
the network but the network can also be partitioned
into multiple smaller networks or be merged with
other networks.

e Limited bandwidth: The use of wireless communica-
tion typically implies a lower bandwidth than those
of traditional networks. This may limit the number
and size of messages sent during protocol execution.

e Energy constrained nodes: Nodes in ad hoc networks
most often rely on batteries as their power source.
The use of computationally complex algorithms may
not be possible. This also exposes the nodes to a new
type of denial of service attack and sleep deprivation
torture attack that aims at depleting the nodes en-
ergy source.

e Limited physical security: The use of wireless com-
munication and the exposure of the network nodes
increase the possibility of attacks against the net-
work. Due to the mobility of the nodes the risk of
them being physically compromised by theft, loss or
other means will probably be greater than that for
traditional network nodes.

In many cases the nodes of ad hoc networks may also have
limited CPU performance and memory, e.g., low-end de-
vices such as PDAs, cellular phones and embedded de-
vices. As a result, computationally or memory expensive
algorithms might not be of any use in such networks.
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3 Related Work

In this section, we review some previous approaches taken
towards the definition of security mechanisms for ad hoc
wireless network as well as traditional key agreement pro-
tocols for structured networks. We will examine their
suitability of use in ad hoc networks.

3.1 Ad hoc Wireless Network Security

A large part of the research in ad hoc wireless network
security has been aimed at developing secure routing pro-
tocols. However, all such protocols assume that key dis-
tribution has taken place or in the best cases they are par-
tially described (see for example, SEAD [9], Ariadne [8],
ARAN [7], SPINS [15]). Only recently there have been
some attempts to define the key distribution problem in
ad hoc networks as discussed below.

In [13], Khalili et al. have suggested an overvall ap-
proach to key distribution that combines Identity-Based
Encryption (IBE) and threshold. The proposed idea does
not address clearly how the nodes involved would au-
thenticate each other in the initialization stage of their
proposal, which can create an opportunity for imperson-
ation attacks right from the beginning. Moreover, there
is no concrete method given for generating the master
key (for both public and private master keys). A thresh-
old distributed Certificate Authority (CA) solution was
proposed by Zhou and Hass [20]. However, suitability of
using expensive threshold public key algorithms required
in resource constraint nodes in a typical ad hoc network
was not addressed. In [14], the authors propose accelera-
tion techniques for the key establishment protocols using
techniques that involve the assistance of a base station
called Server-Aided Secret Computation (SASC). In their
scheme, SASC is responsible for exchanging information
with the base station to ensure that all expensive compu-
tations are carried out by the server. In such protocols, a
prior arrangement of the base station is required and re-
stricts the independence of nodes in return for assistance
from the base station. A password-based authenticated
key exchange protocol has also been proposed by Askon
and Ginzboorg in [1].

3.2 Key Agreement Protocols for Wired
Networks

In this section, we review some of the existing solutions
for group key establishment and evaluate their suitability
for ad hoc networks. Several solutions for extending the
well known Diffie-Hellman key exchange to a multi-party
key agreement have been proposed. Omne of the earliest
proposal due to Ingemarson [11] assumes that the network
nodes can be arranged into a ring. The nodes distribute
the required pieces of information to compute the key. It
is clear that the the minimum number of protocol rounds
to come out with the key is n — 1, which is higher than
optimal. This protocol is not secure either, since a passive
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eavesdropper can deduce the key if it is able to listen to
all of the communication links simultaneously. Burmester
and Desmedt (BD) [6] protocol executes in only three
rounds:

1) Each node, M;, generates its random exponent N;
and broadcasts Z; = oVi.

2) Each M, computes and broadcasts:
7.
Xi=( 11_1 )Ni
3) Each M; can now compute the key:
Sp=ZM XX
The key defined by BD is different from all protocols
discussed thus far, namely:

.. X;—o mod p

S faN1N2+N2N3+m+NnN1
n = .

The protocol has been proven secure against passive
attacks given that the Computational Diffie-Hellman
(CDH) problem is intractable. While the BD protocol is
efficient and provably secure against passive attacks [12],
it is not well suited to dynamic groups and needs to be
authenticated to overcome active attacks.

Another family of protocols was proposed by Steiner et
al. in [19]. It requires one broadcast message at the end of
each protocol run. The network topology is a linear chain
where the last node has multicast broadcast capabilities.
In the last step of the protocol, the key pieces needed
by each participant are broadcasted to all parties.This is
an important protocol class since its security has been
reduced to the security of the two-party Diffie-Hellman.

Becker and Wille [4] have proposed the Hypercube pro-
tocol and an extension to it, named Octopus, aiming to
minimize the number of rounds required to generate the
session key. In one of its simplest forms of the Hyper-
cube protocol, four nodes are arranged to create a shared
session key by requiring just four Diffie-Hellman key ex-
changes. The four-way key exchange can be generalized
to a 2¢ (d = 2 in the case of 4 participants). The Octo-
pus protocol is a modified version of Hypercube aiming
to minimize the number of messages. Here the topology
is such that four participants constitute a center and the
remaining participants form “tentacles” being attached to
one of the central nodes.

None of these protocols are suitable for all types of
ad hoc networks. This is mainly because they demand
that the network topology to follow a prescribed struc-
ture. The protocol to be used should be chosen so that it
is always possible to arrange the nodes according to the
required topology. Moreover, the complexity of most of
these protocols (communication and computation cost) is
always of O(n), where n is the number of participating
members, which poses a scalability problem, especially
with large group sizes. Additionally, most of these pro-
tocols do not provide authentication services with their
key agreement protocols, which make them vulnerable to
many active attacks.
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In the next section, we will propose an n-party identity-
based scheme that in conjunction with an efficient clus-
tering technique can be used to provide an authenticated
secure protocol for networks with a partial structure in
place or the ability to be set up. In Section 5, an al-
ternative protocol is proposed which does not assume an
underlying structure, and requires only a small number of
rounds to provide authentication.

4 A-DTGKA Protocol

In this section, a framework for an efficient and scalable
key agreement protocol, Authenticated Dynamic Topology
Group Key Agreement protocol (A-DTGKA ) is presented.
It is based on multi-level clustering of the universal group
into small, size-bounded clusters. We also show how this
approach can be adapted to dynamic ad hoc wireless net-
works in which there is no static structure or topology.

The proposed A-DTGKA protocol comprises of two
phases:

1) Organization of the network nodes into clusters in a
multi-level structure.

2) Generation of the group session key.

In the following subsection, we assume that each node
is equipped with a secret group identity key, Krq, and
a one-way hash function H. The protocol also considers
that each node has its local identifier (ID) and has the
ability to compute its weight. The node weight is a nu-
merical quantity which expresses the current status of the
node. There are many factors which affect calculation of
the node weight: mobility, battery power level, distance
from the other nodes, values related to the surround-
ing environment (terrain, temperature, battery power,
etc.) [3]. Since the main concern of this paper is the
protocol efficiency and since some nodes, in A-DTGKA
protocol, will be required to perform more computation
than others, the factors which affect the computational
capability of the node will only be considered.

4.1 Cluster Construction

There are some constraints that should be taken into ac-
count when designing a clustering scheme. First, we have
to make sure that all clusters have minimum and maxi-
mum size constraints. A maximum size constraint limits
the cluster size which effectively improves the protocol
performance. Ideally, we want all clusters to be of the
same size so that no clusters are overburdened, or under-
burdened by the processing and storage requirements of
the proposed key agreement protocol, although this may
not a realistic assumption for ad hoc wireless networks.
Our protocol is flexible enough by only requiring the clus-
ter size to be limited to a given but arbitrary size. Fur-
thermore, the height of each branch of the structure can
vary.
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In the first step, each node makes its active neighbours
aware of its presence by broadcasting an initial IAMALIVE
message, containing its ID and weight encrypted with
Ki = H(S}'(_l), i.e. the key obtained from applying the
one-way hash function H to the key generated from the
previous key regeneration. Initially, S% = Kq.

Once the nodes have gathered information about their
neighbours, the second step begins (cluster construction):
the heaviest node within a certain region broadcasts to
all its one-hop away neighbours another message which
will be treated only by the heaviest node in each region.
By receiving this message, the heaviest d nodes declare
themselves as the whole group leaders and assigns a cer-
tain number to each one based on its weight within the
leaders. For example (see Figure 1), the lightest weight
node will be indexed as M; and the heaviest weight node
will be indexed as M,. Those nodes (M;;i = 1,...,d)
constitute the root cluster, Cy. Each member, M; of the
root cluster will declare itself as a leader. Then, it broad-
casts to its 1-hop neighbours, except Cy members, a mes-
sage, IAMLEADER. A node receiving IAMLEADER mes-
sage replies with TAMCHILD message to its leader. The
leader confirms its leadership to the first d — 1 children
accompanied with an indexing to each node related to its
weight. For example the lightest weight node will be the
first node in the indexing scheme, M; 1 and the second
lightest one will be assigned as M; s and so on. These
children mark themselves as a child to this leader and
constitute cluster C;. Note that the cluster size may vary
with the upper limit of d—1. The process continues for the
members of the second level clusters, namely each mem-
ber, M; ;, where j =1,...,d — 1, broadcasts to its 1-hop
neighbours, except its cluster members and its ancestor,
IAMLEADER message. A node receiving IAMLEADER mes-
sage replies with TAMCHILD message to its leader. The
leader confirms its leadership to the first d — 1 children
accompanied with an indexing to each node related to its
weight as previously mentioned. Note that if this mem-
ber does not receive any reply within a certain period, its
status will not change to a leader but continue as a child;
this condition applies to all members including Cy mem-
bers. This process will continue until all children stop
getting replies. This will mean that all members have
been assigned a place in a certain cluster. The previous
construction can be seen as considering each member of
the root cluster as a root member of a different tree. As
a result, we get d subtrees for a multi-rooted tree. The
height of the d subtrees can vary according to the distri-
bution of the members in the network, even within the
same subtree. If the distribution of the members is uni-
formly distributed within a certain cluster size, we can say
that our hierarchical structure is a well-balanced struc-
ture with d-root tree with (d — 1)-ary subtrees each with
maximum height h,;.

The main idea in adopting clustering in group key
agreement protocols is to let the clusters in the same level
to generate the cluster session key using our protocol, (or
any other key agreement protocol) as a building blocks.
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After agreeing on the cluster session key, the cluster leader
engages with the other upper level cluster in generating
the upper level cluster session key. This process continue
until the root cluster members calculate the global session
key. This key is then broadcasted, one level at a time, to
lower level cluster by encrypting the key using the lower
level cluster session keys. The efficiency of this protocol
comes from a concurrent processing of the protocol by all
the clusters in the same level.

4.2 Session Group Key Generation

In this section, an authenticated group key agreement
protocol will be presented which uses identity-based pair-
wise keys for entity authentication. In this scheme a
master key, S, can be stored distributively in order
to minimize key escrow [5] with the trusted authorities
(TAs). The expected group of nodes that would join
the network will get their private keys from TAs, such
that the private key of a user A can be computed as:
SQa = 51Q4 + S2Qa + - + SpQ 4, where the param-
eter Qa4 = H(IDy4) and k is the number of the TAs in
this scheme. Once every user has received the respective
private key, every node can compute the pairwise shared
secret key using the properties of Weil Pairing, as pro-
posed in [16]. For example user A and B can compute:

e(Qa,8Qp) = e(Qa,Qp)°
e(Qa,Qp)°

e(SQa,QB)
Kap =

The identities of the users are assumed to be available
publically. The shared secret key that is computed is a
bilinear map é : Gy x G; — Gg, where Gy and Go are
groups of some prime order g, where ¢ is chosen to be
very large number. To get a shared key we can apply a
strong hash function to the resulting shared secret, i.e.
K ap = H(kap). Using this scheme, each pair of parties
are able to have a shared secret key without any informa-
tion being passed and without the risk of any attack (like
man-in-the-middle) during information sharing as in the
case of conventional two-party key agreement protocols.
Finally, each member can authenticate itself to the others
by merely encrypting, the transmitted messages using the
pairwise shared key.

Below, we will describe the authentication scheme
used for one cluster only, which can be applied to the
entire group by a natural extension (Algorithm 1). In the
following, E x(m) means that the message m is encrypted
with a key K. As an example, we consider have a cluster
with four members, namely, A, B, C, D in which that D is
the cluster leader. A picks a random value r4 and, using
a generator of the underlying group «, calculates a”4 but
instead of sending this value to the next member, it sends
{Eg.p(a™ [IDA)[IDa |Ex,ec(IDa) [|Ex,p,(IDa)},
where ID4 is the identity of the member A, and ||
refers to a concatenation of two messages. Note that the
member ID has been appended in plaintext to inform
the recipient that this message is coming from A. Upon
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Figure 1: Distribution of group members

receiving this message, B checks the transmitter ID, uses
the shared key with this member to decrypt the encrypted
message. Finally B compares the encrypted ID with the
plaintext one. If the check passes, A is authenticated
by B, and since only B can decrypt the message, B is
also authenticated by A. After the successful check, B
proceeds with the second round of the protocol. B cal-
culates a"B,a"™ "8 and forwards the rest of the message
it has received with its contributions to C, namely
{Expc (o™ |la"[la™ 2 | IDg)|[IDp|| Kac(IDa)|l
Kpp(IDg)|Kap(IDy)}. Note that the last two
parts of the message are used to authenticate A and B
to the cluster leader D. Upon receiving this message,
C' checks the identity of the transmitter, decrypts the
first part of the message using the shared key with the
transmitter where it is able to authenticate both A and
B. C then calculates its contribution and sends to D:

{Excp(a™ "2 |lamre|a"re a2 57e)|| I Do
IExyp,(IDB)|Exk,p,(IDa)}.  As a last round, the
cluster leader (D in our example) sends the following
messages to its children:

D— A: EKAD (OzTBTcTDHIDD)HIDD

D — B :Eg,, (a7 IDp)||IDp
D — C : EKCD(O/‘BTATDHIDD)HIDD

Upon receiving these messages, each member (A, B,C)
checks the identity of the transmitter, decrypts the mes-
sage and compares the transmitter identity in the cipher-
text with the one in the plaintext. If the check passes,
each member (A, B,C) can authenticate D. This al-
lows for a pairwise authentication of the cluster leader
D by its children. Also all the children can calcu-
late the cluster session key, S. = a"™"B7¢"P_ For the

upper level clusters, the protocol will be repeated be-
tween all the cluster members. The children decrypt
the message and check the identity of the transmit-
ter, re-encrypt the message using its cluster session key
and resend it to its children. For example, (see Fig-
ure 1) in the last round (for this cluster) Ma; sends
Ex, 0., (@m™17212|IDg 1)|[[IDg1 to Ma 11 and its sib-
lings V(Mgvl‘u,Mgvl‘l,g). In this case My 1 1decrypts the
message and re-encrypts it using its cluster session key,
K2.1.1, Where, K2.1.1 — a7‘2.1.17‘2.1.1.17“2.1.1.2.

Algorithm 1. Authenticated DTGKA (A-DTGKA)

INPUT : a, p, By, Dka Ha Sl|l6[1,k]7IDi|’iE[1,n]a é(Qa Q)
OUTPUT: S, = {2 "}
1. Initial setting: Each member, M;, does the following:
1.1 Q; =H(ID;)
1.2 sQ; = 51Qi + 52Q; + ... + 5,.Q;
1.3 Kij = e(5Qi, Qj)|jel1,n],ji
2. Round i, i € [1,n —1]
2.1 M; selects r; € Zy

2.2 M;
M || Ex, ;) (M || ID5) || ID; || Exy; (1Di)ljeq1,n),>i+1}
Mt

T Ty

Where M = {a™ 7= |gep i, @07 }
2.3 M;11 Checks I1D; and calculates
Diis1) (B0 (M || IDi))
2.4 M;y1 Compares ID; with the encrypted ID;
2.5 If the check passes go to 2.1
2.6 Else stop and send Error message.
3. Round n e
5.1 My Ep, ({05 i} || 1D) | 1D, M;
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3.1 M; Checks ID,, and calculates

Din (Er,,, ({a” ™ liepn} [ 1Dn)
3.2 M; Compares 1D, with the encrypted 1D,
3.4 If the check passes caleulate S, (M;) = {a™"> "}

3.5 Else stop and send Error message.

This process continues up to the root cluster. Achiev-
ing authentication through private-key encryption makes
A-DTGKA more efficient than the authenticated proto-
cols which use a signature scheme, which is known to be
very costly and more robust than hash-chains and time-
synchronization authentication schemes.

The protocol described above is an authenticated key
agreement protocol which is based on hierarchical authen-
tication. That is, each member authenticates its upper
level members through its leader and authenticates its
lower level members through its children. Although A-
DTGKA does not provide a mutual authentication be-
tween all communicating parties, we believe that hierar-
chical authentication can be suitable in practical applica-
tions, like the hierarchical structure of trust which exists
in military applications. Meanwhile, A-DTGKA can be
modified to provide mutual authentication for all the com-
municating parties, but this will make the protocol more
complicated and it can reduce protocol efficiency.

4.3 Protocol Analysis

Beyond the security of the system, the complexity of the
protocol (communication and computation) has always
been an important issue when designing group key man-
agement systems. In ad hoc wireless networks, both com-
munication costs and computation costs are important
factors that should be taken into account when designing
a secure protocol. On the one hand, the mobile devices are
often small and portable, and therefore, do not have much
memory or computational power and they are probably
not tamper-resistant. On the other hand, the connections
in ad hoc networks are usually unreliable. Consequently,
the number and size of messages should be reduced as
much as possible, especially multi-hop messages. In A-
DTGKA protocol, the total required computations are
distributed among all the group members, which reduces
the required computation power for each member. Al-
though the number of required messages may be larger
than that of the flat settings (GDH.2, Hypercube, Octo-
pus, etc.), most of the manipulated messages are one hop
messages, since the protocol confines the cluster members
to the neighbours with one-hop distance. One-hop mes-
sages are much more reliable than multi-hop messages.
Also it should be noted that the message size is much
lower than that of the flat settings which reduces the re-
quired bandwidth. Finally, the efficiency of A-DTGKA
protocol is based on the clustering scheme, which in most
cases should provide better performance. As discussed in
the previous chapter, the best efficiency can be achieved
when the hierarchical structure becomes fully balanced,
i.e., all the clusters have approximately equal size and
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the number of levels is not too large.

It is easy to see that DTGKA protocol is secure against
passive attacks, given the intractability of DHP or gener-
ally DLP, which is believed to be hard problem. Most of
the authenticated versions of the previous key agreement
protocols used a signature for authentication, which is
very costly (signature and verification), whereas the mu-
tual authentication provided by our protocol which uses
indentity-based pairwise keys partially addresses some
these issues and constraints.

5 Authenticated BD Protocol (A-
BD)

In some applications such as mobile networks, the distri-
bution of members in a fixed logical structure is not pos-
sible. In this section, a different setting based on a multi-
plicative group will be presented. The proposed protocol,
A-BD (Algorithm 2), does not require a fixed topology
from the underlying structure. However the group mem-
bers should have the capability to broadcast messages to
the group members, and receive a simultaneous broad-
casts as well. These required characteristics may not be
available in many environments. The proposed authen-
ticated key agreement protocol runs only in two rounds
regardless of the number of participants in the communi-
cating group. The protocol is based on the idea used in
the BD protocol discussed in Subsection 3.2. The A-BD
protocol provides authentication with the same primitives
as the key agreement protocol as discussed before with
a minimum increase in communication and computation
overhead.

The protocol assumes that each member of the group
has a long-term key pair (s;,«®) where ¢ = 1,...,n,
where « is a generator of the underlying group, and o*
is the long-term public key of the i-th member. The pro-
tocol runs as follows:

1) Each member, M;, picks a random number, r;, cal-
culates its ephemeral public key, ", and broadcasts
this value to the other members.

2) Upon receiving the ephemeral public key of the
other members, each member, M;, calculates X; =
(asi—l)ri = a"i%-1 and Y; = (ari+1)sq, = Ti+15i,
From these two values, each member calculates and
broadcasts Z; = % to the other group members.

3

3) Upon receiving these messages, each M; can check
the correctness of the received messages by making
sure that X; = YiIIZ;| ;e n),ji- If the check fails,
M; terminates the protocol runs and sends an error
message to the other group members. Otherwise, M;
calculates his view of the common secret as follows:

K=Yz 'Z" 2.

i+1 g2 v Zi1
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To demonstrate the protocol, an example of a group con-
sisting of four members is considered. In the first step,
each member, M;, calculates X;,Y; and Z; as shown be-
low:

Yl o251

1) XlzaTIS47Y1:aT2517Z1: = s
X1 aT184

}/2 o352

2) X2:aT2517Y'2:a7“3527Z2:X = T2S8
2 o251

) - Y3 Q4538

3) X3:ar3527y'3:a74537z3:X — —
3 o352

) . Y4 o154

4) X4:ar4537y'1:a71547Z1:X = —
4 o453

Upon receiving Z;; j # ¢, each member M; can calcu-
late its view of the key S, (M;):

3(7’3 52) a2(’l“4 Sg) Oérl S4

Sn(Ml) == Y14ZQBZ§Z4 = 0[4(T251) o

a3(r2s1) o2(r3s2) grass
3(rass) (2(r1sa) ras:

_vAdr3525 _ A(rgsy) &
Sn(M2) =Yy Z5Z5 2y = o3 a3(r3sz) 2(radss) grisa
3(r1sa) 2(ras1) o rss2

_vA352, _ A(rgss) &
Sn(MS) =Y52,217, = o e a3(rass) q2(risa) gras:

3(7‘251) a2(’l“352) OCT4SS

_vA352, _ A(rsy) @
SH(M4) - Y;l Zl Z2Z3 =an a3(rls4) a2(7‘281) a’3s2

We can easily check that:

— q1satr2s1trasatryss

To provide an additional measure of security,the mem-
bers implementing the protocol should make use of a suit-
able function f(S,,) of the generated session key S,,, such
as those offered by the hash function family.

Algorithm 2. Authenticated BD Protocol (A-BD)

Round 1: Contributions Collection:

1. M; selects r; € Z;

2. M, {a”|z-’j€[17n]y#j} Mj

3. M, calculates X; = a"%-1Y; = "+1%
and Z; = %

4. M; Zi'i,je[l,n],i:,éj Mj

Round 2: Key Calculation:

5. If Xi = YillZj|je(1 ) i

6. Then K; =Y"Z!'"'Z!'57 ...

7. Else Send Failure message

Zifl
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5.1 Protocol Analysis

In this section, an analysis of the proposed protocol (A-
BD) in terms of its complexity and also an heuristic se-
curity assessment of the protocol is presented. The pro-
tocol requires just two rounds to complete regardless of
the group size. Regarding the total number of messages,
each member in the group issues two broadcasting mes-
sages. Regarding the computation cost, every member in
the group performs three modular exponentiations and
one inversion regardless of the number of members in the
group. The message size in the protocol is fixed and can
be normalized to one since it is irrelevant of the group
size. It should be mentioned that A-BD is more suitable
for peer groups since the rule and the responsibility of
all members are the same. In other words, there is no
special rule for a given member and there is no need for
arranging the group members into a fixed topology, since
each member broadcast its message to the other group
members wherever their place in the network. However,
each member should know all its one-hop away neigh-
bours. Additionally, we have to mention that the A-BD
protocol based on the ability of each member to broad-
cast a message to the rest of the group members and to
receive messages from all other group members. These
capabilities may not be a available in some networks.

In the following, we consider a heuristic proof of our
proposed protocol against passive and active attacks.
Two kinds of messages are transmitted during the execu-
tion of the protocol: o™ and Z; = Zrﬁll_l . It is clear that
it is difficult for any intruder to extract any information
from these two types of messages. Even if the intruder
has access to a long-term key of any member, he will not
be able to get any benefit from knowing this long-term
key, since the long term key of any member is transmit-
ted in combination with the ephemeral key of the member
in such a way that it is so difficult to decouple the two
keys without being able to solve the DLP. As a result, we
can also claim that the A-BD protocol provides implicit
key authentication, since no one outside the authorized
members can gain access to the shared generated secret
or any partial information about it. Also, we can claim
that the A-BD provides Perfect Forward Security (PFS),
since knowing a long-term key of any member does not
reveal any partial information about the generated secret.
It is clear that the generated secret is independent of a
previously generated secret in a previous session, so the
key independence (forward and backward) is satisfied in
the A-BD protocol.

6 Conclusion and Future Work

In this paper, we have presented two different efficient
protocols, A-DTGKA and A-BD to provide authenticated
secure communications in ad hoc networks. The first pro-
tocol A-DTGKA is suitable for networks where a partial
structure exists or can be formed. This in addition with
the proposed clustering scheme can provide for an efficient
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scheme. The second protocol, A-BD, is suitable for net-
works where the distribution of members in a fixed logical
structure is not possible, and when all the members have
similar capabilities. A-DTGKA is based on using Weil
Pairing, where the pairwise shared key is generated with-
out exchanging any messages. Moreover the mutual au-
thentication comes through private-key encryption which
is more efficient than using digital signatures. Another
point worth mentioning is that in this proposal provides
an easy solution to the mobility issue as if a member needs
to move to join another cluster within the group, he only
needs to obtain the local parameters of this cluster and
the cluster session key as well from the cluster leader en-
crypted by the global group session key. In this case, the
member indexing should be changed according to its new
cluster.

We stress that we do not claim that our solution com-
pletely handles the key management problem in ad hoc
wireless networks. For example, our solution does not
handle adjustments to group secrets after any member-
ship change. Also the construction of clusters may be
varied based on many criteria. Several lines of future
work are possible. First, protocol maintenance after any
membership changes or member movement through the
network should be considered. Second, formal security
analysis of the proposed protocols is a necessary missing
step. Third, a concrete measure of the protocol perfor-
mance to figure out which clustering topology provides
the best efficiency is required.
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