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Abstract

In 2004, C. Park proposed an authentication protocol
to provide user anonymity and untraceability in wireless
mobile communication systems. The real user identities
are hidden and randomized by means of error-correcting
codes. In this work, it is shown that Park’s protocol does
not provide anonymity and untraceability. More precisely,
the users real identities can be obtained easily by an eaves-
dropper. Furthermore, the protocol is not secure since the
session key established in the authentication phase can
also be obtained, breaking the confidentiality of the radio
link.
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1 Introduction

Several security protocols have been proposed to provide
anonymity in mobile communication systems [1, 2, 5, 6].
Most of them are based on public-key cryptosystems,
which are not the most efficient from the implementation
point of view in a mobile environment. Note that mobile
terminals present low computational power and low mem-
ory size and that the mobile communications are charac-
terized by a low bandwidth and higher channel error rate.

Taking these facts in mind, Park proposed in [4] an au-
thentication protocol providing anonymity and untrace-
ability using a combination of symmetric-key cryptogra-
phy and error-correcting codes with high correction ca-
pability and easy decoding process. This protocol also
minimizes the number of messages interchanged between
the user and the network.

In the next section, some notation is introduced and
the two versions the of Park’s protocol are described. Sec-
tion 3 deals with the cryptanalysis of each version, con-
cluding that none of them are secure. It is also shown that
anonymity and untraceability are not provided. Section
4 discusses on several performance aspects.
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Figure 1: Park’s protocol set-up phase

2 Park’s Authentication Protocol

Following the same notation introduced in [4], the identity
of a mobile subscriber or mobile user (MS) is denoted by
id, and a symmetric-key encryption function is denoted by
f(). The encryption of a message m with the secret key k
using the function f() is denoted by f(k, m). Finally, the
system is represented by the authentication server (AS).
In this sense, it is important to note that the MS does not
communicate directly with the AS. This communication
takes place through certain entities such as the visiting
location register (VLR) in the case of GSM system. The
implication of this simplification is discussed later in Sec-
tion 4.

Let h be a pseudorandom generator where the output
is 2n bits length for an input of n bits length. The output
h(x) for any n-bit input x, is divided in two halves. The
right half is denoted by h0(x), while the left half is denoted
by h1(x).

The protocol can be divided in two phases: the set-up
phase and the authentication phase, both described
below.

Set-up phase:

This phase is performed at the subscription to the service
(see Figure 1). Then, the MS computes the following
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tokens xi and session keys ki:

xi−1 = h0(xi), for i = s, s − 1, · · · , 1

ki = h1(xi), for i = s, s − 1, · · · , 1

The MS sends the root authentication token x0 to the
AS. The AS generates a symmetric-key certificate m of
the MS identity enciphering the identity id and the au-
thentication token x0, using f(·) with the secret key kAS ,
that is

m = f(kAS , [id||x0]), for i = s, s − 1, · · · , 1

where || means “the concatenation of”. The secret key
kAS is only known by AS, hence it is not shared with the
users.

The AS chooses a binary linear block code (N, K, D),
where N is the bit-length of the codewords, K is the bit-
length of the messages to be encoded, and D is the mini-
mum distance. This code must provide an efficient decod-
ing algorithm for a maximum number t of errors, where
t = (D − 1)/2. Hence, if a codeword c = (c1, c2, · · · , cN )
is sent to the channel, and the word r = c + e is received
where e = (e1, e2, · · · , eN ) is the error vector, the original
codeword c can be recovered if the Hamming weight of e
is less than or equal to t.

Thus, the AS generates the generation matrix G of
the code to encode the symmetric-key certificate m, as
c = mG. Next, the encoded certificate c is sent to the
MS.

Although it is not clear in [4], it has to be as-
sumed that every step in the set-up phase is performed
in a secure way, by means of any encryption mecha-
nism. Otherwise, the encoded certificate c is made public.

Authentication phase:

When the MS wants to access to the system at session
i, the following steps must be performed, including only
one message between MS and AS.

Step 1. MS−→ AS: c + e(i)

The MS generates the error vector e(i) with Hamming
weight t, using a public algorithm (see Algorithm 1 in
[4]) to transform [i||xi] into a vector of weight t. This
is the way this protocol provides untraceability. Note
that at session j, the error vector will be different.

Step 2. The AS decodes the received word c + e(i) using
the corresponding decoding algorithm, obtaining the
error vector and the symmetric-key certificate m of
the user. AS deciphers m to obtain the identity id
and x0 to verify the token xi in the error vector. In
order to get xi from the error vector another public
algorithm (see Algorithm 2 in [4]) has to be applied.

2.1 Improved Park’s Protocol

Several potential weaknesses described by Park, also in
[4], motivated him to propose the following improvement
affecting only to the authentication phase.

The modification consists mainly to use a cyclic error-
correcting code, instead of a generic linear block code.
Applying the cyclic property of this code, the MS rotates
cyclically his encoded certificate a number ri of times.
The resulting word is also a codeword denoted by c(ri).
Then, the error vector is obtain by Algorithm 1 in [4] from
the concatenation string id||xi||ri.

Hence, the MS sends c(ri) + e(i) to the AS. The AS
decodes the received word, obtaining the error vector e(i),
and by means of Algorithm 2 in [4] obtaining id||xi||ri.
Then, AS inverts the ri times rotation to obtain c. Hence,
AS proceeds as in the original version.

3 Cryptanalysis

In this section, cryptanalysis is applied to the two versions
of Park’s protocol. The first version corresponds to the
original protocol proposed in [4], while the second version
of the protocol corresponds to the improvement also men-
tioned in [4] by Park himself to overcome some potential
weaknesses.

3.1 Cryptanalysis of Park’s Protocol

In [4], Park describes some potential weaknesses of
his protocol, in such a way that he also proposes an
improvement to avoid the attacks [4], Section 4.1. In
this section, the potential weaknesses pointed in [4]
are considered describing situations in which the term
“potential” turns out to be “real” (weaknesses).

Traceability of users:

Park points that if an eavesdropper knows some parame-
ter of the code used in the protocol, such as the minimum
distanceD or the maximum number t of errors to be cor-
rected, then he can attempt to trace a particular user in
the following way.

The eavesdropper observes (c + e) at some session i,
and (c′ + e′) at session j. If these observed values belong
to the same user, then c = c′ and the Hamming weight of
(c + e) + (c′ + e′) is less than 2t + 1, since the Hamming
weight of the error vectors is t.

This potential weakness becomes a real weakness when
a legal user of the system wants to trace another user. In
this case, the eavesdropper is inside the mobile network
and, of course, he knows t. Hence, untraceability of users
cannot be provided.

Applying the same argument, any entity of the system
may trace the users, since it knows D and t.

Known encoded certificate c:

Parks also points in [4] that if an encoded certificate c
is exposed to an eavesdropper, the user owner of c can
always be traced since the Hamming weight of (c′+e′)+c
is less than or equal to t, when c = c′.

As in the previous case, the system knows the encoded
certificate of every user. Hence, the real identity of the
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users could only be hidden from the rest of users but not
from the system.

Actually, it is not clear in [4] how the encoded cer-
tificate c is sent to the user. No encrypted transmission
is described. Anyway, taking into account the one-time
password approach used in this protocol, previous off-line
transaction could be considered to set-up the system.
Otherwise, if an on-line process is used to send in
plaintext the certificate c to the user, everyone will know
the certificate, and user anonymity could not be provided.

Recovering the generator matrix G:

Assuming that no one can read the encoded certificate
c sent to the user, i.e., the encoded certificate are sent
enciphered from the system, and taking into account the
parameters of the error-correcting code proposed by Park
in [4] (N = 255, K = 131, D = 37, t = 18), the generator
matrix could be computed from 131 encoded certificates
at least, if all of them are linearly independent.

It is probable that some of the 131 certificates collected
can be expressed as a combination of the others. Hence,
the attacker may attempt to collect more encoded certifi-
cates, but also may attempt to construct a partial parity-
check matrix H to partially decode the values (c + e).

In a real environment, where the number of users sub-
scribed to the mobile network is very high, it would not
be unreasonable to consider the possibility that a hun-
dred users confabulate to obtained the generator or the
parity-check matrix.

In the case that the encoded certificate was sent in
clear, it is easy to get hundred of them directly from the
radio link.

Anyway, it is important to consider the possibility that
an eavesdropper can recover the matrix G or H . In such
a case, the eavesdropper will have access to the content of
error vectors, and thus to the token xi used to compute
the session key.

3.2 Cryptanalysis of Improved Park’s

Protocol

The previous section shows that the original Park’s proto-
col does not provide anonymity and untraceability. More-
over, in the case that an eavesdropper computes the gener-
ator matrix G, the system turns out to be insecure. In this
section, the improved version of the protocol is analysed,
leading us to define an algorithm to break completely the
security.

As it is described in Section 2.1, the improvement of
Park’s protocol is based on the utilization of a cyclic error-
correcting code, instead of a generic linear code. This
modification tries to avoid the attacks described in the
previous section as Traceability of users and Known en-
coded certificate c. The foundation of this protocol resides
on the cyclic property of this kind of codes. Hence, in-
stead of masking the certificate c with the error vector e,
the encoded certificate is first rotated cyclically ri times
and then masked with the error vector e.

This kind of codes are determined by a generator
polynomial g(x) of degree (N − K), in such a way
that every codeword c = (c1, c2, · · · , cN ) expressed as
polynomial c(x) = c1 + c2x + c3x

2 · · · + cNxN−1 is a
multiple of g(x), where g(x) divides (xN + 1) (cf . [3]).

Recovery of generator polynomial:

Consider that a legal user is the eavesdropper. Hence, he
knows his own encoded certificate c, and the parameters t
and N of the cyclic code. If a BCH or Reed-Solomon code
is used, as it is proposed in [4], then the parameter K is
completely determined by t and N [3]. Thus, the eaves-
dropper may attempt to obtain the generator polynomial
g(x) in the following way.

Step 1. The eavesdropper computes the greatest com-
mon divisor of c(x) and (xN + 1), that is

g′(x) = gcd(c(x), (xN + 1))

Step 2. If the degree of g′(x) is (N − K), then g′(x) is
the generator polynomial.

Step 3. If the degree of g′(x) is greater than (N − K),
then the eavesdropper chooses a factor a(x) of degree
(N − K) dividing g′(x).

Step 4. The eavesdropper computes the syndrome of c+
e for known values of the error vector e, to obtain c.
If the operation success, then a(x) is the generator
polynomial. Otherwise, the user selects a different
factor of g′(x) and applies Step 4 again.

Once the eavesdropper has computed g(x), he can de-
coded every value (c + e). In this way, the real identity
of every user can be obtained, breaking the anonymity
and untraceability. Furthermore, the error vector e is
also obtained by means of syndrome computing, allowing
the attacker to access the parameters i, xi and ri, thus
breaking the security of the system, since the session key
is ki = h1(xi).

In order to improve the efficiency of this cryptanalysis,
a confabulation attack can be considered. That is, if two
or more users share their encoded certificates then the
generator polynomial can be obtained faster. Note that
g(x) divides every codeword.

4 Performance Analysis

Besides the security problem exposed in the previous sec-
tion and the impossibility to provide anonymity and un-
traceability, several aspects have to be discussed regarding
the performance efficiency.

First, the mobile network model considered in [4] hides
important details about the network architecture of this
kind of systems. For example, the AS is present in ev-
ery network, and it is the only entity with the ability to
authenticate legal users, but the MS does not communi-
cate directly with AS. Instead of that, the MS uses the
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radio-link path to communicate with the base station (BS
in GSM or node-B in UMTS). The base station through
the internal fixed network communicates with the visiting
location register (VLR). This entity has the responsibil-
ity to request the authentication information to the AS of
the home network (HN), which the MS has subscribed to.
Hence, in order to preserve the anonymity and confiden-
tiality, some mechanism could be proposed to transfer the
sensitive information from AS to VLR. No matter where
the VLR is, in the home network or in a visiting network,
the VLR always requests this information to the AS.

In this new scenario, two possibilities can be consid-
ered. On one hand, the authentication would be per-
formed in the own AS, and hence every time the MS
wants to access the system the whole path from MS to
AS has to be used. This fact implies a traffic increment,
and of course, is less efficient than the current authentica-
tion protocols in current mobile networks (GSM, UMTS).
Note that in GSM and UMTS, the AS generates authen-
tication information, but the users are authenticated in
the VLR.

On the other hand, if the authentication is performed
in the VLR, as in GSM and UMTS, then the VLR has to
know the secret key kAS in order to verify the identity of
users MS. Hence, the protocol does not work because ev-
ery VLR would have the capability to certify the identity
of subscriber. Moreover, the generation matrix G would
have to be distributed to every VLR, which is neither
efficient nor secure.

5 Conclusions

It has been proved that the Park’s protocol does not pro-
vide anonymity and untraceability, because any legal user
acting as an eavesdropper can easily trace the other users.
Furthermore, the improved version of the protocol does
not provide anonymity and untraceability and is not se-
cure because any legal user or a confabulation of two or
more, can easily compute the generator polynomial of the
error-correcting code, allowing them to obtain the identi-
ties of each user and the session keys to be employed later
in the (un)confidential communications.
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