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Abstract

In 2004, Yoon et al. proposed a user authentication
scheme based on generalized ElGamal signature scheme
using smart cards. In their scheme, the previous session
keys will be compromised if the secret key of the system is
leaked. In this paper, we propose a new scheme which can
offer forward secrecy. Our scheme is also secure against
forgery attack while keeping the merits of the scheme pro-
posed by Yoon et al.
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1 Introduction

With the rapid growth of computer networks, the achieve-
ment of secrecy and authentication has become increas-
ingly important. User authentication can prevent unau-
thorized network access. For this reason, various kinds
of authentication schemes have been developed [2, 8]. In
1981, Lamport [5] proposed a password authentication
scheme for insecure communication. The scheme requires
the remote server to maintain a password table for pur-
pose of verification. In 2000, Hwang and Li [4] proposed
a new scheme using smart cards. The advantage of the
Hwang-Li’s scheme is that it does not need any pass-
word table. Later, Yoon et al. [9] proposed a mutual
authentication scheme based on generalized ElGamal sig-
nature scheme, which is more efficient than Hwang and
Li’s scheme in terms of computation and communication
cost. In addition, the Yoon-Ryu-Yoo’s scheme provides
the function of key exchange.

However, this paper will point out a security leak of
the Yoon-Ryu-Yoo’s scheme. In their authentication pro-
tocol, an intruder is able to reveal previous session keys
by means of the disclosed secret parameters. Then we
will present a forward-secure scheme. Finally, we will an-
alyze the security of our improved scheme and conclude
this paper.

2 Review of the Yoon-Ryu-Yoo’s
Scheme

The Yoon-Ryu-Yoo’s scheme can be divided into three
phase: registration, login and authentication. In addi-
tion, user can change their passwords freely and securely
without the help of a remote system.

Registration: The user U; submits his identifier ID;
and chosen password PW; to the remote system. Then
the remote system performs the following steps:

1) Compute VPW,; = ¢g®+ mod p, where x; is a secret
key hold by the remote system, p is a large prime
number with bit size 1024-2048, ¢ is a prime divisor
of p—1 with bit size 160, and g is an element of order
q in the finite field GF(p) .

2) Compute R; = h(ID;,zs) X; = R; ® h(ID;, PW;),
where @ denotes an exclusive operation, and h(-) is
a secure one-way function. The bit size of the output
of h(-) is |q|.

3) Write ID;,VPW;, R;, X;, h(:),p,q,9 to the memory
of the smart card and issue the card to U;.

Login: If the user U; wants to log in to a remote system,
he must insert his smart card into a card reader and keys
in his identifier ID; and password PW,. Then the smart
card performs the following steps:

1) Generate a random number r € Z;
2) Compute k = (VPW;)" mod pj;

3) Compute t = h(k,T), where T is the current time-
stamp;

Compute V; = X @ h(ID;, PW,);
5) Compute s =r — V;t mod ¢;

6) Sends a message C; = {ID;,t,s,T} to the remote
system.
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Authentication: Upon receiving the authentication re-
quest message C1, the remote system and the smart card
will perform the following steps for mutual authentication
between the user and the remote system.

1) The remote system verifies that ID; is correct. If
not, the login request is rejected;

2) Let T be the time that the system receives C;. The
system compares T and T”. If the difference between
T and T’ is within a valid time interval AT, C; is
considered as a valid message;

3) The system computes V/ = h(ID;, zs);
4) The system computes k' = (gsg”it)ms mod p;

5) The system compares t with h(k’,t). If they are
equal, then the system accepts the login request and
proceeds to the next step, otherwise rejects the login
request;

6) The system acquires the current time-stamp 7" and
computes Cy = h(k',V/,T"). The system sends back
the message {Co, T" to Uy;

7) Upon receiving the message {Co,T", U; verifies
the validity of the time interval between 7" and
the current time-stamp T"”, then computes C) =
h(k,V;, T") and compares C4 with Cy. If they are
equal, the mutual authentication is complete. After
the mutual authentication, k = k’ = ¢g*" mod p is
used as the session key between the user U; and the
remote system.

3 A Security Leak of the Yoon-
Ryu-Yoo’s Scheme

A protocol offers forward secrecy if compromise of a long-
term secret key(s) cannot result in the compromise of past
session keys [1]. In this section, we will point out that the
Yoon-Ryu-Yoo’s scheme is not forward-secure.

Initially, we can assume that an intruder intercepted
a legitimate login request message C1 = {ID;, to, S0, 0}
Then suppose the intruder acquires the long-term secret
parameters s, h(:),g,p and ¢ for some reason. There-
after, the intruder can reveal previous session keys by
means of the intercepted login request messages. At this
point, the intruder can compute V; = h(ID;, z,) and we
know that the following equation holds:

(1)

From Equation 1, the intruder will obtain the correct
value of rq since rq is an element in Z ;. Hence the intruder
can reveal the previous session key kg by computing

so = ro — Vitg mod q.

ko = ¢”*"° mod p.

Now the intruder is able to decrypt data encrypted
with . Consequently, the Yoon-Ryu-Yoo’s scheme violates
the security requirement of forward secrecy.
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4 QOur Scheme

At this point, we will present a remote user authentica-
tion scheme with forward secrecy. Similarly, our scheme
can be divided into three phase: registration, login and
authentication.

Registration: The user U; submits his identifier ID;
and PW; to the remote system, where PW; is the cho-
sen password. Initially, the remote system performs the
following steps:

1) Chooses a secure one-way function h(-),p,q and g,
where p is a large prime number with bit size 1024, ¢
is a prime divisor of p — 1 with bit size 160, and g is
an element of order ¢ in the finite field GF(p). The
bit size of the output of h(-) is |g/;

2) Computes R; = h(ID;||zs), X; = R; ® h(I1D;||PW;),
where || denotes a concatenation operation;

3) Writes ID;, R;, X;,h(:),p,q, g to the memory of the
smart card and issue the card to U;. Note that
h(-),p,q and g are public parameters, while R; and
X, are kept secret.

Login: If the user U; wants to log in to a remote system,
he must insert his smart card into a card reader and keys
in his identifier 1D; and password PW,. Then the smart
card performs the following steps:

1) Generates a random number r € Z;;
2) Computes t = ¢g" mod p;

3) Computes V; = X; @ h(ID;||PW;). Then the smart
card computes W; = h(V;®T), where T is the current
time-stamp;

4) Computes s = h(t||W;);

5) Sends a message Cy = {ID;,t,s,T} to the remote
system.

Authentication: Upon receiving the authentication re-
quest message C7, the remote system and the smart card
will perform the following steps for mutual authentication
between the user and the remote system.

1) The remote system verifies that ID; is correct. If
not, the login request is rejected;

2) Let T be the time that the system receives Cj.
The system compares T and T’. If the difference
betweenT and T” is within a valid time interval AT,
(' is considered as a valid message;

3) The system computes V; = h(ID;||xs) as well as
Wi =h(Vi e T);

4) The system compares h(t||W/) with s. If they are
equal, then the system accepts the login request and
proceeds to the next step, otherwise rejects the login
request;
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5)

6)
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Table 1: Performance comparison of related schemes and our scheme

Juang S.W.Lee et al. | Yoon-Ryu-Yoo Our Scheme
Computation of
Registration phase lhash lhash 1 Exp +2 hash 2hash
Computation of 1 Sym +1 hash
Login phase +1 Exp lhash 1 Exp +2 hash 1 Exp +3 hash
Computation of 5 Sym +3 hash
Authentication phase +3 Exp 3hash 2 Exp +4 hash 3 Exp +7 hash
Computation of
Password change Not Supported | Not Supported 2 hash 2 hash
Communication cost | = 31024 bits | &~ 5 128 bits | = 3% 160 bits | ~ 2 % (1024 + 160) bits

Hash: hashing operations; Exp: exponentiation operations;
Sym: Symmetric encryption or decryption.

The system picks a random number 7 € Z7 and com-
putes the session key k = t™ mod p;

The system acquires the current time-stamp 7" and
computes w = h(V;®T", uw = ¢g" mod p, v = h(ul|w).
The system sends back the message Cy = {u,v,T"}
to Uy;

Upon receiving the message {u,v, 7"}, the smart
card verifies the validity of the time interval between
T" and the current time-stamp 7", then computes
w' = h(V;@®T"). If v = h(u||W’), the mutual authen-
tication is complete. Then k& = ¢™" mod p is used as
the session key between the user U; and the remote
system.

Our scheme also enables user to change their password
freely and securely. In fact, our strategy is similar to the
method described in [9].

Password change: If the user U; wants to change his
password from PW; to PW; , he should insert his smart
card into a card reader and keys in his identifier I D; and
password PW;. Then the smart card performs the follow-
ing steps:

1)

2)
3)

5

Computes V; = X; @ h(ID;||PW;) and compares V;
with R;. If they are equal, then the smart card pro-
ceeds to the next step, otherwise rejects the password
change request;

The user U; keys in a new password PW/;

The smart card computes X! = V; & h(ID;||PW))
and stores X/ in place of X;.

Security Analysis

function. The secret R; = h(ID;||xs) s stored in the
smart card. A legal user must keys in his correct
password in order that the correct value of R; can
be computed by the smart card for the purpose of
authentication.

It is impossible for an adversary to forge a valid login
request message C; = {ID;,t,5, T}, where T is the
current time-stamp chosen by the intruder. The in-
truder must obtain the correct value of W = h(V;&T)
to pass the remote system verification. However,
there is no way for the intruder to compute W; with-
out the knowledge of the secret parameters R; or x;.
Similarly, a masqueraded server must obtain the cor-
rect w’ = h(V;®T") to construct a valid message Cs.
Obviously, it is equivalent to obtaining the secret pa-
rameters R; or xy.

The time-stamp 7' and T" can be used to verify the
validity of messages. Hence the replay attack is pre-
vented.

Assume that the secret key xz; is disclosed to the in-
truder for some reason, e.g., stolen by the intruder.
Based on the difficulty of solving DH problem [3], it is
computationally infeasible for the intruder to derive
the exchanged session key k& = ¢ mod p from the
given (g,g", g"). Consequently, the proposed scheme
is forward-secure.

During the phase of changing password, the smart
card will verify the correctness of the previous pass-
word by comparing V; with stored R;. Even if
the smart card is stolen, unauthorized users cannot
change the password associated with the smart card.

6 Performance Analysis

In this section, the security of the proposed scheme is

analyzed as follows:

In this section, we evaluate the performance of the
proposed scheme and the related schemes proposed in
1) The secure one-way function h(-) protects x4 since [6, 7, 9]. We assume p with bit size 1024 and ¢ with

it is computationally infeasible to invert a one-way bit size 160 in order to make the DH problem infeasible
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to solve. The block size of a secure symmetric cryptosys-
tem should be 128 bits. The output of a secure one-way
function is assumed to be 128 bits. To provide forward-
secrecy, the DH key exchange algorithm must be used in
the scheme proposed in [7] such that both the compu-
tational cost and the communicational cost will increase
considerably. The result is stated in Table 1.

In spite of its efficiency, the scheme in [6] does not
provide the functionality of session key agreement. The
problem of changing password is not considered in [7] and
the performance of it has no advantage over other schemes
in order to provide forward secrecy. Although the Yoon-
Ryu-Yoo’s scheme is more efficient than our scheme, our
scheme can offer forward secrecy. Hence our scheme is
acceptable under the situation that compromise of a long-
term secret key(s) should not result in the compromise of
the past session keys.

7 Conclusion

In this paper, we point out a security leak of the Yoon-
Ryu-Yoo’s password authentication scheme with smart
card and propose a new scheme to offer forward secrecy.
The proposed scheme can withstand the forgery attack
while keeping the merit of the Yoon-Ryu-Yoo’s scheme,
e.g., mutual authentication, key agreement as well as en-
abling legal users to update their passwords freely and
securely without the help of remote system.
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