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Abstract

Recently, Yeh et al. proposed an improved password au-
thenticated key exchange scheme (YSYCT scheme) which
is secure against undetectable on-line password guess-
ing attacks and provides the explicit key authentication.
In this article, readers can understand that the YSYCT
scheme still is insecure and the user’s password can be ex-
posed by man-in-the-middle attack. Besides, an improved
protocol is proposed to avoid this attack.
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1 Introduction

The symmetric encryption is the best choice to im-
prove the efficiency of encryption because of its encrypt-
ing/decrypting speed, but the key distribution and key
management in the symmetric encryption are the prob-
lems. In 1976, Diffie and Hellman proposed a key ex-
change scheme allowing two participants to establish a
shared secret key over an insecure network [4]. This
scheme offered a way to solve the problems. However, the
scheme was vulnerable to the man-in-the-middle attack
because of the lack of the participants’ authentication.

After Bellovin-Merritt proposed password-based key
exchange scheme in 1992 [2], the password authenticated
key exchange (PAKE) techniques are widely discussed
[3, 5, 8, 10, 11]. Luck proposed an open key exchange
scheme based on RSA cryptography in 1997 [6], but his
scheme was insecure against e-residue attack. Later,
MacKenzie et al. improved the drawback with large prime
[7]. However, it resulted in a heavy computation, so Zhu
et al. proposed a password-based authenticated key ex-
change protocol based on RSA scheme for imbalanced
wireless network [11]. Later, Yeh et al. found Zhu’s
scheme was insecure against undetectable on-line pass-
word guessing attacks and did not provide the explicit
key authentication which could guarantee the exchanged
key being computed by both participants. Therefore, they

proposed an improved scheme to solve the problems [10].
However, their scheme is insecure against off-line pass-
word guessing attack which was discussed in paper [3] and
[8]. In this article, we shows that their scheme is still inse-
cure against man-in-the-middle attack, and an improved
scheme is proposed.

The organization of the remainder of this paper is de-
scribed as follows. The brief review of the YSYCT proto-
col and the weakness of the scheme are stated in Section 2.
In Section 3, an improved scheme was proposed to keep
the attack off. In Section 4, the discussions of security
and efficiency improvement are given. The last section is
the conclusion.

2 The Weakness of YSYCT

Scheme

In this section, the YSYCT scheme is first reviewed [10]
and the weakness of their scheme is shown next. Some
notations used throughout this article are shown in Ta-
ble 1.

2.1 The YSYCT Scheme

The YSYCT protocol is shown in Figure 1 and the steps
of the protocol are briefly described as follows:

Step 0: Both A and B share a password pw.

Step1: After A generates a RSA public key pair and se-
lects a random number rA, A sends (n, e, rA) to B.

Step 2: B checks the validity of the public key by us-
ing an interactive protocol through sending out N

messages and verifying the return results. If any re-
turn message is invalid, B rejects the connection.
Otherwise, B selects a number sB and computes
π = Epw(IDA, IDB, rA, sB). Then, B sends z =
πe mod n to A.
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Table 1: Notations to be used throughout in this article

A a server
B a low power client
IDA and IDB the identities of A and B, respectively
pw a password shared between A and B

(n, e) a RSA public key
mi the ith testing message for interactive protocol
N the total number of testing messages for interactive protocol
EK , DK the symmetric encryption and decryption algorithms

defined by a symmetric key K

H, G1, G2, h the distinct hash functions

Server A
(pw)

Client B
(pw)

1. rA n, e, rA - 2. {mi ∈R Zn}1≤i≤N

{me
i mod n}1≤i≤N

�

{H(m′
i) mod n}1≤i≤N

- 2′. H(m′
i)

?
≡ H(mi), 1 ≤ i ≤ N

sB ∈R Zn

π =Epw(IDA, IDB, rA, sB)
z = πe mod nz

�

3. π = zd mod n

Dpw(π) => (IDA, IDB, rA, sB)
cB = G1(sB)
σ = G2(rA, cB, IDA, IDB)

Eσ(IDB)
- 4. c′B = G1(sB)

σ′ = G2(rA, c′B, IDA, IDB)
check Dσ′(Eσ(IDB)) ?

= IDBh(σ′)
�5. h(σ′) ?

= h(σ)

Figure 1: The YSYCT protocol

Step 3: A decrypts z to obtain π and then computes the
value of sB by decrypting π. Next, A computes its
session key contribution cB = G1(sB) and the session
key σ = G2(rA, cB, IDA, IDB) afterward. Then, A

sends the cipher Eσ(IDB) to B.

Step 4: After computing c′B = G1(sB) and the ses-
sion key σ′ = G2(rA, c′B, IDA, IDB), B decrypts the
Eσ(IDB) by key σ′ and checks if it contains B’s iden-
tity IDB. B rejects the connection if it is false. Oth-
erwise, B sends h(σ′) to A.

Step 5: A accepts the connection only if the h(σ) com-
puted by A is identical to the incoming data h(σ′).

2.2 The Man-in-the-middle Attack of

YSYCT Scheme

Assuming an attacker C can not only listen the commu-
nication between server A and client B, but also delete
the message or modify the message transmitted between

A and B. C can imitate A or B to send out message.
Herein, the attacker C finds out the common password
shared between A and B was described.

Step 0: A password pw is shared between A and B but
the attacker C does not have any knowledge about
it.

Step 1: Attacker C intercepts the RSA public key (n, e)
and random number rA from the message which is
sent from A to B. In the meanwhile, C generates a
new RSA public key (n′, e′) and delivers them with
the number rA to B.

Step 2: B begins to execute the interactive protocol with
sending out the first message m1 encrypted by key
(n′, e′) to check the validity of the keys of RSA. At-
tacker C intercepts the message {me′

1 mod n′} and
decrypts the message to obtain m1. Next, C en-
crypts m1 by key (n, e) before sending the cipher
to A. In the meanwhile, A does not detect the
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message was falsified by C so A will send out the
corresponding hashed message H(m1) to C. Fi-
nally, C passes H(m1) to B directly for finishing the
first round. After performing the interactive proto-
col with message mi where i = 1 to N , B selects
a number sB and computes z = πe′

mod n′ where
π = Epw(IDA, IDB, rA, sB). Then, B sends z to C.

Step 3: C obtains π from the equation zd′

mod n′ and
then sends z′ = πe mod n to A. Server A executes
the same procedures as Step 3 of Yeh et al.’s scheme.
After receiving the message Eσ(IDB), attacker C can
proceed the password guessing as follows.

1) Pick up a password pw′ from the password pool.

2) Compute Dpw′(π) to obtain s′B.

3) Compute the key σ′′ = G2(rA, c′B, IDA, IDB)
where c′B = G1(s

′
B)

4) Execute the equation Dσ′′ (Eσ(IDB)) to obtain
a value ID′

B.

5) If ID′
B equals to the B’s identity IDB, the pw′ is

the common password shared between A and B.
Otherwise, C picks up another password from
the password pool and repeats above steps till
finding out the password.

Because the password is memorial and limited in a
small character pool, attacker C can figure out the
correct one off-line easily.

Step 4: To prevent A and B from recognizing the exis-
tence of C, C passes the message Eσ(IDB)) to B and
then passes the h(σ′) to A to finish the protocol.

In this main-in-the-middle attack, attacker C imitates
two roles: one is the server A during communicating with
client B and the other is the client B during communi-
cating with server A so that server A and client B do not
recognize the attacker existed. Also, attacker C can ob-
tain the password shared between A and B easily because
the password pool is too small for modern technology.

2.3 The Off-line Guessing Attack of

YSYCT Scheme

[3, 8] indicated that attacker C could pose as server A and
find out the common password of the server A and client
B. The details are described in the following statements.

Step 0: A password pw is shared between A and B but
the attacker C does not have any knowledge about
it.

Step 1: C generates a RSA public key pair (n′, e′) and
selects a random number r′A. Then, C sends n′, e′, r′A
to B.

Step 2: B performs an interactive protocol to check the
validity of the keys of RSA. B rejects the connection

if any message is incorrect. Otherwise, B selects a
number sB and then computes z = πe′

mod n′ where
π = Epw(IDA, IDB, r′A, sB). Next, B sends z to C.

Step 3: C computes the corresponding π with zd′

mod n′

and obtains the values of (ID′
A, ID′

B, r′′A, s′B) by de-
crypting π with a guessing password pw′. If the
ID′

A = IDA, ID′
B = IDB and r′′A = r′A, C dis-

covers the correct password of client B. Otherwise,
C continuously finds B’s password off-line by choos-
ing another password from the password pool and
decrypts π to verify content again until C finds out
the correct password.

In this case, attacker C poses as the server A and ob-
tains the common password shared between server A and
client B off-line. However, attacker C does not finish the
protocol, so the client B could possibly figure out some-
thing wrong unless C sends Eσ(IDB) to B.

3 The Improved Scheme

In this section, an improved scheme is proposed in or-
der to avoid the man-in-the-middle attack. The proposed
protocol is illustrated in Figure 2 and the steps are stated
in the following.

Step 0: Both A and B share a common password pw.

Step 1: A sends a public key (n, e) and rA

⊕
pw to B

where rA is a random number chosen by A.

Step 2: B uses the interactive protocol to check the va-
lidity of the keys of RSA. Next, B selects a num-
ber sB and computes π = IDA||IDB||Epw(rA

⊕
sB),

and then sends z = πe mod n to A.

Step 3: First, A obtains the value of Epw(rA

⊕
sB) from

π where π = zd mod n, and then computes the equa-
tion Dpw(Epw(rA

⊕
sB))

⊕
rA to obtain the value

of sB. Next, A computes its session key contribu-
tion cB = G1(sB) and then the session key σ =
G2(rA, cB, IDA, IDB). Then, A sends out the cipher
Eσ(IDB) to B.

Step 4: In the mean while, B computes c′B = G1(sB)
and the session key σ′ = G2(rA, c′B, IDA, IDB).
When receiving the cipher Eσ(IDB), B decrypts the
cipher with Dσ′(Eσ(IDB)) and checks if it contains
B’s own identity IDB. B rejects the connection if it
is false. Otherwise, B sends h(σ′) to A.

Step 5: A computes the h(σ) and accepts the connection
only if the result is identical to the incoming data
h(σ′). Otherwise, A terminates the protocol with
failure.

In this improvement, attacker C cannot intercept the
message and modify it because C cannot figure out the rA

and sB through the message flow. Therefore, C cannot
execute the man-in-the-middle attack.
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Server A
(pw)

Client B
(pw)

1. rA n, e, rA

⊕
pw

-

2. Check public keyInteractive Protocol
� -

2′. sB ∈R Zn

π = IDA||IDB||Epw(rA

⊕
sB)

z = πe mod n
z

�

3. π = zd mod n => Epw(rA

⊕
sB)

sB = Dpw(Epw(rA

⊕
sB))

⊕
rA

cB = G1(sB)
σ = G2(rA, cB, IDA, IDB)

Eσ(IDB)
- 4. c′B = G1(sB)

σ′ = G2(rA, c′B, IDA, IDB)
check Dσ′(Eσ(IDB)) ?

=
IDBh(σ′)

�5. h(σ′) ?
=

h(σ)

Figure 2: The improved protocol

4 Discussions

In this section, the improvement of the proposed scheme
in security and efficiency is discussed.

Man-in-the-middle attack prevention
The flaw of YSYCT scheme in the man-in-the-middle at-
tack is that the random number rA is not protected well,
so an attacker can derive the sB from the π by this plain
rA. In the improved scheme, when the attacker C in-
tercepts (n, e, rA

⊕
pw) that A wants to send to B, C

cannot obtain rA due to lack of real password. Therefore,
C only can pass rA

⊕
pw and along with the fake public

key (n′, e′) to B. When receiving z from B, C can de-
crypt z to obtain π but C still cannot have the value of
rA and sB. Even after receiving the Eσ(IDB) from A, C

still cannot obtain the value of rA and sB. Because there
are two unknown numbers rA and sB inside the variable
π, the attacker cannot obtain correct sB for computing
key σ.

Impersonation attack prevention
When the attacker C impersonates the server A to send
out the message rA

⊕
pw′, the client B will have different

value of rA which is not the same as A chosen. Therefore,
after receiving the message z sent from B, C still have a
problem to derive sB from the data π because C does not
know the pw. Therefore, the attack can be avoided.

When the attacker C impersonates the client B, C will
have a different value of rA due to lack of the real password
pw. The server A cannot obtain the sB chosen by C from
Epw′((rA

⊕
pw)

⊕
pw′

⊕
sB). Therefore, C only receives

an unexpect data Eσ(IDB). If C guesses the password
by interactive communication, A can detect it easily.

In fact, the impersonation attack could be possibly suc-

cessful because the password pool is too small to prevent
attacker’s guessing and the probability of correct choos-
ing is greatly increase. In the PAKE-liked schemes, the
common password is the only information shared between
the server and client. To authenticate each other within
this information is very difficult because they should ex-
change some information relative to the original sending
data which should include the common password for au-
thentication. Therefore, this kind of schemes is insecure
against the exhaustive password guessing attack and re-
sults in the password exposed. The best idea is to sepa-
rate the scheme into two parts: authentication protocol
and key exchange protocol. If an authentication proto-
col is executed before processing key exchange protocol,
the security of the PAKE-liked scheme will be highly im-
proved. For example, running the PAKE-liked scheme
under the public key infrastructure (PKI) system. The
trusted third party publishes the public keys of involvers
so that both server and client can authenticate each other.
Thus, the interactive protocol can be ignored for reducing
communication cost and the impersonation attack can-
not be happened. Therefore, the proposed scheme can
resist against the impersonation attack only if participa-
tors already authenticate each other before the scheme is
executed.

Length of IDB

For security reason, the length of IDB should be greater
than the length of password, such as 20 bytes or more be-
cause Bao had proposed a paper [1] to analyze the security
of Zhu et al.’s scheme. In the paper, attacker C imper-
sonates server A and uses the interactive way to guess the
password. It could be successful if the length of password
is too short. The YSYCT scheme is also based on Zhu
et al.’s scheme, so the attack could also be successful. To
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prevent probability attacks, the length of the IDB should
be large enough.

Interactive Protocol Improvement
The Interactive Protocol was proposed by Bellovin and
Merritt for preventing e-residue attacks [2]. In 2003,
Wong et al. proposed two efficient methods for an im-
balanced wireless network [9]. Two methods they used
were to reduce the frequency of transmission: only one
time transmission from server to client for efficiency rea-
sons and only one time transmission from client to server
for battery power saving. Their methods still can apply
in the proposed scheme for improving the efficiency.

5 Conclusion

Yeh et al. proposed a new password authenticated key
exchange scheme for providing the explicit key authenti-
cation which actually guarantees the exchanged key being
computed by both parties. Nevertheless, their scheme is
still vulnerable. The way of an attacker intercepts the
message to play man-in-the-middle attack and discloses
the client’s password off-line are described in this article.
An improved scheme was proposed to resist the man-in-
the-middle attack. Besides, the security and efficiency
of the improved scheme were discussed. Furthermore, if
the participators can make sure who is communication
with, the proposed scheme can resist against the pass-
word guessing attack.
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