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Abstract

This paper will show that Hsu and Wu’s efficient nonre-
pudiable threshold proxy signature scheme with known
signers and Yang, Tzeng and Hwang’s efficient nonrepu-
diable threshold proxy signature scheme with known sign-
ers are insecure. The malicious original signer can forge a
valid threshold proxy signature for any message and any
warrant after getting a valid proxy signature. In addition,
since Yang et al.’s scheme is more efficient than Hsu and
Wu’s scheme in terms of computational complexities and
communication costs, this paper only presents a simple
countermeasure to improve Yang et al.’s scheme.

Keywords: Cryptography, digital signature, forgery at-
tack, proxy signature, threshold proxy signature

1 Introduction

The concept of proxy signature was first proposed by
Mambo et al. [5] in 1996. A proxy signature scheme
allows a signer to delegate the signing capability to a des-
ignated person, called the proxy signer, the proxy signer
can generate proxy signature of a message on behalf of
the original signer. In 1997, Kim et al. [4] and Zhang [8]
proposed a new concept of proxy signature, called (t, n)
threshold proxy signature. A (t, n) threshold proxy sig-
nature scheme, which is a variant of the proxy signature
scheme, the proxy signature key is shared among a group
of n proxy signers delegated by the original signer. Any
t or more proxy signers can cooperatively sign messages
on behalf of the original signer, but t − 1 or fewer proxy
signers cannot.

In some applications, it is important that the threshold
proxy signature scheme has the nonrepudiable property,

which the verifier is able to identify the actual signer in
the proxy group. In 1999, Sun [6] pointed out the dis-
advantage of Kim et al.’s scheme [4] that the verifier of
the proxy signature cannot authenticate the group key
generated by the legal proxy group. Furthermore, based
on the scheme of Kim et al., Sun proposed a nonrepudi-
able threshold proxy signature scheme with known sign-
ers to eliminate the disadvantage of [4]. Hwang et al.
[3] and Hsu et al. [1] pointed out that Sun’s scheme
cannot resist the conspiracy attack, and they proposed
a new scheme that can withstand the conspiracy attack,
and that is more efficient than Sun’s scheme, respectively.
Recently, Hsu and Wu [2] presented a collusion attack to
show that Hwang et al.’s scheme [3] was still vulnerable
to the conspiracy attack, and proposed an improvement
scheme not only to eliminate the security leaks but also
to be more efficient than Hwang et al.’s scheme in terms
of computational complexities and communication costs.
On the other hand, Yang et al. [7] proposed an improve-
ment of Hsu et al.’s scheme in terms of computational
complexities and communication costs.

In this paper, we will show that Hsu and Wu’s ef-
ficient nonrepudiable threshold proxy signature scheme
with known signers and Yang et al.’s efficient nonrepudi-
able threshold proxy signature scheme with known sign-
ers are insecure. The malicious original signer can forge a
valid threshold proxy signature for any message and any
warrant with knowing a previously valid threshold proxy
signature. Furthermore, in terms of computational com-
plexities and communication costs, Yang et al.’s scheme
is more efficient than Hsu and Wu’s scheme, we present a
simple countermeasure to improve Yang et al.’s scheme.
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2 Brief Review of Hsu and Wu’s

Scheme

There exists a system authority (SA) to initialize the sys-
tem and manage the public directory. Let p be a large
prime, q a prime divisor of p − 1; g a generator of a
multiplicative subgroup of Zp with order q; h(·) a one-
way hash function; mw is a warrant which records the
identity of the original signer and proxy signers of the
proxy group, the parameters t and n, and the valid dele-
gation time, etc; ASID denotes the identities of the ac-
tual signers. Each user Pi owns private key xi ∈ Z∗

q and
a public key yi = gxi mod p, which is certified by the
certificate authority (CA). Let P0 be the original signer
and G = {P1, P2, . . . , Pn} be the proxy group of n proxy
signers. Hsu and Wu’s scheme can be divided into four
stages: secret share generation stage, proxy share gener-
ation stage, proxy signature generation stage and proxy
signature verification stage.

2.1 Secret Share Generation

Each Pi ∈ G randomly generates a secret polynomial
fi(v) of degree t − 1, which fi(v) =

∑t−1
l=1 ailv

l + (xi) +
ai0(modq), where ail ∈ Zq are random numbers and
publishes Ail = gail mod p for l = 0, 1, 2, . . . , t − 1.
Then, Pi computes and transmits fi(vj) to other proxy
signer Pj via a secure channel for i 6= j, and Pj can
verify the validity of fi(vj) by checking the equality

gfi(vj) = yi

∏t−1
l=0 A

vl
j

il (mod p). If all fj(vi) are vilified,
Pi computes the public information Al =

∏n
i=1 Ail mod p

for l = 0, 1, 2, . . . , t − 1, and his secret share γi =∑n

l=1 fl(vi) mod q.

2.2 Proxy Share Generation

The original signer chooses a random integer k ∈ Z∗
q , com-

putes K = gk mod p and σ = x0h(mw, K) + k(mod q).
Then, he shares a proxy key σ in a (t, n) threshold scheme
to the proxy group G, P0 generates a secret (t − 1)-
degree polynomial f0(v), and computes σi = f0(vi) =

σ+
∑t−1

j=1 bjv
j
i ( mod q), where bjare random numbers. Fi-

nally, the original signer sends σi to each Pi via a se-
cure channel, broadcasts (mw, K) to G and publishes
Bj = gbj mod p(j = 1, 2, . . . , t − 1).

After receiving σi, each Pi ∈ G checks whether the

equation gσi = y
h(mw,K)
0 K

∏t−1
j=1 B

v
j

i

j mod p holds or not.
If the equation holds, each Pi computes his proxy share
σ′

i = σi + γih(mw, K) mod q.

2.3 Proxy Signature Generation

Let D = {P1, P2, . . . , Pt} be t proxy signers who want to
cooperatively sign a message m on behalf of the original
signer, they perform the following steps:

1) Each Pi ∈ D chooses a random integer ki ∈ Z∗
q ,

computes ri = gki mod p, and sends ri to all signers
in D.

2) Each Pi ∈ D computes R =
∏t

j=1 rj mod p, and

si = kiR + (Liσ
′
i + xi)h(A0, R, ASID, m)(mod q)

where Li =
∏t

j=1,j 6=i(−vj)(vi−vj)
−1. Then he sends

his individual proxy signature (ri, si) to the desig-
nated clerk.

3) On receiving all (ri, si), the clerk can verify the va-
lidity by checking:

gsi = rR
i (((T ))h(mw,K)K(

t−1∏

j=1

B
v

j

i

j ))Liyi)
X mod p

T = y0YGA0(

t−1∏

j=1

A
v

j

i

j )

X = h(A0, R, ASID, m).

If above equation holds, he computes S =∑t
i=1 si mod q, the proxy signature on m is

(R, S, K, A0, mw, ASID).

2.4 Proxy Signature Verification

On receiving the proxy signature (R, S, K, A0, mw, ASID

) of m, the verifier can identify the original signer and
the proxy group from the mw. Then he knows the actual
signers from ASID and obtains the necessary public keys
from CA. The verifier can validate the proxy signature by
checking:

gS = RR((y0YGA0)
h(mw ,K)K(

t∏

i=1

yi)
h(A0,R,ASID,m) mod p

If it holds, the proxy signature (R, S, K, A0, mw, ASID

) of m is valid.

3 Brief Review of Yang et al.’s

Scheme

The system parameters are the same as those of Hsu and
Wu’s scheme. Yang et al.’s scheme can be divided into
three stages: proxy share generation stage, proxy sig-
nature generation stage and proxy signature verification
stage.

3.1 Proxy Share Generation

The original signer chooses a random number k ∈ Z∗
q ,

computes K = gk mod p and σ = x0h(mw, K)+k mod q.
Then, he sends (σ, mw, K) to each Pi in G.

After receiving (σ, mw, K), each Pi ∈ G checks whether

the equation gσ = y
h(mw,K)
0 K mod p holds or not. If the

equation holds, each Pi obtains his proxy share σ.
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3.2 Proxy Signature Generation

Let D = {P1, P2, . . . , Pt} be t proxy signers who want
to cooperatively sign a message on behalf of the original
signer, they perform the following steps:

1) Each Pi ∈ D chooses a random number ki ∈ Z∗
q ,

computes ri = gki mod p, and sends ri to all signers
in D.

2) Each Pi ∈ D computes R =
∏t

j=1 rj mod p, and

si = kiR + (t−1σ + xi)h(R, ASID, m)(mod q).

Then he sends his individual proxy signature (ri, si)
to the designated clerk.

3) On receiving all (ri, si) , the clerk can verify the va-
lidity by the equation:

gsi = rR
i ((Ky

h(mw,K)
0 )t−1

yi)
h(R,ASID,m) mod p.

If above equation holds, he/she computes S =∑t

i=1 si mod q, the proxy signature of m is
(R, S, K, mw, ASID).

3.3 Proxy Signature Verification

According to mw and ASID, the verifier gets the public
keys of the original and the proxy signers from CA and
knows who are the original and the actual proxy signers.

The verifier checks the validity of the proxy signature
through the following equation:

gS = RR(Ky
h(mw,K)
0

t∏

i=1

yi)
h(R,ASID,m) mod p.

4 Cryptanalysis of Hsu and Wu’s

Scheme

In this section, we will show that Hsu and Wu’s scheme
is insecure. The malicious original signer can forge a
valid threshold proxy signature for any message and any
warrant with knowing a previously valid threshold proxy
signature. Assume that the threshold proxy signature
(R, S, K, A0, mw, ASID) of message m is a valid proxy
signature, the malicious original signer can forge a valid
threshold proxy signature for any message m′ as follows:

1) Compute A′
0 = Y −1

G gα mod p, for ∀α ∈ Zq.

2) Compute d = (h(A′
0, R, ASID, m′))−1h(A0, R,

ASID, m) mod q.

3) Compute K ′ = (YGA0)
dh(mw,K)Kd(

∏t
i=1 yi)

d−1 mod
p.

4) For ∀m′
w, compute

S′ = S − x0h(mw, K)h(A0, R, ASID, m) + (x0 +

α)h(m′
w, K ′)h(A′

0, R, ASID, m′) mod q.

The following shows that the threshold proxy signature
(R, S′, K ′, A′

0, m
′
w, ASID) for message m′ is valid.

g
S′

= g
S
g
−x0H1H2g

(x0+α)H3H4

= R
R((y0YGA0)

H1K(

t∏

i=1

yi))
H2
× y

−H1H2

0 (y0g
α)H3H4

= R
R(YGA0)

H1K(

t∏

i=1

yi))
dH4

× (y0YGA
′

0)
H3H4

= R
R(K′

t∏

i=1

yi)
H4(y0YGA

′

0)
H3H4

= R
R((y0YGA

′

0)
H3K

′(

t∏

i=1

yi))
H4 mod p

H1 = h(mw, K)

H2 = h(A0, R, ASID,m)

H3 = h(m′

w, K
′)

H4 = h(A′

0, R, ASID,m
′)

Therefore, the Hsu and Wu’s scheme is insecure.

5 Cryptanalysis of Yang et al.’s

Scheme

In this section, an attack will be proposed on Yang et
al.’s scheme. The malicious original signer can forge a
valid threshold proxy signature for any message and any
warrant with knowing a previously valid threshold proxy
signature. Assume that the threshold proxy signature
(R, S, K, mw, ASID) of message m is a valid proxy signa-
ture, the malicious original signer can forge a valid thresh-
old proxy signature (R, S′, K ′, m′

w, ASID) for any mes-
sage m′ as follows:

1) Compute d = (h(R, ASID, m′))−1h(R, ASID, m) mod
q.

2) Compute K ′ = y
dh(mw,K)
0 Kd(

∏t

i=1 yi)
d−1 mod p.

3) For ∀m′
w, compute S′ = S+x0h(m′

w, K ′)h(R, ASID,

m′) mod q.

The following shows that the threshold proxy signature
(R, S′, K ′, m′

w, ASID) for message m′ is valid.

RR(yH3

0 K ′

t∏

i=1

yi)
H4

= RRgx0H3H4((ydH1

0 Kd(

t∏

i=1

yi)
d−1)

t∏

i=1

yi)
H4

= gx0H3H4(RR(yH1

0 K(
t∏

i=1

yi))
dH4)

= gx0H3H4(RR(yH1

0 K(

t∏

i=1

yi))
H2)

= gx0H3H4gS = gS′

(mod p).
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H1 = h(mw, K)

H2 = h(R, ASID, m)

H3 = h(m′
w, K ′)

H4 = h(R, ASID, m′)

In the verification stage, any verifier can verify the
validity of the proxy signature and ASID records the
identities as actual signers of the proxy group. In fact,
P1, P2, . . . , Pt have never signed the message m′, but they
cannot deny.

Therefore, Yang et al.’s scheme is insecure.

6 Improvement of Yang et al.’s

Scheme

In this section, we only modify the Yang et al.’s scheme to
remedy the weakness as described in Section 5. The rea-
son is that the Yang et al.’s scheme is more efficient than
Hsu and Wu’s scheme in terms of computational complex-
ities and communication costs, the reader is encouraged
to refer to [2] and [7].

The improvement threshold proxy signature scheme is
similar to that of Yang et al.’s scheme, we only describe
the differences below.

In the system initialization phase, when each user’s
public key is certified by CA, the registering user must
perform a challenge-response protocol or zero-knowledge
protocol to convince CA that he knows the private key
corresponding to his public key.

In the proxy signature generation stage, we replace
each Pi’s proxy signature si with

si = kiR + (t−1σ + xi)h(R, K, ASID, mw, m)(mod q),

The verification equation is:

gsi = rR
i ((Ky

h(mw,K)
0 )t−1

yi)
h(R,K,ASID,mw,m) mod p.

Therefore, the threshold proxy signature of m is
(R, S, K, mw, ASID).

In the proxy signature verification stage, according to
mw and ASID, the verifier gets the public keys of the
original and the proxy signers from CA. Then he checks
the validity of the proxy signature through the following
equation:

gS = RR((Ky
h(mw,K)
0 )

t∏

i=1

yi)
h(R,K,ASID,mw,m) mod p.

7 Security Discussion

The security analysis of the proposed improvement is sim-
ilar to that of Yang et al.’s scheme based on the well-
known one-way hash function and the discrete logarithm
problem cryptographic assumptions. In this subsection,
we only discuss the pointed out weaknesses against the
proposed improvement.

If the malicious original signer wants to find
(S′, K ′, m′

w) to forge a valid threshold proxy signature
for the chosen message without knowing the secret key
xi(i = 1, 2, . . . , t), such that

g
S′

= (R)R(K′(y0)
h(m′

w ,K′)

t∏

i=1

yi)
h(R,K′,ASID,m′

w,m′) mod p.

Because the parameters (R, ASID, K ′, m′
w, m′) are

protected by hush function, he must fix (R, ASID, K ′,

m′
w, m′), and compute

d = (h(R, K ′, ASID, m′
w, m′))−1

h(R, K, ASID, mw, m) mod q.

However, the malicious original signer cannot obtain
x, such as gx = (

∏t

i=1 yi)
d−1 mod p, unless he can solve

discrete logarithm problem.
That is, our improvement scheme can against the pro-

posed attack.

8 Conclusions

In this paper, we demonstrate forgery attack to show that
Hsu and Wu’s scheme and Yang et al.’s scheme are inse-
cure. It is noted that Yang et al.’s scheme is more efficient
than Hsu and Wu’s scheme in terms of computational
complexities and communication costs. We present an
improvement scheme of Yang et al.’s scheme.
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