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Abstract

Image distortion and poor transmission security are the
key problems restricting the reversible image information
hiding technique. The existing image enhancement algo-
rithms do not consider the restoration problem, failing to
obtain the original image after obtaining secret informa-
tion, and the object of study is usually the gray image
in the medical field. This study proposes an adaptive
image enhancement algorithm based on gray-level images
and constructs a reversible information-hiding algorithm
based on a constant tone plane. In addition, a new re-
versible information-hiding algorithm based on MSB pre-
diction and error embedding is proposed to enhance the
security of image transmission. Compared with the tra-
ditional algorithms, the gray image and color image en-
hancement algorithms proposed in this study improve the
image quality by 8% and 15%, respectively. The change
rate of image pixels encrypted by the cloud security trans-
mission algorithm is more than 99%. The proposed image
enhancement and encryption algorithm can significantly
improve image quality, providing a development platform
for applying reversible information-hiding technology in
images.

Keywords: Cloud Secure Transmission; Error Location;
Gray Level Histogram; Image Enhancement; Reversible
Information Hiding Technology

1 Introduction

Nowadays, Reversible Data Hiding (RDH) was born. This
technique can add secret message into various types of
data carriers, which can completely extract secret infor-
mation [18]. The combination of RDH and image en-
hancement technology has become a hot research direc-
tion recently. RDH technology has practical value, so it
is required to study key RDH technologies for image en-
hancement and cloud secure transmission [8]. Scholars
focus on the study of grayscale images in the medical and

military fields. However, existing algorithms still have
the problem of weak contrast of gray image, and there
are few researches on algorithms based on color image
enhancement and data encryption [12]. Therefore, three
innovations are made in this research: first, an adaptive
enhancement algorithm based on gray image is presented;
secondly, the image enhancement and encryption algo-
rithms of color images are studied, and the RDH algo-
rithm of color image contrast enhancement with constant
tone plane is proposed.

Thirdly, to ensure the security of image transmission
during cloud transmission, a new encryption image RDH
algorithm is proposed. In response to the problem that
existing algorithms cannot simultaneously achieve high
embedding capacity and good reconstructed image qual-
ity, this paper proposes a reversible information hiding
algorithm for encrypted images based on the most sig-
nificant bit prediction and error embedding. On the one
hand, the innovation of the research takes into account
all types of prediction errors and can correctly recover all
pixels with prediction errors; On the other hand, the algo-
rithm in this paper uses error blocks to mark the location
of prediction errors, and uses message blocks to embed
secret information.

The contribution of this study is to provide reference
for the fusion of reversible information hiding algorithms
and image enhancement algorithms, while also exploring
research on color images. This research mainly analyzes
the image RDH technology from four aspects: The first
part is the review and discussion of the current RDH algo-
rithm related literature; the second part is to build RDH
algorithm based on gray image, color image and cloud se-
curity transmission. The third part is the comparative
analysis and application test of the results of image en-
hancement and encryption algorithms. The last part is
the conclusion of the full text.
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2 Related Work

Recently, RDH developed fast and formed a series of clas-
sic frameworks, such as histogram shift, prediction error
extension, etc. Based on these classical algorithms, a
large number of scholars have explored more optimized
image enhancement techniques [5]. Among them, He et
al. applied RDH to color images and constructed an im-
age hiding strategy with 2D histogram translation based
on the histogram shift framework, which could enhance
the image quality by deleting the number of invalid pixels.
The scheme processed images with higher PSNR ratio and
smaller image files [6]. Wang and Liu proposed a varia-
tional histogram equalization framework to adjust image
pixel values (PV) through energy functional. This algo-
rithm had higher convergence and feasibility [21]. Chen
et al. transformed the encrypted image with the freely
selected image. To ensure image conversion’s quality,
an algorithm based on gray co-occurrence matrix was
proposed, which used medical feature extraction to im-
prove model’s efficiency and image quality. Under this
method, the RMS value was reduced by 5% [2]. Wu et
al. constructed a histogram translation algorithm with
checkerboard development for prediction optimization of
encrypted images. The image output by this enhancement
algorithm has better bits per pixel [24]. Based on the
cloud-edge model, Chen and Shiu suggested a new tech-
nique with distributed encrypted images. This technology
takes edge nodes as Bridges, uses XOR secret sharing as
cryptographic tags, and imbeds differential extension for
image and processing. This algorithm has good applica-
bility in image RDH [3].

To ensure the security of images in RDH technol-
ogy, scholars in this field studied a large quantity of
models with image cloud security transmission. Among
them, Anushiadevi and Amirtharajan introduced elliptic
curve cryptography to obtain encryption before embed-
ding, and combined the original image with the confi-
dential data through the addition homomorphism prop-
erty. The image memory after encryption was unchanged
by this method, and 100% reversibility was achieved [1].
Wang et al. suggested a new block-based image encryp-
tion method. This method hides the encrypted data
into each block through Huffman coding, which ensures
the image’s security while achieving a higher embedding
rate [22]. Qu et al. proposed a reversible data hiding
method for encrypted images, which enhanced its embed-
ding capacity and security. This method also ensured the
embedding content and security of the image [16]. Qian
et al. suggested a hiding algorithm for encrypted color
images. In this algorithm, the user could decrypt the orig-
inal bit stream directly by constructing a mark encrypted
image bit stream. This method had a higher embed-
ding rate and easier user-oriented operation [15]. Wang
et al. suggested an image cloud transmission encryption
technology based on quadtree segmentation and integer
wavelet transform. The technology encrypted images by
2Ö2 blocks to ensure higher security, and introduced inte-

ger wavelet transform to transform the encrypted images.
This scheme improved the embedding rate of encrypted
data [23]. Yin et al. proposed a point target policy al-
gorithm based on adaptive Most Significant Bit (MSB)
and Haverman coding, and conducted experimental tests.
Compared with other algorithms, this algorithm had a
higher embedding rate [25].

To sum up, image enhancement and image encryption
based on RDH technology have developed so far, and a
large number of algorithms have emerged. There are his-
togram shift and prediction error based on image enhance-
ment, and MSB encryption algorithm based on cloud se-
curity transmission. However, the above algorithms still
have many shortcomings. To handle the issue of low con-
trast and low security of gray image, an adaptive enhance-
ment algorithm of gray image is constructed. To handle
the issue of uneven color and saturation in color image
enhancement and hiding, an RDH algorithm based on
constant tone plane is constructed. To handle the issue
of low information security in cloud transmission, an en-
crypted image RDH algorithm is proposed. The aim of
this study is to provide better scientific advice for image
RDH technology.

3 Image Enhancement and En-
cryption in RDH Technology

Currently, the algorithms for image RDH technology are
not perfect, and image distortion and transmission secu-
rity are two prominent problems. Therefore, an adap-
tive enhancement algorithm with gray-scale image is con-
structed. Meanwhile, the image enhancement and encryp-
tion algorithms of color images are discussed, and a color
image contrast enhancement algorithm based on constant
tone plane is suggested. In addition, to ensure the secu-
rity of image transmission, a new RDH algorithm with
MSB Prediction and Error Embedding (MSB-EE) is con-
structed.

3.1 RDH Technology Based on Image
Contrast Enhancement

The existing methods for gray image enhancement are
mainly concentrated in the military medical field, but
these fields have high requirements for image security and
quality, and some traditional algorithms can not meet the
needs of both. Therefore, an adaptive gray-scale image
enhancement algorithm is proposed in this paper by com-
bining RDH technology and image enhancement. The
algorithm enhances contrast by performing Pixel concen-
tration ratio (PCR) segmentation for Regions of interest
(ROI) and embedding secret information. The gray value
of Regions of non-interest (NROI) is lowered to embed
more secret information. The algorithm flow is shown in
Figure 1.

First, this study used an adaptive threshold detector to
determine the threshold and divide the ROI and NROI.
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Figure 1: Grayscale enhancement process based on re-
versible information hiding

The specific partitioning method is as follows: when the
PV is greater than the threshold value, it is regarded as
the research target, and the unified value is 0, which is
displayed in black; when the PV is less than the threshold,
the unified value is 255 and is displayed in white. Finally,
the outermost PV of 0 is used as the ROI boundary. When
histogram stretching and secret information embedding
are performed on ROI, PCR needs to be calculated first.
The result is the ratio of pixels’ number in the target bias
[0,127] or [128,255] to the pixels’ total number in the ROI.
The calculation method of pixel moving distance Dshift

in ROI region is shown in Equation (1).

Dshift =

 255−ROImax, PCR[0,127] > r
ROImin, PCR[128,255] > r
0, otherwise

(1)

In Equation (1), ROImax and ROImin are the biggest and
smallest PV; r is a ratio between 0 and 1, setting the value
to 0.7 based on a large number of calculations. Then you
need to stretch the histogram to create more space to add
secret message, and the stretching equation is shown in
Equation (2).

ROIstretch(x, y) = round[(Lmax − Lmin) (2)

×ROIshift(x, y)−ROI ′min

ROI ′max −ROI ′min

+ Lmin]

In Equation (2), ROIstretch(x, y) is the PV of the
stretched image; Lmax and Lmin are the upper and lower
boundaries of the stretched pixel; ROIshift(x, y) the
PV of the picture after moving the corresponding pixel;
ROI ′max and ROI ′min are the biggest and smallest values.
By stretching the image, more space is gained. By em-
bedding the secret information into the non-empty PV
surrounded by the empty PV until there is no non-empty
PV inside, the specific calculation method of embedding

is shown in Equation (3).

k′ =


k + bi, if k = kpeak & kpeak ∈ [0, 126]

&h(kpeak + 1) = 0
k − bi, if k = kpeak & kpeak ∈ [129, 255]

&h(kpeak − 1) = 0
k, if k ̸= kpeak

(3)

In Equation (3), k is the value of ROIstretch(x, y); bi de-
notes the i position, which has a value of 0 or 1. kpeak is
the peak pixel, that is, it has the biggest number of pixels
and the adjacent PV are empty; h(kpeak) is the number
of pixels of the peak pixel. After multiple embeddings,
the histogram distribution before and after the algorithm
embeddings is shown in Figure 2.

Figure 2: Schematic diagram of histogram distribution
before and after embedding

To ensure the quality of the image, the study enhances
the internal contrast by reducing the value of NROI pixels.

NROIpreprocess(x, y) = NROI(x, y)−NROImin (4)

In Equation (4), NROIpreprocess(x, y) denotes the back-
ground PV after processing; NROI(x, y) refers to the
original background PV; NROImin denotes the minimum
PV in the background. When the secret information can-
not be fully embedded within the ROI, the remaining in-
formation will be embedded in the background. The se-
cret information is replaced by the Least Significant Bit
(LSB) of up to three pixels in the background to satisfy
that the PV of the background changes within the range
of [0,7] after embedding. Use N to denote the number of
secret information bits which required to be embedded in
the background, and the embedding equation is shown in
Equation (5).

LBj = bi, j ∈ {1, 2, 3} (5)
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In Equation (5), LBj denotes the j-th last bit of NROI.
After the user sends the picture with the secret message to
the receiver, the user needs to get the secret message and
the original picture through image enhancement, which is
mainly split into three steps. First, LSB is read to obtain
the quantity of secret message bits in NROI, and then
Equation (5) is used to reverse solve the secret message
in NROI. Secondly, the secret message in ROI is obtained
by inverse solution of Equation (3). Finally, Equation (1)
and Equation (2) are used to reverse solve the original
image.

When encountering the RDH and image enhancement
of color images, due to the limitation of hue and satura-
tion in color images, the processing method of gray image
is not suitable for this [20]. Therefore, a contrast enhance-
ment and RDH algorithm for color pictures is proposed
with constant tone plane. The specific algorithm process-
ing flow is shown in Figure 3.

Figure 3: Flowchart of reversible information hiding and
enhancement algorithm for color images

In the preprocessing, this study makes space for the
secret information hiding by the size relation preserving
operation; Then the IP of the pre-processed image is ob-
tained through the mapping relationship, and the map-
ping method is shown in Equation (6).

V aluemapping = round[
V aluemaintain

255
×(255− S × 2) + S] (6)

In Equation (6), V aluemapping denotes the PV after map-
ping; V aluemaintain denotes the PV maintained after the
channel size relationship; S is the PV that needs to be left
empty for the secret message. In this paper, the segm-
segmed middle channel is selected for secret information
hiding, and secret message is added into the picture after

preprocessing, as shown in Equation (7).

Ie−mid(a, b)

=


Ip−mid(a, b)− 1, if Ip−min d(a, b) < fL
Ip−mid(a, b)− b, if Ip−min d(a, b) = fL
Ip−mid(a, b), if fL < Ip−min d(a, b) < fR
Ip−mid(a, b) + b, if Ip−min d(a, b) = fR
Ip−mid(a, b) + 1, if Ip−min d(a, b) < fR

(7)

In Equation (7), Ie−mid(a, b) denotes the median value of
embedded pixels; Ip−mid(a, b) denotes the median value of
pixels separated after preprocessing; bi denotes the value
of i-th secret information; fL and fR are the PV with the
most pixels, and fL < fR. To keep the color image hue
constant, the research proposed a constant tone plane, as
shown in Figure 4. All on the same plane have the same
hue [11].

Figure 4: Schematic diagram of a constant tone plane

The value of the same constant tonal plane is set as
(pr, pg, pb), then the specific tonal preservation algorithm
is shown in Equation (8).

p′r = pr + amplitude

p′g = pg + amplitude

p′b = pb + amplitude

(8)

In Equation (8), (p′r, p
′
g, p

′
b) denotes the PV after hue

preservation; amplitude is the value of the color change.
After the tone is maintained, the minimum channel and
maximum channel PV are adjusted as stated by the
change value of the middle channel pixel to avoid image
distortion [13]. Then, the receiver first obtains the PV
of the three-channel variable recovery channel to obtain
the secret information; then Equation (6) is applied to
inversely solve the PV of the picture before mapping, and
finally the original image is obtained.

3.2 Cloud Security Transmission Algo-
rithm Based on MSB-EE

LSB is used in the above image encryption algorithm to
hide information, but the hiding efficiency is lower than
MSB algorithm when the hiding quality is the same [9].
Therefore, based on MSB-EE, a more applicable RDH
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technology for image cloud security transmission is pro-
posed. Figure 5 illustrates the encryption and decryption
process.

Figure 5: Process of reversible information hiding algo-
rithm for encrypted images based on MSB-EE

First, the prediction error detection is performed on
the initial image [7]. By comparing the initial PV, the
predicted PV and the inverse MSB PV, the prediction
error of the pixel is determined. The MSB is predicted 0
and 1. The calculation method of error location binary
graph is shown in Equation (9).

Me(i, j) =

{
0, if △I(i, j) < △INV (i, j)
1, else

(9)

In Equation (9), Me(i, j) denotes the value of each pixel
in the error positioning binary graph; △I(i, j) is the ab-
solute value of the difference between the predicted PV
and the initial PV; △INV (i, j) denotes the absolute differ-
ence between the inverse MSB PV and the predicted PV.
Then, the labeled error location binary graph Mem is ob-
tained by block processing. The specific labeling methods
are three kinds of blocks: defining error blocks (including
prediction error blocks), message blocks (for embedding
information blocks), and marking blocks (distinguishing
error blocks and message blocks).

To make the image content unreadable during trans-
mission, the image is encrypted. Then, the pseudo-
random sequence and the original image are XOR op-
eration to get the encrypted image, the model is shown
in Equation (10).

Ie(i, j) =

8∑
k=1

(I(i, j)k ⊕ S(i, j)k)× 2k−1 (10)

In Equation (10), Ie(i, j) is the PV after encryption; k
denotes bit k of the binary stream; I(i, j) denotes the ini-
tial PV; S(i, j) denotes a pseudo-random sequence PV.
To prevent the receiver from misdiagnosing the content
of the marker block after receiving the encrypted image,

the study defined the secondary information SI to record
the predicted error position, recorded the second piece
through Fs, and recorded the last piece with FI. When
the value is 0, it means that there is no prediction error
in the block, otherwise it is 1. The second part of the sec-
ondary information record is the same content as the flag
block in the error block. Change the first binary code in
the error block to 0 when both are the same. The modi-
fied prediction error position was recorded simultaneously
by coordinate method and arithmetic coding. The result
with the lower median value of the two is taken as the
prediction error result SI.

Before embedding secret information and secondary in-
formation, the research distinguishes message blocks from
marker blocks by preprocessing. Secondary information is
processed in the same way as secret information, as shown
in Equation (11).

T (k) =

 1, if k > 5 and
∑5

u=0 SMe(k − u) = 6

and
∑5

u=1 T (k − u) = 0
0, else

(11)

In Equation (11), T (k) is the intermediate variable. When
it is 1, you need to insert A 0 after bit k of information.
When it is 0, no encoding is inserted. SMe is the embed-
ded secret information with the same value as T . After
the initial picture is encrypted, the original MSB value in
the picture needs to be replaced with the PV after the
secret message is hidden, and the replacement method is
shown in Equation (12).

Iem(i, j)=


Ie(i, j), if Mem(i, j) ∈ Be

&△I(i, j) = △INV (i, j)

Mem(i, j)× 128
+ mod (Ie(i, j), 128), else

(12)

In Equation (12), Iem(i, j) denotes the PV after mark-
ing encryption; Mem(i, j) denotes the encrypted PV. The
specific replacement process is shown in Figure 6.

Figure 6: The embedding process of prediction error pixel
information

When the receiver gets the encrypted image, the initial
picture and secret message are obtained through reverse
processing. When extracting information, MSB value is
obtained by Equation (13).

MMSB(i, j) = [Iem(i, j)/128] (13)

In Equation (13), MMSB(i, j) denotes the MSB value of
the corresponding pixel of Iem. Then, the reconstructed
image is reversely solved according to Equation (10) to
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get the partially decrypted image PV, and the complete
Me(i, j) is obtained according to Equation (14).

Me(i, j) =

 1, if MMSB(i, j) = 1
&MMSB(i, j) ∈ Be

0, else
(14)

In Equation (14), Be is sequenceMe. Finally, according to
Equation (15), the image is reconstructed and the original
image is obtained.

I(a, b) =



I ′(a, b)MSB=0, if (△0(a, b) < △1(a, b)
&Me(a, b) = 0)
or (△0(a, b) > △1(a, b)
&Me(a, b) = 1)

I ′(a, b)MSB=1, if (△0(a, b) > △1(a, b)
&Me(a, b) = 0)
or (△0(a, b) < △1(a, b)
&Me(a, b) = 1)

I ′(a, b), else

(15)

In Equation (15), I ′(a, b) denotes the PV of partially de-
crypted image; △0(a, b) denotes the absolute value of the
predicted PV and I ′(a, b)MSB=0; △1(a, b) denotes the ab-
solute value of the predicted PV and I ′(a, b)MSB=1. The
encrypted image completed by this method can embed
more secret information, and it is not easy to steal infor-
mation by non-recipients.

4 Performance Analysis of Im-
age Enhancement and Encryp-
tion Algorithms based on RDH
Technology

Firstly, the performance of adaptive enhancement al-
gorithm based on gray image is tested in gray image
database. The effect of image quality enhancement is
judged by comparing the histogram and visual vision be-
fore and after image embedding information, and com-
pared with other popular algorithms. Different image
quality evaluation indexes are applied to assess the perfor-
mance of the proposed algorithm for picture information
hiding and quality enhancement. Figure 7 shows the his-
togram comparison of grayscale images before and after
embedding information.

In Figure 7, the expanded histogram leaves more space
for secret information to be embedded. After informa-
tion embedding, the distribution trend is still the same as
the initial picture, so as to avoid the situation of picture
distortion, and the secret information embedding is more
uniform. At the same time, the suggested method is com-
pared with three other methods, including the RDH algo-
rithm based on Receding horizon control Reversible data
hiding. RHCRDH), (Automatic Color Equalization Re-
versible data hiding, ACERDH and Reversible data hid-
ing Multi-box pruning (RDHMBP) algorithm to enhance
contrast and maintain original image brightness. The ex-
periments were compared when the embedded secret in-

Figure 7: Comparison of Histograms after Expansion and
Embedding

formation was 0.1 bit/pixel, 1 bit/pixel and 2 bit/pixel
respectively, and the results were shown in Figure 8.

Figure 8: Evaluate results using indicators from different
algorithms

In Figure 8, to compare the performance of different al-
gorithms, five indicators are introduced to evaluate image
quality, namely MOS and PSNR, SSIM, RCE and RMBE.
It can be found that the algorithm proposed in this study
has the highest MOS score, and has better image enhance-
ment effect. And the RCE value is greater than 0.6, which
indicates that the processed picture’s quality is enhanced
and the effect is better than that of the initial picture.

To assess the effect of the RDH for color image con-
trast enhancement based on constant tonal plane pro-
posed in this study, three new indexes are added to the
indexes selected for gray image. Hueand Lightness De-
pendent Correction to Industrial Colour Difference Eval-
uation, Hu1eand lightness dependent correction to indus-
trial colour difference Evaluation, CIEDE2000 and No
reference image spatial quality evaluator (BRISQUE). It
is compared with the current popular color image en-
hancement algorithms, including the contrast enhance-
ment model with deep learning to handle the issue of
low illumination image. Contrast limited adaptive his-
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togram equalization, Contrast limited adaptive histogram
equalization, CLAHE and Multi-Scale Retinex with Color
Restoration (MSRCR). Figure 9 shows the results after
processing with four algorithms respectively.

Figure 9: Comparison of Detail Visibility of Different Al-
gorithms

In Figure 9, the detail enhancement result of the sug-
gested model is better. After GLADNet algorithm is used
to enhance the image, the retention effect of the details
such as leaves is poor. After CLAHE algorithm enhance-
ment, the brightness of the image has been optimized,
but the color conversion is rather stiff, resulting in the
loss of the original color of the enhanced object. The im-
age distortion is obvious and does not conform to human
visual sense. After MSRCR algorithm enhancement, the
overall color of the image changes, the red part deepens,
and the color distortion occurs. There is a wide range of
color distortion, and the overall effect has a large devia-
tion from the initial picture. After the enhancement of
color image by the proposed method, it not only ensures
the relative balance of the original image hue, contrast
and brightness, but also increases the details in the leaves
and water, which has a better enhancement effect on the
image. At the same time, the above image quality index
is applied to assess the effect of the model objectively.
Two commonly used color image datasets were selected,
denoted by I and II respectively. By controlling the num-
ber of empty PV at both ends of the image histogram,
the index values of various algorithms are used.

Figure 10: Comparison of indicators of different algo-
rithms on datasets

The comparison of SSIM and PSNR is included in Fig-
ure 10. When the empty PV is 10, the SSIM and PSNR
results of suggested model are the highest. The SSIM
value is about 0.96, and the PSNR value is also above 30,
indicating that the enhanced image quality is better than
other algorithms. Figure 10(b) contains a comparison of
RCE and Entropy. The higher the Entropy value, the
more evenly distributed the grayscale histogram of the
encrypted image is. Although the RCE result of the al-
gorithm in this paper is only between 0.5 and 0.52, it still
means that the image information is more abundant and
the image distortion is avoided. As the number of empty
PV increases, both the RCE and Entropy of the pro-
posed method tend to rise. A comparison of CIEDE2000
and BRISQUE is included in Figure 10(c). A smaller
CIEDE2000 value indicates a smaller difference between
the original and the processed graph. The CIEDE2000 of
the research method has the smallest value, which reaches
2, 3 and 5 respectively when the empty PV is 10, 20 and
30. The highest BRISQUE value is MSRCR algorithm,
followed by the suggested model, which indicates that the
picture enhancement quality is better.

Finally, to assess the effectiveness of the RDH with
MSB-EE, a large number of images from two famous im-
age libraries were selected for experiments. The two pic-
ture databases were replaced with Roman numerals III
and IV respectively. Figure 11 respectively shows the size
of the secret information and sub-information of the al-
gorithm in the two image libraries.

Figure 11: The size of information in the database

Figure 11(a) and Figure 11(b) respectively illustrates
the distribution of secret information and secondary in-
formation on database III after using the proposed algo-
rithm. Figure 11(c) and Figure 11(d) respectively show
the distribution of secret information and secondary infor-
mation on database IV after calculating by the suggested
model. The size of the sub-information ranges from 10-3.
To assess the safety of the suggested model, the exper-
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iment is based on the above indicators. Two indexes,
NPCR (the number of pixels change rate) and UACI (the
unified average changing intensity), were added to assess
the security of encrypted images. The correlation between
horizontal direction and vertical direction is compared to
judge the intensity of the algorithm encryption.

Table 1: The evaluation results of image indicators for
the algorithm in this article

Index Database III Database IV

SSIM 0.008 0.007
PSNR (dB) 8.576 7.986

Entropy (bpp) 8.004 8.003
NPCR 99.548(%) 99.339(%)
UACI 33.567(%) 32.952(%)

Horizontal correlation 0.005 0.00
3 Vertical correlation 0.006 0.007

In Table 1, the NPCR value is above 99%, indicating
that the safety of the encrypted picture is guaranteed.
The correlation between horizontal direction and vertical
direction is weak, indicating that the image encrypted by
the suggested model is strong. Meanwhile, the research al-
gorithm was compared with other encryption algorithms,
and the PSNR values of these five algorithms were calcu-
lated respectively in Airplane, Lena, Peppers and Man,
and other algorithms included in literature [14], litera-
ture [10], literature [4] and literature [19], as shown in
Figure 12.

As shown in Figure 12, PSNR values of the four al-
gorithms all decrease when the embedding rate increases.
The most obvious decline is in the algorithm proposed in
reference [19]. When the embedding rate reaches 0.8, the
PSNR has dropped to 20dB. Compared with other algo-
rithms, the suggested model achieves greater embedding
rate and security, and less distortion in the image, and
the result of image reconstruction is better.

In order to verify the image encryption effect of the re-
search method, this experiment used ideal value deviation
analysis to generate the encoding and decoding effects of
seven images in BOWS-2. The specific experimental re-
sults are shown in Table 2. Seven images from BOWS-2
contain different texture information, with the main body
being colored tiles, colored bricks, houses, mountains,
lakes, sky, and crowds. The Dobbed values in the experi-
ment are calculated asD =

∑2
i=0 55|H(Ci)−H(C)|/(M×

N), H(Ci), and H(C) representing the histograms of the
ideal password image and the obtained password image,
respectively. The lower the D value, the better the image
encryption effect [17]. The table shows that the D value
of most images is less than 0.05, indicating the superior
image encryption effect of the research method.

In addition, to verify the effectiveness of the indica-
tors NPCR and UACI, in this experiment, the pixel val-
ues of coordinates (20,30) were changed from 12 to 13,

Figure 12: Performance comparison of different algo-
rithms

Table 2: Ideal value deviation analysis

Number and proportion Dobbed
Image of error marker blocks values

Colored tiles 2209 (6.7413%) 0.04805
Colored bricks 1418 (4.3274%) 0.04937

House 5467 (16.6840%) 0.04835
Mountains 244 (0.7446%) 0.05141

Lake 299 (0.9125%) 0.04864
Sky 107 (0.3265%) 0.04876

Crowds 948 (2.8931%) 0.04911
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Table 3: Sensitivity analysis of NPCR indicators and UACI

Evaluating indicator P(20,30) P(155,100) P(200,300) P(512,512)

NPCR (%) 99.6223 99.6169 99.6169 99.6140
UACI (%) 33.4851 33.4004 33.4051 33.4312

coordinates (155,100) were changed from 14 to 15, co-
ordinates (200,300) were changed from 169 to 170, and
coordinates (512,512) were changed from 65 to 66. Ana-
lyze the changes in NPCR and UACI under pixel changes,
as shown in Table 3. From the table, it can be seen that
with minor changes to the pixel values of a coordinate
point in the plaintext image, the NPCR and UACI values
calculated using the algorithm in this paper are close to or
higher than the calculated values of 99%, indicating that
the algorithm in this paper has good differential attack
resistance performance.

5 Conclusion

To realize better image enhancement and image encryp-
tion in image RDH technology, image enhancement and
image hiding algorithms based on image RDH are pro-
posed respectively. In this study, a variety of evaluation
indexes are used to evaluate the image quality after the
algorithm processing. The suggested model is compared
with other commonly used models: In the algorithm to
achieve gray level image enhancement, the histogram dis-
tribution of gray level distribution of the enhanced im-
age is more uniform after information embedding. The
suggested model has the highest MOS score and better
image enhancement effect. Among the color image en-
hancement models, the suggested model has better detail
enhancement performance. It not only ensures the rela-
tive balance between the original image hue and contrast,
brightness, etc., but also increases the details in the pic-
ture, and has a better enhancement effect on the picture.
When the empty PV is 10, the SSIM obtained by the
proposed algorithm reaches about 0.96. PSNR value is
also above 30; the RCE results were only between 0.5 and
0.52. The CIEDE2000 of the research algorithm has the
minimum value. When the empty PV is 10, 20 and 30,
it reaches 2, 3 and 5 respectively. The BRISQUE value
is between 15 and 25. When assessing the effectiveness of
the suggested cloud transmission model, the NPCR value
is above 99%. The correlation between horizontal direc-
tion and vertical direction is weak, indicating that the
proposed algorithm can encrypt images with high inten-
sity. However, there are still some shortcomings in the
research. MSB is used in the algorithm to encrypt im-
ages, which limits the capacity of embedded information.
Therefore, a way is needed to expand the embedding ca-
pacity of secret message in the future.
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