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Abstract

Information protection is very important in wireless com-
munication. This paper briefly introduces the wireless
communication model based on cooperative interference
protection and then uses a genetic algorithm (GA) to al-
locate the node transmission power of cooperative inter-
ference. After that, simulation experiments were carried
out in MATLAB software to test the performance of a
wireless communication network with or without coop-
erative interference under different numbers of legitimate
transmitting nodes. The results showed that the integrity
of the information obtained by the eavesdropping nodes
in the wireless network was greatly reduced, the proba-
bility of secure connection in the network and the system
capacity were greatly improved, but the number of nodes
participating in cooperative interference was limited. Too
many interference nodes can not effectively improve the
system capacity and reduce the probability of a secure
connection.
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1 Introduction

Compared with wired communication technology, wireless
communication technology is more free in space deploy-
ment because it is not limited by connecting wires and
other devices [12]. For users of wireless communication
technology, as long as they are within the communication
range, they can receive information without space restric-
tions, which is very convenient. However, compared with
wired communication technology, wireless communication
technology is more tested in communication security [5].
Wireless communication technology uses electromagnetic
waves in a specific frequency band to transmit informa-
tion, and the broadcast characteristics of electromagnetic

waves make the transmitted information directly exposed
to the outside world. As long as it is within the range
of signal coverage, any device can receive the signal, and
there is a possibility of being eavesdropped.

For the problem of wireless communication being
eavesdropped, the encryption algorithm is usually used
to encrypt the information [9], so as to ensure that the
information will not reveal the content even if it is eaves-
dropped. However, the way of information encryption
requires the energy and computing power of communi-
cation nodes, and the existing encryption algorithms are
challenging to satisfy the demands for both low complex-
ity and high security at the same time. In addition to
encrypting information, the physical characteristics of the
wireless channel can also be used to ensure communica-
tion security. Cooperative interference is a communica-
tion security measure that utilizes the physical character-
istics of wireless channels. Its basic principle is to op-
timize the communication quality of legitimate channels
or degrade the communication quality of eavesdropping
channels.

Zeng et al. |15] developed a cross-layer optimiza-
tion framework for the cooperative interference model in
multi-hop networks. Simulation results showed that the
session throughput could be significantly improved (more
than 50%) by using cooperative interference. Ibrahim et
al. |3] studied the selection of relay and jammer in two-
way cooperative networks to improve their physical layer
security. Wang et al. [13] put forward a relay and jammer
selection strategy to improve the security against eaves-
dropping attacks. This paper briefly introduces the wire-
less communication model based on cooperative interfer-
ence protection and then uses a genetic algorithm (GA) to
allocate the node transmission power of cooperative inter-
ference. After that, simulation experiments were carried
out in MATLAB software.
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2 Security Protection of Wireless
Network Based on Cooperative
Interference

The cooperative interference method is one of the phys-
ical protection methods [2]. TIts basic principle is that
when the sending node sends information to the receiv-
ing node, other legitimate nodes in the whole wireless
communication area also send interference signals at the
same time, and the interference signals are used to reduce
the quality of the eavesdropping channel without affect-
ing the legitimate channel as much as possible. Figure [I]
shows the wireless communication model based on coop-
erative interference protection [10]. When sending node
S sends information to receiving node D, it also broad-
casts the information to the eavesdropping node. At the
same time, other legitimate nodes will also send signals
to the outside, which are considered interference signals
for eavesdropping nodes. The interference signals sent
by other legitimate nodes will also interfere with receiv-
ing node D. Therefore, when using collaborative inter-
ference techniques for wireless communication protection,
it is necessary to allocate the transmission power of the
sending node in a way that maximizes the interference on
eavesdropping nodes and minimizes the interference on
receiving nodes [4].

{ig1)
é\ {ig)
i
- Legihiffate ~ __——i

Legitimate
) node B s1gnal

= Interference
s
Sendmng node Eﬁ'\'ESC&rﬂ’ppu T ™ .
s

nedeDd signal
- fiode

N )
o) ~ {igy
(;a’"’ i

Figure 1: Wireless communication model based on coop-
erative interference protection

Eecerving

In wireless communication, the received signal-to-noise
ratio (SNR) of any receiving node needs to be higher than
the minimum demodulation threshold 7y, to effectively re-
ceive information. Therefore, in the cooperative inter-
ference protection method, the transmitting node needs
to make its transmission power as small as possible to
reduce the signal coverage under the premise of ensuring
the SNR of the receiving node is higher than v [6]. Other
legitimate nodes used for interference need to increase the
transmission power on the premise that the SNR of their
receiving nodes is not lower than -y, so as to increase
the interference to the eavesdropping nodes [1]. In this
paper, a GA is used to optimize the transmitting power
amplification coefficient to maximize the secure connec-
tion probability. The process is as follows.

Step 1. The necessary wireless network-related param-
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eters are input, including 7, U (the set of trans-
mitting nodes), D (the set of receiving nodes), D7, .,
(the adjacency matrix of the distance between trans-
mitting nodes and receiving nodes), and H,,; (the

mat
channel gain matrix).

Step 2. The chromosome population required by the GA
is generated. The gene segment in the chromosome
represents the transmitting power amplification coef-
ficient of a legal node, and a chromosome represents a
group of power amplification coefficients, which also
represents a transmission power allocation scheme.
When the chromosome population is randomly gen-
erated, the power amplification coefficient of a legit-
imate node represented by a gene segment must be
an integer multiple of 0.5 and no less than 1, and
it can not exceed the preset maximum value. The
length of the chromosome depends on the number of
legitimate transmitting nodes used for interference.

Step 3. The fitness value of each chromosome in the pop-
ulation is computed. The ultimate goal is to maxi-
mize the safe connection probability, so it is taken as
the fitness value of the chromosome. The formulas

(1)

are:
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where SC Py is the secure connection probability of
sending node u* and receiving node d* [14], « is the
path loss coefficient (7], D, is the transmission dis-
tance between u* and eavesdropping node e, Ny is
Gaussian white noise, |hy«q+|? is the channel gain
between u* and d*, D,«4~ is the transmission dis-
tance between u* and d*, N denotes the number of
legitimate transmitting nodes used for interference,
u; is the i-th legitimate transmitting node used for
interference, d; is the corresponding receiving node
of u;, P,, is the transmitting power of wu;, |hy,a|?
is the channel gain between u; and d*, D, q~ is the
transmission distance between u; and d*, |hy,q,|? is
the channel gain between u; and d; [8], Dy,q, is the
transmission distance between u; and d;, and A; is
the transmitting power amplification coefficient of u;.

Step 4. Whether the GA terminates the optimization is
determined. The termination conditions include: the
number of iterations reaches the preset number or the
population fitness converges to stability. If the termi-
nation condition is reached, the next step is entered.
If not, the genetic operation is performed. Crossover
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means exchanging the homogenic fragments of the
two chromosomes based on the crossover probabil-
ity, and mutation means randomly changing the gene
fragments in the chromosome based on the mutation
probability. In this paper, the random change in ac-
cordance with the restrictions is performed on A;.
After the genetic operation, return to Step 3.

Step 5. After the termination of the GA, the transmit-
ting power of each transmitting node that can max-
imize SC Py~ is obtained. Whether there is d; whose
SNR is smaller than g under this transmitting power
is judged. If not, the transmitting power allocation
result of each transmitting node is output. If it ex-
ists, the sending node with the smallest |hy, 4, 2D;;;i
in the set of legitimate sending nodes used for inter-
ference is deleted, the corresponding receiving node
is also deleted, and it returns to Step 2.

3 Simulation Experiment

3.1 Experimental Setup

Simulation experiments were carried out in MATLAB
software . The wireless network parameters used for
the simulation experiments are shown in Table[I] in which
the number of legitimate sending nodes including specific
sending nodes was set to 3, 4, 5, 6, 7, 8, and 9 respectively,
and the corresponding number of receiving nodes was also
the same. The simulation experiments were designed to
test the impact of the number of interfering nodes on the
protection of wireless communication.

The GA was used to adjust the transmitting power,
and the related parameters are as follows. The population
size was 15; the first three chromosomes were duplicated
as the offspring. The crossover probability was 0.5, the
mutation probability was 0.1, and the iteration number
was 100.

According to the above conditions, 5,000 random ex-
periments were carried out on the wireless network for
each number of legitimate sending nodes. In each ex-
periment, a specific sending node sent 1 MB of data to
the corresponding receiving node, and the eavesdropping
node tried to receive it. To improve testing efficiency,
data transmission in the simulation experiment was not
encrypted.

3.2 Test Results

In the random experiments with different numbers of legal
sending nodes, a specific sending node sent 1 MB of data
to the corresponding receiver node, and in each random
experiment, the eavesdropping node eavesdropped on the
sent information. The average integrity of the data ob-
tained by the eavesdropping node with or without cooper-
ative interference is shown in Figure[2] It can be seen that
in the case of no cooperative interference, the average in-
tegrity of the information obtained by the eavesdropping
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node was maintained at about 90% with the increase in
the number of legitimate transmitting nodes because the
transmitted information was not encrypted in the experi-
ment. The reason why it failed to reach 100% is that the
eavesdropping node was far away from the transmitting
node in the random experiment, which reduced the SNR
of the eavesdropping node and failed to obtain the trans-
mitted data. In the case of cooperative interference, the
average integrity of the information that can be obtained
by the eavesdropping node was greatly reduced, and it
continued to decrease with the increase in the number of
legitimate sending nodes.

3 4

Average integrity degree of

cavesdropped information/%%
1
=1

Mumber of legitimate sending nodes

B Without cooperative interference  m With cooperative interference

Figure 2: Information integrity of eavesdropping nodes
with or without cooperative interference under different
numbers of legitimate sending nodes

In the random experiments with different numbers of
legitimate sending nodes, the secure connection proba-
bility with or without cooperative interference is shown
in Figure B] It can be seen that in the case of no co-
operative interference, the secure connection probability
in the simulated wireless network did not change signif-
icantly and basically stayed at about 71%. In the case
of cooperative interference, the secure connection prob-
ability in the simulated wireless network first increased
and then decreasesd with the increase in the number of
legitimate sending nodes. When the number was 6, the
secure connection probability was the largest. The rea-
son is that in the case of no cooperative interference, the
information of the sending node might be obtained by
the eavesdropping node. However, with cooperative in-
terference, the channel of the eavesdropping node was in-
terfered by other nodes, which reduced the probability
of being eavesdropped and improved the probability of
secure connection. With the increase in the number of
legitimate sending nodes, the interference to the eaves-
dropping node increased, and the probability of a secure
connection was also improved. However, when the num-
ber of legitimate transmitting nodes was too large, the in-
terference signals generated by them also interfered with
the normal receiving nodes.

In the random experiments with different numbers of
legitimate transmitter nodes, the system capacity with or
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Table 1: Wireless network simulation parameters

Parameter \

Setting

Area specification

300 m x 300 m

Number of legitimate sending
nodes

1,5,6,7,8 93}

The transmission distance of the
corresponding sending and re-
ceiving nodes

S5m~ 15m

tween the eavesdropping node
and the specific sending node

The transmission distance be- 20m ~ 120 m
tween the sending node and

other receiving nodes

The transmission distance be- 10 m ~ 50 m

Channel gain between nodes

Randomly generated, with a mean of 1

« 3

Ny 1

A; Its value ranges from 1 to 6 and is a multiple of 0.5
Yo 5 dB

100

Secure connection probability/ e

3 4 5 L] 7 ] 9
Number of legitimate sending nodes

B Without cooperative interference @ With cooperative interference

Figure 3: Secure connection probability under different
numbers of legitimate sending nodes with or without co-
operative interference

without cooperative jamming is shown in Figure [d] The
system capacity refers to the transmission rate of wireless
communication in a unit frequency band. It can be seen
that with the increase in the number of legitimate trans-
mitting nodes, the system capacity in the wireless network
without cooperative interference almost did not change.
However, the system capacity in the wireless network with
cooperative interference first increased and then tended to
be stable. The reason is that in the case of no coopera-
tive interference, because eavesdropping nodes stole and
interfered with the transmitted information, the system
capacity failed to increase after the addition of legitimate
transmitting nodes. When there was a cooperative in-
terference, the eavesdropping node was affected, and the
probability of a secure connection between the sending

node and the receiving node increased, leading to an in-
creased amount of information that could be transmit-
ted, so the system capacity increased. However, when the
number of legitimate transmitting nodes was too large,
the interference signal affected the receiving node, caus-
ing the interference node to fail in correctly demodulating
information.

System capacity bps/Hz

kS 4 5 3 7 8 9

Mumber of legitimate transmitting nodes.

B Without cooperative interference ™ With cooperative interference

Figure 4: System capacity with and without cooperative
interference for different numbers of legitimate transmit-
ting nodes

4 Conclusion

This paper used a GA to allocate the node transmit-
ting power under cooperative interference and then car-
ried out simulation experiments in MATLAB software.
In the experiment, the performance of a wireless com-
munication network with or without cooperative interfer-
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ence under different numbers of legitimate transmitting
nodes was tested. With the increase in the number of
legitimate sending nodes, the integrity of information ob-
tained by the eavesdropping nodes in the network with-
out cooperative interference was almost unchanged, and
the integrity of information in the network with coopera-
tive interference was not only smaller but also decreased
gradually. With the increase in the number of legitimate
sending nodes, the secure connection probability of the
network without cooperative interference was almost un-
changed, while the secure connection probability of the
network with cooperative interference first increased and
then decreased. It was the highest when the number of
sending nodes was 6. With the increase in the number
of legitimate sending nodes, the system capacity of the
network without cooperative interference remained un-
changed, and the system capacity of the network with
cooperative interference gradually increased and tended
to be flat after the number reached 6.
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