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Abstract

The emergence of an off-chain payment channel net-
work provides a reliable solution for blockchain scalabil-
ity. However, channel imbalance in practical applications
increases the transaction cost of nodes, leads to poor sus-
tainability of payment channels, and even affects network
stability. This paper proposes a central node-controlled
off-chain payment channel rebalancing scheme for channel
imbalance, using a combination of algorithms and smart
contracts to establish a credible, safe, and win-win mutual
rebalancing platform for nodes who want to achieve chan-
nel balance, and verifies the effectiveness of the scheme,
providing a new idea of low consumption and no cost for
the rebalancing channel.

Keywords: Blockchain; Channel Imbalance; Off-chain
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1 Introduction

With the development of technology and the deepening
of information sharing, network attack methods emerge
in an endless stream, and attackers try to steal, mod-
ify and abuse user information. In this context, network
protection technology [1] is increasingly improved, such
as privacy protection [2], key management [3], identity
authentication [4] and other protective means are con-
stantly optimized, and the birth of blockchain technology
has become an effective tool for network security protec-
tion. Blockchain provides data security, autonomy, trans-
parency, auditability, privacy, and many other benefits,
and has been widely used in various fields such as finance,
Internet of Things, healthcare, energy, Biometrics, and
government affairs [5–10]. The off-chain payment channel
network retains the advantages of blockchain security and
decentralization [11], reduces the pressure on on-chain
storage by moving transactions down the chain, ensures
transaction processing volume, and enables low-cost and

low latency transactions for on-chain micro-payments.
However, channel imbalance [12] has become an impor-
tant issue limiting the development of off-chain payment
channel networks.

Channel imbalance is caused by excessive one-way pay-
ments at one end of the channel. Channel funds are trans-
ferred in one direction, and after several transfers, the dis-
tribution of funds at one end becomes zero, and if both
ends of the channel want to transact at this point, the
channel must be closed and a new channel established.
The opening and closing of the channel need to be pub-
lished on the chain, and the closing of the channel will
increase the path length of transaction transmission of
certain nodes, resulting in long transaction delays and
high fees.

At present, there are two common ways to deal with
the channel imbalance problem. One is routing to achieve
channel rebalancing, which uses channels with a higher
balance to transmit transactions, effectively avoiding fur-
ther deterioration of unbalanced channels, but still lacks
in improving the balance of imbalanced channels. Sec-
ondly, the node takes the initiative to achieve channel re-
balancing and adopts the loop payment to eliminate the
fund offset problem when channel imbalance is monitored,
which improves the channel balance degree but increases
the time and fund cost of the node to rebalance the chan-
nel. To address the shortcomings of the current channel
rebalancing scheme, this paper proposes a central node-
controlled off-chain payment channel rebalancing scheme,
which adopts the way of mutual borrowing and lending
by nodes at both ends of the channel to solve the channel
imbalance problem, aiming to reduce the funds and time
spent by nodes in the rebalancing process.

The organization of this paper is as follows. Sec-
tion 2 mainly introduces the basic knowledge of off-chain
payment channel networks. Section 3 describes the re-
search status of the off-chain payment channel network
and the main solutions to the problem of channel imbal-
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ance. Section 4 shows the ”central node control off-chain
payment channel rebalancing scheme” model diagram and
describes the detailed design and implementation process
of each module in the model diagram. In Section 5, the
experiment verifies the correctness, effectiveness and ex-
pansibility of the ”central node-controlled off-chain pay-
ment channel rebalancing scheme”. Section 6 summarizes
the work done in this paper and discusses the limitations,
applicability and future research direction of this scheme.

2 Background

Blockchain technology has been implemented in P2P net-
works without relying on trusted third parties, changing
the existing payment model and creating a new type of
commercial payment system, but it has problems such
as low throughput and extended transaction times. The
current mainstream payment platform, Visa, can process
an average of 2,000 transactions per second [13], while
blockchain can theoretically process up to 7 transactions
per second [14]. In order to break the scalability bot-
tleneck of blockchain, on-chain scaling technology, inter-
chain scaling technology and off-chain payment channel
network have emerged.

The on-chain expansion technology mainly has two
ways to adjust the blockchain parameters and update the
system consensus algorithm. Such as increasing the block
size to increase the block capacity, changing the commu-
nication method between blockchain nodes to improve the
block out rate, and updating the consensus algorithm to
reduce the transaction confirmation time, but the tech-
nique has certain limitations, such as increasing the block
size may lead to network congestion and updating the sys-
tem consensus algorithm cannot be completed in a short
period of time.

Inter-chain scaling is mainly based on cross-chain tech-
nology [15], which realizes blockchain scaling through
inter-chain value transfer, however, this technology is in
the concept certification stage, lacking commercial land-
ing applications, and can not be quickly put into practical
applications.

With the off-chain payment channel network [16], af-
ter both parties to a transaction create a payment chan-
nel with a smart contract, both parties can make mul-
tiple transactions. If one party has a desire to close
the channel or disputes a transaction in the process, the
blockchain will act as an arbitration platform to check
and confirm the status of the channel. The network
ensures that transactions are executed correctly and se-
curely by running a Recoverable Sequence Maturity Con-
trace (RSMC) and single-path atomic transactions and
cross-channel transactions by running a Hashed Timelock
Contracts (HTLC).

2.1 Payment Channels

A payment channel is a transaction path created peer-
to-peer by both parties to a transaction, allowing both
parties to update and maintain the funds in the channel
off-chain, thereby enabling off-chain payments. The pro-
cess of off-chain channel payments consists of following
steps. First, open a channel. Each party to the transac-
tion takes out funds and deposits them into the channel
to generate the initial transaction. Both parties attach
signatures to the initial transaction and broadcast it to
the chain, indicating the completion of the channel cre-
ation. Second, Conduct the transaction. Both sides of
the transaction exchange funds in the channel and the
distribution of funds in the channel will be updated after
each transaction. In the process, if one side maliciously
publishes a false transaction, all the funds of the user in
the channel will be returned to the other side as a penalty.
Finally, Close the channel. When one side of the channel
runs out of funds or wants to leave the channel, any side
of the channel only needs to publish the latest channel
status to the chain, and after the status is published, it
means the channel closure is completed.

2.2 Payment Channel Network

The formation of a payment channel network not only en-
ables users to transact across channels, but also reduces
the pressure on network channel information storage. In
the network, users who do not create a channel want to
make transactions, the routing algorithm will find a suit-
able path for them to transmit the transaction, and the
sender of the transaction only needs to pay the interme-
diate node transaction forwarding fees. For a better un-
derstanding, the illustration of the cross-channel trading
is given in Figure 1.

Figure 1: The illustration of the cross-channel trading

Suppose user A wants to transact with D, but no pay-
ment channel is established between A and D. The trans-
action execution process is as follows: A randomly gener-
ates the original image R and passes R to D; D hashes the
received R to generate H(R) and passes it to A; A exe-
cutes the routing algorithm to find the transaction trans-
mission path A− >B− >C− >D that can reach D. Each
node in the path signs a time lock with the neighboring



International Journal of Network Security, Vol.26, No.2, PP.257-269, Mar. 2024 (DOI: 10.6633/IJNS.202403 26(2).12) 259

node respectively. After the time lock contract on the
transmission path is signed, user D presents the original
image R of H(R) to C to unlock the funds from C. Then
R is passed to the next user in turn to unlock the funds
of the neighboring users. Finally, the transaction between
user A and D is realized, and for users B and C who trans-
mit the transaction, they will receive a transmission fee,
which is generally relatively low.

3 Related Work

When the off-chain payment channel network was cre-
ated, its research mainly focused on routing algorithms,
such as the hybrid routing algorithm Flare [17], which
used a combination of common nodes and beacon nodes to
find paths for payment nodes, improved the path finding
rate and decentralized centralization, and laid a consoli-
dated foundation for the routing algorithms that followed.
In recent years, routing algorithms have considered some
inherent limitations in the network, such as fund over-
load [18], channel imbalance [19], routing cost [20], and
security issues [21]. For channel imbalance, Giovanni et
al. [22] proposed to reduce channel imbalance by charging
transaction fees at the gateway nodes, the rate of which
depends on the balance difference between the nodes at
both ends of the channel; Khalil et al. [23] proposed RE-
VIVE, which allows any set of users to safely rebalance the
channel according to the channel owner’s preference, to
ensure the balance of funds between the forwarding nodes.
Mercan et al. [18] proposed balance-aware routing, which
calculates the channel imbalance before the transaction is
forwarded and then selects the gateway to be forwarded,
thus alleviating the channel imbalance. Conoscenti et
al. [24] proposed a passive rebalancing scheme to reduce
the payment failure rate due to channel imbalance. Hong
et al. [25] proposed the asynchronous rebalancing idea
CYCLE, where imbalanced nodes eliminate the fund off-
set by implementing loop payments on closed-loop rout-
ing. Avarikioti et al. [26] proposed an optional rebalanc-
ing protocol that effectively decomposes the rebalancing
solution into incentive-compatible cycles, thus preserving
the node balance while atomic payments are executed.

With the development and growth of off-chain payment
channel networks, studies on topological properties have
emerged, such as Seres [27] on the degree distribution,
robustness, and random failures of (Lightning Network
LN), Guo et al. [28] on the connectivity, channel capac-
ity, and routing efficiency of LN, Zabka et al. [29] on the
geographical distribution of LN, and Lisi et al. [30] on the
topology of lightning networks for a specific time period.

Later work has shown that there are security risks in
off-chain payment channel networks [31], such as Mala-
volta et al. [32] described possible wormhole attacks in
LN networks, followed by the multi-hop anonymity and
privacy-preserving payment channel network MAPPCN
[33], and for attack models, such as Thakur et al. [34] pro-
posed a conspiracy attack and Perez et al. [35] proposed a

balance detection attack. There are also researches on the
privacy protection of off-chain Payment channel networks.
Zhang et al. [36] proposed a hybrid multi-hop mechanism,
including Payment channel network PCN, Onion routing
and side chain, so as to ensure privacy-protecting off-chain
payment. The CryptoMaze protocol proposed by Mazum-
dar et al. [37] not only avoids the formation of multiple off-
chain contracts on the side of the path sharing of routing
partial payments, but also ensures the no-connectibility
of partial payments.

4 Scheme Design

4.1 Design Ideas

In this paper, a channel rebalancing network is formed in
which each node has a channel rebalancing mini-network
centered on itself, and the channel balancing degree in the
mini-network is set by the central node as a way to limit
the payment behavior of each node and keep the channel
within a certain balancing degree.

For the nodes in the off-chain payment channel network
that want to participate in the channel rebalancing net-
work, they need to submit the channel information that
they have created. After receiving the channel informa-
tion from the node, the channel rebalancing network cre-
ates a rebalancing channel information table centered on
the node. All nodes in the channel rebalancing network
that meet the channel rebalancing requirements need to
execute the channel rebalancing operation uncondition-
ally. In the design, the following points are considered:

1) Information security, the distribution of funds of the
nodes in the channel is not leaked.

2) Capital protection, no loss of node funds during re-
balancing operation.

3) No impact on the normal trading activities of the
nodes.

According to the above requirements, this paper di-
vides the rebalancing scheme into three modules,channel
screening, rebalancing execution and channel clearing.
The scheme principle is shown in Figure 2.

Channel Screening Module: Screen the channels in the
rebalancing channel information table that needs to ad-
just the fund distribution and calculate the funds needed
to rebalance the channel.

Rebalancing execution module: According to the rebal-
ancing funds calculated by the channel screening module,
rebalancing transfers are executed on the corresponding
channels.

Channel clearing module: When a node leaves the
channel rebalancing network, in order to ensure that the
nodes in the network do not lose funds in the rebalancing
process, it can leave only after clearing the channel debt
relationship connected with the node, at which time the
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Figure 2: Channel rebalancing scheme diagram

network automatically clears the information of the leav-
ing node and the channel information connected with the
node.

Considering that cross-channel rebalancing may affect
the trading activities of nodes, the design is such that
each node only actively regulates the payment channel
it creates and places the execution of rebalancing in idle
time when the node has no trading activities. In this way,
cross-channel rebalancing will not be involved, and due to
the immediacy of the transaction of the created channel, it
will not affect the normal transaction activities of nodes.

Nodes that want to participate in the channel rebalanc-
ing network, before entering the network, have to submit
their own channel information form. Considering the in-
formation security, the information provided only includes
the addresses and channel capacity of nodes at both ends
of established channels that are publicly in the payment
channel network. Taking node 0 in 2 as an example, the
submitted channel information is shown in Table 1.

After receiving the node channel information, compare
the node information of the channel rebalancing network
and create a node-centered rebalancing channel informa-
tion table, which contains the node addresses and fund
distribution at both ends of the channel, and the table is
only stored at the central node, which is not involved in
the channel fund distribution leakage problem because it
is established about the channel information table created

Table 1: Node 0 channel information table

Node1 Node2 Capacity
0 1 0.6
0 2 0.9
0 3 1.0
0 4 0.2
0 5 0.1
0 6 1.2
0 7 0.3

by the central node. For example, according to Table 1
submitted by node 0, after comparing with the nodes in
the network, it is found that node 7 is not involved in the
channel rebalancing network, so the rebalancing informa-
tion created for node 0 is shown in Table 2.

4.2 Detailed Design

4.2.1 Model Definition

We represent the channel rebalancing network as a di-

graph G
′
=

(
V

′
, E

′
)
where V

′
= {v1, v2, v3, ...vn} is the

set of nodes in G
′
, e

′

i,j ∈ E
′
=

{
(vi, vj) |vi, vj ∈ V

′
}
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Table 2: Node 0 channel information table

Node1 Node2 Balance1 Balance2 Capacity
0 1 0.1 0.5 0.6
0 2 0.7 0.2 0.9
0 3 0.2 0.8 1.0
0 4 0.15 0.05 0.2
0 5 0.05 0.05 0.1
0 6 0.12 1.08 1.2

is the set of edges in E
′
. Take any node i in V

′
, We

define the small network formed by the central node
i as a directed graph Gi

N =
(
V i
N , Ei

N

)
, where V i

N ={
vN1 , vN2 , vN3 , ...vNk|k≤n

}
is the set of nodes in G

′

N ,

eiNi,j
∈ Ei

N =
{(

vNi , vNj

)
|vNi , vNj ∈ V i

N

}
is the set of

channel edges in Gi
N . The funds deposited by nodes i and

j when creating a channel are denoted as bNi
and bNj

, and
the channel capacity is denoted as cNi,j

, we have:

cNi,j
= bNi

+ bNj
(1)

For the channel eiNi,j
, we define the imbalance degree of

the channel as bimi,j :

bimi,j =
|bNi

− bNj
|

cNi,j

bimi,j ∈ (0, 1) (2)

In Formula (2), when bNi
= bNj

, we have bimi,j = 0, then
equation (2) is also equivalent to:

bNi

cNi,j

=
bNj

cNi,j

= 0.5 (3)

Formula (3) indicates the most ideal channel equilibrium
state, that is, the same funds at both ends of the chan-
nel, but it is difficult to achieve this situation in the real

network, so we set a changeable value bim
′

i,j to indicate the
difference between the channel imbalance degree accept-
able to the central node and the optimal balance degree
0.5 in the small network formed by the central node, the
value is set by the central node VNi . That is, the channel
unbalance that the central node refuses to accept. The
funds of the node i will remain within the variation δ1
and δ2, node i funding will meet bNi

∈ (δ1, δ2), there are: δ1 = cNi,j
∗
(
0.5− bim

′

i,j

)
δ2 = cNi,j

∗
(
0.5 + bim

′

i,j

)  (4)

The channel selection algorithm will be designed based on
the funding requirements of node i in Formula (4).

4.2.2 Model Implementation

The channel selection module is implemented by Find-
RebalancingChannel(FRC) algorithm, which is used to

Algorithm 1 FRC

Input: ReInfor = ReChannelInformlist, bim
′

i,j

1: OPB = 0.5
2: for cNi,j in ReInfor do

3: δ1 = cNi,j * (OPB - bim
′

i,j )

4: δ2 = cNi,j * (OPB - bim
′

i,j )
5: end for
6: for bNi

in ReInfor do
7: if bNi

<δ1 then
8: ReBalance = bNi

- δ1
9: end if

10: if bNi >δ2 then
11: ReBalance = bNi

- δ2
12: end if
13: end for
Output: C id,ReBalance

find out the imbalanced channel in Gi
N =

(
V i
N , Ei

N

)
and

calculate the funds required for the channel rebalancing.
The algorithm pseudo-code is shown in Algorithm 1.

Algorithm 1 is based on the acceptable imbalance value

bim
′

i,j rejected by the central node to calculate the capital
balance range [δ1, δ2] of all channels centered on this node.
If the funds at the end of the central node i are not in
the range, the channel is picked out. The calculated re-
balancing fund ReBalance, a positive value, indicates the
the channel imbalance is caused by the higher-end funds
of the central node i than the j end funds. At this time,
the channel imbalance needs to be solved by transferring
funds from i end to the j end. A negative value indicates
that the channel imbalance is caused by higher funds at
the node j end is higher than the central node i, and the
imbalance needs to be resolved by transferring funds from
j end to the i end.

In Rebalancing execution module, perform rebalanc-
ing transfer on the selected unbalanced channel. Before
rebalancing transfer, set up fund detection to ensure that
the node funds at both ends of the channel are not lost.
The Rebalancing contract designed in this paper is shown
in Algorithm 2.

In Algorithm 2, the transfer direction is judged first.
A positive ReBalance value indicates that the transfer di-
rection is from the node i to j, which means that the node
i is helping the node j to balance the channel they have
established by borrowing, and then checking whether the
node j has the ability to repay, which is shown in the
contract as ReBalance<bNj

the rebalancing transfer can
only be performed if the contract is, otherwise, the re-
balancing fails. Similarly when ReBalance is negative,
to perform a rebalancing transfer, it is necessary to sat-
isfy ReBalance<bNi . In this module, it is also necessary
to record the ReBalance of each rebalancing transfer in
each channel, which is used for the liquidation of the next
module.

In Channel clearing module, before a node leaves the
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Algorithm 2 Rebalancing

Input: bNi = getBalance (accounti)
bNj

= getBalance (accountj)
1: int[] ClearBalance = [0]
2: if ReBalance >0 then
3: if ReBalance <bNj

then
4: reTransfer(accountj)
5: pushContent(ReBalance)
6: end if
7: else
8: if |ReBalance| <bNi

then
9: reTransfer(accounti)

10: pushContent(ReBalance)
11: end if
12: end if
Output: ClearBalance

network, it must clear the debts of all channels connected
to it. This capability is implemented through the Clean-
Channel contract shown in Algorithm 3.

Algorithm 3 CleanChannel

1: int total = 0
2: for i = 0;i <ClearBalance.length; i++ do
3: total = total+ ClearBalance[i]
4: end for
5: if total >0 then
6: reTransfer(accounti)
7: else
8: reTransfer(accountj)
9: end if

In Algorithm 3, the ReBalance of the channel’s histor-
ical rebalancing transfer is first cleared, and the result is
placed in total. The positive or negative value of total in-
dicates the direction of debt repayment, and the positive
values indicate that in the rebalancing prosess with the
help of the nodes i of mutual funds is more than node j,
then the node j needs to repay the excess fund of node i.
Similarly, a negative value of total means that the node i
needs to repay the excess funds from the node j. Based on
the positive and negative values of total, the repayment
transfer is then executed.

5 Experiments and Analysis of
Results

5.1 Validating the FRC Algorithm

5.1.1 Experimental Design

This experiment collectes the channel capacity created at
a node named bfx-lnd1 in LN at some point on March 2,
2023, and its frequency distribution is shown in Figure 3.

Figure 3 shows that the channel capacity created by
this node is mostly distributed within 0 to 2 BTC, with

Figure 3: Channel capacity created by bfx-lnd1 nodes

only a few channels exceeding 2 BTC. In the channel ca-
pacity shown in the figure above, this paper randomly se-
lected 100 channel capacities to participate in the channel
rebalancing network of this scheme. Since the fund dis-
tribution at both ends of the channel is not available in
the network, for the distribution of funds at both ends of
the channel, this paper generates the channel rebalancing
network by taking a random number in 0 and cNi,j

, and
the two ends of the funds satisfy the following condition.

{
bNi

| bNi
∈
[
0, cNi,j

]
bNj + bNj = cNi,j

}
(5)

The fund distribution at both ends of the 100 channels
generated by the above method is shown in Figure 4.

Figure 4: Distribution of funds at both ends of the channel

Figure 4 shows that among the 100 channels, most
channels have channel imbalance problems, and among
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the unbalanced channels, there are extremely unbalanced
channels. But there are a few channels where the distri-
bution of funds relatively balanced. Following that, the
channel imbalance bimi,j of the 100 channels selected above
is calculated, and their distributions are shown in Fig-
ure 5.

Figure 5: Channel imbalance degree

The green line in Figure 5 shows the optimal balance

of 0.5, and the yellow line shows the imbalance bim
′

i,j of
the channel. As can be seen from Figure 5, most chan-
nels deviate from the optimal balance, and the number of
channels included in different balance levels is different.
For the FRC algorithm mentioned in Section 4.2.2, we
make the following analysis:

1) The smaller the bim
′

i,j , the more channels need to be
rebalanced. The reason is that most channels will
meet the channel balance requirements set by the
central node VNi

with the fund range of the node
(δ1, δ2) increasing.

2) As bim
′

i,j increases, the gap between the average pay-
ing capacity of channels and that of channels before
the implementation of the rebalancing scheme will
narrow. This is because the (δ1, δ2) shrinks with

bim
′

i,j increasing, indicating that the central node has a
higher requirement on the balance degree of channels
in the network, and at this time, only a few channels
participate in the rebalancing scheme. Therefore, the
average paying capacity of channels in a small net-
work composed of central nodes will not increase sig-
nificantly.

According to the above analysis, we need to perform

the FRC algorithm under different bim
′

i,j . To measure the
number of channels that can perform rebalancing opera-
tions and the average payment capacity of channels in the
small network composed of central nodes.

5.1.2 Results Analysis

In this paper, we implement the FRC algorithm in Python

language and measure the span of 0.005 as bim
′

i,j ∈
[0.00,0.50], within the different bim

′

i,j under the execution
of the FRC algorithm, the number of channels that can
perform rebalancing operations is collected from volume
and the average channel payment capacity in a small net-
work composed of central nodes, and the results are shown
in Figure 5 and Figure 6 respectively.

Figure 6: Number of channels

In Figure 6, the red dash indicates the number of chan-
nels that can be adjusted by the rebalancing scheme under
a certain imbalance degree that the central node refuses
to accept. As can be seen from the trend of Figure 6,
with the increase of imbalance degree, the number of ad-
justable channels is decreasing. The green dash line indi-
cates the number of channels which cannot be adjusted by
rebalancing scheme under a certain imbalance degree, and
their number shows an upward trend with the increase
of imbalance. Notably, at the same imbalance, there is
unRebalancing +Rebalancing = 100.

In Figure 7, the blue broken line represents the av-
erage payment capacity of channels in a small network
composed of central nodes after the execution of a re-
balancing scheme in an imbalance degree. The average
payment capacity of channels in the network decreases
with the increase of imbalance. The yellow broken line
represents the average paying capacity of channels when
no rebalancing operation scheme is executedin a imbal-
ance. As can be seen from Figure 7, with the increase
of imbalance, the gap between them decreases obviously.
When imbalance increases to a certain extent, the two
broken lines actually coincide. In this case, it means that
the rebalancing scheme loses its rebalancing ability, so the
central node should avoid this critical value when choos-
ing an acceptable imbalance degree imbalance. In this
experiment, the critical value is equal to 0.475.

Through the above experiments, the rationality of 5.1.1
analysis on FRC algorithmis proved, and the effectiveness
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Figure 7: Channel Average Payment Capacity

of FRC algorithm in improving channel balance degree is
verified.

5.2 Validating Smart Contracts

5.2.1 Experimental Design

This paper implements the Rebalancing and CleanChan-
nel contracts on Remix, the official open-source online
integrated development environment of Ethereum. For
the Rebalancing contract, the functional requirements are
verified by testing the Rebalancing greater than 0 and less
than 0 mentioned in 4.2.2, as shown in Table 3.

The CleanChannel contract needs to calculate the sum
of the Rebalancing values recorded by the Rebalancing
contract, and realize the repayment operation in the cor-
responding ReBalance account according to the positive
and negative values. Its test table is shown in Table 4.

5.2.2 Results Analysis

According to the Rebalancing and CleanChannel contract
testing requirements in 5.2.1, the ReBalance values shown
in Table were set in this paper, and the test results are
shown in Table 5.

Let ReBalance = 100,000,000,000,000,000,000 sat, in
Table 5, the first judgment rebalancing transfer direc-
tion is bNi to bNj , and then determine bNi whether
there is the ability to repay, because the bNi ac-
count balance is 999,999,999,999,993,876,17 sat, less
than 100,000,000,000,000,000,000 sat, so it is not exe-
cuted the bNi

transfers 100,000,000,000,000,000,000 sat
to bNj . When ReBalance = -200 sat, the first judg-
ment rebalancing transfer direction is bNj to bNi trans-
fer 200 sat, and then check bNi

whether there is the
ability to repay, and since the bNi

balance at this time
is 999,999,999,999,965,105,60 sat, which is completely
greater than 200 sat, so the execution of bNj

to bNi
trans-

fer 200 sat, the bNi
balance is 999,999,999,999,965,107,60

sat after transfer bNi
. The analysis of the above results

shows that the Rebalancing contract is designed to meet
the requirements for rebalancing under certain conditions.

According to the rebalancing values recorded in Rebal-
ancing contract, CleanChannel contract is executed, and
the measured funds at both ends of the channel are shown
in Table 6.

In Table 6, after the two rebalancing transfers in
Table 5, the clearing yields total = -100 sat, in-
dicating that during the rebalancing bNi

has made
use of an extra bNj 100 sat, at this time, the
bNj balance is 999,999,999,999,989,998,06 sat, and af-
ter receiving 100 sat from bNi

, the bNj
balance is

999,999,999,999,989,999,06 sat. The successful transfer
from bNi

to bNj
indicates that the CleanChannel contract

we designed implements channel clearing function.

In Tables 5 and 6, the data highlighted in red in-
dicate that the experimental values do not match the
theoretical values. We find that the experimental val-
ues are lower than the theoretical values in red-marked
data. The reason for this deviation is that when the con-
tract is deployed on the Remix platform, the platform
automatically adds the cost of executing the contract,
and the cost is spent by the account where the contract
is deployed, so when the account executes the contract,
the balance of the account will be lower than the value
of balance before the account is spent minus the spent
funds. Taking ReBalance = 100 sat in Table 5 as an ex-
ample when bNi paying 100 sat to bNj , the bNi balance
should be 999,999,999,999,937,279,64 sat, but it is only
999,999,999,999,937,233,52 sat, and the decrease 416,2
sat is used as a fee for the execution of this contract.

5.3 Solution Scalability Verification

In order to verify the scalability of the scheme, 1500 chan-
nels in LN were randomly selected for experiments. First,
the average channel unbalance degree of these channels
is calculated, and the calculated result is 0.0977. Then,

with a span of 0.02, bim
′

i,j ∈ [0.00, 0.10], we measured the
change of the average paying capacity of channels in the
small network formed by the central node as the number
of channels increases, and then calculate the increasing
multiple of the average paying capacity of channels af-
ter using different schemes. The experimental results are
shown in Figures 8 and 9.

In Figure 8, different colors of broken lines represent

different bim
′

i,j values, the virtual broken line represents the
average channel payment ability before the implementa-
tion of the plan, and the solid line represents the average
channel payment ability after the implementation of the

plan.The results show that: under the same bim
′

i,j , the av-
erage paying capacity of channels is significantly improved
after the implementation of the scheme, and the increas-
ing trend is not affected by the number of channels, which
indicates that the scheme has good scalability. Under dif-
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Table 3: Rebalancing Contract test table

Rebalancing transfer direction
Rebalancing transfer, bNi

bNj

conditions theoretical value theoretical value

ReBalance>0
ReBalance<bNj

bNi
− ReBalance bNj

+ ReBalance
ReBalance>bNj

bNi
bNj

ReBalance<0
|ReBalance|>bNi

bNi
bNj

|ReBalance|<bNi
bNi

+ ReBalance bNj
− ReBalance

Table 4: CleanChannel contract test table

Channel clearing value
Reimbursement, bNi

bNj

direction theoretical value theoretical value

total
total>0 bNi + total bNj − total
total<0 bNi

− total bNj
+ total

Table 5: Rebalancing contract execution after both ends of the channel funding table

ReBalance(sat)
bNi , bNj 1bNi 1bNj 1bNi theoreti. 1bNj theoreti.
(sat) (sat) (sat) (sat) value (sat) value (sat)

100

999,999, 999,999, 999,999, 999,999, 999,999, 999,999,
999,999, 999,999, 999,999, 999,999, 999,999, 999,999,
937,280, 993,875, 937,233, 993,876, 937,279, 993,876,

64 17 52 17 64 17

100,000,000,000,000,000,000,

999,999, 999,999, 999,999, 999,999, 999,999, 999,999,
999,999, 999,999, 999,999, 999,999, 999,999, 999,999,
936,233, 993,876, 935,223, 993,876, 936,233, 993,876,

52 17 52 17 52 17

-200

999,999, 999,999, 999,999, 999,999, 999,999, 999,999,
999,999, 999,999, 999,999, 999,999, 999,999, 999,999,
965,105, 953,583, 965,107, 953,529, 965,107, 953,581,

60 80 60 80 60 80

-100,000,000,000,000,000,009

999,999, 999,999, 999,999, 999,999, 999,999, 999,999,
999,999, 999,999, 999,999, 999,999, 999,999, 999,999,
996,510, 952,529, 996,510, 951,529, 996,510, 952,529,

60 60 60 60 60 60

Table 6: CleanChannel contract execution after both ends of the channel funding table

total(sat)
bNi

, bNj
1bNi

1bNj
1bNi

theoretical 1bNj
theoretical

(sat) (sat) (sat) (sat) value (sat) value (sat)

-100
999,999, 999,999, 999,999, 999,999, 999,999, 999,999,
999,999, 999,999, 999,999, 999,999, 999,999, 999,999,
950,375, 989,998, 950,061, 989,999, 950,374, 989,999,

11 06 23 06 11 06
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Figure 8: Channel average affordability

ferent scenarios, before and after the implementation of
the scheme, there is a significant increase in the average

payment capacity of the channel as bim
′

i,j the average pay-
ment capacity of the channels decreases as the number
of channels increases, the reason for this phenomenon is

that as the bim
′

i,j , which is due to the fact as the number
of channels increase, the central node’s balancing require-
ments for the entire network increase, marking the rebal-
ancing ability weaker and therefore the average payment
capacity of the channel decreases. Several peaks in the
graph casused by the relatively large initial funds at both
ends of each newly added channel, and have no special
meaning.

Figure 9: Channel capacity increase multiple

The broken line in Figure 9 shows the increase multi-
ples of the average paying capacity of channels after using
the scheme compared with before using it under different

bim
′

i,j . As can be seen from the figure, the increase multi-
ples are basically stable between 3 and 3.5 times, indicat-
ing that the scheme has a significant effect on improving
the average paying capacity of channels.

6 Conclusions

Aiming at the channel imbalance problem in the off-chain
payment channel network, this paper proposes an off-
chain payment channel Rebalancing scheme controlled by
the central node, and designs the channel selection algo-
rithm FRC, smart contract rebalancing and CleanChan-
nel to implement the scheme. The main contributions of
this paper are as follows:

1) Through the hierarchical use of node and channel in-
formation, not only protects the privacy of nodes and
channels, but also ensures the integrity of informa-
tion required by the central node when rebalancing
channels.

2) Channel selection algorithm FRC, so that the nodes
in the off-chain payment channel network can flexibly
adjust the fund distribution of the fund needs, so as
to improve the channel balance.

3) Rebalancing contract is proposed, which realizes the
rebalancing operation and avoids the risk of the node
losing funds by checking the fund balance at both
ends of the channel.

4) The designed CleanChannel contract fully guarantees
that the funds of nodes will not be lost in the rebal-
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ancing process, and further guarantees the reliability
of the rebalancing scheme.

The ”off-chain payment channel rebalancing scheme
controlled by central node” not noly reduces the cost of
node rebalancing channel, but also improves the flexibil-
ity and durability of the payment channel. The scheme
will hopefully be applied to lightning Network, Raiden
Network, Celer Network, etc, thus enabling the off chain
payment channel network to provide reliable and efficient
payment solutions in various scenarios such as real-time
payment, high-frequency trading, micropayment, micro-
payment and Internet of Things payment, and to promote
innovation and development in the payment field.

However, when setting the channel imbalance degree

bim
′

i,j rejected by the central node, the scheme does not
consider the difference in the demand for the balance de-
gree of each channel in the small network composed of the
central node, and lacks the dynamic analysis of the chan-
nel. In the future work, we will study the current main-
stream off-chain payment channel network and design a
more flexible one for the central node. In addition, the
active protection of node channel fund information needs
to be strengthened, and then we will create a stronger
fortress for channel fund information through information
access control, information encryption and other means.
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