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Abstract

Encryption of data is an effective means of securing net-
work communication. This paper briefly introduced the
advanced encryption standard (AES) algorithm. It uti-
lized the Rivest, Shamir, and Adleman (RSA) algorithm
for encrypting the AES key to enhance the encryption
process’s efficiency. Then, the encryption and decryp-
tion efficiency, transmission efficiency, and security of the
RSA, AES, and RSA+AES algorithms were compared us-
ing the simulation experiments. It was found that the
increase in the size of transmission files increased the en-
cryption and decryption time and reduced the average
transmission rate. In terms of security, all three en-
cryption algorithms had encryption sensitivity, and the
RSA+AES algorithm had the best security performance
in encrypting sensitive information.
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1 Introduction

With the advancement and widespread use of computers
and the Internet, communication between individuals has
transcended traditional face-to-face interactions and let-
ter writing [15]. The Internet enables seamless sending
and receiving of emails, and real-time communication has
become easily achievable due to the improvement in In-
ternet transmission speeds. The Internet has significantly
facilitated interpersonal communication [17]. However,
the openness of the Internet also brings forth the risk of
information theft or tampering during data transmission.
Thus, safeguarding sensitive information during network
communication has become a critical concern. Encryp-
tion of communication data is a widely adopted method
to protect sensitive information, as it uses a key to trans-
form plaintext into ciphertext, ensuring that even if inter-
cepted, the data remains challenging to decipher [13,14].

Several related studies have explored encryption tech-
niques to enhance security. For instance, by using the
advanced encryption standard (AES) for data compres-
sion and increasing the number of rounds in the AES
encryption and decryption operations to 16, Kumar et
al. [11] improved the security of a system. Yang et al. [22]
developed an enhanced AES encryption algorithm based
on chaos theory to address security concerns. They ver-
ified its feasibility and security through simulations. Al-
bahar et al. [2] introduced a new triple algorithm com-
bining Rivest, Shamir, and Adleman (RSA) [5, 8], AES,
and TwoFish to further enhance the security of Blue-
tooth [9, 21], whose latest versions solely rely on 128-bit
AES encryption.

Experimental data confirmed that the new algorithm
eliminated all known weaknesses to improve the Blue-
tooth’s encryption security. In this context, this paper
offers a concise introduction to the AES encryption algo-
rithm and suggests incorporating the RSA algorithm to
encrypt the AES key, thus optimizing the encryption pro-
cess. Subsequently, the study compares the encryption
and decryption efficiencies, data transmission efficiencies,
and security of three encryption algorithms, namely RSA,
AES, and RSA+AES, through simulation experiments.

2 AES-based Encryption for Net-
work Communication

In asymmetric cryptography, the public key is made avail-
able to the public, and anyone can access it to perform
encryption [6,10,12,20]. However, the private key is kept
confidential by the individual, making it more secure.
Symmetric encryption technology remains one of the com-
monly used mainstream cryptographic approaches due to
its advantages of fast encryption, strong scalability, flexi-
bility, and compatibility [19].

The fundamental process of the symmetric encryption
algorithm AES comprises three main parts: key expan-
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sion, encryption, and decryption. During the encryption
process, the data is divided into several blocks, each con-
sisting of four bytes. The initial round involves perform-
ing a bitwise exclusive OR (XOR) operation on the plain-
text and the first round key. Subsequently, following the
AES encryption algorithm rules, several rounds of itera-
tions are conducted using the output of the initial round
as input, culminating in the final ciphertext after the last
round of iteration [7]. The decryption process follows
a similar procedure to encryption but utilizes the round
keys in reverse order. The AES algorithm is more efficient
in both encryption and decryption processes; however, it
also poses a higher risk of key leakage [3]. While the RSA
algorithm provides greater security, its longer key length
leads to decreased encryption efficiency. Hence, this arti-
cle proposes combining AES and RSA by utilizing RSA
for encrypting the AES keys. This approach not only
mitigates the risk of leaking AES keys but also prevents
unnecessary prolongation of the encryption process.

The process when the RSA and AES algorithms are
combined is shown in Figure 1.

1) An AES key with 128 bits is used to encrypt the
plaintext. The basic principle is as follows. A 128-
bit plaintext and the key are put into a matrix of 4×4
respectively. Then, the key matrix and the plaintext
matrix are subjected to the XOR operation [4]. After
that, the S-box of the fixed table of the AES algo-
rithm is utilized for byte replacement in the matrix.
After the byte replacement, the matrix shifts the el-
ements of each row to the left in a circular manner
based on the specified displacement amount, which
is called row shifting. Then, the column mixing op-
eration is performed. The above procedure [16] is
cycled nine times, and the column mixing is replaced
by XOR operation at the tenth cycle.

2) The RSA public key is employed to encrypt the AES
key. The encryption formula is:

C = me mod n

gcd[e, ϕ(n)] = 1

ϕ(n) = (p− 1)(q − 1)

n = pq

(1)

where C is the ciphertext, m is the plaintext, e is
the public key, p and q are two confidential prime
numbers with random 1024 bits, and n is the product
of p and q [18], which can be made public.

3) The communication ciphertext is combined with the
ciphertext of the AES key at the communication
sender, and then the combination is sent to the com-
munication receiver.

4) The communication receiver splits the received com-
bined ciphertext into communication ciphertext and
AES key ciphertext.

5) The AES key ciphertext is decrypted using the RSA
private key. The decryption formula is:

m = cd mod n

ed = 1 mod ϕ(n)

(2)

where d is the private key, which is computed by the
public key and is not public.

6) The decryption process uses the round keys in reverse
order.

3 Simulation Experiment

3.1 Experimental Environment

The simulation experiments were conducted in a server
in the lab, where three servers were set up. Server 1
served as the communication sender, server 2 served as
the communication receiver, and server 3 acted as a third
party to capture the communication data.

3.2 Experimental Setup

In the simulation experiment, servers 1 and 2 were used
to establish a server-client architecture. Server 1 initi-
ated communication while server 2 received it. The basic
process is as follows. Firstly, servers 1 and 2 performed
a handshake [23] to establish a unified AES key for en-
cryption, and then they communicated with each other.
Server 1 read the file that needs to be sent and encrypted
it using an AES key; then, RSA encrypted the key and
sent both the encrypted file and key to server 2. Finally,
server 2 received the ciphertext and decrypted it.

3.3 Experimental Projects

1) Data encryption and decryption efficiency
Files with sizes of 100, 200, 300, 400, and 500 MB
were set to test the encryption and decryption time.
Additionally, the encryption and decryption time of
both AES and RSA schemes was also tested.

2) Data transmission rate test
Files with sizes of 100, 200, 300, 400, and 500 MB
were set up respectively, and they were encrypted
and sent to the client according to the communica-
tion flow described above. The average transmission
rate was calculated from the time when the server
started sending the file to the time when the client
finished receiving the file. In addition, the average
transmission rate under the AES and RSA schemes
was also tested.
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Figure 1: Communication encryption flow of the improved AES algorithm

3) Security of data encryption
In the process of communication between the server
and client, the third-party server used the wiershark
packet capture tool to simulate the listening condi-
tion and captured the communication data. In this
test, the communication content was ”hello”, ”hella”,
”nello”, and the data captured by the packet capture
tool was compared with the sent data.

4) Encryption effect on sensitive data
When encrypting communication data, sensitive in-
formation within it is also encrypted. Sensitive infor-
mation includes the name, address and contact infor-
mation of the communication user, so the encryption
effect of the encryption scheme on the sensitive infor-
mation was also tested. Firstly, 30 names, addresses
and contact information were randomly generated,
and then the sensitive information was transmitted
under the three encryption schemes. The commu-
nication data was captured using a packet capture
tool and violently decrypted for 60 min, and the de-
crypted text was compared with the original text to
calculate the average completeness.

3.4 Experimental Results

The time required for encryption and decryption of the
three encryption schemes is provided in Table 1. Com-
paring the encryption and decryption time consumed by
the three encryption schemes under the same file size,
it can be seen that the time consumed by the RSA al-
gorithm was the most, the time consumed by the AES
algorithm was the least, and the combination of the RSA
and AES algorithms was slightly higher than the AES
scheme. The RSA algorithm is a type of encryption al-
gorithm that employs a public key to encrypt data and a
corresponding private key for decryption purposes. The
calculation method used in encryption and decryption is
different, and moreover the calculation process both in-
volves exponential operations. Therefore, it is the most
time-consuming. The AES algorithm uses a key to en-
crypt and decrypt. The process of decrypting is the op-
posite of the process of encrypting, and the arithmetic
process does not involve complex calculations. Therefore,
it takes the least time. The RSA + AES algorithm en-
crypts plaintexts with the AES algorithm in nature, and

the RSA algorithm is only applied to protect the AES
key; therefore, the encryption and decryption by the com-
bination algorithm is still faster than the RSA algorithm.
However, encrypting the AES key with the RSA algo-
rithm will take some time. As the length of the AES key
is much smaller than the plaintext, the impact is not very
large.

As can be seen from Figure 2, as the file size grew
larger, the time for encryption at the server side and de-
cryption at the receiver side in the communication process
increased, making the average transmission rate decrease.
Under the same file size, the average transmission rate of
the RSA scheme was the smallest, the average rate of
the AES scheme was the largest, and the average rate of
the RSA+AES scheme was slightly lower than that of the
AES scheme. The reason also lies in the difference of en-
cryption efficiency of the encryption scheme. The RSA
algorithm takes the longest time for encryption, which
makes the average transmission rate low. The AES and
combination algorithms take shorter time in encrypting
and decrypting data, so the average transmission rate is
high. Compared to the AES algorithm, the encryption
and decryption of the combination algorithm take a lit-
tle bit more time, which makes its average transmission
efficiency slightly lower.

Under the three encryption schemes, the packet cap-
ture program was used to capture the transmitted data
during the communication process. The captured data
content, plaintext, and average completeness after brute-
force decryption are demonstrated in Table 2. From Ta-
ble 2, it is evident that the data bytes encrypted by the
encryption algorithm were significantly different from the
plaintext. In the same encryption algorithm, the differ-
ence of only one letter in the plaintext could make a signif-
icant difference in the ciphertext, and all three encryption
algorithms had encryption sensitivity.

The cracking completeness of the three sensitive data
such as name, address, and contact information after 60
min of brute force cracking under the three encryption
schemes is displayed in Table 3. From Table 3, it can be
seen that the average cracking completeness of the three
sensitive data under the same encryption scheme did not
differ much, and the comprehensive cracking completeness
of the AES algorithm was the highest, the RSA algorithm
was the second, and the RSA+AES algorithm was the
lowest.
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Table 1: The encryption and decryption time of three encryption schemes

Encryption scheme 100 MB 200 MB 300 MB 400 MB 500 MB

Time consumption of encryption and decryption by
RSA/ms

740 950 1140 1320 1530

Time consumption of encryption and decryption by
AES/ms

520 680 870 1020 1130

Time consumption of encryption and decryption by
RSA+AES

580 730 890 1070 1190

Figure 2: Average transmission rate of files of different sizes under three encryption schemes

Table 2: Data content captured under three encryption schemes

Encryption algorithm Plaintext Plaintext hexadecimal bytes Captured data

hello 68656C6C6F 13551364da64d6355233
RSA hella 68656C6C61 20d5366d2gde2141da23

nello 6E656C6C6F 635dg2e5f62314dde212
hello 68656C6C6F 587a55a21ef56ac5dd54

AES hella 68656C6C61 98a85d65ec6f54a55723
nello 6E656C6C6F 7456fcea544f4dc44ef4d
hello 68656C6C6F 3484ada8818461da4154

RSA+AES hella 68656C6C61 7dfa2a45d5646654da11
nello 6E656C6C6F 369a5f32587df1256564
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Table 3: Brute force decryption completeness for different sensitive data types under three encryption schemes

Types of Average Cracking Comprehensive Cracking
Encryption scheme Sensitive Data Completeness/% Completeness/%

Name 3.2
RSA Address 3.1 3.2

Contact information 3.3
Name 4.2

AES Address 4.1 4.1
Contact information 4.1

Name 2.1
RSA+AES Address 2.2 2.1

Contact information 2.1

4 Conclusion

This paper offers a brief overview of the AES encryp-
tion algorithm and incorporated the RSA algorithm to
encrypt the AES key, aiming to enhance the encryption
algorithm’s performance. Subsequently, it conducted sim-
ulation experiments to compare the encryption and de-
cryption efficiency, transmission efficiency, and security of
three encryption algorithms: RSA, AES, and RSA+AES.
The results are summarized as follows.

1) With the increase of the file size in the transmission,
the encryption and decryption time for all three en-
cryption schemes rose. When the file size was the
same, RSA encryption and decryption required the
most time, whereas AES encryption and decryption
required the least amount of time. The RSA+AES
algorithm showed slightly higher time consumption
compared to the AES algorithm for the same file size.

2) As the number of transmitted files increased, the
average transmission rate of the three encryption
schemes showed a decreasing trend. Under the same
file size, the RSA scheme had the smallest average
transmission rate, while the AES scheme exhibited
the largest average transmission rate. The aver-
age transmission rate of the RSA+AES scheme was
slightly lower than that of the AES scheme.

3) All three encryption algorithms were cryptographi-
cally sensitive, meaning that even a minor change in
the plaintext can result in a substantial change in the
ciphertext.

4) Regarding the average completeness after 60 min-
utes of brute force decryption attempts, the AES en-
crypted ciphertext achieved the highest completeness
upon decryption, followed by the RSA algorithm.
The RSA+AES algorithm had the lowest complete-
ness level.
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