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Abstract

Digital images play an important role in the Internet and
network communications era. And hence how to enhance
the security of images has become a very attractive and
interesting topic in information security. Therefore, im-
age encryption is an efficient technology to protect private
images. To cope with this issue, this paper introduces a
novel image encryption algorithm based on a combina-
tion of advanced Hill cipher and a 6D hyperchaotic sys-
tem. The proposed method used the prime number 257
as a modulo, where all the zero pixels are replaced by
pixels with a value of 256. Firstly, the original image is
divided into four equal parts to process each part indi-
vidually. Then, each part is divided into several blocks,
each consisting of four pixels. Secondly, four variables of
the hyperchaotic system are used to apply the permuta-
tion operation on the blocks, where each variable is used
to permute one single part. Thirdly, the remaining two
variables of the hyperchaotic system are used to generate
the Hill matrices. Finally, each block of each part is en-
crypted by the Hill cipher using one Hill matrix to obtain
the final cipher image. The experimental simulation and
performance analysis data demonstrated that this encryp-
tion algorithm has an extremely sensitive secret key, can
resist various security attacks, and performs better than
several advanced image encryption algorithms.

Keywords: Hill Cipher; Hyperchaotic System; Image En-
cryption; Permutation

1 Introduction

With the coming of the information age, the rapid devel-
opment of the Internet, and the advancement of computer
technology, there are a large number of images are trans-
mitted on the internet every day. Therefore; the image
security field received a lot of attention from researchers,
governments, and companies to more enhancement and

development in this field [4}[5L{16}30].

For this reason, image encryption technology has been
widely used in various fields and is considered one of the
most effective and used means of image information secu-
rity. In the last few years, many encryption approaches
have been developed to increase the level of security of
image transmissions [7}28/29]. Classic encryption meth-
ods, such as the Data Encryption Standard (DES), the
International Data Encryption Algorithm (IDEA), the
Advanced Encryption Standard (AES), and the Rivest
Shamir Adleman (RSA) are unable to meet the current
image encryption requirements due to their large data vol-
ume, high redundancy, Strong correlation between pixels
of the image [2,/6}/17,127,/37].

For this purpose, many recent efficient image encryp-
tion algorithms are based on different theories and tech-
niques, where the most popular and used method is chaos
theory which has interstice characteristics such as pseudo-
randomness, high sensitivity to the initial value, and un-
predictability. Those characteristics make it very suitable
for image encryption systems [23]. The recent works on
chaotic cryptosystems are based on the classical confusion
and diffusion architecture proposed by Shannon. The in-
trinsic characteristics of chaotic systems offer many ad-
vantages such as high speed in encryption, high-security
level, low computational overheads, increased flexibility,
increased modularity, and relative simplicity [12].

There are too many recent works that used the chaotic
system in their proposed techniques to produce efficient
encryption algorithms such as [25]. which used DNA com-
puting and chaos to secure digital medical images. And
that paper [12] used the chaotic system for the permuta-
tion operation in the compressive sensing (CS) technique.
Other recent works that used chaotic systems are listed
in the paper.

In many recent works, there is a combination between
the chaotic systems and other known symmetric cipher
systems to produce an effective image encryption algo-
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rithm; one of the most known symmetric and efficient
cipher systems is the Hill cipher.

Hill cipher is one of the known symmetric encryption
algorithms based on linear matrix transformation which
is invented by Lester Hill in 1929 [14]. The Hill cipher has
many advantages such as hiding letter frequencies of the
plain text, using simple matrix multiplication and inver-
sion for enciphering or deciphering, high speed, and high
throughput. Although that, some problems have been
noticed in the encryption scheme. The inverse of a ma-
trix may not exist due to which encryption will not be
possible. Due to its linear nature, it succumbs to known-
plaintext attacks. In the application of the image en-
cryption algorithm, there is a setback, where it reveals
certain trends and does not hide all the characteristics of
the image (images with a strong correlation of adjacent
pixels) [8].

For increasing the Hill cipher efficiency, several image
encryption algorithms have been proposed [9}/10,/15}[18]
19424].

Essaid et al. |10] proposed an image encryption scheme
based on a new secure variant of Hill cipher and 1D
chaotic maps. The algorithm consists of two basic pro-
cesses: confusion and diffusion processes. Firstly, the
confusion process is ensured by the product of a vector
consisting of the key-pixel couple and a 2 x2 Hill ma-
trix, and the addition of another pseudo-random transla-
tion vector. While the diffusion process is ensured by a
strong avalanche effect that links each encrypted pixel to
its adjacent. The used chaotic sequences come from 1D
chaotic maps with excellent statistical proprieties. Hraoui
et al. [15] suggested a new cryptosystem of color images
using a dynamic-chaos Hill Cipher algorithm based on the
improvement of the Hill cipher by using an affine trans-
formation applied by a three-order invertible matrix and
a dynamic translation vector. Where the used vector is
dynamically transformed at each iteration by an affine
transformation composed of a chaotic matrix, not nec-
essarily invertible, and a pseudo-random translation vec-
tor. Dawahdeh et al. [9] proposed a new image encryp-
tion technique combining an elliptic curve cryptosystem
with Hill Cipher to convert Hill Cipher from a symmet-
ric technique to an asymmetric, where the self-invertible
key matrix is used to generate encryption and decryption
secret key. Both sender and receiver can produce the se-
cret key with no need to share it through the internet or
unsecured communication channel. Khalaf et al. [18] pro-
posed an enhancement to overcome the drawbacks of Hill
Cipher by using a large and random key with a large data
block, besides overcoming the Invertible-key Matrix prob-
lem. Kumar et al. |24] proposed a chaos and Hill Cipher-
based image encryption for mammography images. The
algorithm consists of a permutation and diffusion process
where the input grayscale image pixel positions are per-
muted by using an Arnold cat map. Then, the permuted
image undergoes a hill cipher (matrix multiplication) with
an involuntary matrix generated from the chaotic map.
Mahmoud & Chefranov |19] proposed Hill Cipher modifi-
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cation based on pseudo-random eigenvalues for generating
a new key matrix for each plaintext block by using pseudo-
random eigenvalues instead of static eigenvalues exponen-
tiated to pseudo-random powers in the algorithm. If the
sender, A, and the receiver, B, want to communicate us-
ing the algorithm, they share a secret value, SEED, that
is used to generate pseudo-randomly.

Despite all previously proposed approaches, there are
limitations to improving the Hill cipher. The motivation
for our work is to reuse the Hill cipher in a modern fashion
using new techniques while preserving the mathematical
concept of the Hill cipher (using Matrix) to improve the
encryption of digital images. Using the matrix in the Hill
cipher to find the matrix inverse for all used matrices is
our idea to reuse the Hill cipher in modern techniques.
The proposed solution to avoid these limitations is the
proposed new image encryption algorithm based on the
advancement of Hill cipher and hyperchaotic system. As
demonstrated in 1] the prime number 257 can guaran-
tee the perfect reconstruction on the decryption side by
replacing the pixel values of zero with 256.

This paper presents a novel image encryption algo-
rithm based on a combination between an advanced Hill
cipher and a 6D hyperchaotic system. To enhance the
efficiency of the Hill cipher, we use the prime number 257
as a modulo and change the pixels of zero value by 256 to
avoid the loss of data. The proposed encryption algorithm
consists of two main processes: the confusion process and
the diffusion process. The diffusion process is based on
the permutation operation by using four variables of the
6D hyperchaotic system, where each variable is used to
shuffle one single part. While the remaining two variables
of the hyperchaotic system are used in the confusion pro-
cess by applying the Hill cipher to obtain the final cipher
image. In addition to digital images, the proposed algo-
rithm is good enough for the secure encryption of satellite
images too.

The remainder of the paper is organized as follows.
Section 2 summarizes the preliminaries. Section 3 de-
scribes the proposed encryption algorithm in detail. The
simulation results and security analyses are presented in
Section 4. Finally, the conclusions are given in Section 5.

2 Preliminaries

This section introduces background knowledge on the hy-
perchaotic system and Hill cipher.

2.1 Hyperchaotic System

This subsection presents a 6-D hyperchaotic system that
will be used in the confusion and diffusion operations in
the proposed encryption algorithm. In 2020, a new 6-D
hyperchaotic system is introduced by, and given by Yang
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Figure 1: Phase diagram of the system:
(c) x-w, (d) x-z, (&) x-y-7, (f) x-z-u

(a) xy, (b) z-v,

et al. [36], and given by

¥ =hy—z)+v
y=—fy—zz+u

2 =—l+axy

Lot 1)

w =ky+v

u' = gr +my
where h > 0,1 > 0,f,k,g, and m # 0 are constant
parameters. When h = 10, = 100,f = 2.7,k =
2,g = —3, and m = 1; the proposed 6-D hyper-

chaotic system is in a hyperchaotic state, and the Lya-
punov exponents for initial value (1, 1, 1, 1, 1, 1) are:
LE, = 1.3613,LE, = 0.0733,LE3 = 0.0478,LE; =
0.0189, LE5 = 0.0000, LEs = —14.2010.

The phases of the 6-D hyperchaotic system are shown
in Figure Where Figure a) represents the hyper-
chaotic behavior (2D) between (x and y), Figure [I(b)
represents the hyperchaotic behavior (2D) between (z and
v), Figure[I](c) represents the hyperchaotic behavior (2D)
between (x and w), while Figure d) represent the hy-
perchaotic behavior (2D) between (x and z), Figure [[[e)
represent the hyperchaotic behavior (3D) among (x, ¥,
and z) and Figure[I(f) represent the hyperchaotic behav-
ior (3D) among (x, z, and u).

Compared to other chaotic systems, the proposed 6-D
hyperchaotic system has the following advantages: First,
four Lyapunov exponents of the 6-D hyperchaotic sys-
tem are greater than zero. Second, the dynamic behavior
of the 6-D hyperchaotic system (as shown above in Fig-
ure|1]) is more complicated and the phase trajectories are
separated in more directions. Based on these, the 6-D
hyperchaotic system can improve the security of chaotic
information encryption and secure communication.
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2.2 Hill Cipher

Hill Cipher algorithm is one of the most famous algo-
rithms of cryptography which is based on linear algebra.
The core of the Hill cipher is matrix manipulations where
the idea is a simple matrix transformation [21].

The main concept of this technique for images is based
on assigning each pixel a numerical value beginning with
1 to 256 (the proposed advanced Hill cipher is based on
replacing each zero-pixel value with 256). Then, the plain
image is divided into blocks consisting of the same size m
depending on the key matrix size maxm. After that, mod-
ule 257 is taken for each block matrix element obtained
by multiplication. The taken key matrix should be invert-
ible; otherwise, decryption will not be possible.

During the inverse operation, the block matrix of the
ciphered image is encrypted by the inverse of the key ma-
trix multiplied, and finally, its module 257 is taken to
obtain the original block matrix of the plain image. For
example, if the block size is four (I4x1) then the key ma-
trix (K4x4) should be of size (4x4), and the encryption
process will produce a cipher text block of the image with
four numerical values (Clyx1) as follows: For encryption,

CcI
Cl,
Cl;
c,
[ K11 K12 Kiz Ku I
Ko Ko Kaz Koy I,
= d 257
K31 Kz K33 Kz I3 | ™M
| Ku Kao Kyz Ky I,
[ (K11 x I + K19 x Iy + K13 X I3 + K14 X 1)
_ (K91 x It + Koo x I + Koz X Is + Koy X 1)
(K31 x Iy +K32 x Ig +K33 X Ig +K34 X I4)
L (K41 X I1 4+ Ko X In 4+ Ky3 X I3+ Kyy ><I4)

mod257

And for decryption, I = K—! x CI; where K~! is the
Modular Arithmetic inverse of the key matrix. K xK ! =
I, and I is the identity matrix. The Modular Arithmetic
inverse of the encryption matrix must be found. There-
fore, the proposed algorithm presents the solution to find
the inverse matrix always.

3 The Proposed Encryption Algo-
rithm

In this work, we propose a new image encryption algo-
rithm to increase encryption and transmission security.
This proposed encryption algorithm is based on a combi-
nation of an advanced Hill cipher and a 6D hyperchaotic
system.

3.1 The Encryption Process

Figure [2 illustrates the proposed encryption algorithm.
The encryption process consists of several steps as follows:
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Step 1: The original image is divided into four parts of
the same size m x m.

Step 2: The diffusion process (permutation operation) is
applied on each part (1, 2, 3, and 4) by using four
variables of the hyperchaotic system v, w, u, and z
respectively, which means the permutation operation
will be applied individually on each part by using one
variable for each part. But the permutation opera-
tion will not permute the position of the four parts,
it will permute the blocks inside each part. Because
each part consists of several blocks, and each block
consists of four adjacent pixels. The permutation
operation is applied to change the position of each
block.

Step 3: The hyperchaotic system generates six dif-
ferent sequences by using the initial values
0, Yo, 20, Uo, Vo, andwy. Then, four sequences v, w, u,
and z are taken to be used in the permutation op-
eration by taking N values (where N is the number
of blocks of each part) to generate four sequences
V,W,U, and Z. The values of the sequences are
sorted in ascending order, and the index sequences
are considered as new sequences IV, IW,IU, and 1Z
respectively which are used for shuffling the N blocks.
The new sequences are given by:

Vo= [vp,Upt1,-VpsN-1]
LIV) = sort(V)
W = [wp,wps1, .. WpyN-1]
(LIW) = sort(W)
U = [up, Upti1s.UppN—1] (2)
(LIU) = sort(U)
Z = [z, %p+1, - ZptN-1]
L1Z) sort(Z)

where p represents the starting number. The permu-
tation operation is based on changing the positions
of the blocks according to the generated index se-
quences to obtain the four shuffled parts.

Step 4: After the permutation operation, the vector
transformation is applied on each shuffled part to ob-
tain four different vectors V1,V2,V3, and V4.

Step 5: Each variable of the remaining two variables of
the hyperchaotic system is used to generate N matrix
to be used as Hill matrices (D1, D2). Each element
of the used matrices is calculated by:

x; = mod(floor(x x 107),256) + 1

y; = mod(floor(y x 107),256) + 1 (3)

T Tita Tiy8 Ti412
Tit1l Li+s5  Ti+9  Ti413
D = (4)
Tit2 Ti46 Li+10 Ti+14
Ti+3 Li+7 Ti+11  Ti+15

832

Yi Yi+ta Yi+s Yitr12

Dy = yz:+1 yz:+5 yi+9 :Uz:+13 (5)
Yi+2 Yi+6 Yi+10 Yi+14
Yi+3  Yi+7 Yi+11  Yi+15

Step 6: Hill cipher takes the matrix which has the high-
est determiner to minimize the possibility of choosing
a matrix with a determiner equal to zero (in this case,
the matrix is not invertible). On the other hand, if
the two matrices have a determiner equal to zero,
the proposed algorithm ignores these two matrices
and generates another two until finding at least one
matrix without a determiner equal to zero.

Step 7: The confusion process applying the Hill cipher
encryption by matrix manipulations between Hill
matrices and each block of the four vectors to ob-
tain HCy, HC5, HC3, and HC}, where each block of
the four vectors is encrypted with the same matrix.
The obtained vectors are given as follows

HC, = mod(HC),256) + 1
HCy = mod(HCs,256) + 1
HC3 = mod(HC35,256) + 1
HCy = mod(HC4,256) + 1

(6)

The main aim of using the modulo operator is to
reconstruct vectors for the decryption operation.

Step 8: Finally, the obtained vectors of the previous step
are combined in four parts (Ciphered parts), then the
four ciphered parts are combined to obtain the final
cipher image.

3.2 The Decryption Process

The decryption process is the inverse of the encryption
one, where the decryption process received the secret key
that is used to encrypt the original image, and it is de-
scribed in the following steps:

Step 1: The cipher image is divided into four cipher
parts of the same size m x m.

Step 2: Each cipher part consists of N blocks, where
these blocks consist of four adjacent pixels. Then,
the inverse vector transformation is applied to each
cipher part to obtain four encrypted vectors.

Step 3: The inverse of Hill cipher encryption is applied
to each vector by using the same inverse matrices in
the encryption process.

Step 4: The matrix transformation is applied to the
transformed vectors of the previous step to obtain
four square parts.

Step 5: The inverse of permutation operation is applied
on each part obtained in Step 4.

Step 6: The four obtained parts are combined to obtain
the plain image.
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Figure 2: The proposed encryption algorithm

3.3 Discussion

The proposed image encryption algorithm has the follow-
ing advantages. Firstly, the proposed encryption algo-
rithm adopts the well-known chaotic behavior by using
the 6-D hyperchaotic system, which produces the desired
behavior to apply in the image encryption process. Sec-
ondly, the permutation operation by the four variables
of the hyperchaotic system can efficiently permute the
positions of the blocks. Thirdly, the advanced Hill ci-
pher has a high ability to encrypt and decrypt each block
efficiently. Finally, the proposed algorithm has high-
performance analyses and it can achieve a strong ability
to resist security risks, such as differential attacks. It will
be experimentally verified in Section 4.

4 The Simulation Results and Se-
curity Analyses

In this section, well-known security measures are applied
to test the effectiveness of the proposed image encryption
algorithm against cryptanalysis. Simulation and perfor-
mance evaluation of the proposed encryption algorithm
were performed on a Pentium 1-3, 2.2 GHz PC with Win-
dows 7 and 2 GB RAM. The implementation was done
using Matlab 2017a software on three different images
Lena, cameraman, and as shown in Figure The ini-
tial parameters used in the proposed encryption algo-
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Figure 3: (a) Original image of Lena, (b) encrypted im-
age of Lena, (c) decrypted image of Lena, (d) original im-
age of Cameraman, (e) encrypted image of Cameraman,
(f) decrypted image of Cameraman, (g) original image of
Barbara, (h) encrypted image of Barbara, (i) decrypted
image of Barbara.

rithm to obtain the well-known hyperchaotic behavior are
x(0) = 0.25,y(0) = 0.3,2(0) = 0.5,v(0) = 0.44,w(0) =
0.06,u(0) = 0.73.

4.1 Histogram Analysis

The histogram analysis of an image shows the distribution
information of pixel values in the image by using plotting
the number of observations of each brightness value. The
histogram of an original image is usually unevenly dis-
tributed while it is more uniformly distributed for images
encrypted by a good encryption scheme. A uniform dis-
tribution of the histogram indicates a random image and
the least probability of recovering its original image and
prevents the adversary from extracting any meaningful in-
formation from the fluctuating histogram of the ciphered
image [31]. Figure [4] shows the histogram of the original,
encrypted, and decrypted images of Lena, the camera-
man, and Barbara respectively, to examine the statistical
distribution by calculating and analyzing the histograms
of these images.

The histogram of the ciphered images is fairly uniform
and completely different from that of the plain image and
decrypted one. Therefore, the proposed image encryption
algorithm does not provide any clue for statistical attacks.



International Journal of Network Security, Vol.25, No.5, PP.829-840, Sept. 2023 (DOI: 10.6633/1JNS.202309-25(5).13)

= § -l
- | ||l||l| L i el
‘ZW
& o 0w om W . = ® 0w o=
w ] - "
I -
| - |
| Wm o
= - = m
- -
= " " n o= o= e o W om

Figure 4: The histograms of Lena, Cameraman, and Bar-
bara respectively (a) the histogram of original images, (b)

the histogram of encrypted images, (c¢) the histogram of
decrypted images

4.2 Key Space

The key space should be large enough (>2!%0) to resist
brute-force attacks . In the proposed algorithm, the
secret key includes the initial conditions of the chaotic sys-
tem ( zg, Yo, 20, Vo, wo and ug). If the computing precision
of the computer is 1071°, the keyspace is Key =(z(0) =
109)(4(0) = 10°)(2(0) = 101)(v(0) = 1015)(w(0) =
10 (u(0) = 10'%)) = 100> 2390 2100 Ag a result, the
key space of the proposed algorithm is large enough to
resist all kinds of brute-force attacks and can offer a high-
security level.

4.3 Key Sensitivity Analysis

The Key sensitivity is a very essential feature for an op-
timal encryption system. This means that the secret
key must show high sensitivity to any slight change in
its values and when that happens, the encryption algo-
rithm must produce a completely different encrypted im-
age. The very high sensitivity to the key guarantees the
security of the encryption system against attacks . To
test the sensitivity of the key, Lena’s image is taken as
the plain image and encrypted twice, one with the right
secret key and the other with a tiny change (1071°) in the
secret key. The key sensitivity analysis results are shown
in Figure [5] and Figure [6]

From Figure [5| it can be seen that the encrypted im-
ages are different when the key slightly changes. Figure[f]
shows the results of the decryption process. From Fig-
ure [] any small change in the key will result in poor
decryption. Therefore, our proposed algorithm is very
sensitive to the key in both encryption and decryption
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Figure 5: Secret key sensitivity in the encryption pro-
cess; (a) Encrypted image with the right secret key,
(b) Encrypted image with (x(0) 4+ 1071%), (¢) Encrypted
image with (y(0) + 107%%), (d) Encrypted image with
(2(0) +1071%), (e) Encrypted image with (v(0) 4+ 10719),
(f) Encrypted image with (w(0) + 1071), (g) Encrypted
image with (u(0) + 107!%), (h) Subtraction between (a)
and (b), (i) Subtraction between (a) and (c), (j) Subtrac-
tion between (a) and (d), (k) Subtraction between (a) and
(e), (1) Subtraction between (a) and (f), (m) Subtraction
between (a) and (g)
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Figure 6: Secret key sensitivity in the decryption process;
(a) Decrypted image with the right key. (b) Decrypted
image with (2(0) + 107%%), (c) Decrypted image with
(y(0)+10715) ; (d) Decrypted image with (2(0)+10715) ;
(e) Decrypted image with (v(0) + 10715),; (f) Decrypted
image with (w(0) + 1071%),; (g) Decrypted image with
(u(0) + 10715

processes.

4.4 Correlation Coefficients Analysis

In the plain image, there is a strong correlation between
the adjacent pixel values. Therefore, the image encryp-
tion algorithms should break up this high correlation be-
tween the adjacent pixels to resist the attackers’ analy-
ses . To analyze the correlations of adjacent pixels of
the plain image and cipher image, Lena’s image is used
as the test image, and we randomly pick out 5000 pairs of
adjacent pixels from images in three different directions:
horizontal, vertical, and diagonal. The correlation coeffi-
cient values of neighboring pixels are shown in Table [I] for
Lena, Cameraman, and Barbara images of encrypted im-
ages in (Figure[3)) by our proposed encryption algorithm.
The correlation of adjacent pixels for the plain and ci-
pher images (Lena image) is shown in Figure [7| in three
directions: horizontal, vertical, and diagonal.

As can be seen from Figure [7] that the difference be-
tween the three directions of an encrypted image cannot
be observed by the naked eye, thus for the accurate com-
parison, we computed the correlation coefficient measure
of the plain image and the three directions of the en-
crypted image. For this purpose, we used the following
correlation coefficient formula [3):

N Con(z,y)
W D)D) g

N
= 3 Y@ - E@)w: — Ew) ()

2023 (DOI: 10.6633/IJNS.202309_25(5).13) 835

Horizontal

Figure 7: Adjacent pixels correlation at horizontal, ver-
tical, and diagonal directions: (a) Plaintext image, (b)
encrypted image

X
i=1
L
) = > ) (10)
i=1
LN
D) = 1 Do - B@)? (1)
N
D(y) = N Z(yi - E(y))? (12)

where r,y is the correlation coefficient of two adjacent
pixels, and E(z) and D(z) are the expectation and vari-
ance of variable x, respectively. E(y) and D(y) are the
expectation and variance of variable y, respectively.

Table 1: Correlation coefficients of the proposed algo-
rithm

Images Horizontal | Vertical | Diagonal
Lena 0.0017 -0.0027 0.0002
Cameraman 0.0028 -0.0019 0.0004
Barbara 0.0024 -0.0038 0.0065

As shown in Table [[l the correlation coefficients of the
proposed algorithm are very low or practically zero. Thus,
the proposed algorithm resisted statistical attacks. Ta-
ble [2] shows a correlation coefficient comparison with re-
cent works by using Lena image 512 x512.

As shown in Table [2] the proposed encryption algo-
rithm has better correlation coefficient values in horizon-
tal and diagonal directions compared with other works,
while for vertical direction Ref has better vertical
correlation coefficient values compared with others.

4.5 Differential Attack Analysis

According to the theory of cryptography, an image en-
cryption scheme should effectively resist the differential
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Table 2: Correlation coefficients of the proposed algo-
rithm

Algorithms | Horizontal | Vertical | Diagonal

The Proposed 0.0003 -0.0029 0.00015
/10] 0.0005 0.0006 0.0029
135] 0.0017 0.0004 0.0028
135] 0.0056 0.0037 0.0032

attack, where the differential attack is an attack method
in which the attacker chooses plaintext; then, change a
part of the pixel values of the plaintext image to com-
pare the differences between the two encrypted images
to find the possibility of deciphering. Thus a good im-
age encryption algorithm needs to be very sensitive to
the original images; that is, any trivial change in the se-
cret key should lead to a completely different encrypted
image. The resistance of encryption algorithms against
differential attacks can be tested by the number of pix-
els changing rate (NPCR), unified averaged changed in-
tensity (UACI), and Hamming distance (HD) which are
acquired as follows [11]:

- {} 20
N
NPCR: N(C',C?) = Z D x 100 (14)
=1
UACI : U(CY,C?) = ﬁ: €)= C*G. )l 100 (15)
p FxT
HD: H(C' C?) = ZN: CHK)XORCH(K)| x 100 (16)
ny X T

i=1
where C(i,j) and C?(i,j) are two-pixel values of the
same position (4, 7) in the two different encrypted images.
F and T represent the image dimensions. The NPCR,
UACI, and HD results by using three different images are
listed in Table B

Table 3: The NPCR, UACI, and HD values of three dif-
ferent images

Images NPCR | UACI HD
Lena 99.6207 | 33.4907 | 50.1699
Cameraman | 99.5819 | 33.6051 | 50.0755
Barbara 99.5667 | 33.6404 | 50.1038

The results in Table [lindicate that the differential at-
tack analysis tests demonstrated the sensitivity of the en-
crypted image with NPCR, UACI, and HD of the pro-
posed encryption scheme are close enough to the ideal
values. Table 4] shows the performance comparison in
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terms of differential attack analysis (NPCR and UACI)
between the proposed algorithm and the recent works by
using Lena image 256 x256.

Table 4: Performance comparison in terms of Differential
attack analysis (NPCR and UACI)

Algorithms NPCR | UQCI
Proposed Algorithm | 99.62 33.49
/15] 99.74 33.52
110/ 99.64 33.47
134] 99.62 33.41

As it is illustrated in Table [4] the proposed algorithm
has an NPCR value close enough to the ideal value of
(99.61), while for the UACI, the proposed encryption al-
gorithm is close enough to Ref [10] which has the closest
value to the ideal value of UACI (33.46).

4.6 Information Entropy Analysis

Information entropy is a significant parameter to reflect
the randomness of information. In image encryption ap-
plications, the higher the level of image confusion is, the
greater the value of information entropy is [13]. The cal-
culation formula is as follows [22]:

255

ZPm, logg ( 3 (17)

where m is a set of information symbols and P(m;) rep-
resents the probability of occurrence of m;. For grayscale
images, the closer the information entropy is to 8, the
stronger the randomness of the pixel value arrangement
of encrypted images is. Table [5] shows the information
entropy of encrypted images by applying the proposed
algorithm.

Table 5: The information entropy values of three different
images

Images Entropy
Lena 7.9914
Cameraman 7.9907
Barbara 7.9896

The results of all encrypted images obtained by our
proposed algorithm are close enough to the ideal value
8. Therefore, the proposed encryption algorithm demon-
strates better performance, so it is enough to resist at-
tacks. Table[6]shows the performance in terms of Entropy
between the proposed algorithm and recent works.

As it is illustrated in Table [0 the proposed algorithm
and Ref [15] have an Entropy value close enough to the
ideal value (8).
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Table 6: Performance comparison in terms of Entropy

Images Entropy
Proposed Algorithm | 7.9997
/15 7.9998
/1 7.9996
134 7.9972

4.7 Robustness Analyses
4.7.1 Noise Attack Analysis

The attackers use noise attacks such as Gaussian noise
(GN), Salt and Pepper noise (SPN), and Speckle noise
(SN) for disrupting the integrity of the cipher text in-
formation. Then, the receiver of the cipher text cannot
decrypt the image correctly. In this paper, the proposed
algorithm is used to test if it can resist noise attacks.
Lena image and its cipher image without noise are shown
in Figure [3] and different kinds of noise are added to it,
the decrypted images of noisy images are shown in Fig-
ure |8} Moreover, to measure the quality of the decrypted
image, the Peak signal-to-noise ratio (PSNR) test is used
which measures the quality of the decrypted image after
image processing, and its equation is given by [22]:

255 x 255

TN Lim1 g (X (i) = Y (0,.9))?
(18)
where M and N represent the size of the image; X (4, j) and
Y (i,7) are the pixel values of the original image and de-
crypted image respectively. The higher the PSNR means
that the decrypted image has less difference from the orig-
inal image. The PSNR values between the decrypted with
noise images and the original image are listed in Table
From Figure [§] and Table[7] it can be seen that the pro-
posed algorithm has the highest resistance to noise for
GS, and the decrypted image has a good visual appear-
ance when the intensity is between 710~ %and 4x10~7and
PSNR values are more than 26.5 dB. In SN, the decrypted
image has a good visual appearance when the intensity is
between 5 % 1076 and 1.5 * 107° and PSNR values are
more than 26 dB. For SPN, our algorithm has the highest
resistance, when noise intensity changes from 3 x 107 to
8+ 1073 the decrypted image has the most information of
an image, and PSNR is more than 22 dB. Therefore, the
proposed algorithm is robust to noise to a certain degree.

PSNR = 10log

4.7.2 Data Loss Attack Analysis

The encryption algorithm needs to be able to resist the
data loss attack which means if there is a small loss of data
in the cipher image, the decrypted image must have most
information of the original image. In this paper, the en-
crypted Lena image loses each time 32232, 64264, 1282128
blocks in the positions of the upper left corner, the middle
part, and the bottom right corner. The decrypted images
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(e) 15+ 107" SN

(5241075 SN

(W) 8+ 10°* SPN ()2 +107% 8PN

(£)3 105 SPN

Figure 8: : Decrypted images under different noise: (a)
7+1078 GS,(b) 4% 1077 GS, (c) 8 1077 GS,(d) 5% 1076
SN, (e) .5* 1072 SN, (f) 2 1072 SN, (g) 3 * 107> SPN,
(h) 8 %1073 SPN, (i) 2% 10~2 SPN.

Table 7: PSNR (dB) values between decrypted images of
noisy cipher images and plain image

Noise type | Noise intensity | PSNR (dB)
GS 0.00000007 28.4610
GS 0.0000004 26.7559
GS 0.0000008 18.7691
SN 0.0000005 28.4522
SN 0.0000015 26.0495
SN 0.000002 19.8535
SPN 0.00003 28.3356
SPN 0.008 22.4118
SPN 0.02 19.2866
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are shown in Figure [0] and their PSNR is listed in Ta-
ble[8 From Figure[9]and Table[8] it can be seen that the
recovered images have important information about the
plain image. Therefore, the proposed image encryption
algorithm may resist some data loss attacks.

Table 8: PSNR of data loss with different sizes and posi-
tions
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Size position | Left upper | Middle | bottom right
32 x 32 26.8296 25.4114 24.4397
64 x 64 20.5066 19.1890 18.2623
128 x 128 14.6092 13.0023 12.0264

5 Conclusion

This paper introduced a new image encryption algorithm
based on advanced Hill cipher and 6D hyperchaotic sys-
tem. The use of the hyperchaotic system is to obtain
a better diffusion process while the advanced Hill cipher
is used to improve the security level of the cryptosystem
in the confusion process without losing the advantages
of the hyperchaotic systems. The main advantages of
the proposed algorithm are a high probability of resist-
ing a brute-force attack, high key sensitivity, the ability
to defend against a differential attack, adjacent pixel cor-
relation, and resisting robustness attack. Therefore, the
proposed encryption algorithm can achieve higher secu-
rity performance than several classical image encryption
algorithms.
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