International Journal of Network Security, Vol.25, No.5, PP.764-776, Sept. 2023 (DOI: 10.6633/1JNS.202309-25(5).05)

764

Cryptanalysis and Improvement of a Multi-factor
Authenticated Key Exchange Protocol

Zhigiang Ma'? and Jun He?
(Corresponding author: Jun He)

College of Computer and Cyber Security & Fujian Normal University'

School of Computer Science and Engineering & Chongging University of Technology?

69 Hongguang Avenue, Banan District, Chongqging 400054, China

Email: hejun@cqut.edu.cn
(Received Nov. 3, 2022; Revised and Accepted June 20, 2023; First Online Aug. 25, 2023)

Abstract

Authenticated key exchange (AKE) protocol is one of
the most fundamental cryptographic primitives for secure
communication systems. It allows two parties to securely
establish a common session key over an insecure public
network. Recently, Zhang et al. proposed a multi-factor
authenticated key exchange (MFAKE) protocol for mo-
bile communications. This paper presents the cryptanal-
ysis of Zhang’s MFAKE protocol. We find out Zhang’s
MFAKE protocol has a security flaw that renders it in-
secure against Man-in-the-Middle (MITM) attacks and
outsider Key Compromise Impersonation (KCI) attacks.
We present a simple case of MITM attacks and illustrate
how an adversary impersonates the client to the server if
just compromising the key of the server. And an improved
MFAKE protocol is proposed to overcome the weakness of
Zhang’s MFAKE protocol with minimum changes. Then
we give the formal security proof of our improved MFAKE
protocol in the random oracle model. The security fea-
tures and performance of our improved protocol are com-
pared with related protocols. The results show that our
improved MFAKE protocol is more secure and efficient.

Keywords: Authenticated Key Exchange; Key Compro-
mise Impersonation Attack; Multi-factor

1 Introduction

With the rapid development of communication technolo-
gies, mobile devices have become popular in daily life.
Advances in mobile telecommunication technology lay the
foundation for accessing critical infrastructure. (e.g., in-
dustrial manufacturing, energy, healthcare, transporta-
tion). People interact with these systems to obtain
personal services. However, adversaries could intercept,
modify or replay messages, as well as impersonate a le-
gal user to access the protected resource. Communication
security has become one of the most crucial issues when

accessing critical infrastructure for services [13}[25]. To
prevent unauthorized access, authentication is a domi-
nant form of access control in various services.

Authenticated key exchange (AKE) protocol allows
two parties to share a common session key for secure com-
munication over insecure public channels and verify the
legitimacy of each other. Legitimate access to any infor-
mation system requires authentication of the user access-
ing the protected information. Thus, password-based au-
thenticated key exchange (PAKE) protocols [44[5,/8,/15}[17]
have received significant attention in user authentication
systems. PAKE protocols assume a realistic scenario in
which secret keys are not uniformly distributed over a
large keyspace, but chosen from a small and low-entropy
keyspace [19]. Tt is a realistic scenario in which users
tend to choose short, easily-rememberable passwords
since they may require to remember many passwords and
change the password frequently [16},20]. Thus, passwords
are vulnerable to many brute-force and dictionary-based
attack tools [12]. Although a solution |26] that the server
stores a one-way transform of password is introduced to
strengthen the security in client/server setting, Jarecki
et al. |15] pointed out that this solution allows for pre-
computation attacks that lead to the instantaneous com-
promise of user passwords upon server compromise. Sim-
ple password-based authentication has proven to be more
and more inadequate [18] since the existing solutions can-
not sufficiently prevent password-cracking, data-stealing,
and data-phishing practices. Various schemes [8}|31}34]
have been proposed in succession to reduce the affection of
password-cracking and compromised password database.

With the growing number of innovative ways to au-
thenticate users, there are three main approaches [24] for
authentication: something you know (e.g., passwords),
something you have (e.g., smartphones and smart cards),
and something you are (e.g., biometric characteristics).
In certain circumstances, however, the above factors may
be insecure. When the honest user types in the correct
password, the malicious user could peep the input. The
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smart card might be lost, stolen, or cloned. Once an ad-
versary obtains the smart card, all the information stored
could be lost. The biometric characteristics are irrevoca-
ble. Once copied by the adversary, this will cause per-
manent damage. Various multi-factor authenticated key
exchange (MFAKE) schemes [7},22,27,[36] were proposed
successively by combining three factors in an authentica-
tion process to reduce the damage caused by compromis-
ing an authentication factor.

1.1 Motivations

User authentication is becoming more widely used to pro-
tect sensitive information from the illegitimate user. How-
ever, research over the past decade has shown that de-
signing a secure authenticated key exchange scheme is
very difficult. MFAKE schemes aim to achieve higher
security by combining three factors within the same au-
thentication process. Intuitively, an adversary would have
to break all three factors to break the MFAKE scheme.
However, an adversary could compromise less than three
factors to break the scheme if the scheme is not well de-
signed.

An AKE protocol is provable security if and only if
the security proof is correct. Several results [10,21}33}/35)
show that even several of the proposed AKE protocols
that have provided security proof cannot achieve their se-
curity aims since the security proof might be flawed. Con-
structing a multi-factor authentication protocol remains
hard work. Analysis of defects in existing protocols can
make us avoid these shortcomings when designing a new
scheme.

1.2 Contributions

In this paper, we revisit Zhang’s MFAKE protocol [36]
and analyze its security. We hope our analysis would
help avoid such mistakes when designing a new MFAKE
protocol in the future. This paper is an extension work
of Ma et al. [23]. The first contribution was presented
in [23] at the CIMSS of ACNS workshop in 2022. The
second contribution has some minor changes for entity
authentication, which is different from [23]. The last two
contributions are our new results. All contributions of
this paper are listed as follows:

1) First, we show this protocol has a vital security flaw,
which may lead the protocol insecure against Man-in-
the-Middle (MITM) attacks and outsider Key Com-
promise Impersonation (KCI) attacks. The main
problem of Zhang’s MFAKE is the protocol message
transcript is not bound to the session key. We give
the details of a simple MITM attack and an outsider
KCI attack in Section Bl

2) We then propose an improved MFAKE protocol to
fix the problem of Zhang’s MFAKE protocol with
minimum changes. A hash algorithm takes proto-
col messages as inputs and outputs the session key.
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And one party only computes the session key after it
authenticates another party.

3) In addition to the key indistinguishability security
experiment, we also define an entity authentication
security experiment. We provide the formal security
proof of entity authentication and key indistinguisha-
bility in the random oracle model.

4) Finally, we evaluate security features and perfor-
mance of our improved MFAKE protocol.

1.3 Organization of the Rest Article

The rest of the paper is organized as follows. In Sec-
tion [2] we review the related works. In Section [3] we
introduce the basic definitions for Zhang’s MFAKE proto-
col. In Section[d] we give the security model. In Section[5]
we review Zhang’s MFAKE protocol, analyze the draw-
back of Zhang’s MFAKE protocol, propose an improved
MFAKE protocol and provide the formal security proof in
the random oracle model. In Section [6] we show security
features and performance of some related protocols and
our improved MFAKE protocol. We conclude the paper
in Section [

2 Related Work

Bellovin and Merritt [4] proposed the first password-based
authenticated key exchange protocol, Encrypted Key Ex-
change (EKE), which allows the client and server to share
the plaintext password and exchange key material to de-
rive a common session key. Then the augmented EKE
protocol proposed by Bellovin and Merritt [5], replaced
the requirement that the server stores the plaintext pass-
word with a one-way transformed value of the password.
Augment EKE protocol prevents the adversary from im-
personating the honest user. They presented two ways
to accomplish this goal, digital signatures and a family of
commutative one-way functions. However, the EKE and
augment EKE are not given formal security analysis since
the lack of a proper security model. The first formal se-
curity model of AKE protocols between two parties was
introduced by Bellare and Rogaway [3]. Bellare et al. 2]
proposed the security model of PAKE protocols by ex-
tending the definition of Bellare and Rogaway [3]. And
this PAKE security model has been followed extensively
in papers [1}23,/27].

The protocols referred to above build on the single au-
thentication factor. Recently, MFAKE, a valuable and
challenging goal, has wildly caught researchers’ atten-
tion [7,/11,22,/27]. Many papers claim security by com-
bining all three factors in a protocol. Pointcheval and
Zimmer [27] defined a new security model for MFAKE
protocols and proposed a multi-factor AKE protocol that
was proved to be secure in their security model. They
claim their MFAKE protocol remains semantically secure
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if there are at most two corrupt queries. Namely, an ad-
versary must break all three factors to win the game. Liu
et al. [22] proposed a three-party MFAKE protocol by
extending Pointcheval’s protocol [27]. They provided the
formal security proof of their three-party MFAKE pro-
tocol in the random oracle model. However, Hao and
Clarke [10] found out Pointcheval’s protocol and Liu’s
protocol are insecure. If an adversary has compromised
the client’s password, it could impersonate the server to
compromise the other two factors, thus breaking the en-
tire system. Fleischhacker et al. |7] introduced and mod-
eled a general framework for (o, 3,v)-MFAKE by extend-
ing the three-factor AKE model from [27]. And they de-
fined a generalized notion of tag-based multi-factor au-
thentication, extending the preliminary concepts from [14]
that considered the use of tags (auxiliary strings) in public
key-based challenge-response scenarios. In this way, they
avoided the problems identified in [10] for the protocol in
[27). Wang et al. [29] introduced a multi-factor authenti-
cation protocol using elliptic curve cryptography. But Wu
et al. [32] demonstrated that Wang et al. [29] protocol was
insecure against impersonation attacks. Therefore, they
proposed an improved authentication scheme and fixed
the problems in [29]. Wu et al. [30] proposed a lightweight
scheme for wireless sensor networks with multi-factor au-
thentication. Hossein et al. [6] proposed a hash-chain-
based provably secure MFAKE scheme and analyzed the
security of their scheme in the Real-or-Random (ROR)
model [1].

Most recently, Zhang et al. [36] proposed a multi-factor
authenticated key exchange (MFAKE) scheme based on
the security model from [27]. It claims to reduce the se-
curity of protocol to the Decisional Diffie-Hellman (DDH)
hard problem. In this work, however, we found two
weaknesses that led to Zhang’s MFAKE insecurity. One
problem is that an adversary could easily modify the ex-
changed message to lead two non-partnered sessions to
compute the same session key. Another is that once an
adversary compromises the server, it could impersonate
the client to the server.

3 Preliminaries

Let A € N be the security parameter and 1* be a string
that consists of A bits. () denotes an empty string. || is the
string concatenation operation. € is the XOR operation.
For n € N, [n] :={1,2,...,n} denotes the set of integers
between 1 and n. If X is a set, = & X denotes the
operation of sampling a uniform random element = from
X. If A is a probabilistic algorithm, @ €~ A means that
a is the output of running A with fresh random coins.
The hash function h(-) : {0,1}* — {0,1}* is modeled as

a random oracle.
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3.1 Metric Space

A metric space is a set M with a distance function Dist :
M x M — [0,00). Commonly, Hamming distance is
used to measure the distance from one value to another
value. Dist(w,w’) is the number of positions in which
the strings w € M and w' € M differ. For an element
w € M, let Dist(w) := Dist(w,0).

3.2 Min-Entropy and Statistical Distance

Definition 1 (Min-Entropy). The min-entropy of X is
H(X) = —logy(max, Pr[X = z]).

Definition 2 (Statistical Distance).  The
statistical distance between two random variables
A and B with the same domain M s

SD(A, B) — % S° | Pr{A = w] — Pr{B = u]|.
weM

If SD(A,B) <¢, A and B are called e-statistically indis-
tinguishable.

3.3 Public Key Encryption Scheme

Generally, we consider a public key encryption scheme
PKE that consists of three probabilistic polynomial
time (PPT) algorithms PKE = (PKE.KeyGen, PKE.Enc,
PKE.Dec). The PKE scheme is associated with public
keyspace PKpkE, private keyspace SKpkg, message space
Mpke and ciphertext space Cpke. The algorithms of
PKE are defined as follows:

o (pk,sk) & PKE.KeyGen(1*): This algorithm takes as
input the security parameter 1* and outputs a pair
of public/private keys (pk,sk), where the public key
pk € PKpke and the private key sk € SKpke.

o c & PKE.Enc(pk,m): This is the encryption algo-
rithm that generates a ciphertext ¢ € Cpkg for a mes-
sage m € Mpgg with the public key pk.

o m & PKE.Dec(sk, c¢): This is the decryption algo-
rithm which takes as input a private key sk, a cipher-
text ¢, and outputs a message m. The correctness re-
quirement is for all pairs (pk, sk) & PKE.KeyGen(1%),
we have m = PKE.Dec(sk, PKE.Enc(pk, m)).

Definition 3 (Public Key Encryption Scheme).
We say that a public key encryption scheme
PKE = (PKE.KeyGen, PKE.Enc, PKE.Dec) is (q,t, epke)-
secure  (indistinguishable) against adaptive chosen-
ciphertext attacks, if|Pr[EXPé@dE‘fja()\) =1]-1/2| < epke
holds for all adversaries A running in time at most t in
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the following experiment:
EXPEREL (M) -
(pk, sk) <& PKE.KeyGen(1*);
(mo,m1) & A(pk);
b <& {0,1};
¢* & PKE.Enc(pk, mp);

p & AOPKE.Dec(Skﬂ')(pk7 c*);
if b="b" then return 1,
otherwise return 0 ;

OPKE.Dec(sk; ©) ©
if ¢ = c*, return a failure 1;
otherwise m & PKE.Dec(sk, ¢)

return m;

where epke = epke(N) is a negligible function in the secu-
rity parameter A and the number of queries q is bound by
time t.

3.4 Message Authentication Code

Scheme

We consider a message authentication code scheme
MAC that consists of three probabilistic polynomial
time (PPT) algorithms MAC = (MAC.KeyGen, MAC.Tag,
MAC.Vfy). The MAC scheme is associated with tag space
Tuvac, message space Myac and private keyspace SKyac-
The algorithms of MAC are defined as follows:

e skmac & MAC.KeyGen(1*): This is the key genera-
tion algorithm which takes as input 1* and outputs
a secret key skyac € SKmac-

o 7 & MAC.Tag(skmac,m): The generation algorithm
is run by a party. It generates a tag 7 € Tmac for a
message m € Myac with the generation key skpac.-

e {0,1} & MAC.Vfy(skwac, 7, m): The verification al-
gorithm is run by the verifier. It takes as input a
private key skmac, a tag 7, and a message m. Then
it outputs 1 if 7 is a valid tag for m under skyac, and
0 otherwise.

Definition 4  (Message Authentication Code
Scheme). We say that a message authentication code

scheme MAC = (MAC.KeyGen, MAC.Tag, MAC.Vfy)
18 (g,t, emac)-secure against  strongly existen-
tial  forgeries wunder chosen message attacks, if
PrEXPyAd ™ (A) = 1] < ewac holds for all ad-

versaries A running in time at most t in the following
experiment:

EXPyad 5 () -
skmac < MAC.KeyGen(1});
(m*, %) & AOMAC. Tag (skmac. ),

return 1 if the following conditions are held:

1) MAC.Vfy(skmac, 7*,m*) =1 and
2) A didn’t submit m* to MAC.Tag(skmac; *),

and 0 otherwise;

where emac emac(A) is a megligible function in the
security parameter A, on input message m the oracle

Owmac.Tag(skmac, -) returns T & MAC.Tag(skmac, m) and
the number of queries q is bound by time t.
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If skmac is a one-time authentication key of
MAC scheme, then MAC scheme is known as a one-time
message authentication code (OTMAC) scheme which is
(1,¢, emac)-secure.

3.5 Fuzzy Extractor

We consider a fuzzy extractor FE that consists of a pair
of probabilistic polynomial time (PPT) algorithms FE =
(FE.Gen, FE.Rep). The FE is associated with metric space
Mg, randomness space RSpg, extracted string space
ESge and helper string space HSge. The algorithms of
FE are defined as follows:

e (R,P) & FE.Gen(crs,w): This is the generation
algorithm that takes as input crs € RSpe and
w € Mpgg and outputs an extracted string R €
ESke and a helper string P € HSpe. Note that
SD((R, P),(Uy, P)) < €rg, where Uy is uniform dis-
tribution on {0, 1}*.

e R & FE.Rep(w,P): This is the reproduce al-
gorithm that takes as input a string w' € Mg
and a helper string P € HSre. If Dist(w,w’) is
no more than a predetermined threshold ts and
(R,P) & FE.Gen(crs,w), this algorithm outputs
FE.Rep(w’, P) = R. Otherwise, no guarantee is pro-
vided about the output of FE.Rep.

Definition 5 (Fuzzy Extractor). Let W be a family of
distributions over metric space Mgg with Hoo (W) > min,
where min is min-entropy of Mre. We say that a fuzzy
extractor FE = (FE.Gen,FE.Rep) is (min,ts,q,t,eee)-
secure (indistinguishable), if |Pr[EXPEE, (\) = 1] —
1/2| < epe holds for all adversaries A running in time
at most t in the following experiment:
EXPEEL () :

ers & RSFE;

w&EW, Uy & {011

b <& {0,1};

(R*, P*) & FE.Gen(crs, w);

Ry =Ux, R1 = R*;

v e AOFeGen () (¢rs, Ry, P*);

if b=1b" then return 1,

and 0 otherwise;

OFe.Gen(crs’, w') :
if A submits crs’ # crs and
0 < Dist(w,w’) < ts,
(Ri, P;) & FE.Gen(crs’, w’),

return (R;, P;);
else, return a failure 1.

where epg = epe(N) is a negligible function in the security
parameter X\ and the number of queries q is always bound
by time t.

Definition 6 (DDH Assumption). We say the DDH as-
sumption holds, given parameters (G,p,g) where G is a
cyclic group of prime order p and g as a generator of G,
if it is hard to distinguish triples of the form (g%, g¥, g*¥)
from triples of the form (g%, q¥,9%), where x, y, and z
are random chosen from Z,. Namely, the DDH problem
is (t, eppn)-hard, if |Pr[EXPEDY 4 (A) = 1] = 1/2| < eppH
holds for all adversaries A running in time at most t in
the following experiment:
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EXPRO, A(N)
g & G, (z,y,2) & Zy;
b & {0,1);
if b =0 then X & g”¥, otherwise X & g%;

v & AG,p,g,9%, 9%, X);
return 1, if b="b', and 0 otherwise;

where eppy = eppH(N) s a negligible probability in the
security parameter .

4 Security Model

4.1 Execution Environment

In the execution environment, we fix a set of honest par-
ties ZDS = {idy,...,id;} for I € N, where id; (i € [I])
is the identity of client or server. Each identity id; is
associated with a pair of long-term keys (pk;,sk;) €
(PKpke, SKpke). Each honest party id; can sequentially
and concurrently execute the protocol multiple times with
different intended partners. We may realize a collection of
oracles {IL}y :i € [l],s € [d]} for (I,d) € N that represent
the protocol executions of a set of honest parties. Each
oracle II5 works as the s-th protocol instance performed
by party id;. Moreover, we assume each oracle I main-
tains a list of independent internal state variables with
semantics listed in Table [l

Table 1: Internal states of oracles

PP.764-776, Sept. 2023 (DOI: 10.6633/IJNS.202309_25(5).05)

Variable Description
pid; Identity of id;’s intended partner.
sid] Session identity of TI3 , sid? & 40,13
o? Internal state of I, , ®F € {accept, reject}.
K? Session Key of I}, , K € K.
sT? Transcript of messages sent by 115 .
rl? Transcript of messages received by IIf .

All those variables of each oracle are initialized with
the empty string (. At some point, each oracle 115, may
complete the execution and decide the internal state ®7 €
{accept, reject}. Additionally, we assume that the real
session key is assigned to the variable K7 iff oracle ITj.
has reached an internal state ®; = accept. /

4.2 Adversarial Model

The adversary A considers being a probabilistic polyno-
mial time (PPT) Turing Machine, having complete con-
trol of the communication network. The adversary A
could interact with the challenger C by issuing the fol-
lowing queries:

e Execute(id;, s,id;,t): If the client oracle IL and
server oracle Hfdj have not been used, this query will
carry out an honest execution of the protocol between
two oracles, and return the transcripts s7; and sT
to A. This query models the capability of A passively
eavesdrops on plenty of honest executions.
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e Send(id;, s,m): This query allows A to send a mes-
sage m of his own choice to the oracle IIj . The
oracle II§ ~ will send back the response message m/
(if any) according to the protocol specification and
its internal states. After answering a Send query, the
variables of 11§ will be updated depending on the
specific protocol. This query models active attacks
in the real world.

e Reveal(id;, 5): If the oracle IIj; has reached an inter-
nal state ®¢ = accept (holding a session key) and a
Test query has not been made to IL}; or its partner
oracle (if it exists), it responds with the contents of
the variable K. Otherwise, a failure symbol L is re-
turned. This query models the leakage of the session
key agreed by the two parties.

e Corrupt(client,a): This query will respond with the
password pwd for a = 0, biometric data W for
a = 1, and private key sk for a = 2. By issuing
this query, A could obtain a-th authenticated fac-
tor {pwd, W, sk} of client. This query models corrupt
capabilities of A.

e Corrupt(server): This query will return server’s pri-
vate key to A.

e Test(id;, s): C first flips a coin b € {0, 1} uesd for all
Test queries. If the oracle II§ has state ®7 = reject
or K7 = (), then this query returns a failure symbol
L. Otherwise, C samples a random element K, from
session key space K, and sets Ky = K, and K; = K.
Finally, this query responds with K. The oracle IT5,
selected by the adversary in this query is called as
test oracle. This query does not model any actual
capabilities of A. It is used to measure the semantic
security of session keys.

4.3 Secure AKE Protocols

We first review the notion regarding the partnership of
two oracles, i.e. matching sessions |2].

Definition 7 (Matching Sessions). In an MFAKE pro-
tocol, we say that the oracle 1Ly and oracle Hfdj are
matching sessions, if both of them have been accept, hold
(K2, sid?, pid}) and (Kjt-,sid;, pidz), respectively, and all of
the following conditions hold:

1) sid} = sid} and Ki = K*.

2) id; € client, id; € server, and vice versa.

4) sTp =T} and rT} = sT}.

has pid; = id; and Il has pid; = id;.

Correctness. We say an AKE protocol II is correct, if an
oracle I, has a matching session to an oracle Hitdj and
they both accept with the same session key, i.e. K] = Kjt».

To define the security of the session key, we need the
notion of freshness of an oracle.
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Definition 8 (Freshness). We assume that a client in-
stance 1Ly has been accept with its intended server id;.
And a server instance HdJ (if it exists) is an oracle wzth
intended client id;, such that 1L} has a matching session
to ITf, . Then the oracle L5, is said to be fresh if none of
the followmg conditions holds:

1) A queried Reveal(id;, s).

2) If Iy, exists, A queried Reveal(id;, ).

3) A queried Corrupt(client,a) for all three factors.
4) If i

; exists, A queried Corrupt(server).

4.4 Entity Authentication Security Ex-
periment EXPL""""())

The entity authentication security experiment is pro-
cessed as a game between the challenger C and adversary
A based on MFAKE protocol IT, where the following steps
are performed:

1) With the security parameter A, the challenger C first
implements the collection of oracles {IL}y :i € [l], s €
[d]}, and generates [ long-term key pairs (pk;, sk;) for
all honest parties id; where identity id; € ZDS of
each party is chosen uniquely.

A could issue queries to oracles Execute, Send, Reveal
and Corrupt as defined above.

Finally, the experiment outputs 1 if and only if there
exists @7 is accept and the following two conditions
hold: both id; and its intended partner id; were not
corrupted before query Test; there is no unique Hfdj,
such that ITf has a matching session to Hitd,--
Definition 9 (Entity Authentication). A correct
MFAKE protocol I is called (t,€gnt-auth)-entity-
authentication-secure, if for all adversaries A running
within time t in the above MFAKE security experiment
EXPEA™(N), it holds that:

PrEXPE M (M) = 1] < €gnt-Auth,

where €gnt-auth = €Ent-Auth(A) 18 @ negligible probability in
the security parameter .

4.5 Key Indistinguishability Security Ex-
periment EXPKey'I"d(/\)

This security experiment is also processed as a game be-
tween the challenger C and adversary A based on MFAKE
protocol II, where the following steps are performed:

1) With the security parameter A, the challenger C first
implements the collection of oracles {ITf; :i € [l],s €
[d]}, and generates [ long-term key pairs (pk;, sk;) for
all honest parties id; where identity id; € ZDS of each
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party is chosen uniquely. C flips a coin b € {0, 1} uesd
for all Test queries. C will give all public parameters
to A and keep track of all variables of the execution
environment.

A may interact by issuing the polynomial number of
queries as aforementioned, namely, A makes queries:
Execute, Send, Reveal and Corrupt.

At some point of time during the game, 4 may issue
a Test(id;, s) query.

A may continue to make the above queries. The bind-
ing constraints on this experiment are that: .4 cannot
make a Reveal query on either the test session or its
partnered session; A can make Corrupt query no more
than twice if id; is a client.

5) Finally, A terminates and outputs its guess b'. The

experiment returns 1 if b =/, and 0 otherwise.

Definition 10 (Key Indistinguishability). A correct
MFAKE protocol 11 is called (t',€key-nd)-session-key-
indistinguishability, if for all adversaries A running

within time t' in the above MFAKE security experiment
EXPK™(N), it holds that:

|Pr[EXP1P§[?ZL{Ind(/\) = 1] - 1/2| < €Key-Ind>

where €Key-Ind = €Key-Ind () s @ negligible probability in the
security parameter \.

5 Security Analysis and Improve-
ment of Zhang’s MFAKE Proto-
col

In this section, we first review Zhang’s MFAKE protocol
in Figure Then we analyze the drawbacks of Zhang’s
MFAKE protocol. Finally, an improved scheme is pro-
posed with slight modification on the generation of the
session key. The formal security proof of our scheme is
provided in the random oracle model.

5.1 Zhang’s MFAKE Protocol

This MFAKE scheme [36] is specified by the following
algorithms in the sense of definitions in Section

e Public key encryption scheme PKE = (PKE.KeyGen,
PKE.Enc, PKE.Dec).

MAC

code scheme

e Message authentication
(MAC.Tag, MAC.Vfy).

e Fuzzy extractor FE = (FE.Gen, FE.Rep).

Initialization. Assuming that parameters are (G,p, g),
where G is a cyclic group of prime order p and g is a gen-
erator of G. Each party id; runs PKE.KeyGen to generate
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client : (pwd,, es;, sk;)

Py, P2, P3,Q1,n1,sid}

server : (X;)
$
T1,72,73,76 < L
sid§,n1 & {0,1}*
PL=g",P=g",P3=g""
Q1= X;"2g"6

J

r4,T5 & Zy
na & {0, 1}
sid] =sid%, Py = g™
Qo = P, (Pwditesitsk;) grs
K} = Ps" @ (e sy )"
mo = P1|| P2 Ps]|Q1[|n1|sid}
75 & MAC. Tag(K ¢, mo)

Py, Q2,n2,sid, 77

K= (&) @ P
m1'= Py Qa|nz|lsid; [[mo

Tt & MAC. Tag(K!, m1)

if MAC.Vfy(K?,7¢,m1) = 1,accept

ity
else reject

if MAC.ny(K;Jf,mO) =1, accept

else reject

Figure 1:

key pairs (pk;, sk;). We denote the public parameters are
((G,p, g),pk;), and sk; is a private key.

Registration. We assume the registration phase accom-
plishes in a secure channel. A client id; interacts with the
server id; as following steps:

o The client randomly chooses a password pwd; from
password dictionary PW and creates a biometric
template W; € Mgg. Its private key sk; is regarded
as device data. The client sents (id;, pwd,, W;, sk;) to
the server.

e The server runs FE.Gen with W, to obtain an ex-
tracted string es; € £S and a helper string hs; € HS,
computes X; = gPWditesitski) runs PKE.Enc to ob-
tain the ciphertext Y; of X;. Then it deletes the
template W; and extracted string es; and returns hs;
to the client.

e Finally, the client stores hs;, and the server stores
identity id; of client and Y;.

Login-Authentication. An honest client id; first inputs
pwd,, W/, runs FE.Rep and sends an authentication request
to a server id;. If there exists a ¥; corresponding to id;, the

server computes X; < PKE.Dec(sk;, Y;). After that, the
client id; and server id; hold (pwd;, es;, sk;) and X, respec-
tively, where X; = g(Pwditesitski) - The MFAKE protocol
performs as the following steps (as shown in Figure [1f):

e The server samples four ephemeral keys 71, 79,73, 76
from Zj, a current session identity sidz- and a random
nonce ni. Then it computes P, = g™, P, = ¢"2,
P; = g™ and Q = X;"?g". The authentication
challenge (Py, Py, P3,Q1,n1, sidz») sends to the client.

MFAKE protocol

o After receiving the authentication challenge, the
client samples two ephemeral keys 74, 75 from Z; and
a random element ny. It sets sid] = sidz’-, com-
putes Py = g7, Qo = P, (PWditesitski) grs apq K =
Py @(%)” The client runs MAC.Tag to
generate a tag 77 of mg = Py ||P2||P3||Q1||n1||5id;7 and

sends (Py, Q2, na,sid;, 77) as authentication response

to server.

e After receiving the authentication response, the
server can compute K{ = ( ch,?.l Y@ P Tt
runs MAC.Tag to generate a tag T; of my =
Py[|Q2|[n2|lsid; [[mo, and sends 7} to the client.

e Finally, the client and server run
MACVfy(K?,7f,m1) and  MACVfy(K}, 77, my),

respectively. ®] or <I>§. sets to be accept if the output
is 1, and reject otherwise.

5.2 The Insecurity of Zhang’s MFAKE
Scheme

Man-in-the-Middle Attack. In the following, we
present a Man-in-the-Middle (MITM) attack on Zhang’s
MFAKE scheme. We assume that an adversary A in-
tervenes in communication between the client and server.
A could receive, forward, and modify the message ex-
changed between them.

The concrete MITM attack steps are performed as be-
low:

1) A arbitrarily chooses client oracle II}; and server or-
acle Hfdj as target oracles.
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client TI, : (pwd;, es;, sk;) A (X;) server Hfdj 1 (X5)
rf,rg,rg,rg&Z; r1,72,73,T6 &Z;;
sid 4, ny & {o.1* sidt, ny < {0, 1}
P =g",Py =g"2,P} = Py =gn,Pp=g"2,P3=g"3
g"s
Qi =X[%g"6 Q1= X;"2g"6
Py, Py, Py, P1, P, P,
— —
QT,nT,SidA Q17n175id§'
ra,rs & L1 ry,rt &2
ng & {0,1}* ng & {0, 1}
sidS = sid 4, Py = g™ sid? = sid’, P} = g1
Q2 = Pl*(PWdz“"esi""Ski)g"'s Qs = PI(PWdi+esi+Ski>g7"g
Ks = Ka=
s Qi Ps"8 Dt Sy )
P37 D e rem vy ) Py (it esi Tk
my = mo = P1||Pa|| Ps[|Q1|na [|sid}
Py P3| P5]|QT IntIsid 4
s & MAC. Tag(K$,m?) 74 & MAC.Tag(K 4, mo)
Py, Q2, Py, Q3,
—_—_—
ng, sidy, 77’ n3,sida, 7}
— ( Q2 )rg @ P76 K!= (Xle )rs @ Py
P4||Q2H”2||S'ds|\mo mi = Py |Q3lIn3llsid.allmo
74 & MAC.Tag(K%,m1) 7t & MAC Tag(Kt, m7)
MAC.ny(K]t-,T:\,
mg) = 1, accept
TA 7
—_— —_—
MAC.Vfy(K?, T4, m1) =
1, accept
Figure 2: Outsider KCI attack
2) A asks I to execute the protocol instance. has 75, 7rg, Ps. The keying material P*(de esitski) is eas-

*(pwd +es; +sk ) g’

7)

A intercepts (Py, Q2,no,sid;, 77) and changes ns to

ns, where ng € {0,1}* is randomly chosen by A.

A does not forge the keying materials of session key.
Thus ITjy . could compute a session key K} = K7 and

accept for MAC.Vfy(K?, 77, mg) = 1.

At this moment, however, sT; # rTf, the oracle II3
doesn’t have a matching session to an oracle Hitd,»

A could queries Reveal(id;,t) to get the session
key K; Then A generates a tag T; of m; =
P4|Q2[[nz2||sid; [[mo to make IT3; be accept. K} = K7
means that A has the session key K of oracle 1L

while Hﬁii is fresh.

Finally, A can query Test(id;, s) and wins the game
by comparing K3 with K.

Outsider KCI Attack. In the following, we show that if
A corrupts the server id;, it could impersonate an uncor-
rupted client id; to the server id;. A corrupts id; to get X;
(this is allowed due to the modeling of KCI attacks) and
behaves as if the server interacts with the client. We use

the

superscript * of a value to be an element chosen by A.

Then A could get the session key K% = g"sTs EBPZE =

K

just like the server. A then computes ¢g"s since it

ily computed from Qo =

and it leads

the protocol insecure. A could violate the security of the
MFAKE protocol via the following steps:

)

A first chooses a client oracle II?; and a server ora-
cle H|d and executes the MFAKE protocol instances
between them.

A corrupts the oracle IIY,
Plap27P37Q17nlvsid;"

, to get X;, and intercepts

Meanwhile, A executes protocol instance with the

client id;. If A replaces Py with P, it can get

Pl(deﬁes'iJrSki). If A replaces Py with Ps, it can get

P(pwdi +es; +sk;)
2 .

— Pl (PWdﬂLesiJFSki)gT‘g and KA —

A computes Q3
P3T5 @( P2(pwdf~2{»1esi+skl) )T4 .

message mq, and sends Pj,Q3,n3,sid 4,7} to H-t

A generates a tag 73 of

The oracle ITf, would compute K; t = K4 and accept
the session but it does not have a matching session
to II5. .

A selects the oracle Hitdj as the test oracle which
should generate the session key KJ‘?. Then A could
win the game by impersonating a client and comput-
ing the session key K4 = K.
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The details of this attack are shown in Figure[2] A suc-
ceeds in impersonating the honest client id; to server id;’s
oracle Hitdj and id; has no matching session to Hitdj.

5.3 An Improvement Solution of Zhang’s
MFAKE Scheme

We have shown that Zhang’s MFAKE scheme is vulnera-
ble to MITM and outsider KCI attacks since the protocol
message transcript is not fully bound to the keying ma-
terial. We are trying to circumvent the above attacks
by modifying the key derivation function. A hash func-
tion takes as input Ki(Kj),nl,ng,sidf(sidé) and outputs
the session key K7 (K?). More specifically, our improved
scheme is shown in Figure

Theorem 1. Suppose that the message authentication
code scheme MAC is (1,t, emac)-secure against strongly
existential forgeries under chosen message attacks. Then
our improved MFAKE scheme is (t,€gnt-Auth)-entity-
authentication-secure provided that

9dl)?
€Ent-Auth < ( 2/\)

+dl - emac.

Proof. We consider the proof following a sequence of
games. Generally speaking, the values processed in Hﬁ;
are highlighted with *. Let S¢ be the event that the
adversary wins the security experiment in Game &, and
Adve = Pr[S¢] denotes the advantage of A in Game ¢&.

Game 0. This is the original entity authentication secu-
rity game between A and C. So we can write the following:

Advg = Pr[Sg]-

Game 1. The challenger proceeds exactly like
the previous game but aborts if event By happens,
where By denotes two oracles generate the nonce,
((rf,ry, 75,15, n7, sidé*), (ri,rE,m%)), which has been sam-
pled before. The probability of the collision of those val-
ues is negligible since the nonces are chosen uniformly at
random. There are [ parties and at most d oracles for each
party, the birthday paradox results provide that the event
Ep happens with the probability Pr[gg] < (9; i)z . Thus we
have that

(9d1)?

2%
Game 2. In this game, C aborts when event By happens.
We define the event By which happens if II§ receives
messages with a valid tag 7! which is not send by its

J
intended partner oracle Hfdj. We have Advyp < Advg +

Pr[Egy.

If the event By happens with overwhelming probabil-
ity, then we could construct a tag forger Fg against the
security of the message authentication code scheme as fol-
lows. The forger F simulates the challenger for A. It
first guesses an oracle that the adversary can forge, i.e.
Hfgj. Next Jp generates all other secret keys honestly as
the challenger in the previous game. If A outputs a mes-
sage with a valid tag not generated by JFp, then Fg could

Advg < Advg +

772

use the tag to break security. Since there are at most
dl oracles for all parties, the event By happens with the
probability Pr[Eg] < dl - emac. Thus it holds that

Advg < Advg + dl - emac.

Summing up all the probabilities from Game 0 to Game
we hold the result of Theorem
O

Theorem 2. Suppose that the public key scheme PKE is
(d, t, epke)-secure against adaptive chosen-ciphertext at-
tacks, the fuzzy extractor FE is (min,ts,d,t, epg)-secure,
the hash function h is collision-resistant and the DDH
problem is (t,eppn)-hard. Assume that the bit-length of
pwd is p1, the bit-length of W is ps, and the bit-length
of sk is pg. Then the improved MFAKE scheme is (t',¢)-
session-key-secure with t ~t' and

1 1
€Key-Ind < €Ent-Auth + dl - (maw{ﬁ, €FE; 2@} + 2€ppH)-

Proof. We consider the proof following a sequence of
games. A chooses the test oracle H;“d*i executed between its
owner id; and its intended partner idj. Generally speak-
ing, the values processed in Hfd*i are highlighted with *.
Let S¢ be the event that the adversary wins the security
experiment in Game ¢, and Adve = Pr[S¢] — £ denotes the
advantage of A in Game &.
Game 0. This is the original security game between an
adversary A and a challenger C. The bit b is chosen at
the beginning of Game [l C will answer the queries of A
on behalf of the instances. By definition, it holds that

1 1
Game 1. The challenger proceeds exactly like the pre-
vious game but aborts if event B happens, where By de-
notes an oracle accepts maliciously. From Theorem [I} we

have that

Adv < Advig + €Ent-Auth-

Game 2. In this game, C aborts if A asks the Send query
with client’s keys (pwd],es?,sk;) or server’s key X*. We
let pes* = pwd; + es} + sk;. Due to definition of three-
factors security, A can only compromise two factors. Since
there are [ parties and at most d oracles for each party, A
can ask dl Send queries. The three possible cases might
occur as follows:

1) If W} and sk} are leaked, A could try to guess low-
entropy passwords using the password dictionary at-
tacks. A could guess correctly in this case with prob-
ability -2

2H1

If pwd; and sk are leaked, A could guess the ex-
tracted string es! from helper string hs; with the
FE.Rep(:) function. Due to the use of the fuzzy ex-
tractor, A has an additional advantage egg. Namely,
A could guess correctly in this case with probability
dl - €FE-
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client : (pwd;, es;, sk; ) server : (X;)
8 7«
T1,72,73,76 < Zp
sidt, 1 < {0, 1}
P =g, Py=g"2,P3=g"3
Q1= X;"2g"®
Py, Py, P3,Q1,n1, sid}
S o«
T4,T5 < Zp
ng (i {07 1}>‘
sid} = sid%, Py = g™
Q2 = Pl(dei+55i+5ki)g7"5
K;=P3"s @(W)”
mo = Py P2 Ps]|Q1]|n1 [|n2||sid?
75 & MAC.Tag(K;, mo)
Py, Q2,n2,sid], 77
K = (%) @ Pa'e
m1 = Py|Qallnz|lsid [lmo
7 & MAC.Tag(K;, m1)
i
if MAC‘ny(Kf,T;,ml) =1, accept and if MAC.ny(K]t.,Tf,mo) = 1, accept and
K3 = h(Killni[lnz[sid}); K} = h(Kjn1llnz|sid});
else reject else reject
Figure 3: Improved MFAKE protocol
3) If pwd] and W are leaked, A still has no information )
bout sk* which * i still dom for A Table 2: Security features
about sKg; wiic means.pes ' 1S SU1 I"an om OI.' ; . Br T T 7 [ Bol TSl T 19T [ Ours
A could guess correctly in this case with probability [ Session key security X | x | x| x | J v V
dl . Mutual authentication VIiVvIVvIVIVIY Vv
213 Impersonation attack resilience X NS X X X Vv
Then. we have that Man-in-the-Middle attack resilience | x NS X X X Vv
’ Replay attack resilience VIVIVIVI VIV V
1 1 Forward secrecy v x | V]IV I VIV N
Ad\/m < AdVﬂ +dl- max{ZT7 €FE, ﬁ} Password guessing attack resilience | v/ | vV [V | V | V | V] V
Biometrics template privacy X Vi ix | VIV IV Vv
Game 3. In this game, C change the computations of Q% | Stolen smartcard attack xesilience | x | x |V | vV | V [V ]| V
Known session key security N x | v | V vVIiv] Vv

and Q3 by Qf = ¢"s and Q% = ¢”5. Similarly, the com-
putations of K; and K} change to K; = P Q™

and K} = ;Tg @PITE. We change this game that C
will answer the Test oracle with a random key and abort
if event By happens. We define the event By which hap-
pens if A asks hash oracle with valid K. If g happens
with non-negligible probability, we can build an algorithm
Am against the DDH challenge. The Ag receives values
(9%, 9Y,g%) such that either z = zy or z & Zy, and runs
the adversary A as a subroutine. If Ag receives a Diffie-
Hellman triple, this game proceeds exactly as Game
otherwise it is identical to Game [3] If A can distinguish
with non-negligible probability whether g* = ¢*¥ or not,
then Ag can use A to break the DDH assumption. There
are at most dl oracles for all parties. Due to the security
of DDH assumption, it holds that

Ad\/m < AdVﬂ—F 2dl - €DDH-

In this game, the answer of each Test query is a random
key that is independent of the bit b. Thus, the advantage
that A wins is Advg = 0.

Summing up all the probabilities from Game 0 to Game
Bl we hold the result of Theorem

O

6 Comparison

In this section, we compare our improved protocol with
some proposed MFAKE schemes in terms of security fea-
tures and performance, i.e. Pointcheval-Zimmer [27],
Huang et al. [11], Fleischhacker et al. [7], Zhang et al. |36],
Wan et al. |28] and Guo et al. |9].

6.1 Security Features

The major security properties of the listed schemes are
shown in Table 2] The terms //X represent that a secu-
rity property is satisfied/unsatisfied by a protocol.

In Table [2 the protocols [7,|11}27,/36] fail to provide
session key security. The protocols [7}(9}27,28,/36] can-
not resist impersonation attack and Man-in-the-Middle
attack. Huang et al. [11] cannot provide forward secrecy
and known session key security. Biometrics template pri-
vacy leaks in Pointcheval-Zimmer [27] and Fleischhacker
et al. [7] protocols. Pointcheval-Zimmer [27] and Huang et
al. |11] are vulnerable to stolen smartcard attack. In con-
trast to these protocols, it is easy to see that our scheme
can provide all of those security properties as listed in
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Table 3: Performance comparison
. Communication Cost Storage Cost )
Computation Cost (Bytes) (Bytes) Rounds
Client Server Client Server Client Server
T [N +4)Tpm + NT, N + 0)Tpm + NTh 60 + 20N | 60 + GON | 20 + N/8 | 80 + SON | 4
7|11: Tom + Tre + Tsic + Tpke + Tmac + 2Th | Tom + Tsic + Tpke + Tvac + Th 232 120 192 80 3
J? 9Tpm + Tsic + 2Tpke + (N + 7)Th 9Tpm + Tsic + 2Tpke + (N + 7)Th 204 + 32N | 172 40 80 + N/S 6
JSG: 6Tpm + Tre + 2Tmac 8Tpm + Teke + 2Tmac 140 220 40 60 3
| [28] 2Tom + Tre + Teke + 9Tk 2Tom + Tre + Teke + 5Tk 100 40 120 40 3
|19 | 3Tpm + Tre + Tsic + 775 3Tom + Tsic + 4T 132 112 176 120 2
Ours | 61pm + Tre + 2Tmac + Th 8Tom + Trke + 2Tmac + Th 140 220 40 60 3
Table 21 6.3 Summary

6.2 Performance Evaluation

In Table[3] we will compare the performance of our scheme
with schemes [71|9L[11},/27}/28,[36] in terms of computation
cost, communication cost, storage cost, and rounds, re-
spectively. We consider the computation cost and com-
munication cost of the login and authentication phase.
The experiment uses 160 bits standard elliptic curve as
in [36]. To compare the computation cost, we define the
time of the primary functions required in each protocol.
Let T,m denote the time of executing an elliptic curve
point multiplication operation. Let Trg denote the time
of executing a fuzzy extractor/reproduce operation. Let
Tsi6 denote the time of executing a signature/verify op-
eration. Let Tpke denote the time of executing a encryp-
tion/decryption operation. Let Tyac denote the time of
executing a tag/verify operation. Let T}, denote the time
of executing a one-way hash function operation.

For computing the communication and storage over-
head, the length of elliptic curve group value, random
nonce, and session identity are 160 bits, respectively.
Message authentication code is instantiated with HMAC-
SHA1, which outputs 160 bits hash value. We simulate
the hash function with SHA256 hashing algorithm, which
outputs 256 bits hash value. N is bit length of biometrics.

In terms of computation cost, our protocol is more ef-
ficient than Pointcheval-Zimmer [27] and Fleischhacker et
al. 7] protocols, and almost equal to Zhang et al. [36]
protocol. Our protocol takes more computation cost than
Huang et al. [11], Wan et al. [28] and Guo et al. |9]. In
contrast to our protocol, however, the protocol in [11]
includes a multi-factor authentication without provid-
ing session key agreement and is insecure against stolen
smartcard attack. Furthermore, our protocol resists im-
personation attack and Man-in-the-Middle attack, which
are not satisfied in Wan et al. [28] and Guo et al. [9] pro-
tocol. Although our scheme is less efficient than Guo et
al. |9] in terms of communication cost and rounds, we can
provide more security properties. Our scheme takes more
communication cost than Wu et al. [28]. However, stor-
age cost of our scheme is more efficient. And our scheme
resists impersonation attack and Man-in-the-Middle at-
tack, which is not provided by Wu et al. [28]. The storage
cost of our protocol is optimal.

Our protocol satisfies all security features, while each of
the others has some weaknesses. We argue that our pro-
tocol is more in accordance with the actual application
requirements while ensuring security and efficiency.

7 Conclusion

In this paper, we have studied the MFAKE protocol pro-
posed by Zhang et al. [36]. As described above, we
prove that the security of the MFAKE protocol has some
flaws. A simple Man-in-the-Middle attack and an out-
sider Key Compromise Impersonation attack have been
shown in detail. To remedy these weaknesses, an im-
provement MFAKE scheme has been proposed, which is
secure against the attacks mentioned above. The security
of the improved protocol was verified in the random oracle
model. The results of the formal security proof, security
features, and performance evaluation show our improved
protocol is more suitable for practical application.
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