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Abstract

Role-based access control (RBAC) is very popular as
it has various security-control strategies and provides
a flexible authorization mechanism. Delegation autho-
rization based on RBAC is an effective method that
decentralizes the authorization management from the
delegating subject to the delegated object. However,
delegations are arbitrary using the existing approaches,
particularly in large-scale distributed and collaborative
systems. The delegation process becomes unreliable
once the delegated object with lower trustworthiness is
selected, and the security of the system status cannot be
guaranteed. Aiming at these issues, this study proposes a
novel delegation method based on the trust relationship
and the collaborative security strategy and then presents
its delegation-authorization process. First, to reflect the
reliability of the delegation process, the trust degrees of
different candidate objects are comprehensively calcu-
lated using the trust seniority, trust experience, and trust
recommendation, and the delegated objects with higher
values are selected. Second, to ensure system security,
the collaborative division of duties is introduced, which
can be implicitly enforced by the mutually exclusive-role
constraints to determine further the most appropriate
delegated object in the secure collaborative environment.
The experimental results show that, compared to the ex-
isting studies, the proposed method effectively improves
the reliability of the delegation process and satisfies the
various security requirements of organizations.

Keywords:  Collaborative Security Strategy; Mutually
Ezxclusive Constraint; Role-based Access Control; Trust
Relationship

1 Introduction

The role-based access control (RBAC), owing to the char-
acteristic of the convenience for authorizations as well as
its various security policies, had emerged as a very popu-
lar mechanism and had been widely adopted by the orga-
nizations of all scales over the past few decades [6],8}21].
As an important manifestation of the RBAC system,
the delegation-authorization technique based on RBAC
chooses an appropriate delegated object as the substi-
tute for the delegating subject or user, in order to decen-
tralize the centralized authorization management to some
ordinary object. The delegation authorization has been
proved to be flexible and useful in many practical applica-
tions [3,[4/16]. With the high-speed advance and wide ap-
plication of the emerging network-information technolo-
gies, including the Internet of Things (IoT), edge com-
puting and blockchain, the security and reliability of the
information system are regarded as two increasing promi-
nent problems, which have been attracting much atten-
tion in both academia and industry in recent years.

In the computer-supported distributed and collabo-
rative working systems, multiple users are required to
cooperate and communicate with each other, in order
to jointly make the access decision to information re-
sources, while achieving the purpose of the mutual restric-
tions [1422}24]. As an effective access-control strategy, the
trust-collaboration mechanism meets the confidentiality
and privacy requirements of information resources, and it
reduces the possibility of abusing authorities due to the
randomness of the delegation. Therefore, when some user
is temporarily absent or on leave, how to develop a reliable
and secure delegation scheme for choosing a trustworthy
substitute to participate in the collaboration is very chal-
lenging.

In light of the above-mentioned problems, this study
proposes a novel method, called RBAC-based delegation
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authorization with the trust computing and collaborative
security strategy (RDA_TC&CSS), and then presents its
process in detail. The main contributions of this work are
as follows:

1) To improve the reliability of the delegation process,
we employ the trust relationship, including the trust
seniority, trust experience and trust recommendation
to comprehensively compute the trust degrees of dif-
ferent candidate objects, and then choose the objects
with higher values. We demonstrate the effectiveness
of the RDA_TC&CSS using a specific simulated sys-

tem.

2) To ensure the system security, while avoiding the
abuse of authorities due to the randomness of dele-
gations, we utilize the collaborative security strategy
to further determine the most appropriate delegated
object in the specific collaborative scenario, and then
indirectly implement the strategy by constructing the
mutually-exclusive-role constraints. We demonstrate
the efficiency of the RDA_TC&CSS using real-world
datasets.

The rest of the article is structured as follows. We
discuss some related work in Section 2. Section 3 intro-
duces the necessary preliminaries used for our work. Sec-
tion 4 proposes a novel delegation method and presents
its delegation-authorization process. We present the ex-
perimental analysis in Section 5 and conclude the article
and discuss future work in Section 6.

2 Related Work

Aiming at the problems of the heavy management burden
and lack of the flexibility for the centralized authoriza-
tion, Crampton et al. |7] proposed the RBAC-based dele-
gation to flexibly transfer the authorization management
to ordinary users, which alleviates the burden of the sys-
tem management and has some reference for studying the
delegation in the collaborative environment. Alsulaiman
et al. |5] proposed a threshold-based collaborative access
control model, called TBCACM, which associates the ac-
cess privileges of the resources with the threshold, trans-
fers permissions with the contribution coefficients to the
delegated users to participate in collaboration and makes
common decision for accessing resources. Yu et al. |23
proposed a locale-based access control model (LCACM)
in the collaborative environment and presented a hierar-
chical authorization mechanism within the collaborative
group, which could meet the security and flexibility re-
quirements of the delegation. Khan et al. [9] proposed a
security delegation model by restricting the delegation of
sensitive permission as well as restriction from unautho-
rized access to resources, which could reduce the adminis-
trative burden and enable the automated delegation. Ac-
tually, the delegating subject should select competent and
trustworthy delegated objects from many candidate ob-
jects with different degrees of trust and execution. How-
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ever, there exists the problem of arbitrariness in most of
the existing approaches. The delegation process becomes
unreliable once the delegated object with lower trustwor-
thiness is selected.

To realize the fine-grained, accurate and reliable del-
egation authorization, Liu et al. [13] combined conven-
tional RBAC model and trust management and proposed
a trust-based access control model (TBACM), which com-
prehensively calculated the trust degrees of different users
and evaluated their behavior ability. According to the
dynamic changes of user behavior, Zhu [25] divided the
user trust into static trust level and dynamic trust level
and proposed a user trust-based dynamic multi-level ac-
cess control model (UTDMACM), which could realize the
hierarchical access control and fine-grained dynamic au-
thorization. According to the dynamic variability of the
network environment and user status, Liu and Chang [12]
introduced the concept of trust measure and context con-
straint and proposed a novel access control model based
on the multi-dimension measurement and context, called
MMCBACM, which could realize the dynamic and real-
time control to the delegation authorization. To mitigate
the malicious actions caused by the authenticated users,
Abdul et al. |2] designed an access control mechanism
by computing the trust degree based on the user’s uncer-
tain behavior, which could accurately detect and mitigate
malicious users from the mobile cloud computing environ-
ment. These models or mechanisms can better reflect the
reliability of the delegation process. However, they cannot
meet the security requirements for a given collaborative
working environment, and there may be potential security
risks.

A key characteristic of RBAC is that it allows the speci-
fication and enforcement of various constraint policies |10}
15|, such as the cardinality constraint and separation-of-
duty constraint (SOD). As a significant constraint strat-
egy discussed in this study, the SOD states that at least
k users are required to complete a special task that re-
quires n permissions, while any (k — 1) users are not
allowed to together have all these permissions needed
to complete the task [17]. It has been regarded as a
critical principle of the information-system security and
is widely used in large-scale distributed and collabora-
tive systems. Sarana et al. [18] proposed a novel role-
optimization method represented as RMP_SoD when the
SOD constraints were present and developed three alter-
native approaches either during or after the role mining.
In order to satisfy SOD constraints while ensuring autho-
rization security, Sun et al. [20] proposed a role-mining
method, called role-mining optimization with separation-
of-duty constraints and security detection for authoriza-
tions (RMO_SODSDA). Subsequently, Sun et al. [19] pro-
posed another novel policy-engineering method, called
policy-engineering optimization with visual representa-
tion and separation of duty constraints (PEO_VR&SOD),
which utilized the method of SAT-based model counting
to reduce the constraints and constructed mutually exclu-
sive constraints, in order to implicitly enforce the given
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SOD constraints. In the above-mentioned approaches for
constructing RBAC systems with the SOD constraints,
however, an inadequately addressed key challenge is that
occurrence of the delegation cases is not taken into con-
sideration.

3 Preliminaries

Before proposing our methodology, some preliminaries are
presented, including the trust relationship and collabora-
tive security strategy.

3.1 Trust Relationship

The trust relationship between the delegating subject and
the delegated object, referring to the literature [2], lies on
three factors: the trust seniority, trust experience and
trust recommendation. Specifically, the trust seniority
indicates the inherent properties of the delegated object,
including the basic seniority of the object itself and the
affiliated seniority of the associated roles; the trust expe-
rience indicates the effect of the candidate object having
completed the task on behalf of the delegator in the past;
The trust recommendation indicates the trust evaluation
of the third party for the candidate object. For conve-
nience, both the subjects and objects represent persons
in the following.

1) Task attribute ¢a;:  Multiple users wg,usg,---
must have a series of qualification conditions
Qiy, @iy, -+, 04, Tequired by task ¢;, before they are
cooperating to perform ¢;. The combinational set of
@iy, @iy, -+, a4, is regarded as the task attribute of
ti, denoted as tai = {ail,ah, e ,a,;n}.

2) User attribute wa;: Collaborative user u; owns a
series of qualification conditions aj,,a,, - ,aj,.,
which are regarded as the user attribute, denoted as
uaj = {a;,; a5 a4, -

3) Basic seniority A;_,;: It is used to represent the basic
seniority of user u; with respect to task ;. Assuming
the weight values wa;,,wa;,,- - ,wa;, respectively
represent the importance of a;,,ai,,- - ,a;, towards
task t;, where 0 < wa;. < 1, and >."_, wa;, = 1.
Then A;,; = > ¥_, wa;,, where p < |ua; N ta;—,
wa;, is the weight associated to a;,, and a;, € ua; N
tCL,L'.

4) Affiliated seniority RA;_,;: User uq needs to delegate
his authorities to another user w; through role rq,
when wug collaboratively participates in performing
task t;. If dist(rq, ;) indicates the distance between
rq and 7r; on the same role hierarchy RH, where 0 <
dist(rq,r;) < 1, then dist(rq,r;) is regarded as the
affiliated seniority of u; with respect to t;, denoted
as RA;_,; = dist(rq,r;). Obviously, the greater the
value of RA;_,;, the closer connection between wu;
and uq is. If rq and r; are not on the same role
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hierarchy, then u; and u4 have no connection, that
is RAJ_M =0.

5) Trust seniority Pj_,;: The basic seniority A;_,; and
the affiliated one RA;_,; together constitute the trust
seniority, denoted as Pj; = wq X Aji + Wpq X
RA;_,;, where wg, and w,.q respectively represent the
contributions of A;_,; and RA;_,; for Pj_,;, 0 < w,,
Wre < 1, and w, + wyq = 1.

6) Trust experience E;_,;: As a substitute for the del-
egating user ug4, the delegated user u; has partici-
pated in the process of performing task ¢; a few times
in the past. The total effect of u; completing the
task is regarded as the trust experience, denoted as
Ej; = 32k = 1)"wt;, x ej,, where wt;, = k/n
(1 <k < n) is used to represent the empirical coeffi-
cient of u; in the k-th execution of ¢;, and the more
recent the execution time, the greater value of wt;,
is; e;, is used to represent the effect of the k-th com-
pleting the task, 0 < e;, <1, which can be stated as

follows:
=1 successful execution
S =0 false execution (1)
Gk T — 1  performing well
— 0 performing poor

7) Trust recommendation R;_,;: When ug needs to del-
egate his authorities to u; through the joint recom-
mendation of m users wury,urs,--- ,ur,,, the trust
recommendation of u; with respect to the task is de-

etk .

noted as: Rj_,; = %, where (1 < k < m)
=1tk

is used to represent the trust value of the system to

urk, Tk; represents the recommendation value of ury,

to uj, and 0 < b, < 1.

3.2 Collaborative Security Strategy

The collaborative security strategy, including the collab-
orative division of duties and the mutually-exclusive-role
constraints, can ensure the security and satisfiability of
the system status. Similar to the well-known SOD prin-
ciple, the collaborative division of duties is a common
security strategy in the multi-user cooperative scenarios,
which can be effectively enforced by the mechanism of
the mutually-exclusive-role constraint [20]. For the sake
of brevity, we assume that any role associates with only
one permission.

1) System status v: It is formalized as a triple <
UA,PA,RH >, denoted as 7, where UA, PA and
RH are the basic components of the RBAC model.
Roles(u), and Perms,(u) represent the roles and
the permissions assigned to u under ~y, respectively,
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which are formalized as follows:

Roles,(u) = {r € R|3r €R,
(u,m1) e UAN (r1,7) € RH};
Permsy(u) = {pe€ P|3ry €R,

(p,r2) € PAN (Rolesy(u),r2) € RH}.

Collaborative division of duties k—n CDOD: It states
that at least k users are required to cooperate with
each other, in order to together execute a specific
task involving n roles and have all these roles, which
can be expressed as e = cdod < {r1,7r2, -+ ,Tn}, k >,
where 1 < k < n.

Static mutually-exclusive-role constraint t-m SMER:
It states that any user cannot have ¢ or more roles
out of the given m roles, which can be expressed as
¢ = smer < {ry,re, - ,"m},t >, where 1 <t < m.
When t = m, it is also denoted as the ¢t — ¢t SMER,
which is more restricted than the t — m SMER.

Security of the system status sec(y): Given a k —n
CDOD e = cdod < {ri,ra2, -+ ,rn},k > under the
system status v, if any (k — 1) users cannot have all
these n roles under v, then ~ is secure, denoted as
sece(y) = 1; otherwise, v is not secure, denoted as
sece(y) = 0. Let the set of variants of k—n CDOD be
E = {ey,eq, -}, if 4 is secure with respect to each
e;, then v is secure with respect to E; otherwise,
is not secure with respect to E. Whether or not the
system status is secure can be formalized as follows:

Ve € E,3{uy,ug,--- ,up—1} CU:
k—1
{ri,ro, -} ¢ U Roles (u;)
i=1
= sece(7) = 1;
de € E,E{ul,u2,~~ ,Uk_l}CUZ
k—1
U Roles(u;) 2 {r1,7m2,- -+ ,mn}
i=1

= sece(y) = 0.

Satisfiability of the system status sat(vy): Given a
t —m SMER ¢ = smer < {r1,rq, -+ ,7m},t > under
the system status ~, if no user is allowed to have t
or more roles out of all these m roles under +, then
~ is satisfied, denoted as satc(y) = 1; otherwise, v
is not satisfied, denoted as satc(y) = 0. Let the set
of variants of t — m SMER be C = {c¢1,cq, -+ }, if
is satisfied with respect to each ci, then +y is satisfied
with respect to C; otherwise, v is not satisfied with
respect to C'. Whether or not the system status is
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satisfied can be formalized as follows:
Ve € C,3uelU:
|Roles~ (u) N {ry,re, -+ ,rm}| <t
= sat.(y) = 1;
Jde € C,FuelU:
|Roles~ (u) N {ry,ro, - ,rm}| >t
= sat.(y) = 0.

4 Methodology

In this section, based on the trust relationship and collab-
orative security strategy, the framework of the proposed
RDA _TC&CSS is presented as shown in Figure [l It in-
volves two main aspects: The delegation-authorization
flows, and the connected components for the strategy de-
ployment. First, definitions for the calculation of trust
degree and the implicit enforcement of security strategy
are presented as follows.

Definition 1. Trust degree Tj_,;. The trust seniority
P;_,;, experience E;_,; and recommendation R;_,; to-
gether constitute the trust degree of w; with respect to
t;, which can be calculated and expressed as Tj_; =
wp X Pj_; +we X Ej; +w, X Rj_,;, where w,, we and
w, respectively represent the contribution coefficients of
Pj—ﬂ) Ej—ﬂ and R]—)l fO'f' jjj—n'y 0 < Wp, We, Wy S 1} and
wp + we + wyr = 1.

For the specific trust threshold H;_,; in the system,
if T;,; > Hj_,;, then the candidate u; is trustworthy;
otherwise, u; is not trustworthy.

According to Items (4) and (5) in Subsection 3.2, given
the k —n CDOD set E and t — m SMER set C' under
the system status -, the process of verifying whether or
not «y is secure is in P; similarly, the process of verifying
whether or not ~ is satisfied is also in P. These two state-
ments have been discussed in other related research, and
then the enforcement condition of the secure strategy is
presented, in order to determine the relationship between
the £k —n CDOD and t — m SMER.

Definition 2. Implicit enforcement of the. k—n CDOD.
For the given collaborative strategy e and a constraint set
C under v, e can be implicitly enforced by C, if and only
if Ve € C = sat.(y) = sece(7).

4.1 Basic Components for the Strategy
Deployment

The deployment for the RDA_TC&CSS mainly consists
of the following four connected components:

1) Policy information point (PIP) is responsible for col-
lecting and classifying the information records such
as the user attributes, role attributes, historical inter-
actions and user evaluations stored in database DB2,
and then it effectively computes the trust relation-
ship.
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Figure 1: Framework of the RDA_TC&CSS

2) Policy administration point (PAP) is responsible for
collecting and classifying the information records
such as the collaborative division of duties and the
mutually exclusive constraints stored in database
DB3, and then it effectively analyzes the security and
satisfiability requirements of the system status.

Policy decision point (PDP) is responsible for send-
ing the query requests of the trust relationship and
system status to PIP and PAP, respectively. It also
makes the decision judgment and feeds it back to
PEP according to the results of the trust computing
and status analysis.

Policy enforcement point (PEP) is responsible for
receiving the delegation request instructions from
users. It also performs the delegation operation ac-
cording to the decision feedback by the PDP and
transfers the corresponding authorities of the dele-
gating users stored in database DB1 to other users.

4.2 Process of the Delegation Authoriza-
tion
To reflect the reliability of the delegation process and en-

sure the system security, the detailed procedure of the
delegation authorization is presented as follows:

Step 1. In the working environment with collaborative
execution of task ¢;, user ud sends a delegation re-
quest instruction to PEP.

Step 2. PEP sends the request message to PDP and
waits for PDP to make a decision response.

Step 3. PDP sends the query request of trust relation-
ship to PIP, and PIP comprehensively calculates the

trust degrees of candidate users {uy,us, - -} accord-
ing to the records of user attributes, role attributes,
historical interactions and user evaluations.

Step 4. Comparing the trust degree T;_,; of the candi-
date object u; with the threshold 7};_,; set in advance.
If T;,; > Hj_;, then u; is inserted into the trust-
worthy object set and the procedure turns to Step
7; otherwise, u; is moved from {ui,us,---} and the
procedure turns to Step 3.

Step 5. PDP sends the query request of system status to
PAP, and PAP analyzes and presents the security and
satisfiability requirements of the system status, ac-
cording to records of the collaborative division of du-
ties {e1,eq, -} and mutually exclusive constraints

{c1,e0,-+- .

Step 6. Determining whether any e; in {e1,es,---} can
be implicitly enforced by some subset of {c1,ca, -+ }.
If ¢; can enforce e; and it belongs to set C' by
constraint-construction method, then ¢ is regarded
as the minimal constraint; otherwise, ¢ is moved
from {c1, ¢, -} and the procedure turns to Step 5.

Step 7. The result of the trust query in Step 4 and that
of the status query in Step 6 are fed back to PDP,
respectively.

Step 8. The trustworthy candidate objects are compre-
hensively investigated by PDP, in order to choose the
most appropriate as the delegated user, such as u;.
Further, if u; meets all the constraint requirements,
then the decision result “allow delegation” is fed back
to PEP; otherwise, u; is moved from the candidates
and other objects are reviewed.
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Step 9. PEP executes the delegation-authorization op-
eration on u;.

4.3 Construction of the SMER Con-
straints

To implicitly enforce k—n CDOD, we present an approach
for constructing t — m SMER constraints from the k —n
CDOD as shown in Algorithm [I] It is observed from
Lines 2-5 of the algorithm that, the following statement
is determined first.

Algorithm 1 Construction of t — m SMER constraints

1: Input: k& — n CDOD constraint cdod =<
{ri,re, -+ ,rnt, k>, where 1 <k <n

2: Output: set C of t — m SMER constraints

3: Initialize C = ¢;

4: if £ =2 then

5. C={<{r1,re, - ,rpnt,n>}

6: else if k =n then

7. C={<{ri,ro,- ,rn},2>}

8: else

9: for (t=2;[2=1]+1;t++) do

10: m=(k-1)x (t—1)+1;

11: for any subset {ry,r9, -+, 7. }in{ry,ro, - , 75}
do

12: C=CU{<A{r1,re,---,r 1, t >}

13: end for

14:  end for

15: end if

Statement 1. For the given collaborative strategy e =
cdod < {ry,re, - ,rp}, k > under status v, it can be pre-
cisely enforced by the constraint formalized as c = smer <
{r1,re, -+ ,rn}t,t >, if and only if t = 2 when k =n (or
t=n when k= 2).

Theorem 1. For the given collaborative strateqy e =
cdod < {r1,ra, - ,rn},k > under status v , the SMER
constraint set constructed by Algorithm 1 is minimal.

Proof.

According to Statement 1, {< {ri,ra,- - ,7,},2 >} and
{< {ri,72,-++ ,rn},mn >} is the minimal set required.
Next, w. need to verify whether if holds true when
2 < k < n. The verification process considers the fol-
lowing two sides.

On one hand, Any (k — 1) users have (k — 1) x (¢t — 1)
roles from {ry,ro, -+, 7y} at most, since any user at most
is allowed to have (t—1) roles. Without loss of generality,
let ¢t takes the value (L%J + 1), the number of roles
covered by any (k — 1) users is: (k—1) x ([2=]+1—
1) < n, that is sat.(y) = safee(y) = 1. When t <
(L#=1]+1), it also holds true. Thus, for each ¢ = smer <
{r1,r2,+ -+ ,Tm},t > in the constructed C, ¢ can enforce e.

On the other hand, the contradiction method is used.
Assuming that c¢ is not the minimal constraint to enforce

e, and there exists another enforceable ¢ — m’ SMER ¢’
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that is less strict than ¢, then m’ should not be greater
than m, and ¢’ should be greater than ¢t. There are two
cases:

1) When m' = m and t’ > t, the assumption is true.

Then, it is concluded that ¢’ > | %=1 ] + 1. Without
loss of generality, let ¢ takes the value (|72=1| + 2).
For ¢/, there exists (kK — 1) users and the number of
roles covered by these users is: (k—1)x (%=1+2-1) =
n—1+4+k— 1> n, then sec.(y) = 0, which breaches
e. Thus, the assumption is false.

2) When m’ < m and ¢’ = t, the assumption is true. If
sate (y) = 1, then sat.(y) = 1, which indicates that
¢’ that is not weaker than c¢. Thus, the assumption
is false and the theorem is proved.

O

5 Experimental Analysis

To evaluate the performance of the RDA_TC&CSS, we
next conduct experiments using the simulated system and
real-world datasets, in order to demonstrate the reliability
and security of the proposal. All the experiments are
compiled and run under the Java environment.

5.1 Performance Evaluations for Reliabil-
ity of the RDA _TC&CSS

5.1.1 Problem Statement

In the following simulated system, Figure |2| presents the
role-hierarchy relationship (RH) of the RBAC system
when a specified organization is purchasing a batch of
products. Table [I| and Table [2] represent the relation-
ship of the original user-role assignments (UA), and that
of the original role—permission assignments (PA) in the
multi-department collaborative working environment, re-
spectively. If the assistant manager c is on a business
trip and he needs to temporarily delegate his authorities
to another collaborator, such as the assistant manager e,
inspector g, or storing man h, in order to execute the cor-
responding tasks as the substitute of ¢, then the analysis
for the delegation authorization is as follows.

5.1.2 Trust Computing

If the correspondence between the task attribute
ts_pm, = {manager level, warehouse storage} and weight

180 Wahmanager level 0.6, wawarehouse storage
0.4, then the basic seniorities of e, g, and h for
tS,DMg are Ae—ﬂfs,DMz = 06, Ag—ﬂfS,DMz = 0.4, and

An—sts pu, = 0.4, respectively. Moreover, it is seen from
Figure |2 that, S_DM;, QP, and WP are on the same
branch, while S_DMs; and A_DM belong to different
branches. If dist(S_-DMsy,QP) = dist(S_-DMy,WP) =
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Figure 2: RH
Table 1: UA
’ User \ Role \ Annotation for role

a DM Department manager
b S_DM; | Assistant manager
c S_DM, | Assistant manager
d S_DMs | Assistant manager
e A DM | Assistant manager
f OP Ordering person
g QP Inspector
h WP Store keeper
i AP Accountant
j Cp Cashier
k P Common staff

Table 2: PA
| Role [ Permission | Annotation for permission |
DM P1 It is responsible for gen-
eral management
S_DM,; D2 It is responsible for order-
ing products
S_DM> P3 It is responsible for keep-
ing the warehouse
S_DMs P4 It is responsible for finan-
cial accounting
A DM D5 It is responsible for cash
accounting
OP D6 Order products
QP D7 Inspect the product qual-
ity
WP Ds Store products
AP Do keep accounts
CP P1o Revenue and expenditure
cash
P P11 Collect and organize doc-
uments

0.7, dist(S_DMsy, A_DM) = 0, then the affiliated senior-
ities of e, g, and h for ts_pns, are RAeﬁtstM2 = 0,
Agsts pu, = 0.7, and Apytg 5y, = 0.7, respectively.

If the basic seniority and affiliated seniority have the
same contribution weight, then the trust seniorities of e,
g, and h for ts_pas, are respectively calculated as:

Wa X Aessts par, T Wra X RAests par,
0.5x0.6+0.5x0

= 0.30
P =

g—ts_DMy

Pe%tS,D My

Wa X Agsts pa, T Wra X RA
0.5x04+0.5x0.7

0.55

= Wa X Ansts pr, T Wra X RAhSts o,
0.5x0.44+0.5x0.7

= 0.55

g—ts_.DMy

Ph—ﬂfs,DMQ

Taking the “year” as the measurement unit, the perfor-
mances of e, g, and h in place of ¢ in the last 5 years
are investigated, respectively. Table |3| presents the com-
pletion effects with respect to the measurement unit and
empirical coefficient, where “\” represents unknown. Pro-
viding that e, g, and h have the same empirical coefficient
in the same unit of measurement. According to the ta-
ble, the trust experiences of e, g, and h for ts_pys, are
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respectively calculated as follows:

E

e—ts_ DMy

5
E Wi X €ek
k=1

= 0+0+0+0+1.0x0.8
= 0.80

5
E wty X egk
k=1

= 04+04x06+0+08x04+0
= 0.56

5
E wtp X epk
k=1

= 02x0740406x05+0+0
= 044

E

g—ts_ DMy

Eh—ﬂs,DMQ

In the existing collaboration environment, consider
that the manager a, assistant managers b and d are se-
lected as the referees of e, g, and h, respectively. Owing
to the rank of a being above b, and d, the trust value
of the system about the referee should be: ¢, > t;, and
ta > tg. Table@presents the trust recommendations with
respect to different referees. According to the table, the
trust experiences of e, ¢, and & for ts_pas, are respectively
calculated as follows:

ta X Tage +Tp X The +1q X Tde

RﬁﬂtS,D Moy

ty +tp +tg
. 06x09+02x05+02x0.1
B 0.6 +0.2+0.2
= 0.66
tg X rag +tp X pg +1g X Ty
Rg—)ts,DM2 = ta + tb +td
~06x0.24+0.2x 04+02x0.7
B 0.6 +0.2+0.2
= 0.34
R . ta X Tah +1tp X Tpn + 1 X Tan
h_>tS,DM2 - ta +tb +td
~ 06x0340.2x0.5+0.2x0.6
B 0.6 +0.2+0.2
= 0.40

According to different contributions of the trust se-
niority, trust experience and trust recommendation to the
trust degree, while taking the value w, = 0.2, w. = 0.7,
w, = 0.1 and w, + we + w, = 1, the trust degrees of
e, g, and h for tg_pas, are comprehensively calculated as
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follows:

T, =

—ts_.DMy Wp X PEHtS,DMQ + we X Ee‘)tS,DJVlz

twp X Reﬂts,DM2
= 0.2x034+0.7x0.840.1x0.66
= 0.686
wWp X Pysts pary + We X Egts p,
twr X Rysts pu,
= 0.2x0.5540.7x0.56+0.1 x0.34
= 0.536

TQHtS,D My

wp X Ph%t37DM2 + we X EhatngM2
“+w, X Rh—ﬂfs,DMz

= 02x055+0.7x044+0.1x04

0.458

Th%t57DM2 =

For the given threshold Hig ,, = 0.5, it can be
concluded that, Te—yts py, > Tysts pr, > His pu, >
Th—ts_pa,» Which indicates that e and g are more trust-
worthy than h.

5.2 Performance Evaluations for Security

of the RDA_TC&CSS

5.2.1 Performance Evaluations Using the Simu-
lated System

According to the result of the above analysis, e and
g are considered as the trustworthy delegated objects.
If v1 and 79 respectively represent the system sta-
tus after implementing delegation on candidates e, and
g, then for different collaborative strategy cdod <
{DM,S_-DM,,S_DM>5,S_DMs3, AADM}, k >, where 1 <
k < 5, Table [p| shows the minimal constraint set con-
structed by Algorithm 1, as well as descriptions for the
satisfiability and security of 7, and 5. From the table,
the following observations are presented.

1) C; can implicitly enforce ey. Notice that
{Roles,,(e) = {A.-DM, S_DM,}} n {DM,
S_DM,, S_-DMs, S_.DMs, A DM} = 2 < 5
and |{Roles,,(9) = {QP,S_-DM>}}b N {DM,
S_DMy,S_DMs,S_ DMz, A.DM}| = 1 < 5, which
indicates that v; and ~» are satisfied to C; and are
also secure to e;. Thus, the more trusted assistant
manager e should be selected for the delegation
authorization in such case.

2) Cy, C3, and Cy can implicitly enforce
ea,e3, and eyq, respectively, while notice that
{Roles,,(e) = {A.DM,S_DM,}} N {S_DMs,,

S_DMs3,A_DM}| = 2, which indicates that e
violates smer < {S_DMs,S_DMs3, A.LDM},2 > in
Co, smer < {DM,S_DM,y,S_ DM3, ADM},2 >
in C3, and smer < {DM, S_DM,, S_DMs,,
S_DM3,A_LDM},2 > in C4. 7y is unsatisfied to
Csy, C3 and C4 and is also unsecure to es,e3 and
es. However, Roles,,(g) = {QP,S_DM,}, which
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Measurement, Empirical Completion | Completion | Completion
unit (k) coefficient (wy) | effect (ecr) | effect (egr) | effect (en)
1 0.2 - - 0.7
2 0.4 - 0.6 -
3 0.6 - - 0.5
4 0.8 - 0.4 -
5 1.0 0.8 - -
Table 4: Trust recommendations
Referee | Trust value of | Recommendation | Recommendation | Recommendation
(urk) referee () value (7g.) value (74q) value (i)
a 0.6 0.9 0.2 0.3
b 0.2 0.5 0.4 0.5
d 0.2 0.1 0.7 0.6

indicates that g meets any constraint requirement
from Cs, C3 and Cy, and then 7 is also secure to
ea,e3 and e4. Thus, only the inspector g is selected
as the delegated object in such cases, in order to
ensure the security of the system status.

5.2.2 Performance Evaluations Using the Real-
world Datasets

To further evaluate the efficiency of the algorithm for
the construction of SMER constraints, we consider the
real-world datasets used in the work [14]. However, the
Domino, Firewalll, Firewall2, and Healthcare datasets
could not reflect the performance of the proposal, since
some users in these datasets violate the security strategies,
from which valid SMERs cannot be generated. Thus, only
five datasets are taken into consideration for the exper-
iments, including Americas-large, Americas-small, Apj,
Customer, and Emea. Further, the regular mining tool
RMiner [11] is used for mining the initial roles with no
constraints, as well as UA.

Different types of the Kk — n CDOD strategy are syn-
thetically generated using a simulator. In terms of the
length of constraint enforcement, we study four differ-
ent cases: 2-2 CDOD, 2-3 CDOD, 3-5 CDOD, and 5-10
CDOD, where n permissions are randomly chosen from
the set of all permissions. Meanwhile, the sizes of k —n
CDOD are fixed as 30, and 50, respectively. We con-
sider the initial mining results and the kK —n CDOD con-
straints as inputs and repeatedly conduct the experiments
20 times. The average time for constructing SMERs from
different CDOD strategies, as well as the results of the
compared methods RMP_SoD and RMO_SODSDA, are
shown in Tables [6] ~ where Ek-n CDOD indicates
the CDOD strategy, and C;_,,sp pr indicates the SMER,
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constraint set.

When |Ex_,cpop| = 30, it is intuitively observed from
Tables [6] ~ [9] that, the time needed for construction of
the t-t SMERs grows rapidly as the length of the CDOD
strategy increases. Take the Americas-large dataset as
an example, and the length of CDOD changes from 2 to
10. The time for constructing t-t SMERs is 149, 511,
2078, and 6267s, respectively. Similarly, the time needed
for construction of the ¢ — m SMERs is 289, 567, 1315,
and 7771s, respectively, which also grows rapidly as the
length of the CDOD strategy increases. However, most
of the time taken for the latter is longer than that of the
former. This is because the t-t SMER is more restricted
than the ¢ — m SMER, and the number of constructing
t —m SMERs should be greater than that of constructing
t-t SMERs. Thus, the time cost for the construction is
longer with the increasing number of constraints. Similar
to the above analysis for |Ex_n,cpop| = 30, the detailed
analysis of the time taken for | Ex_,cpop| = 50, as shown
in Tables [10] ~ is omitted owing to the limited space.

A further observation from Tables [0 ~ is that,
the time taken for construction of SMERs using dif-
ferent methods are comparable. Specifically, tak-
ing the Americas-small dataset as an example, when
|E2 scpop| = 30, the time taken for construction of
Ci_msmERr using the three methods is 28, 29, and
28s, respectively; when |E3 scpop| = 30, the time for
Ci—msmER using these methods is 91, 92, and 94, re-
spectively. Thus, RDA_TC&CSS performs as well as the
RMP_SoD and RMO_SODSDA methods, in order to en-
sure the system security, while improving the reliability
of the delegation process.
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Table 5: Enforcement of the Security Strategy
| k—n CDOD | t —m SMER | sat(y1) [ sec(y1) | sat(y2) | sec(yz) |
er = cdod < | Cy={smer < {DM, S_DMy, S_.DMs, S_DMs, | satc,(y1)| sece,(71)| satc,(v2)| sece, (V2)
(DM, S_DM, | A-DM},5 >} =1 =1 =1 =1
S_DMs,
S_DMs,
ADM},2>
ea = cdod < | Cy = {smer < {DM,S.DMy,S_-DM>},2 >, | satc,(71)| Sees(71) | satc,(72)| S€ey(V2)
{DM, S_DM,, | smer < {DM,S_DM,,S_DM3},2 > 1 =0 =0 =1 =1
S_DM,, smer < {DM,S_DM,,A_DM},2 >,
S_DMs, smer < {DM,S_DM5,S_DM3},2 >,
ADM}, 3 > smer < {DM,S_DMs, A.DM},2 >,
smer < {DM,S_DMs, A DM},2 >,
smer < {S_.DM;,S_-DM>,S_DM3},2 >,
smer < {S.DM;,S_-DMs, A DM} 2 >,
smer < {S_.DM;,S_-DM3,A.DM},2 >,
smer < {S_DMs,S_DMs3, ALDM},2 >, smer <
{DM,S_DM,,S_DM,,S_DM;, A_DM},3 >}
es = cdod < | Cs = {smer < | satoy(71)| seces (1) | satc,(v2)| sece, (2)
(DM, S_DM,, | {DM,S_DM;,S_DMs,,S_DMs},2 >, | = = = =
S_DMs, smer < {DM,S_DMy,S_ DMy, ADM},2 >,
S_DMs, smer < {DM,S_DM;,S_-DMs, A.DM},2 >,
ADM} 4 > smer < {DM,S_-DMy,S_-DMs, AADM},2 >,
smer < {S_DM,,S_DM5,S_DMs3, ALDM},2 >
}
es = cdod < | Cy = {smer < {DM,S_.-DMy, S_-DMsy, S_DMs, | satc,(y1)| sece,(71)| satc,(v2)| sece,(V2)
(DM, S_DM,, | A-DM},2 >} —0 -0 -1 -1
S_DM,,
S_DMs,
A_DM},5 >
Table 6: Performance comparison when |Es scpop| = 30
RMP _SoD(s) RMO_SODSDA (s) RDA_TC&CSS(s)
Dataset
Ci—tsmER | Ct—msmER | Ci—tsmER | Ci—msmEeR | Ci—tsmER | Ci—mSMER
Americas-large 139.7 279.5 144.7 281.5 149.5 289.5
Americas-small 10.1 17.2 10.1 18.1 13.1 20.2
Apj 0.4 0.8 0.4 0.8 0.4 0.9
Customer 0.3 0.4 0.3 0.4 0.3 0.4
Emea 0.01 0.04 0.02 0.04 0.02 0.06
Table 7: Performance comparison when |Fs 3cpop| = 30
RMP _SoD(s) RMO_SODSDA (s) RDA _TC&CSS(s)
Dataset
Ci—tsmir | Ct—msmER | Ct—tsmER | Ct—msmeRr | Ci—tsmEr | Ct—msMER
Americas-large 505.5 552.9 509.5 552.9 511.7 567.3
Americas-small 30.5 28.3 31.8 29.3 32.2 28.7
Apj 14 1.2 1.4 1.2 1.4 15
Customer 0.3 0.3 0.3 0.3 0.3 0.3
Emea 0.07 0.06 0.07 0.06 0.07 0.06
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RMP_SoD(s) RMO_SODSDA (s) RDA_TC&CSS(s)
Dataset
Ci—tsmMER | Ct—msmER | Ci—tsmMER | Ct—msMER | Ci—tsmMER | Ct—mSMER
Americas-large 2022.7 1314.7 2054.3 1314.7 2078.4 1315.9
Americas-small 117.5 91.9 133.6 92.9 144.1 94.8
Apj 6.7 4.5 7.1 4.6 8.7 4.5
Customer 1.2 3.2 5.0 3.5 5.6 3.2
Emea 0.3 0.2 0.3 0.2 0.3 0.2
Table 9: Performance comparison when |E5 19cpop| = 30
, RMP_SoD(s) RMO_SODSDA (s) RDA _TC&CSS(s)
Dataset
Ci—tsmER | Ci—msmER | Ci—tsMER | Ct—msMER | Ci—tsmER | Ct—msMER
Americas-large 6164.6 77719 6267.3 T778.4 6267.3 77719
Americas-small 260.7 460.5 371.4 465.7 371.4 464.5
Apj 19.7 28.9 23.3 29.9 23.3 29.3
Customer 0.9 34.8 28.1 36.8 28.1 35.7
Emea 0.7 0.8 0.7 0.8 0.7 0.8
Table 10: Performance comparison when |Es 2scpop| = 50
RMP _SoD(s) RMO_SODSDA (s) RDA _TC&CSS(s)
Dataset
Ci_tsmER | Ct—msmER | Ci—tsmER | Ct—msMmER | Cit—tsMER | Ct—msSMER
Americas-large 366.2 759.1 379.5 759.1 386.1 759.1
Americas-small 29.2 60.4 30.2 60.4 33.2 62.7
Apj 0.9 2.4 1.2 2.4 1.4 2.6
Customer 0.01 1.1 0.5 1.1 0.5 1.1
Emea 0.05 0.12 0.06 0.12 0.06 0.12
Table 11: Performance comparison when |Es 3cpop| = 50
RMP_SoD(s) RMO_SODSDA (s) RDA _TC&CSS(s)
Dataset
Ci—tsmMER | Ct—msmER | Ci—tsmMER | Ct—msMER | Ci—tsMER | Ct—msSMER
Americas-large 1203.9 1078.1 1212.8 1078.1 1211.9 1070.7
Americas-small 89.9 85.6 96.3 85.6 97.4 85.6
Apj 3.6 2.7 3.1 2.7 3.0 2.3
Customer 1.3 0.6 0.7 0.6 0.6 0.5
Emea 0.02 0.1 0.1 0.1 0.1 0.1
Table 12: Performance comparison when |Fs scpop| = 50
RMP_SoD(s) RMO_SODSDA (s) RDA_TC&CSS(s)
Dataset
Ci—tsmER | Ci—msmER | Ci—tsmMER | Ci—msMER | Ci—tsmER | Ct—msMER
Americas-large 5762.9 3751.6 5861.9 3753.1 5872.2 3751.6
Americas-small 280.9 216.2 337.9 223.4 341.9 216.2
Apj 17.9 12.6 19.7 14.5 22.6 12.6
Customer 2.7 7.7 12.1 8.8 15.5 7.7
Emea 0.8 0.5 0.8 0.7 0.8 0.6
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Table 13: Performance comparison when |Es 1ocpop| = 50

RMP SoD(s) RMO _SODSDA (3) RDA_TC&CSS(s)
Dataset
Ci—tsMER | Ct—msmER | Ci—tsmMER | Ct—msMER | Ci—tsMER | Ct—msSMER
Americas-large 14667.3 18612.1 15008.8 18876.6 15001.9 18612.1
Americas-small 5.9 1116.7 900.5 1155.1 897.1 1116.7
Apj 47.0 73.6 59.4 87.7 66.0 73.6
Customer 2.3 87.4 70.5 86.1 74.3 87.4
Emea 1.7 0.8 0.7 0.7 0.8 0.8

677

5.3 Discussion

From the above analysis for the reliability and security
of the delegation-authorization process, we find the main
benefits of the RDA_TC&CSS as follows.

1) Most of the existing delegation approaches have the
problem of arbitrariness. The delegation process is
unreliable and untrustworthy, and there exists the
danger of abuse of privileges once the delegated ob-
ject h with lower trustworthiness is selected. To
improve the reliability of the delegation process,
the proposed method comprehensively computes the
trust degrees of different candidate objects based on
quantitative analysis for the trust seniority, trust ex-
perience and trust recommendation. It eliminates
the object h with low trust degree from the candi-
date set, and then chooses e, g as the trustworthy
objects. Thus, the delegated object chosen via the
RDA_TC&CSS becomes much more reliable.

2) On the basis of ensuring the reliability of the dele-
gation process, the collaborative division strategies
ea,e3, and ey4 in the simulated system are violated
using the existing delegation approaches, and the se-
curity of the system status will be compromised af-
ter delegation. To ensure the system security, the
proposed method utilizes the method of construct-
ing the minimal set of mutually-exclusive-role con-
straints, which indirectly implements the collabora-
tive security strategy, in order to further determine
the most appropriate delegated object g in the spe-
cific collaborative scenario, while satisfying various
constraint requirements of systems.

3) The proposed algorithm in the article intuitively re-
flects the satisfaction requirements of the system sta-
tus. The time complexity for construction of the t—m
SMERs depends on the double loops. The execution
number of the outer loop is (| 21 ] — 2); in the inner
loop, for the particular m, it is necessary to combine
any m roles from n roles in the collaboration. Thus,
the total time complexity of the algorithm is O(2").
The efficiency of the algorithm decreases obviously
as the value of n increases. In general, if m is small,
then the efficiency of the algorithm is acceptable.

Compared to the existing research approaches, features of
the proposal are presented as shown in Table where a
tick V indicates that the feature is available.
Nevertheless, the RDA_TC&CSS still has the limita-
tion: As shown in Table [f] for the given collaborative
division strategies e, €2, e3 and e4 as well as the minimal
constraint sets C', Cy, C3 and Cy, it is seen that e, e4 can
be precisely enforced by C, and Cy, respectively. How-
ever, ey, ez cannot be enforced by Cy or C3. Therefore,
the minimal constraint set constructed by the algorithm
may not be able to precisely implement the CDOD strat-

egy.

6 Conclusions

A novel delegation-authorization method based on
RBAC, called RDA_TC&CSS, was proposed in this study.
First, we utilized the trust seniority, trust experience
and trust recommendation to comprehensively compute
the trust degrees of different candidate objects, and then
chose the objects with higher values. Next, we adopted
the collaborative security strategy to further determine
the most appropriate delegated object in the specific col-
laborative scenario. Further, we presented the algorithm
to indirectly implement the collaborative strategy by con-
structing the minimal set of constraints and verified the
correctness of the algorithm. The experiments using
a specific simulated system and the real-world datasets
demonstrated that, the proposed method could improve
the reliability of the delegation process, while ensuring the
system security. Our future work will focus on studying
how to implement the RDA_TC&CSS in practical sce-
narios such as the IoT, blockchain, and wireless sensor
networks.
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