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Abstract

The protection of genuine digital music works is critical.
In this paper, a watermarking algorithm was designed
based on the technique of discrete wavelet transform and
vector norms to achieve the protection of music works.
The experiments on different types of digital music works
showed that the watermarking algorithm designed in this
paper had good security, a high mean opinion score and
signal-to-noise ratio, and good imperceptibility, and it
kept a high normalized coefficient and low bit error rate in
the face of noise addition and resampling attacks and had
an embedding capacity greater than 20 bps. The results
demonstrate the effectiveness of the designed watermark-
ing algorithm in protecting genuine digital music works.

Keywords: Digital Music; Genuine Protection; Robust-
ness; Watermarking Algorithm

1 Introduction

With the continuous development of computer and In-
ternet, traditional compact discs and tapes are gradually
fading out of the market, music is getting closer and closer
to digitalization, and the Internet is gradually becoming
the way people enjoy music works, which, at the same
time, brings the problem of rampant piracy [12]. In or-
der to achieve protection of genuine digital music works,
digital right management (DRM) has emerged [31], but
the great inconvenience of DRM is not conducive to its
practical promotion [8, 26]. Digital watermarking has a
wide range of applications in digital media [6, 7, 13, 15]
and plays a good role in the protection of genuine im-
ages and videos [23], and it can also be applied to audio
signals.

Watermarking algorithms for audio signals has become
a key issue for researchers to focus on [10]. Mosleh et
al. [19] proposed a watermarking algorithm based on dis-
crete cosine transformation (DCT) and LU decomposition
and found through experiments that it had a good per-

formance. Mohammed et al. [18] used discrete wavelet
transform (DWT) to decompose the signal and then used
DCT to encrypt the watermarked image. They found
that the DCT method was not easy to be detected and
the average signal-to-noise ratio (SNR) reached 61 dB.

Safitri et al. [22] proposed a watermark embedding
method combining compressed sampling, DWT, and QR
decomposition to embed the watermark into audio by
quantization index modulation (QIM) and found through
experiments that the SNR of the method was greater than
20 dB, indicating good robustness. Dronyuk et al. [9]
designed a digital watermarking method based on gen-
eralized Fourier, Hartley transform, and Ateb function
and verified the stability of the method in supporting the
security of audio and image. This paper designed a wa-
termarking algorithm based on DWT, verified the secu-
rity and robustness of the algorithm through experimen-
tal analysis, and proved the reliability of the algorithm
for genuine digital music protection. The designed water-
marking algorithm can be applied in actual music works.
This work provides a new method for the protection of
audio signals.

2 Protection of Genuine Digital
Music Works

DRM realizes the protection of genuine works through
controlling the right to use the works. The technology
strictly manages the playing and copying of works but
brings greater inconvenience to the actual appreciation of
music works [21]. Music works protected by DRM have
a strong exclusivity, which restricts the use environment
of the player and affects the experience of enjoying the
works, which is not conducive to the promotion of the
technology.

Digital watermarking is a method to protect works by
embedding watermark information without changing the
content of the original work [1]. Since the perception of
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the human ear is more sensitive than that of the human
eye [20], modifications to the audio signal can be easily
perceived by the human ear, so an excellent watermark-
ing algorithm needs not only to have good resistance to
attacks but also to be able to guarantee the quality of the
musical work. The evaluation of watermarking algorithms
includes the following three main aspects.

The subjective evaluation of perceptibility is based on
the mean opinion score (MOS) [4], which refers to the lis-
tener’s subjective perception of the music piece after em-
bedding the watermark. The evaluation criteria of MOS
are shown in Table 1.

Table 1: MOS evaluation criteria

Score Audio indicators Description

5 Excellent Imperceptible
4 Good Slightly perceptible
3 Medium Perceptible, slightly un-

pleasant
2 Poor Obviously perceptible,

but tolerable
1 Very poor Unbearable

The objective evaluation of perceptibility is based on
the peak signal-to-noise ratio (PSNR) [27], which is a
measure of the quality of the music piece after embedding
the watermark. Let the audio signal before and after em-
bedding the watermark be x(n) and x′(n) and the audio
length be L. The PSNR is calculated by:

PSNR = 10 log10(
max0≤n≤L{x2(n)}∑L
n=1[x

′(n)− x(n)]2

The robustness is generally evaluated using the bit
error rate (BER) [29] and the normalized coefficient
(NC) [2]. The calculation formulas of BER and NC are:

BER =

∑M
i=1

∑N
j=1A(i, j)⊕B(i, j)

M ×N

NC =

∑M
i=1

∑N
j=1A(i, j)B(i, j)√∑M

i=1

∑N
j=1A

2(i, j)
√∑M

i=1

∑N
j=1B

2(i, j)

where A is the original watermark, B is the extracted
watermark, ⊕ is the exclusive or operation, and M and
N are the row and column of the watermark signal.

The unit of embedding capacity is bps. Let the water-
mark size be N and the length of audio signal be K. The
embedding capacity is:

payload =
N

K

According to the International Federation of the
Phonographic Industry (IFPI) [16], this value needs to
be greater than or equal to 20 bps.

3 Watermarking Algorithm Based
on Vector Norms and Wavelet
Transform

3.1 Watermark Pre-processing

A binary image is used as a watermark information for
genuine digital music protection. It is preprocessed first
in order to improve security. Arnold transform [24] is a
method to achieve encryption by scrambling the coordi-
nates of pixel points, defined as:[

x′

y′

]
=

[
1 1
1 2

] [
x
y

]
mod N,

where x and y are the pixel coordinates before scrambling,
x′ and y′ are the pixel coordinates after scrambling, and
N is the row or column width of the image.

After scrambling, the watermarked signal is reduced
dimensionally. For a N ×M watermarked image W , its
one-dimensional binary sequence is w′(x, y). The dimen-
sionality reduction process is written as:

V = {v(k) = w′(x, y),

0 < i ≤ N, 0 < j ≤M,k = i×M + j}.

For a one-dimensional watermark, the encryption is
performed using logistic mapping [28], and the relevant
formula is:

x(n+ 1) = µxn(1− xn),

where xn ∈ [0, 1] and µ ∈ [0, 4]. When 3.569945 < µ ≤
4, the system is chaotic. Let µ = 3.8 and initial value
x0 = 0.6, the system is in a chaotic state. Sequence xn
is obtained according to the above formula, and chaotic
sequence µk is obtained after quantification. Then, it is
processed by exclusive or along with v(k) to obtain the
watermark sequence after secondary encryption:

W ′′ = v(k)⊕ µk, 1 ≤ i ≤ N ×M.

3.2 Watermark Embedding

The principle of the watermarking algorithm designed in
this paper is to firstly DWT the original audio signal,
write down the low frequency coefficients in it as a vector,
and then combine the vector parametrization to achieve
the embedding of the watermark. The two theories in-
volved in the process are as follows.

1) Vector norm [14]: For vector A = (a1, a2, · · · , an), its
P-norm is ρ, defined as ρ = AP = (

∑n
i=1 |ai|P )1/P .

2) Wavelet transform: It is a method of signal process-
ing [11], which solves the shortage of Fourier trans-
form in dealing with abrupt signals [25] and can
extract more useful information. It has good per-
formance in signal processing [30], image process-
ing [5], etc. Suppose there is square productable
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function ψ(t), ψ(t) ∈ L2(R), whose Fourier trans-

form ψ(ω) satisfies
∫ |ψ(ω)|2

ω dω < ∞, then the equa-
tion is called the admissible condition. Let the scale
factor of ψ(t) be α and the translation factor be τ ,
then ψ(t) after translational expansion is written as:
ψα,τ (t) = α−1/2ψ( t−τα , a > 0, τ ∈ R, and ψα,τ (t)
is the non-interrupted wavelet basis function. Since
most of the signals in practice are discretized digital
signals, DWT is more commonly used [3].

α and τ are discretized: α = 2j , τ = 2kTs, and
then the discrete wavelet function is obtained: ψj,k(t) =
2−j/2ψ(2−jt − k). For f(t), its discrete wavelet function
is: WTf (j, k) = (f, ψj,k) =

∫
R
f(t) ¯ψj,k(t)dt. After the

signal is processed by DWT, the energy is mainly concen-
trated in the low-frequency component, so the watermark
information can be embedded into it.

The process of watermark embedding based on vector
norms and DWT is as follows.

1) The watermark is divided into N ×M frames. Two-
stage DWT processing is performed on the audio sig-
nal to get a low-frequency component cA2 and two
high-frequency components cD1 and cD2.

2) The low-frequency coefficient is denoted as vector D,
which is divided into vectors V 1 and V 2: V 1 =
{D(i), 1 ≤ i ≤ Lc/2}, V 2 = {D(i), (Lc/2) + 1 ≤
i ≤ Lc}, where Lc is the length of cA2 and cD2,
Lc =

L
N×M×22 (L is the length of the audio signal).

3) The 2-norm of V 1 and V 2, i.e., NormV 1 and
NormV 2, are calculated. Average value Norm is cal-
culated. When the watermark bit to be embedded
W ′′ is 1, the watermark is embedded according to
the formula

NormV 1 = Norm+ q

NormV 2 = Norm− q,

when the watermark bit to be embedded W ′′ is 0,
the watermark is embedded according to the formula

NormV 1 = Norm− q

NormV 2 = Norm+ q,

were q is the adjustable quantization strength, 0.03
here.

4) Vectors V 1′ and V 2′ are reconstructed using the re-
vised norms, and the results are combined to obtain
vector D′.

5) Inverse discrete wavelet transform (IDWT) is per-
formed to obtain a frame of audio signal after embed-
ding the watermark. The above steps are repeated
until all watermark bits are embedded.

3.3 Watermark Extraction

The watermark extraction process is as follows.

1) The audio is divided into N × M frames for two-
stage DWT processing. The low-frequency vector is
denoted as D’, which is divided into vectors V 1′ and
V 2′.

2) The vector norms of V 1′ and V 2′, i.e., NormV 1 and
NormV 2, are calculated. If NormV 1 > NormV 2,
then the watermark bit is 1; otherwise, it is 0.

3) Arnold transform and logistic mapping are used for
decryption to get the watermark information.

4 Results and Analysis

Experiments were carried out in MATLAB2018 environ-
ment. Five different types of digital music (rock, pop,
blues, classical, and jazz) were randomly selected from
the network music library for experiments, and they were
all wav format and monophonic. The sampling frequency
was 44.1 kHz, 16 bit. A piece of 5 s was taken from every
music as experimental audio signals. In the case of correct
and incorrect keys, the extracted watermarked images are
shown in Figures 1-3.

Figure 1: Original watermarked image

Figure 2: The extracted watermark image in the case of
key error
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Figure 3: The extracted watermark image when the key
is correct

It was seen from the comparison between Figures 1-3
that when the watermark was embedded using the wa-
termarking algorithm designed in this paper, the correct
watermarked image was not obtained in the case of in-
correct key, while the complete watermarked image was
extracted when the key was correct.

Ten students with normal hearing functions were se-
lected as listeners to make MOS evaluation on the musics
in a quiet environment, and their SNRs were calculated.
The results are shown in Figure 4.

Figure 4: Imperceptibility evaluation results

It was seen from Figure 4 that, for these five types of
music works, the MOS was always above 4.5 after em-
bedding the watermark, with an average score of 4.93,
indicating that the impact of embedding the watermark
on the quality of music works was very small. Then, in
terms of the objective perception, the SNR of different
music genres was all above 20 dB after embedding the
watermark, which was in line with the standard of greater
than 20 dB as stipulated by IFPI.

The following attacks were performed on the water-
marked audios.

1) Noise addition: Gaussian white noise with an expec-
tation value of 0.01 and a variance of 0.05 was added.

2) Low-pass filter: a low-pass filter with six orders and
a cut-off frequency of 10 kHz was used.

3) Requantization: the audio resolution was quantized
from 16 bit to 8 bit and from 8 bit to 16 bit.

4) MP3 compression: the audios were converted from
wav format to mp3 format and from map format to
wav format.

5) Resampling: the audios were resampled using 22.05
kHz and then 44.1kHz.

6) Random cropping: ten locations were randomly se-
lected to cut and remove 200 sampling points. The
BER and NC of different types of music works under
different attacks are listed in Table 2.

It was seen from Table 2 that the NC and BER of the
audios was 1 and 0, respectively, under no attack. Dif-
ferent types of music works always maintained low BER
(below 0.1) and high NC (above 0.9) under different at-
tacks, indicating that the audios were less affected by at-
tacks. The BER and NC values of different types of mu-
sical works were averaged, and the results are shown in
Figure 5.

Figure 5: Results of robustness analysis of the watermark-
ing algorithm

It was seen from Figure 5 that the BER of the au-
dios was small under different attacks, the BER of the
audios under random cropping was the largest, 0.0756,
and the BER under MP3 compression was the smallest,
0.0001, which indicated that the watermarking algorithm
designed in this paper maintained a low BER under differ-
ent attacks. Then, in terms of NC, it was found that the
NC of the audios under different attacks was very close to
1, with a maximum of 0.9994 and a minimum of 0.9037,
both above 0.9, indicating that the designed watermark-
ing algorithm maintained a high NC under different at-
tacks. Finally, the embedding capacity was analyzed. The
embedding capacity of the watermark was 87.64 bps after
calculation, which met the IFPI standard–at least 20 bps.
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Table 2: BER and NC of different music works

NC/ No Noise Low-pass MP3 Random
BER attack addition filter Requantization compression Resampling cropping

Rock NC 1 0.9964 0.9652 0.9568 0.9998 0.9995 0.9021
BER 0 0.0044 0.0524 0.0763 0.0001 0.0004 0.0754

Popular NC 1 0.9956 0.9646 0.9525 0.9998 0.9996 0.9056
BER 0 0.0043 0.0526 0.0756 0.0001 0.0003 0.0764

Blues NC 1 0.9974 0.9626 0.9556 0.9989 0.9989 0.9025
BER 0 0.0051 0.0512 0.0758 0.0001 0.0004 0.0755

Classical NC 1 0.9986 0.9646 0.9578 0.9997 0.9996 0.9056
BER 0 0.0043 0.0525 0.0765 0.0001 0.0005 0.0752

Jazz NC 1 0.9969 0.9646 0.9578 0.9989 0.9996 0.9025
BER 0 0.0042 0.0526 0.0749 0.0001 0.0004 0.0754

5 Conclusion

This paper mainly studied the protection of genuine dig-
ital music works, designed a watermarking algorithm
based on norms and DWT, and conducted experiments on
actual music works. It was found that the designed wa-
termarking algorithm had good security, high MOS, SNR
above 20 dB, and good imperceptibility, and it maintained
high NC and low BER even under different attacks, sug-
gesting good robustness, and the embedding capacity also
met the demand of digital music genuine protection. The
designed watermarking algorithm can be promoted and
applied in practice.
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