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Abstract

The privacy protection issue in blockchain data transac-
tions has received much attention. This paper first briefly
analyzed the privacy protection issue in data transactions
and then explained the current legal problems from the le-
gal perspective. After introducing blockchain technology,
the homomorphic encryption method was applied to pro-
tect privacy under blockchain data transactions. A pri-
vacy protection method based on the Paillier algorithm
was designed, and the method’s performance was ana-
lyzed. After verifying the correctness of the algorithm,
the comparison with the zkSNARKs technique revealed
that our method had better efficiency. When the key was
2,048 bits, the encryption homomorphism time was 0.17
ms, and the encryption and decryption time was 185.75
ms and 256.12 ms, i.e., the method had a slight burden
on the system and could meet the needs of practical use.
The results verify that the designed method was reliable.
Therefore, it can be applied in actual blockchain data
transactions.
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1 Introduction

As society continues to develop toward informationiza-
tion, the importance of data is becoming more and more
prominent. In people’s production and life, a large
amount of data is generated, and data transaction, which
is gradually becoming a method of data circulation, pro-
vides services for scientific research, social management,
etc. [9]. However, there is a lot of information related to
personal privacy in the data, and it is easy to be illegally
leaked in the process of transaction; therefore, privacy
protection under data transactions has become a mat-
ter of great concern. From the legal point of view, illegal
trading, illegal dumping, and illegal leakage in the process
of data transaction involve the infringement of personal

information and privacy, etc. Although data is not a tan-
gible object, data transaction has much in common with
the act of buying and selling and can be analyzed by re-
ferring to the legal provisions of the act of buying and
selling.

The two subjects in the data transaction need to trans-
mit the real and valid data securely and use it legally,
thus ensuring a healthy data flow. However, there are
still many loopholes in the legal regulation of data trans-
actions, and the relevant legal provisions are not clear
enough, which makes it very difficult to protect privacy
under data transactions. In this case, in order to im-
prove the security of data transactions, we can start from
the technical aspect. Blockchain, as a decentralized, open
and transparent technology [4,21], has good security, but
blockchain is not designed for data transactions [3,7]. Fur-
ther research and design are still needed for privacy pro-
tection under blockchain data transactions [6, 22]. Onik
et al. [17] proposed a blockchain-based personal identifi-
able information management system to limit the leakage
problem of personal data and verified the privacy of the
approach. Wang et al. [25] proposed a dual blockchain
privacy protection approach to achieve secure data inter-
action between users, doctors, and hospitals through user
chains and medical chains and found through experiments
that the approach had low communication overhead.

Devidas et al. [8] designed a decentralized group signa-
ture scheme for solving the trust problem of centralized
group managers and the privacy problem of users and ver-
ified the security and correctness of the scheme. Nóbrega
et al. [16] proposed a privacy preserving record linking
method based on blockchain technology and verified the
effectiveness of the method with real-world data sources.
This paper mainly studied the privacy protection prob-
lem under blockchain data transactions, designed a pri-
vacy protection method based on the Paillier algorithm,
and verified the reliability of the method through exper-
iments. This work provides a new method to further im-
prove the security of blockchain and ensure the privacy of
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data transactions.

2 Blockchain Privacy Protection
Method Based on the Paillier
Algorithm

2.1 Data Transactions and the Law

With the development of the network, data is also be-
coming more and more a new productivity. The research
and analysis of data can obtain many valuable informa-
tion, so it has been applied in recommendation systems,
user analysis, etc. [14], but in this process, it is likely to
cause infringement on privacy [12]. In the process of data
transaction, it is more vulnerable to illegal attacks and
tampering, leading to the leakage of private information.

According to the Personal Information Protection Law,
there are personal data right and data property right,
i.e., the data subject enjoys the right to decide whether
his or her data can be collected and used and also has
the right to request the data transaction process to en-
sure the privacy of personal data, inquire about the data,
and delete the data, etc. However, there are still many
problems in the current law: personal information data is
not clearly defined, and defending the rights is difficult.
Therefore, in this case, it is especially important to realize
the privacy protection under blockchain data transactions
through technical means.

2.2 Blockchain Technology

Blockchain technology combines distributed networks,
digital signatures and other technologies [13,19,20], which
is used for recording all transactions and time of all
blockchain nodes. In the public ledger, every transac-
tion is verified by consensus of most participants, and the
transaction information will be permanently written in
the blockchain and will not be deleted [24]. The struc-
ture of the blockchain is shown in Figure 1.

Nodes generate the Merkle root through the Hash al-
gorithm and store it in the block head. All transactions in
the blockchain are permanently stored in the blockchain
through digital signatures. Data transactions under the
blockchain include five steps:

1) Generate transactions: user nodes digitally sign
through private keys, generate transactions, and wait
for miner nodes to pack;

2) Miner nodes randomly select transactions, verify dig-
ital signatures, and pack legitimate transactions into
chunks;

3) Calculate the hash value of the block, create locally
packed blocks as new blocks and broadcast them to
the whole network;

4) Verify new blocks and save legal new blocks into the
local block chain;

5) Write the transactions into the block chain perma-
nently to avoid malicious tampering.

The consensus mechanism is the core of the blockchain,
which is used to ensure the consistency of the blockchain.
Common consensus mechanisms are as follows.

1) Proof of Work (PoW) mechanism [10]: Based on the
workload, the nodes are rewarded, which has high
credibility.

2) Proof-of-interest (PoS) mechanism [2]: It can effec-
tively avoid malicious attacks.

3) Delegated proof-of-stake (DPoS) mechanism [23]: It
reduces the size of committers, which is efficient.

4) Practical Byzantine fault-tolerant (PBFT) consensus
algorithm [15]: It is computation-based and has high
consensus efficiency.

Compared with the centralized system, the decentral-
ized feature of blockchain makes it more advantageous in
terms of privacy protection, but it does not guarantee ab-
solute privacy. Due to the transparency of transaction
information on the chain, there is a threat to the user’s
identity privacy and transaction privacy; therefore, pri-
vacy protection under blockchain data transactions is also
a very important issue.

2.3 Homomorphic Encryption and the
Paillier Algorithm

Homomorphic encryption can ensure the correctness
of operations while securing the original data [11],
which has a wide range of applications in privacy
protection. It is assumed that there is plaintext
space M, ciphertext space C, and key space K,
and the encryption and decryption algorithms are E
and D. If there is P (Ek(m1), Ek(m2), · · · , Ek(mn)) =
Ek(L(m1,m2, · · · ,mn)), then the encryption scheme is
homomorphic. For different operations L, there are sev-
eral scenarios.

For any plaintext mi, mj ∈ M , the corresponding ci-
phertext ci = E(mi), cj = E(mj), and c(i), cj ∈ C, if

1) E(mi + mj) = E(mi) ⊕ E(mj) or D(E(mi) ⊕
E(mj)) = mi+mj , it is an addition homomorphism;

2) E(mimj) = E(mi)⊕E(mj) or D(E(mi)⊕E(mj)) =
mimj , it is a multiplication homomorphism;

3) E(mimj) = E(mi)⊕mj or D(E(mi)⊕mj) = mimj ,
it is a mixed multiplication homomorphism.

The Paillier algorithm is an algorithm that satisfies ad-
dition homomorphism [1], and its definition is as follows.
Big prime numbers p and q are randomly chosen to make
gcd(pq, (p−1)(q−1)) = 1, and gcd is the greatest common
divisor. Then, n = pq and λ = lcm(p−1, q−1) are calcu-
lated, where lcm is the least common multiple. An integer
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Figure 1: Blockchain structure

is randomly selected: g ∈ Z(n
2)∗, µ = (L(gλ mod n2))−1,

L(x) = (x− 1)/x, then, public key PK = (n, g) and pri-
vate key SK = (λ, µ) are obtained. For the message to
be encrypted m(0 ≤ m < n), integer r ∈ Z(n

2)∗ is ran-
domly selected to ensure gcd(r, n) = 1. Then, the encryp-
tion process is written as: c ← E(m,PK), E(m,PK) =
gmrn mod n2, and the decryption process is written as:
m← D(c, SK), D(c, SK) = L(cλ mod n2)µ mod n2.

According to the addition homomorphism property
of the Paillier algorithm, if c1 ← E(m1, PK), c2 ←
E(m2, PK), then:

c1 × c2 = g(m1)r
n
1 × g(m2)r

n
2 mod n2

= g(m1 +m2)(r1r2)
n mod n2

= E(m1 +m2, PK).

2.4 Privacy Protection Method Based on
the Paillier Algorithm

The Paillier algorithm is applied to privacy protection
under blockchain data transactions [5]. Suppose that in
the blockchain, users A and B conduct transactions, the
initial amounts deposited by A and B are B0 and B1, re-
spectively, and the total account balance is B, the transfer
amount of every transaction is {v1, v2, · · · , vn} in the pro-
cess of conducting multiple transactions {T1, T2, · · · , Tn},
and the remaining amounts of A and B are b(0, n) and
b(1, n) at the end of the transaction. Based on the Pail-
lier algorithm, big prime numbers a and b are randomly
selected to ensure gcd(ab, (a− 1)(b− 1)) = 1, n = ab and
λ = lcm(a − 1, b − 1) are calculated, and then integer
g ∈ Z(n

2)∗ is randomly chosen. µ = (L(gλ mod n2))−1 is
calculated, and public key PK = (n, g) and private key
SK = λ are obtained. The public-private key pair of A
is (PK0, SK0), and the public-private key pair of B is
(PK1, SK1).

Both A and B encrypt the balance deposited into
the joint account to obtain M1 and M2. E(M1,M2)
is decrypted by Certificate Authority (CA), and the
decryption process is E(M1,M2) = (g(B0)r

n
1 mod

n2)(g(B1)r
n
2 mod n2) = [g(M1 +M2)(r1r2)

n mod n2].

In the first transaction, A sends the amount of the first
transfer (v1) and the account balance (b0, 1) to CA to ver-
ify T1 after encryption. The ciphertexts after encryption
are: M1 = g(v1)r

n
3 mod n2, M2 = g(b0, 1)r

n
4 mod n2. Ac-

cording to the property of addition homomorphism of the
Paillier algorithm, if m1×m2 = M1, then b0, 1+v1 = B0.

At the end of the transaction, A and B encrypt the cur-
rent account balance and send it to CA for verification,
and the encrypted ciphertexts are M3 = g(b(0, n))r

n
5 mod

n2, M4 = g(b(1, n))r
n
6 mod n2. If E(M3,M4) = B, then

the CA closes the payment channel after writing the en-
crypted balance to the blockchain, i.e., the transaction is
completed.

3 Experiment and Analysis

From the perspective of the correctness of the algorithm,
taking the first transaction as an example, CA determines
whether the transaction is legitimate or not by verifying
the correctness ofm1×m2 = M1. The proof of the process
is as follows:

m1 = E(v1, r3)

= g(v1)r
n
3 mod n2

m2 = E(b0, 1, r4)

= g(b0, 1)r
n
4 mod n2

m1 ×m2 = g(v1)r
n
3 mod n2g(b0, 1)r

n
4 mod n2

= g(v1 + b0, 1)(r3r4)
n mod n2

= E(v1 + b0, 1, r).
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Through the above calculation, b0, 1+v1 = B0 is verified;
therefore, the Paillier algorithm is theoretically correct.

In order to understand the effectiveness of the privacy
protection method based on the Paillier algorithm, exper-
iments were conducted in Windows 10 environment and
8 GB memory. At the same time, the method was com-
pared with the Zero-Knowledge Succinct Non-Interactive
Argument of Knowledge (zkSNARKs) technique based on
the zero-knowledge proof library libsnark [18]. The core
of the zkSNARKs technique is the elliptic encryption al-
gorithm, whose cryptosystem is different from the Paillier
algorithm. Therefore, in the comparison process, the pri-
vacy protection methods under two blockchain data trans-
actions were compared by controlling the number of keys
of the Paillier algorithm and the number of constraints of
libsnark.

First, the number of keys of the Paillier algorithm was
set as 64 bits, 128 bits, 256 bits, 512 bits, 1,024 bits and
2,048 bits, respectively. Depending on the key sizes, the
time required for the addition homomorphism of the Pail-
lier algorithm, encryption, and decryption are shown in
Table 1.

It was seen from Table 1 that the addition homomor-
phic time grew slowly with the increase of key size, but
the change was small. The additive homomorphic time
of the Paillier algorithm was 0.07 ms when the key was
64 bits and 0.17 ms when the key was 2,048 bits, indi-
cating an increase of 0.1 ms. This suggested that the
addition homomorphic time was little affected by the key,
which meant that CA could complete the verification of
the transaction with a low burden during the blockchain
data transaction.

Then, the encryption and decryption time of the Pail-
lier algorithm increased significantly with the increase of
key size. When the key was 64 bits, the encryption time of
the Paillier algorithm was 0.56 ms; when the key increased
to 2,048 bits, the encryption time increased to 185.75 ms,
which was about 331 times of that when the key was 64
bits. In addition, it was found that the encryption time
increased mildly when the key increased from 64 bits to
512 bits, and when it increased from 1,024 bits to 2,048
bits, the encryption time showed a significant increase.
Similarly, the decryption time of the algorithm increased
from 0.59 ms at 64 bits to 256.12 ms at 2048 bits, which
showed an increase of about 434 times. This indicated
that the key change had a great impact on the encryption
and decryption time, and a significant increase occurred
after 1,024 bits. The decryption time was slightly longer
than the encryption time. Taking 2048 bits for example,
the decryption time was 256.12 ms, which was 70.37 ms
longer than the encryption time. In general, the addition
homomorphic time ¡ encryption time ¡ decryption time in
the case of the same key.

Then, the efficiency of the zkSNARKs technique was
analyzed. Different number of libsnark constraints were
set, and the generation time and verification time of zero-
knowledge proofs are shown in Table 2.

It was seen from Table 2 that the zkSNARKs technique

took much time to generate zero-knowledge proofs, and
the generation time reached 0.21 s when the number of
constraints was only 1,000 and 9.87 s when the number
of constraints was 50,000. Although the time required by
the zkSNARKs technique for proof verification was only
milliseconds, overall, its efficiency was significantly higher
than that of the Paillier algorithm, which imposed a large
burden on the system; therefore, the privacy protection
method based on the Paillier algorithm was more appli-
cable.

4 Discussion

With the construction of digitalization and informatiza-
tion, the demand for data transactions has been growing,
while at the same time, the issue of privacy protection
under data transactions has gradually surfaced, reflect-
ing the inadequacy of the current legal regulation. From
the legal point of view, the provider, the buyer and the
intermediary party of data transactions has a legal rela-
tionship, which is closely related to personal privacy. In
June 2018, a user on the dark web sold 1 billion pieces
of express data from YTO Express, which involves per-
sonal information such as the name and phone number of
the user. Moreover, the behavior of collecting personal
information exists in many APPs. These issues seriously
threaten personal privacy; therefore, the legal regulation
of data transaction is very important. For data transac-
tions, the relevant laws are as follows.

1) According to the Network Security Law, data are
generally traded with the network as the medium,
then the network service provider must strictly com-
ply with relevant laws, strengthen industry self-
regulation, and keep honest and faith.

2) The Data Security Law of the People’s Republic of
China regulates the processing and exploitation of
data, providing a new legal basis for the regulation
of data transactions.

3) The Personal Information Protection Act regulates
the trading of personal data to a certain extent.

According to the current legal regulation, the shortcom-
ings are as follows.

1) The ownership of data property is still unclear. In the
process of data trading, many information that has
been anonymized is considered not to be private and
cannot be protected according to the personal infor-
mation protection law; moreover, as a kind of content
that can be copied and disseminated infinitely, the
subject of data rights is also difficult to be clarified.

2) There is no special legislation on data trading yet,
and only some guidelines exist in other related laws,
which have strong limitations.

3) There is no special supervisory department to super-
vise data trading.
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Table 1: Efficiency analysis of the Paillier algorithm

Key size Addition homomorphic time/ms Encryption time/ms Decryption time/ms

64 bits 0.07 0.56 0.59
128 bits 0.08 0.79 0.92
256 bits 0.09 2.46 2.56
512 bits 0.11 5.69 6.72
1,024 bits 0.13 27.65 35.41
2,048 bits 0.17 185.75 256.12

Table 2: Efficiency analysis of the zkSNARKs technique

Number of constraints Zero knowledge proof generation time/s Zero knowledge proof verification time/ms

1000 0.21 1.21
5000 1.25 5.64
10000 2.07 10.3
3 20000 3.56 11.8
9 30,000 4.69 13.5
6 40000 7.55 14.17
50,000 9.87 17.21

4) It relies too much on platform self-regulation, and
the relevant regulation is not yet sound.

From the technical perspective, this paper studied the
privacy protection problem under blockchain data trans-
actions, designed a privacy protection method based on
the Paillier algorithm, and verified the reliability of the
method through experimental analysis, which makes some
contributions to further realize the security of data trans-
actions. In the face of the continuous development of data
transactions, in addition to the technical level, the legal
level should also be taken account to strengthen the su-
pervision; therefore, this paper puts forward the following
suggestion:

1) Further clarify the ownership of data property and
protect the rights and interests of data owners, gen-
erators, users, practitioners, etc.;

2) Further improve the regulation of data transactions,
improve the importance and recognition of data, and
establish relevant regulatory sections to form a well-
organized regulatory system;

3) Strengthen the legal regulation of data transactions
at the level of civil, administrative, and criminal law
to ensure the legitimate rights and interests of indi-
viduals while maximizing the use of data.

5 Conclusion

This paper mainly studied the privacy protection under
blockchain data transactions, elaborated on the relevant

legal knowledge, and then designed a method based on the
Paillier algorithm to enhance the security of data transac-
tions under blockchain. It was found through experimen-
tal analysis that the method had good correctness and
also high computational efficiency, so compared with the
zkSNARKs technique, it was less burdensome to the sys-
tem. The proposed method can be promoted and applied
in the actual blockchain to promote the security of data
transactions.
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