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Abstract

CVP, together with SVP, are two of the central problems
in lattice-based cryptography. Their hardness paved the
way for the proposals of many different lattice-based cryp-
tographic schemes. Meanwhile, efficient algorithms for
solving or approximately solving these problems have be-
come essential tools in public key cryptanalysis and have
successfully attacked many cryptosystems. Among these
algorithms, Babai’s rounding procedure is one of the most
classic. Recently, the rounding procedure has been im-
plemented in RNS and improved using optimal Hermite
Normal Form lattices. In this paper, we propose four im-
proved rounding procedures to approximately solve the
CVP problem based on the famous Babai’s rounding pro-
cedure and Gram-Schmidt orthogonalization technique.
The first two procedures are general for any lattice basis,
while the latter two algorithms are unique versions of the
first two for which the input basis is in HNF form. We
also show that all four algorithms perform better than
Babai’s procedure concerning errors by examples and ex-
periments, although some efficiency loss is taken as the
cost.

Keywords: Closest Vector Problem (CVP); Hermite Nor-
mal Form (HNF); Rounding Procedure

1 Introduction

Recently in the literature of cryptology, lattice-based
cryptographic constructions hold a great promise for post-
quantum cryptography [3L4411H13/1521], since they enjoy
relatively strong security proofs, remarkable efficient im-
plementations, as well as very simplicity. Furthermore,
lattice-based cryptography is believed to be quantum re-
sistant. At the bottom of the constructions of lattice-
based cryptography, however, it is the hardness of the
computational problem in lattices that lays a secure foun-
dation [91[20].

The most two basics of computational problems in lat-
tices are the Shortest Vector Problem(SVP) and the Clos-
est Vector Problem(CVP) |19]. The Shortest Vector Prob-

lem asks to find the shortest nonzero vector in a lattice
L, however, the Closest Vector Problem is the inhomoge-
neous version of SVP, and asks to find the lattice point
closest to a given target. The CVP has been proved to
be NP-complete by reduction from subset sum [10], and
therefore no algorithm can solve CVP in deterministic
polynomial time, unless P = NP [10]. Reducing CVP
to SVP is an interesting problem [7], as it is widely be-
lieved that SVP is not harder than CVP, and many even
believe that SVP is strictly easier. Empirical evidence to
these beliefs is provided by the gap between known hard-
ness results for both problems. Whearas it is relatively
easy to establish the NP-hardness of CVP, the question of
whether SVP is NP-hard was open for almost two decades,
originally conjectured in [10] and resolved in the affirma-
tive in [5], and only for randomized reductions.

The hardness of solving SVP and CVP has led reseach-
ers to consider approximation versions of these problems
[19]. Approximation algorithms return solutions that are
only guaranteed to be within some specified factor v from
the optimal. Approximation CVP in n-dimensional lat-
tices is known to be NP-hard for any constant approxi-
mation factor or even some slowly increasing function of
the dimension [14].

However, NP-hardness itself does not exclude the pos-
siblity of sub-exponential time algorithms. To rule out
such algorithms, several hypothesis have been introduced,
such as the Strong Exponential Time Hypothesis (SETH),
the Exponential Time Hypothesis(ETH), or the Gap-
Exponential Time Hypothesis (Gap-ETH), and are by
now quite standard. Based on these, a few recent results
have shown hardness for approximation CVP and SVP
are closely related [LL2].

On the algorithmic side, known polynomial-time algo-
rithms like the one of LLL algorithm [16] and its descen-
dants such as [6] obtain slightly subexponential approxi-
mation factors y = 20(nloglogn/logn) for SVP, Based on
these algorithms, Babai’s nearest plane algorithm can ob-
tain a similar approximation factor for CVP. In [7], Babai
also propose a rounding procedure for CVP which is more
efficient, although it loses a little approximation factor.
Recently, the rounding procedure has been implemented
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in RNS [8] and improved with the use of lattices of op-
timal Hermite Normal Form [17,/18]. In this paper, we
impove the Babai’s rounding procedure.

Our Contributions. We provide four improved round-
ing procedures and show that the proposed rounding pro-
cedures are stronger than Babai’s rounding procedure
with respect to the appoximation parameters.

1) The first two improved rounding procedures are gen-
eral for arbitrary lattice basis. The underlying main
ideas are inspired by the following three observations:
The first one is that every lattice basis can be easily
decomposed as multiplication of a orthogonal basis (a
basis of R™ for some n, not necessarily a lattice basis)
and an upper triangular matrix by Gram-Schmidt or-
thogonalization procedure. Second, the orthogonal
basis makes it easy to quantify the distance between
vector in lattice and the input target vector. The
third observation is that optimizing this distance can
be done by appropriately choosing round up or round
down of corresponding parameters.

2) The second two improved rounding procedures are
special for lattice basis in its Hermite Nornal Form
(HNF). The underlying main ideas are based on the
observation: The special form of the HNF basis
makes the Gram-Schmidt orthogonal decomposition
of this basis very special. The obtained orthogonal
basis is a digonal matrix, and the diagonal elements
are the corresponding diagonal elements of the orig-
inal HNF basis. Furthermore, the resulting upper
triangular matrix has diagonal entries of 1, and all
nonzero entries are positive. These characteristics
make our algorithm easy to do some checking opera-
tions, thus improving the efficiency. Since every lat-
tice has a unique HNF basis which can be efficiently
computed from any basis of the lattice, the second
two rounding algorithms can actually be made gen-
eral easily, just by converting the basis to an HNF
basis.

2 Preliminaries

Notation. We use Z for the set of integers, and R for
the set of real numbers. Elements of these sets are de-
noted by lowercase letters. We use uppercase letters to
denote matrices M, and usually arrange a set of vectors
in columns into a matrix. We denote the i-th coordinate
of vector v by v;.

2.1 Lattices

Definition 1. A lattice is defined as the set of all integer
linear combinations

L(bh... ,bn){lebzxZEZforlgzgn}
=1
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of n linearly independent vectors by, --- ,b, in R, where
d and n are called dimension and rank of the lattice. If
n = d, the lattice is called full rank. The set of vectors
b1, -+, by is called a basis for the lattice. A basis is usu-
ally represented by the matriz B = [by,--- ,b,] € R¥*"
having the basis vectors as columns.

When studying lattices from an algorithm point of
view, it is customary to assume that the basis vectors
(and therefore any lattice vector) have all rational coordi-
nates. Moreover, by appropriately scaling the lattice, all
rational lattices can be easily converted to integer lattices.
So, without loss of generality, we concentrate on integer
lattices.

2.2 Minimum Distance

Definition 2. For any lattice L, the minimum distance of
L is the smallest distance between any two lattice points:

)‘(L) = 1nf{||x - y” tXL,Y € L,J) 5& y}

Equivalently, the minimum distance can also be defined
as the length of the shortest nonzero lattice vector:

A(L) = inf{|[v]| : v € L\0}

Minkowski’s first theorem states the following with re-
gards to the minimun distance:

Theorem 1. For any rank n lattice L, the length of the
shortest nonzero vector satisfies A(L) < /ndet(L)'\".

2.3 Computational Problems

Minkowski’s first theorem implies that any lattice of
rank n contains a nonzero vector of length at most
Vndet(L)'\". Tts proof, however, is non-constructive: it
does not give us an algorithm to find such a lattice vec-
tor. To discuss such computational issues, let us define
the most two basic computational problems involving lat-
tices.

Definition 3 (Approximate SVP). Given a lattice basis
B € 794%™, find a nonzero lattice vector Bx(x € 7Z™\0)
such that |Bz|| < YA(L(B)). In particular, the problem
is called SVP if v = 1.

Definition 4 (Approximate CVP). Given a lattice basis
B € 74" and a target vector t € Z™, find a lattice vector
Bx(x € Z™) such that |Bx —t|| < ~||By —t|| for any
other y € Z™. In particular, the problem is called CVP if

v=1.

3 Babai’s Rounding Procedure

In this section, we provide a brief overview of Babai’s
rounding procedure (Algorithm . Given an arbitrary
lattice basis B and a target ¢, in order to find a lattice
point close to a target ¢ we may



International Journal of Network Security, Vol.25, No.2, PP.332-341, Mar. 2023 (DOI: 10.6633/1JNS.202303-25(2).16)

e first apply the inverse transformation B~! to get B~ !¢,
e round B~ to the closest integer vector |B~1t] € Z",

e map the resulting integer vector to the lattice point
v = B|B~].

Algorithm 1 Babai’s Rounding Procedure

Input:
Lattice basis B, and vector t € R™
Output:
1: Compute B~! and get B~'t;
2: Round B~!t to the closest integer vector |B~t] €
YALE
3: return the resulting integer vector to the lattice
point v = B|B~t].

In order to analyse Babai’s algorithm easily, we intro-
duce the two quantities

smax = max || Bz|| / ||

which express by how much the transformation B can
shrink or expand the length of a vector.

Theorem 2. Babai’s rounding procedure always outputs
a lattice point within distance \/n - Smax/2 from t.

Proof.

|BLB=] 1
=||B([B~'] - ‘1t )
1ﬂ —lt 1 —1
= | gty gy 1P |
B = | B~ 1t
15741~ B0 - |B g = ey |
< |[(IB7'] = B7')|| - Smax(B)
1
< ; . : SmaX(B)
1
= g . Smax(B)

where the first inequality is due to the definition of
Smax(B), and the second inequality is since the rule of
notation |-]. O

Theorem 3. Let t is within distance Smin/2 from the
lattice, then Babai’s rounding procedure returns the (nec-
essarily unique) lattice point within distance Syin/2 from
t.

Proof. Since t is within distance Sy, /2 from the lattice,
there exists a integer vector Y € Z such that

1
IBY ~ ]l < 5Suin(B)
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Hence,
1
ismin(B)
> |BY —t||
| ~ 5]
= |y |
1 Y - Bt
SR e =t
> [|Y = B[] - Suin(B),
Therefore, |Y B~ 1tH < 1 We claim that the absolu—

tion of each coordinate of vector Y — Bt is less than 1 5-
Otherwise, the norm of vector Y — B!t will be strictly
greater than % which contracts to HY — B*1t|| < % Since
Y € Z is an integer vector, Y = | B~1¢]. This also shows
that ¢ which is within distance Spin/2 from the lattice is

necessarily unique. O

4 Improved Rounding Procedure

In this section,we provide Four improved rounding pro-
cedures. Two are general for arbitrary lattice basis, the
other two special for lattice basis in its Hermite normal
form. And we also show that the proposed rouding proce-
dures are stronger than Babai’s rounding procedure with
respect to the appoximation parametres.

4.1 General Version

Given an arbitrary lattice basis B and a target ¢, in order
to find a lattice point close to a target ¢ we conduct the
following steps (Algorithm [2)).

—_

) First compute the Gram-Schmidt orthogonalization
B* of basis B and the corresponding upper-triangular
matrix A such that B = B* - A;

[\
~—

Apply the inverse transformation B~ to get B~1¢;

w
=

Round B~ to the closest integer vector u = | B~1t] €

YALS

4) Compute the vector w = u — B~1¢;

Ut
=

If Aij -w; > 0 for all j > 4, goto step 6); Otherwise,
goto step 7);

6) For j from 1 to n — 1, if |w;| = 0.5, set w; = —wj.
Then, goto step 7) ;

7) Map the resulting integer vector to the lattice point
v=B"1t+w.

Theorem 4. Given an arbitrary lattice B and a target
vector t. Let v and vl be the outputs of Algorithm and
Algorithm [3, respectively. Then the distance of t from
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Algorithm 2 General Edition I

Input:
Lattice basis B, and vector t € R™
Output:
1: Compute the GS-basis B* of B and A such that B =
B*A;
2: Compute B~! and get B~1t;

3: Round B~!t to the closest integer vector u =
| B~ e Zm

4: Compute the vector w = u — B~ '¢;

5. k=0;

6: for i =1 ton do

7. for j=itondo

8: if )\ij s Wy >0 then

9: k++;

10: end if

11:  end for

12: end for

13: if k= ") then
14: forj=1ton—1do

15: if |w;| = 0.5 then
16: Wj; = —Wy;

17: end if

18: end for

19: end if

20: return the resulting integer vector to the lattice
point v = B(B~ ' + w)

vl is not greater than that of t from v. In particular,
if there is at least one coordinate of w appeared in Algo-
rithm[g whose absolute value is exactly the value 0.5, then
the distance of t from v will be strictly smaller than that
of t from v.

Proof. Due to the step 1 in Algorithm [2] B* is the Gram-
Schmidt orthogonalization of basis B, and A is the corre-
sponding upper-triangular matrix with 1 on it’s principal
diagonal such that B = B* - A. Denote

B* = [ Tvb;"' 7b:1]7
and
1 A2 Aln
0 1 Aon
A= .
0 0 . 1

Since v is the output of Algorithm [I] the square of the
distance between the input vector ¢t and v can be presented
as

It —o|® = || BBt — |B'])|”
= ||B*A(B~'t— [B~'t])
= | B*Ay|’

I

where B~'t — | B~'t] is denoted by y, which is also equal
to the vector w in the step 4 of Algorithm [2| After finish-
ing excuting all steps of Algorithm [2 the vector w would
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be exchanged. We denote w at this point as y'. Since vf
is the output of Algorithm [2 the square of the distance
between the input vector ¢t and v! can be presented as

It = of|" = ||t = BBt - w)
= ||t = BBt —yh)|
= ||By'"
= ||B*Ayf |’

I

Now we denote Ay and Ay’ by z and z' respectively, and
analyse their relation due to the process between Step 5
and Step 19 in Algorithm [2| The functionality from step
5 to step 12 is to check whether A;; - w; > 0 for all j > i.
If so, set w; = —w; when |w;| = 0.5 for all j; Otherwise,
follow Babai’s rounding procedure without any change.
Thus

j=n
wf=) Ny
=1

j=n Jj=n
Wy =2 Ny S 1Nl
Jj=1 Jj=1

oo

n

j=n j=n
<D Pyl =D g wl =Y gyl = @
i =i =1

<
Il

Therefore,
H12 = | B*AT|? = || B*2t |
[t = of|]" = [|B"Ay"[|" = [ B*=T]|
(2 2 )2
= &l 1517 + |2 10511 + - + [ah] (10
|2 )2 .2
< Jza [ 6117 + |2l 102]]” + - - + [za] [y
* 112 * 2 2
= [ B*z|]” = | B*Ay||” = ||t — |

where the third and fourth equalities follow from the fact
that B* is the Gram-Schmidt orthogonalization of basis
B.

In particular, if there is at least one coordinate of w
appeared in Algorithm [2| whose absolute value is exactly
the value 0.5, Step 16 in Algorithm [2] will be performed.
Thus, there is at least one coordinate x;r which would be
strictly smaller than it’s corresponding element z;, i.e.
xj < x; . Then

o= ot* = 1Ayt = [
= a1 IBE 1 + 3l 19517 + -+ Lok 107
< [ 0717 o+ o 0317 -+ + | 17
= [|B%a|* = | B*Ay|* = |1t = o>

O

Theorem 5. Given an arbitrary lattice B and a target
vector t. Let v and vt be the outputs of Algorithm |1 and
Algorithm [3, respectively. Then the distance of t from
vt is not greater than that of t from v. In particular,
if there is at least one coordinate of w appeared in Algo-
rithm[4 whose absolute value is exactly the value 0.5, then
the distance of t from vt will be strictly smaller than that
of t from v.
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Algorithm 3 General Edition 1T

Input:
Lattice basis B, and vector t € R™
Output:
1: Compute the GS-basis B* of B and A such that B =
B*A;
2: Compute B~! and get B~1t;
Round B~!'t to the closest integer vector u =
| B~ e Zm

o

4: Compute the vector w = u — B~ '¢;
5 k=0;l=0r=0
6: for i =1 ton do
7. for j=itondo
8: if )\ij s Wy >0 then
9: k++;
10: end if
11:  end for
12: end for
13: if k= ") then
14: forj=n—1to1do
15: if |w;| = 0.5 then
16: I+ = wy;
17: r4+ = —wy;
18: fori=j+1tondo
19: I+ = Aji s Wy
20: r+ = )\ji c Wi,
21: end for
22: if |1 |>|r | then
23: Wj; = —Wy;
24: end if
25: end if
26: end for
27: end if

28: return the resulting integer vector to the lattice
point v = B(B~ + w)

Proof. For simplicity, we continue to use the notations in
the proof of Theorem 3. Same as Algorithm [2] the vector
w in Step 4 of Algorithm [3]is also equal to y. After finish-
ing excuting all steps of Algorithm (3| the vector w would
be exchanged. We denote w at this point as y*. Since v*
is the output of Algorithm [3] the square of the distance
between the input vector ¢ and v¥ can be presented as

=i = e = BB — )P
— ||t = BBt —y})|’
2

= ||By*||

= [[B*Agt|”
Now we denote Ay* by 2t and ananlyse it’s relation to x.
The functionality from Step 5 to Step 12 in Algorithm [3]
is to check whether \;; - w; > 0 for all j > 4. If so, set
w; = —w; only when [I| > [r| in Algorithm [3|rather than

seting w; = —w; when |w;| = 0.5 for all j in Algorithm
Otherwise, same to Algorithm [2] follow Babai’s rounding
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procedure without any change. Hence,

j=n j=n j=n
SEDVIES DU} SO
j=1 Jj=i j=1

j=n j=n
<Y e ul =D gyl =D gyl =
] Jj=t Jj=1

RO
Il
3

<.
Il
-

Therefore,
2 N 2 . 42
[t =" = | B*Ay*|]” = || B*=|
" )2 .12
= [ [ 16717 + l3] 103117 + - -~ + [k 1165,
* (12 * (12 * (|2
< Jwa [IBTI17 + |2l 103117 4 - - - + |zal [[7]]
* 112 * 2 2

= [|1B z||” = || B*Ay||” = ||t — v]|
where the third and fourth equalities follow from the fact
that B* is the Gram-Schmidt orthogonalization of basis
B. In particular, if there is at least one coordinate of w
appeared in Algorithm [2| whose absolute value is exactly
the value 0.5, the step 16 in algrithm 2 will be performed.
Thus, there is at least one coordinate xf which would be
strictly smaller than it’s corresponding element z;, i.e.
xf < x; . Then

2 . 2 . 412
[t =" = [ B*Ay*|]” = || B"2|
2 2
= &} [ I0717 + 5] B31° + - + |2h | 16},
2 2 2
<Jz1 [ 6117 + |22l 03] + -+ + [za] [y
. 2 * 2 2
= [|B x[|” = [[B*Ay|" = [t — o|".

2
|

4.2 Special Version for HNF

An important fact in lattice theory is that every integer
lattice can be represented in its unique Hermite Normal
Form basis, and the HNF basis can be efficiently com-
puted from any lattice basis. In this section, we will
modify Algorithm [2] and Algorithm [3] according to the
characteristics of HNF basis and present their special edi-
tions for HNF basis.

The Hermite Normal Form basis of an integer lattice is
defined as either row-style or column-style. In this paper,
we present the HNF basis as the column-style one which
is defined as follows.

Definition 5. Let L be a m dimentional integer lattice
with rank n. A basis H € Z™*™ is in Hermite Normal
Form if

e H is upper triangular, that is, there exrists a sequence
of integers j1 < --- < j; such that for all 1 < i <1 we
have h; ; =0 for all j < j;.

o For1 <k <i <1, we have 0 < hj, 1 < hy, i, that is,
the pivot element is the greatest along its row and the
coefficients right are non-negative.

o Fori>1, we have h; ;j =0 forallj=1,--- ,m.
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Lemma 1. For every integer lattice L, there ezists a
unique basis H that is in Hermite Normal Form.

Lemma 2. For any m dimentional integer lattice with
rank n, there exists an polymomial time algorithm to com-
pute it’s HNF basis with O(n%logM) space complezity and
O(mn*log> M) running time, where M is a bound on its
entries.

Given HNF basis B of an arbitrary integer lattice and
a target t, in order to find a lattice point close to a target
t we conduct the following steps (Algorithm .

1) First compute the Gram-Schmidt orthogonalization
B* of basis B and the corresponding upper-triangular
matrix A such that B = B* - A;

2) Apply the inverse transformation B~! to get B~'t;

3) Round B~ !t to the closest integer vector u = | B~1t] €
zm,

4) Compute the vector w = u — B~1t;

5) If w; > 0 for all j > 4, goto step 6); Otherwise, goto
step 7);

6) For j from 1 to n — 1, if |w;| = 0.5, set w; = —w;.
Then, goto step 7) ;

7) Map the resulting integer vector to the lattice point
v=DB"1t—w.

Algorithm 4 Special Edition for HNF I

Input:
Lattice HNF basis B, and vector ¢t € R™
Output:
1: Compute the GS-basis B* of B and A such that B =
B*A;
2: Compute B~! and get B~'t;
Round B~ !t to the closest integer vector u =
| B~ e Zm
Compute the vector w = u — B~ 't;
k=0;
fori=1tondo
if w; > 0 then
k++;
end if
10: end for
11: if k = n then
122 for j=1ton—1do

@

© % NS TR

13: if w; = 0.5 then
14: Wi = —Wj;

15: end if

16: end for

17: end if

18: return the resulting integer vector to the lattice
point v = B(B~t + w)
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Corollary 1. Given an arbitrary lattice presented in its
Hermite normal form(HNF) basis B and a target vector
t. Let v and v’ be the outputs of Algorithm (1| and Algo-
m’thmzl, respectively. Then the distance of t from v’ is
not greater than that of t from v. In particular, if there
is at least one coordinate of w appeared in Algorithm [J
which is exactly the value 0.5, then the distance of t from
v will be strictly smaller than that of t from v.

Proof. The main differences between Algorithm [2]and Al-
gorithm [] are several steps which are used to finish some
checks. The function of Steps 6 through 12 in Algorithm 2]
is to check whether A;; - w; > 0 for all j > 4, while the
function of steps 6 through 10 in Algorithm [{|is to check
whether w; > 0 for all 7 from 1 to n.

Since the input of Algorithm [ is a HNF basis H,
H is upper triangular and each element is non-negative.
Therefore, the Gram-Schimidt orthogonalization can be
represented in the following form

_hll h12 hln_

0 hao hop,
H= . . .

| 0 0 hnn_

_h11 0 0 ] 1 )\12 >\1n
0 hos 0 0 1 Aon

i 0 0 hon 0 O 1

= H*A

where \;; = ZJ Hence, A;; > 0. Once the input HNF
basis passes the check steps 6 through 10 in Algorithm [4]
it means that the HNF basis can also pass the check Steps
6 through 12 in Algorithm |2| since A;; and w; are both
non-negative for all 7 and j. Therefore, the outputs v’ of
Algorithm |2[ and v’ of Algorithm |4 are actually the same
vector if the input of these two algorithms is the same.
According to Theorem 3, the conclusion of this corollary
holds. O

Corollary 2. Given an arbitrary lattice presented on its
Hermite normal form(HNF) basis B and a target vector
t. Let v and v" be the outputs of Algorithm 1| and Algo-
rithm[3, respectively. Then the distance of t fromv" is not
greater than that of t from v. In particular, if there is at
least one coordinate of w appeared in Algorithm [§ whose
absolute value is exactly the value 0.5, then the distance
of t from vt will be strictly smaller than that of t from v.

Proof. This proof is similar to the one above except that
it is based on Theorem 4 instead of Theorem 3, omitted
here. O

5 Examples and Experiments

In this section, we analyse our proposed algorithms
through examples and experiments, and show that these
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Algorithm 5 Special Edition for HNF II

Input:
Lattice HNF basis B, and vector ¢t € R™
Output:
1: Compute the GS-basis B* of B and A such that B =
B*A;
2: Compute B~! and get B~1t;
Round B~!'t to the closest integer vector u =
| B~ e Zm
Compute the vector w = u — B~ 't;
[=0r=0
k=0;
fori=1tondo
if w; > 0 then
k++;
10: end if
11: end for
12: if k=n then
13: for j=n—1to1do

o

© %NS T

14: if |w;| = 0.5 then
15: I+ = Wy;

16: r4+ = —Wy;

17: fori=j5+1tondo
18: I+ = /\ji s Wi
19: r+ = )\ji + Wss
20: end for

21: if |1 |>|r | then
22: Wj = —Wy;

23: end if

24: end if

25:  end for

26: end if

27: return the resulting integer vector to the lattice
point v = B(B~ — w)

algorithms outperform the classic Babai’s algorithm with
respect to their corresponding errors.

5.1 Examples

Example 1. Given a 6-rank lattice basis
10 10 2 3 5 6

9 2 6 5 1 7

B 5 0 5 8 10 6

1 6 6 6 9 3

5 3 8 2 1 4

4 9 6 9 1 4

and a target vector
t =[189.1,157.6,133.6,129, 122.9, 175.6]

as input of Algorithms and [3] it is not difficult to
obtain the outputs of these three algorithms as

vy = [205,170, 148, 143, 133, 190),

vy = [178,152,128,121,116, 170],
vs = [188,154, 128,127,119, 179),

338

Babai ‘Algorithm 2 Algorithm 3 Babai ‘Algorithm 2 Algorithm 3

(a) The case of Example 1 (b) The case of Example 2

Figure 1. The error comparison of three algorithms

respectively. The errors between these outputs and the
target vector are as follows,

errory = ||lvy — t|| = 33.4559,
errorg = ||lvg —t|| = 18.1356,
errors = |lvs — t|| = 8.7350,

Figure (a) shows a comparison of these errors. Both
the proposed Algorithm [2] and Algorithm [3] output
vectors that are closer to the target vector ¢ than
Algorithm (1| (i.e. Babai’s algorithm) . In addition,
errors is smaller than errory, which means that Algo-
rithm [3] outperforms Algorithm [2] for this input. In fact,
the following experiments show that this phenomenon
is common in the vast majority of inputs. However,
there are exceptions, such as the input given in example 2.

Example 2. Given a 6-rank lattice basis
3 47 4 36
1 4 2 9 1 9
1 77 5 1 8
B= 6 6 3 6 1 8
3 2 4 8 76
10 4 4 9 0 2

and a target vector
t =[125.7,110.7,137.4,150.8,120.2, 170.2]

as input of Algorithms [T} 2] and B} It is not difficult to
obtain the outputs of these three algorithms as

v1 = [138,122, 150, 164, 134, 183],
vy = [125,118, 141, 154, 120, 169],
vs = [132,120, 148, 157,124, 173],

respectively. The errors between these outputs and the
target vector are as follows,

errory = ||lvy —t|| = 31.0847,
errorg = |lvg — t|| = 8.8578,
errors = |jus — t|| = 17.2991,

Figure (b) shows a comparison of these errors. Both the
proposed Algorithm [2] and Algorithm [3] also output vec-
tors that are closer to the target vector ¢ than Algorithm [i]
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(i.e. Babai’s algorithm) . In this case, errory is smaller
than errors, which means that Algorithm [2] outperforms
Algorithm [3 for this input.

5.2 Experiments

Our experiments are done on a Windows desktop PC with
an Intel Core i5-7200U CPU running at 2.50 GHz. The
algorithms are implemented in Matlab R2016b.

For comparison, we randomly generate 500 lattice
bases with full rank 8 that can trigger the adjustment
strategies in Algorithm[2)and Algorithm[3] Figure[2]shows
a comparison of the errors generated by Algorithms
and [3] with these randomly chosen lattice bases as inputs.
It can be seen easily that our proposed Algorithm [2[ and
Algorithm [3] both outperform Babai’s algorithm with re-
spect to the corresponding errors. Figure [2 also shows
Algorithm [3] outperforms Algorithm [2| for the vast major-
ity of inputs. This is in line with our algorithm design
expectations. After all, Algorithm [3| has a more accurate
adjustment strategy than Algorithm [2}

Figure [3| shows the time overhead of these three algo-
rithms. Our algorithms are slower than Babai’s due to
the time-consuming Gram-Schimdt procedure. However,
this is not a big problem for cryptographic applications,
since the implementation of a cryptographic algorithm in-
volves only one selected lattice basis, and attacking the
cryptographic algorithm only needs to solve the specific
CVP problem of the lattice basis.

In addition to the above general case, we have also
done experiments for the special case of HNF. For com-
parison, we randomly generate 100 lattice bases in HNF
with full rank 10. Figure [4] shows a comparison of errors
generated by all the five algorithms appeared in the pa-
per. A strange thing is that there are only three curves in
Figure ] This is because Algorithms [4] and [f] are special
cases of Algorithm [2]and Algorithm [3| respectively, so the
errors they generate are exactly the same.

Although the errors generated are the same, it can be
easily seen from Figure [5| that the computational cost of
Algorithm [4] and Algorithm [5] is smaller than that of Al-
gorithm 2] and Algorithm [3] In particular, Algorithm [4]
in which there is no Gram-Schimidt process, has almost
the same computational cost as Babai’s algorithm.

6 Conclusions

In this paper, we propose four improved rounding proce-
dures for CVP problem based on Babai’s rouding proce-
dure. The first two procedures are general for any type
of lattice basis, while the latter two algorithms are spe-
cial versions of the first two for which the input basis is in
HNF form. We also show that all four algorithms perform
better than Babai’s procedure with respect to approxima-
tion factor, although they lose some efficiency as the cost.

1

1

Value of errors

200

000 [

80

[S]

600 -

w.‘,,wxw i i

40

]

200

0

339

Mw U Mw MN VNHMW W ‘HM “JW

M "h\

\H“‘

i

Babai
— Algorithm 2
Algonthm 3

i

i

I

0

. .
50 100

. . . . .
150 200 250 300 350
Basis of lattices with rank 8

. .
400 450 500

Figure 2. The error comparison of three algorithms

Time/second

\M WH

(

[lp “\\ M M“ ‘w’

!

N (w |

L \

— Babai
—— Algorithm 2| |
Algorithm 3

STNRTI IO\ S )h uﬂ “”Aﬂ\r‘i

»M‘

Il

50 100

150 200 250 300 350
Basis of lattices with rank 8

400 450 500

Figure 3. The efficience comparison of three algorithms

Value of errors

250

200 -

bl
M

H\
\\

Babai
— algorithm 2
algorithm 3 | -
— algorithm 4
algomhm 5

mh

\\y‘
H

‘VH

10 20 30 40 50 60 70

80 90 100

HNF basis of lattices with rank 10

Figure 4. The efficience comparison of five algorithms



International Journal of Network Security, Vol.25, No.2, PP.332-341, Mar. 2023 (DOI: 10.6633/1JNS.202303-25(2).16)

1.6
Babai
14} ‘\ —— algorithm 2 ||
\ \ algorithm 3
——algorithm 4 |,
12PN o A algorithm 5 |/
o 17
c
<]
]
© 08
5]
£
Fosl
0.4
0.2
o S N—

O L
0 10 20 30 40 50 60 70 80 90
HNF basis of lattices with rank 10

100

Figure 5. The efficience comparison of five algorithms

Acknowledgments

This work was supported by the Doctoral Fund of Uni-
versity of Jinan (Granted No. XBS1455), and Na-
tional Science Foundation of Shandong Province (No.
ZR2018LF006).

References

[1] D. Aggarwal, H. Bennett, A. Golovnev, and
N. Stephens-Davidowitz, “Fine-grained hardness of
cvp(p): everything that we can prove (and nothing
else),” in Symposium on Discrete Algorithms, 2021.

D. Aggarwal and Eldon Chung, “A note on the con-
crete hardness of the shortest independent vector in
lattices,” Information Processing Letters, vol. 167,
no. 106065, pp. 1-5, 2021.

S. Agrawal, E. Kirshanova, D. Stehle, and A. Ya-
dav, “Practical, round-optimal lattice-based blind
signatures,” in Proceedings of the ACM Conference
on Computer and Communications Security (CCS),
2022.

S. Agrawal, A. Yadav, and S. Yamada, “Multi-input
attribute based encryption and predicate encryp-
tion,” in Proceedings of Crypto, 2022.

M. Ajtai, “Generating hard instances of lattice prob-
lems (extended abstract),” in Proceedings of the 28th
Annual ACM Symposium on the Theory of Comput-
ing, pp. 99-108, ACM, 1996.

M. Ajtai, R. Kumar, and D. Sivakumar, “A sieve
algorithm for the shortest lattice vector problem,” in
STOC, pp. 601-610, 2001.

L. Babai, “On lovéasz lattice reduction and the near-
est lattice point problem,” Combinatorica, vol. 6,
no. 1, pp. 1-13, 1986.

J. Bajard, J. Eynard, N. Merkiche, and T. Plantard,
“Babai round-off cvp method in rns: Application to
lattice based cryptographic protocols,” International
Symposium on Integrated Circuits (ISIC), pp. 440
443, 2014.

340

[9] H. Bennett, C. Peikert, and Y. Tang, “Improved
hardness of bdd and svp under gap-(s)eth,” in Pro-
ceedings of Innovations in Theoretical Computer Sci-
ence (ITCS), 2022.

V. E. Boas. “Another np-complete problem and
the complexity of computing short vectors in a lat-
tice,”. Tech. Rep. Technical Report 81-04, University
of Amsterdam, 1981.

Z. Brakerski, R. Tsabary, V. Vaikuntanathan, and
H. Wee, “Private constrained prfs (and more) from
lwe,” in TCC 2017, pp. 264-302, Baltimore, USA,
November 2017.

Z. Brakerski and V. Vaikuntanathan, “Lattice-
inspired broadcast encryption and succinct cipher-
text policy abe,” in ITCS, 2022.

R. Challa and G. V. Kumari, “Additively lwe based
homomorphic encryption for compact devices with
enhanced security,” International Journal of Net-
work Security, vol. 21, no. 3, pp. 378-383, 2019.

O. Goldreich and S. Goldwasser, “On the limits
of nonapproximability of lattice problems,” Journal
of Computer and System Sciences, vol. 60, no. 3,
pp. 540-563, 2000.

M. Jiang, Q. Chen, Y. Guo, and D. Zhang, “Multi-
bit functional encryption for inner product predicate
over lattice,” International Journal of Network Secu-
rity, vol. 24, no. 6, pp. 1106-1113, 2022.

A. K. Lenstra, H. W. Lenstra, and L. Lovéasz, “Fac-
toring polynomials with rational coefficients,” Math-
ematische Annalen, vol. 261, no. 4, pp. 515534,
1982.

A. Mandangan, H. Kamarulhaili, and M. A. Asbul-
lah, “Good basis vs bad basis: On the ability of
babai’s round-off method for solving the closest vec-
tor problem,” Journal of Physics: Conference Series,
vol. 1366, no. 1, p. 012016, 2019.

P. Martins, J. Eynard, J. Bajard, and L. Sousa,
“Arithmetical improvement of the round-off for cryp-
tosystems in high-dimensional lattices,” IEEE Trans.
on Computers, vol. 66, no. 12, pp. 2005-2018, 2017.
D. Micciancio and S. Goldwasser, Complezity of Lat-
tice Problems: A Cryptographic Perspective. Nether-
lands: Kluwer Academic Publisher, 2002.

D. Micciancio and C. Peikert, “Trapdoors for lat-
tices: Simpler, tighter, faster, smaller,” in FEU-
ROCRYPT 2012, pp. 700-718, Cambridge, United
Kingdom, April 2012.

S. Zhang, “A lwe-based oblivious transfer protocol
from indistinguishability obfuscation,” International
Journal of Network Security, vol. 22, no. 5, pp. 801—
808, 2020.

[18]

[19]

[20]

[21]

Biography

Shuying Yang received the B.S. and M.S. degree in
Mathematics from Shandong Normal University, China,
in 2004 and 2007, respectively. Currently, She is an
associate professor in department of data and computer



International Journal of Network Security, Vol.25, No.2, PP.332-341, Mar. 2023 (DOI: 10.6633/IJNS.202303-25(2).16) 341

science at Shandong Women’s University. Her research
interests include information security and cryptology.
Prof. Yang may be reached at ysystudy2005@163.com.



	Introduction
	Preliminaries
	Lattices
	Minimum Distance
	Computational Problems

	Babai's Rounding Procedure
	Improved Rounding Procedure
	General Version
	Special Version for HNF

	Examples and Experiments
	Examples
	Experiments

	Conclusions
	REFERENCES

