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Abstract

In recent years, Coverless Image Steganography (CIS) has
become an essential research topic for many scholars. This
research topic was initiated in 2015 under steganography
without embedding. Accordingly, CIS was presented to
withstand the inadequacies of the general steganography
method against the risks of steganalysis tools. This is
because information concealed in CIS has no modifica-
tion left on the stego image. Conversely, CIS performs
a mapping operation to select a stego image containing
secret information. This paper attempts to examine the
development of CIS over the past five years, summarizing
and analyzing the benefits and challenges of the current
methods used by each survey paper. Moreover, we present
the experimental results in tables and graphs to provide a
precise performance comparison. This is done to outline
future research requirements and opportunities in the CIS
research topic. For example, in the future, developing a
CIS method that is resistant to steganalysis tools, has a
large hiding capacity, and can be used in real-time appli-
cations would be ideal.

Keywords:  Coverless Data Hiding; Coverless Image

Steganography; Mapping Operation

1 Introduction

In an internet-based world, the necessity for secure com-
munication routes is unavoidable. One of the solutions to
achieve safe communication is to use data hiding, com-
monly known as steganography. Steganography is de-
scribed as a secret mechanism that conceals confidential
data in other mediums while causing undetectable alter-
ations in human perception [21,/26,27]. Aside from the
benefits of data hiding in establishing a safe environment,
one of the most significant obstacles in the traditional
steganographic approach is the risk of steganalysis tools.

It is due to the stego image’s alteration traces [16}28].

In the traditional steganographic approach, image
modification can occur in the spatial, transform, and com-
pressed domains. In the spatial domain, the modification
is performed directly in the pixel value of the image [2].
The standard method of spatial domain data hiding is
utilizing the least significant bit (LSB) |10423-25//29] and
pixel value differencing (PVD) [14,22]. As a result, spa-
tial domain data hiding achieved high hiding capacity
and, as a trade-off, was very vulnerable to steganalysis
attacks [8]. In the transform domain and compressed do-
main data hiding, the modification deals with the trans-
form coefficients [3,/20,/31] and compressed code [9,11]
of the images, respectively. As a result, transform do-
main, and compressed domain data hiding perform more
robust against steganalysis attacks. However, the tradi-
tional steganographic approach has become increasingly
susceptible and insufficiently safe due to the rapid devel-
opment of steganographic tools in the previous year [6,19].
Especially with the potential of image processing attacks
like Additive Gaussian White Noise, Salt & Pepper noise,
low-pass filtering, and JPEG compression. Because of the
difficulties above, traditional data hiding must continue
to evolve to improve the robustness of the data hiding
method.

To address the challenges mentioned above, in 2015,
Zhou et al. |33] proposed a concept of steganography
without embedding, often known as coverless data hid-
ing. Instead of embedding secret information by modi-
fying the images’ attributes, this technique matches the
image to the secret information. The mapping operation’s
unique key is a hash sequence comprising secret informa-
tion and an image. The picture will automatically incor-
porate the secret information when they have the same
hash sequence. In the last five years, abundant methods
have been introduced in the CIS. As a result, CIS can be
divided into image-mapping-based CIS [4}|13][30L/32}34]
and image-generation-based CIS [1,5,(7,[12}|15/17}/18]. In
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the image-mapping-based CIS, the main character is the
mapping operation between hashing sequences of secret
information to find the most similar image in the image
dataset. On the other hand, image-generation-based CIS
utilizes the capabilities of deep learning to produce an
image representing secret information.

In this paper, we presented and summarized some arti-
cles in credible journal papers to analyze existing methods
in coverless image steganography (CIS). Furthermore, this
survey paper aims to identify a research gap to develop
new strategies for future research.

In this survey paper, we highlighted five of the most
relevant papers, " Towards a High Capacity Coverless In-
formation Hiding Approach” [1] identified as survey paper
1 (Abdulsattar’s scheme), ” A Novel Coverless Information
Hiding Method Based on the Most Significant Bit (MSB)
of the Cover Image” identified as survey paper 2 (Yang
et al.’s scheme), ”Robust Coverless Image Steganography
Based on DCT and LDA Topic Classification” [32] iden-
tified as survey paper 3 (Zhang et al.’s scheme), ” A novel
coverless information hiding method based on the aver-
age pixel value of the sub-images” |34] identified as survey
paper 4 (Zou et al.’s scheme) and ” Coverless Information
Hiding Based on the Molecular Structure Images of Mate-
rial” [4] identified as survey paper 5 (Cao et al.’s scheme).

The remaining paper is managed as follows: Section 2
presents the related works in detail. Section 3 discusses
the comparison of survey papers’ performance. Then, in
Section 4, future research is provided. Lastly, the paper
is concluded in Section 5.

2 Related Works

The fifth survey paper shared the same phase of coverless
information hiding. The first is image hashing generation.
The second is database or lookup table production, and
the last is mapping operation. The main difference is in
the used algorithm and image selection. The summariza-
tion of the fifth survey paper characteristic is shown in
Table [II

2.1 Survey Abdulsattar’s Scheme

In 2021, Abdulsattar [1] introduced a coverless data hid-
ing by utilizing the eigenvalues decomposition in a block of
sub-images. This schema employs a single image, subse-
quently segmented into several block images. Each block
image has its eigenvalues computed, which are then uti-
lized to construct a hash sequence. The hash sequence
is then saved in an ASCII code lookup table. When a
secret message is provided, it is transformed into ASCII
code format. Following that, mapping the hash sequence
in the lookup table will begin. The lookup table con-
tains the hash sequence’s x and y coordinates to ensure
an efficient mapping operation. Parlier public key algo-
rithm encrypts the location information of the block im-
age, which is shared between the sender and receiver in a

26

public transmission channel. The flowchart of Abdulsat-
tar’s scheme is shown in Figure [I]

ASCII Code

Cover Image Lookup Table

HASHING

ENCRYPTED LOCATION
OF MATCHING BLOCKS

Secret Messages

ASCII FORMAT

MAPPING
OPERATION

Figure 1: The flowchart of Abdulsattar’s scheme [1]

In this scheme, the longer the hash sequence, the higher
the hiding capacity. Therefore, Abdulsattar [1] investi-
gated three parameters, namely block arrangement, block
size, and overlapping block on the number of hash se-
quences. Figure [2| depicts four alternative arrangements.
Several experiments revealed that arrangement two could
generate more hash sequences than the other arrange-
ments. Abdulsattar [1] adjusts six different block sizes.
As a result, block sizes in the range of 3x3 and 6x6 can
generate more hash sequences. The last parameter is the
overlapping block. After the in-depth experiment, it can
be concluded that overlapping blocks will produce more
hash sequences.

To assess the robustness of Abdulsattar’s scheme, seven
types of image attacks were employed, including Gaus-
sian noise, Salt & Pepper attack, speckle noise, median
filtering, mean filtering, gaussian filtering, and histogram
equalization. The test results are presented in Table

2.2 Survey Yang et al.’s Scheme

In 2020, Yang et al. |30] introduced a coverless data-
hiding scheme based on the MSB of the cover image. This
method utilizes the average value p of the fragment and
maps the binary form of secret bits with the MSB of u
under pre-defined critical K. This approach achieves good
image quality and is robust against steganalysis tools.
However, Yang et al.’s scheme have a lower hiding ca-
pacity since one fragment only hides one secret bit. The
flowchart of the embedding procedure is presented in Fig-
ure [3

Four image attacks were employed to assess the robust-
ness of Yang et al.’s scheme, including Gaussian noise,
Salt & Pepper attack, low-pass filtering, and JPEG com-
pression. Table [3| present the robustness analysis of Yang
et al.’s scheme.

2.3 Survey Zhang et al.’s Scheme

In 2018, Zhang et al. [32] proposed a robust coverless im-
age steganography based on DCT and LDA Topic Classi-
fication. The main idea of this scheme is to find the most
relevant image according to secret messages. The purpose
is to avoid the susceptibility of an irrelevant picture in a
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Table 2: Robustness analysis of Abdulsattar’s scheme
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Figure 2: The block arrangement of Abdulsattar’s scheme [1]

Cover Image

v

Abdulsattar’s Image Fragmentation
Attacks Parameter Scheme |1L 7
Gaussian Noise v = 0.001 27.09 Average Fragment
Attack v = 0.005 35.69 Calculation
Salt & Pepper Noise r = 0.001 0.79 L
Attack r = 0.005 3.57
Speckle Noise v =0.01 31.99 Mapping Mapping Code
Attack v = 0.05 26.47
Median Filtering w = 3x3 16.54
Attack W = 5x5 25.01 Binary Translation
Mean Filtering w = 3x3 13.18
Attack W = 5x5 92.64 t
Gaussian Filtering w = 3%x3 4.01 Secret Messages
Attack w = 5xb 13.13
Histogram Equalization N 4.78 Figure 3: The flowchart of Yang et al.’s scheme
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Table 1: Summarization of survey paper
Block Used Mapping Key Sharing Block Division Robustness
Schemes Properties Approach Approch Approch Analysis
Abdulsattar’s Eigen ASCII code Pailier public key Partially Under 7 kinds
Scheme decompistion encryption algorithm overlapping of attacks
Yang et al.’s Average Binary code Pseudo-random Non-overlapping | Under 4 kinds
Scheme pixel value (MSB) serial numbers of attacks
Zhang et al.’s | Discrete cosine | Latent dirichlet Pseudo-random Non-overlapping | Under 14 kinds
Scheme transform allocation serial numbers of attacks
Zou et al’s Average Label Pseudo-random Non-overlapping Not
Scheme pixel value sequence serial numbers specified
Cao et al.’s Average Label Pseudo-random Non-overlapping Not
Scheme pixel value sequence serial numbers specified
BS1 | JBS2 | BS3 BS1 | Bs2 |-BS3 BS1 | BS2 | BS3 Bsq\ BS2_ | BS3
/ S
/| ) X
BS4| B BS6 BS4 | BS5_{~BS6 BS4 | BS5 | BS6 Bs4 | BSS BS6
\ II
\L L IR / ‘\ L B L/
BS77| BS8 | Bs9 BS7 | BS8 | BS9 BS7 | BS8 | BS9 BS7 | 77| BS9
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Table 3: Robustness analysis of Yang et al.’s scheme

Yang et al.’s
Methods Parameter | Scheme [30] |
v=0.1 6.75 )
v =02 913 Table 4: Robustness analysis of Zhang et al.’s scheme
Gaussian Noise v=20.5 15.13
v =106 17.37 Zhang et al.’s
v =009 50.38 Attacks Parameter | Scheme ISQL
v=1.0 21.25 v = 0.001 3,01
v = 0.001 0 Gaussian Noise v = 0.005 1,72
v = 0.003 0.13 v =01 0,86
Salt & Pepper v = 0.005 0.25 r = 0.001 0
Noise v = 0.007 0.63 Salt & Pepper Noise r = 0.005 0
v = 0.009 0.88 r=20.1 2,15
v=1.0 1.38 v = 0.01 0,86
w = 3x3 1.25 Speckle Noise v = 0.05 0,86
Low Pass w = 5x5 1.25 v=20.1 2,15
Filtering w = T7x7 1.25 w = 3x3 0
W = 9x9 1.87 Median Filtering w = 5x5H 0,86
JPEG Compression q=90 0.125 w = TxT7 1,72
w = 3x3 0
Mean Filtering W = HxH 0
w = Tx7 0
specific topic. The flowchart of the embedding procedure a N w i 3x3 0
of Zhang et al.’s method is shown in Figure [l Table [4] aussian Eiltering W = 5X5 0
present the robustness analysis of Zhang et al.’s scheme. . — W =Tx7 0
Histogram Equalization - 26,61

IMAGE DATASET II
LDA TOPIC
CLASSIFICATION
FEATURE EXTRACTION

Secret Messages

IMAGE DATABASE BINARY FORMAT

MAPPING
OPERATION

STEGO IMAGE

Figure 4: The Flowchart of Zhang’s method [32]

INVERTED INDEX

Secret Messages

IMAGE DATASET II

IMAGE DATABASE SEGMENTING

DETERMINING HASH
SEQUENCE

MAPPING
OPERATION

2.4 Survey Zou et al.’s Scheme

In 2018, Zou et al. proposed a coverless information-

hiding method based on the average pixel value of the sub-
images. First, a Chinese-based dictionary is generated Figure 5: The flowchart of Zou et al.’s scheme
to manage the secret messages. Next, a hash sequence
is generated by a hashing algorithm. Then a mapping
relationship between the secret messages and a hashing
sequence is operated to obtain the most appropriate im-
age. The flowchart of Zou et al.’s scheme [34] is shown in

Figure
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2.5 Survey Cao et al.’s Scheme

In 2018, Cao et al. presented a coverless information
hiding based on the molecular structure images of mate-
rial. This scheme utilizes the average value of the sub-
image pixels to represent the secret information, accord-
ing to the mapping between pixel value intervals and se-
cret information, as shown in Table In addition, a
pseudo-random label sequence was used to establish the
sub-image location to strengthen the method’s security.
The Bag of Words Model (BOW) histogram calculates
the number of sub-images in a picture that reveals secret
information. A multi-level inverted index structure was
also created to boost retrieval performance. The flowchart
of Cao et al.’s scheme is shown in Figure [6]

IMAGE DATASET II
INDEXING

IMAGE DATABASE Secret Messages

BINARY SEQUENCE

MAPPING

OPERATION

STEGO IMAGE

Figure 6: The flowchart of Cao et al.’s scheme

Table 5: The mapping relationship of secret informa-

tion

’ Pixel value intervals

Binary sequence code ‘

0~ 15 0000
16 ~ 31 0001
32 ~ 47 0010
48 ~ 63 0011
64 ~ 79 0100
80 ~ 95 0101
96 ~ 111 0110
112 ~ 127 0111
128 ~ 143 1000
144 ~ 159 1001
160 ~ 175 1010
176 ~ 191 1011
192 ~ 207 1100
208 ~ 223 1101
224 ~ 239 1110
240 ~ 255 1111
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3 Comparisons

In this section, the hiding capacity of five survey papers is
summarized in Table [6] and compares the hiding capacity
of the survey papers in the number of bits parameter. The
hiding capacity is depicted in Figure

Table 6: Hiding capacity comparison

] Scheme | Hiding Capacity |
Abdulsattar’s Scheme |1 32.736
Yang et al.’s Scheme ﬂ30 16.384
Zhang et al.’s Scheme 32" 8.193
Zou et al.’s Scheme ﬂ3Zﬂ_ 16.368
Cao et al.’s Scheme _ﬂZ[[ 4.092

Hiding Capacity Comparison

msp1(23]
msp2[17]

5P 3[18]
msp 4[16]
msps[1g]

Figure 7: Hiding capacity representation

4 Future Research

According to the studies conducted, the five survey papers
are mapping-based CIS. That is, the length of the hash
sequence is a crucial component that should be prioritized
to improve hiding capacity. Survey paper 1 investigated
block size, block arrangement, and overlapping blocks.
This will be future research into other properties of an
image in expanding the length of the hash sequence. The
second option for future CIS study is to devise a hash-
ing algorithm that ensures image dependability against
steganalysis tools and image attacks.

In terms of computational difficulty, as the size of the
picture database grows, so does the complexity. It is pos-
sible to use either an image database or a lookup table to
accommodate the secret messages in the basic computa-
tion. The secret messages are specified as survey paper
4 implemented a Chinese-based dictionary. It means we
should develop specific language-based dictionaries when
the secret messages are in the form of other languages. It
will be the limit of this scheme and could be a research
question for future work.
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5 Conclusions

This paper provides a thorough examination of mapping-
based coverless image steganography. Because the cover
image is not modified, the image quality of the stego im-
age will be the same as the cover, so the quality is opti-
mal. The main concern in mapping-based CIS is hiding
capacity. Current mapping-based CIS has limited hiding
capacity. Therefore, it is necessary to do further research
on how to maximize the image property in secret map-
ping messages. Overall, the current mapping-based CIS
has a high level of robustness against steganalysis tools
and image attacks.
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