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Abstract

To enhance the transparency and credibility of the copy-
right information of digital images of grotto murals and
to solve the problems of low sampling rate in the fre-
quency domain, easy tampering, and unclear ownership of
copyright information, a digital image copyright protec-
tion method based on blockchain and perceptual hashing
was proposed by using the features of blockchain, such
as tamper resistance, decentralization, and traceability.
Firstly, the copyright owner uses the improved percep-
tual hashing function to convert the mural image into
a 256-bit hash value and uploads it to the blockchain
along with other copyright information; Then, the in-
telligent contract detects the infringement of the image
by calculating the similarity of the hash value, and the
detected copyright information and encrypted image are
uploaded to the InterPlanetary File System (IPFS). Fi-
nally, the consumer downloads the image and copyright
information initiates a copyright transaction, and calls the
double smart contract to obtain the key and decryption
the image. The experimental results show that the pro-
posed method solves the problem of unclear ownership of
copyright owners and consumers and ensures the security
of asset transfer in the process of copyright transaction.
The improved perceptual hashing function also improves
the accuracy of determining similarity in digital image in-
fringement detection.

Keywords: Blockchain; Copyright Protection; Grotto Mu-
rals; IPFS; Perceptual Hashing; Smart Contract

1 Introduction

With the rapid development of cloud storage, internet and
multimedia technology, multimedia files show an explosive
growth, which embodies the characteristics of digitaliza-
tion of content, digitalization of product form, digital-
ization of management process and network of commu-
nication channels [35]. As a world cultural heritage [34],
the dissemination of grotto murals in the form of digital

images has become one of the feasible ways to popular-
ize grotto murals. However, due to the downloading and
copying of grotto mural images stored in the cloud, it is
difficult to ensure the security of digital copyright, result-
ing in an increasing number of copyright problems. In
recent years, the widely used blockchain has the charac-
teristics of decentralization, de-trust, non-tampering and
traceability [6, 18]. It can be applied in the process of
image copyright protection and copyright transaction to
solve the problems of digital copyright information being
easily tampered with, high cost and non-traceability.

At present, the centralized copyright management sys-
tem adopted in the traditional way of copyright protection
is inefficient and costly, which cannot effectively solve the
dilemma faced by digital copyright in the digital commu-
nication environment. Although there are many exist-
ing digital rights management (DRM) technologies such
as information hiding [31, 33] and encryption, there are
still some deficiencies in image copyright protection. Un-
der the network platform, the existing technologies such
as [24] digital watermarking have been unable to fully
protect the rights of copyright owners [3, 4]. Users can
destroy the digital watermark by removing attacks, geo-
metric attacks, encryption attacks and protocol attacks,
or eliminate, destroy and tamper with watermark through
image cropping and image restoration software [2,11]. For
different digital images, the existing encryption methods
also have some problems such as loss of encryption and
decryption data, weak security, and difficulty in retrieval.
Most of the existing copyright protection methods first
process the image data by image encryption based on hash
function, and then compare it with the image data stored
in the database, so as to determine whether the infringe-
ment occurs. Traditional cryptographic hash algorithms
such as MD5 and SHA-256 are simple to implement, but
due to the avalanche effect, even small changes in the im-
age will cause drastic changes in generated hash, so the
infringement detection effect of the image after adding
noise and rotating operation is not good. Image percep-
tual hashing has a certain correlation between the orig-
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inal input data and the input data after slight tamper-
ing, and has a good tamper detection effect on the image
data that has not changed significantly. Therefore, per-
ceptual hashing is used to process the image data and cal-
culate the similarity of generated hash value to determine
whether the image is infringing. The blockchain-based
digital image copyright protection method realizes auto-
matic infringement detection by writing smart contracts,
but there is still the problem of unclear user ownership.
The mainstream blockchain is expensive to store data,
and the image copyright file is relatively large, which is
not suitable for direct storage on the blockchain. IPFS
is a point-to-point distributed file storage system, which
has the characteristics of distributed storage and open-
ness. It can dynamically expand the storage capacity,
thus effectively solving the problem of insufficient storage
capacity on the blockchain caused by the large amount of
grotto mural image data. However, the openness of IPFS
also makes the stored image data face the risk of misap-
propriation. The security of copyright information and
transaction process cannot be guaranteed.

To overcome such drawbacks, this paper adopts the
digital images of grotto murals as the research carriers,
and presents a digital image copyright protection method
based on blockchain and perceptual hashing, which com-
pletes the whole process of copyright information regis-
tration, consumer information registration, and copyright
transaction by writing and calling double smart contract.
The summary of contributions of our work is given below:

1) By improving the spatial sampling rate of perceptual
hashing frequency domain, the problem of missing
image details in feature capture is solved, and the
accuracy of determining similarity in digital image
infringement detection is improved.

2) To combine the image perceptual hashing and MD5
algorithm, generate the unique corresponding en-
cryption and decryption key related to the image,
and encrypting the successfully registered image to
be uploaded by chaotic sequence, which effectively
solves the data security problem after the image is
uploaded to IPFS.

3) The copyright owner and consumers use smart con-
tract to register information respectively, which
solves the problem of unclear rights between copy-
right owner and consumers. Meanwhile, double
smart contract is called for triple security verifica-
tion, which effectively solves the security problem of
asset transfer during copyright transactions.

The rest of this paper is organized as follows: Related
work is discussed in details in Section 2. Section 3 intro-
duces the proposed system model and specific implemen-
tation scheme in details. Section 4 carries out the per-
formance analysis of the proposed scheme, and compared
with existing digital image copyright protection scheme.
Section 5 gives example simulation results. Finally, Sec-
tion 6 concludes this paper.

2 Related Works

The DRM is widely used in computer software, audio-on-
demand and download, video-on-demand and download,
digital library, digital image, mobile payment and other
fields [27]. Scholars at home and abroad put forward dif-
ferent DRM schemes from different angles (such as rights
sharing DRM [14], privacy protection DRM [7, 8], enter-
prise DRM [25] and DRM in cloud computing [16, 21]).
However, most of the above schemes need centralized li-
cense servers and third-party financial platforms to as-
sist in the issuance of licenses and the smooth execution
of transactions, while the centralized server is vulnera-
ble to attacks, resulting in services termination, and the
rights transaction information and license information are
opaque [17].

In recent years, many scholars have tried to apply
blockchain to DRM system to solve the problems existing
in traditional DRM system. Mehta et al. [20] proposed
a decentralized peer-to-peer photo sharing marketplace
built on top of Ethereum test chain, which effectively
avoided the avalanche effect, but the image hashing could
not deal with the 90 ◦ rotation of image. Shi et al. [28]
proposed a DRM system based on blockchain and SIFT
local feature extraction algorithm, which realized auto-
matic similar infringement detection, decentralized stor-
age, tamper-proof and traceability of copyright informa-
tion. Guo et al. [10] proposed a blockchain-enabled DRM
system, which includes an entirely new network architec-
ture for sharing and managing multimedia resources of
online education on the basis of the combination of the
public and private blockchains, as well as three specific
smart contract schemes for the realization of the record-
ing of multimedia digital rights, the secure storage and
the unmediated verification of digital certificates, respec-
tively. Li et al. [15] proposed an image copyright pro-
tection system based on the fusion of deep neuron net-
work and blockchain, and design a scalable DNN accel-
erator and SHA-256 using field-programmable gate array
(FPGA). Experimental results show that the whole accel-
eration system can achieve up to 40x speedup comparing
to software implementation on CPU. Dobre et al. [5] pro-
posed a digital image copyright protection system based
on blockchain, which uses as the picture identifier a joint
photographic experts group (JPEG) resistant image sig-
nature. Through testing in the process of image com-
pression, it is proved that the image signature extraction
algorithm can effectively resist JPEG compression. Wang
et al. [30] proposed a secure image copyright protection
framework combines blockchain and zero-watermark tech-
nology, which realize the copyright traceability of the im-
age and solve the problem of lack of trusted third parties.
Sultana et al. [29] proposed a secure medical image shar-
ing system based on zero trust principles and blockchain,
which effectively improves the security of medical im-
ages in the complete transmission stage through the au-
dit tracking of blockchain reserved data transmission, but
there are still some limitations in network speed. Kr et
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al. [12] proposed a social media DRM system based on se-
cret sharing, which effectively realized decentralized social
media copyright management. However, when implement
on traditional social media could suffer latency and low
transaction rate. Abba et al. [9] proposed a distributed
media transaction framework for DRM, which is based
on the digital watermarking and a scalable blockchain
model, and built a scalable blockchain model using an
overlay network, which solved the scalability and security
problems of DRM system. Ren et al. [26] proposed a ro-
bust zero-watermarking algorithm based on the angular
features, and introduced blockchain to solve the problem
that zero-watermarking relies on third-party copyright or-
ganizations. This framework is robust against common
watermark attacks, and realizes the copyright protection
for the lossless vector map. Abrar et al. [1] proposed to
use blockchain and digital watermark for image security
authentication. By using SHA-256 encryption algorithm
to extract the hash value of the generated watermark, it
was stored in the blockchain to realize identity authenti-
cation independent of the third-party platform. Kumar
et al. [13] proposed a secure distributed industrial im-
age and video data security detection system based on
IPFS and blockchain, which effectively avoided a single
point of failure with the help of blockchain characteristics.
Liu et al. [19] proposed a blockchain copyright protection
system combined with fabric’s smart contract, which re-
alized the automatic management of the complete digi-
tal rights life cycle of digital copyright. Nan et al. [22]
proposed a code copyright management system based on
blockchain, which verified the originality of code based
on abstract syntax tree, and achieved good response speed
and storage efficiency. Wang et al. [32] proposed an image
copyright protection model based on blockchain, which
ensured that the image information would not be tam-
pered with through consensus nodes, and added digital
watermark to prevent the leakage of image information.
Natgunanathan et al. [23] proposed a multimedia copy-
right protection audio watermarking technology based on
blockchain, which kept the perceived quality of audio sig-
nals to the greatest extent.

In summary, most of the existing DRM framework is
divided into three parts: image processing, infringement
detection and image storage. Considering the problem
that the digital watermark is easy to be tampered with,
this paper chooses perceptual hashing instead of digital
watermark, and calls smart contract to calculate the sim-
ilarity of hash value to complete the image infringement
detection. Most of the existing smart contracts are single-
chain codes, and the ownership is unclear. At the same
time, the encryption algorithm of data files uploaded to
IPFS and the method of obtaining keys by calling con-
tracts are complex, which is not suitable for image in-
formation storage in big data environment. Therefore,
this paper presents a digital image copyright protection
method combining blockchain, improved perceptual hash-
ing, image encryption and IPFS. The proposed method
not only improves the accuracy of similarity determina-

tion in image infringement detection, but also encrypts
the simple chaotic sequence by using the key related to
image hashing, which enhances the security of grotto mu-
ral image data stored in IPFS, and enhances the security
of copyright transaction process through double contract
call and triple verification.

3 The Proposed Scheme

3.1 System Model

Figure 1 shows the system model of digital image copy-
right protection method based on blockchain and percep-
tual hashing. This model is divided into three different
parts: blockchain, user and IPFS, and realizes the func-
tions of copyright information registration, consumer in-
formation registration and copyright transaction through
smart contracts.

As shown in Figure 1, the users in the system model
are divided into copyright owner and consumers. The
copyright owner uploads the digital images of grotto mu-
rals and related copyright information to the blockchain
and IPFS, using the perceptual hashing generated by the
images for infringement detection, and encrypting the im-
ages with the relevance key. Anyone who obtain grotto
mural images and corresponding copyright information
through legal channels as a consumer. They can download
encrypted mural images and part of copyright informa-
tion from IPFS as needed, which uploaded by copyright
owner, and calls the double smart contract to obtain the
decryption key according to the obtained copyright infor-
mation. If the image file is not invalid, consumers can get
the decryption key after completing asset evaluation and
payment.

3.2 Algorithm Design

3.2.1 Improved Perceptual Hashing Algorithm

In order to tolerate the deformation of the image, the
traditional perceptual hashing function only selects the
low-frequency part of the image when it is created, which
leads to the lack of image details during feature capture,
reduces the accuracy of determining similarity in digi-
tal image infringement detection, and makes the result
of infringement detection unsatisfactory. After cropping,
noise addition, blur, sharpen, rotation and re-size simi-
lar but different images, we compared with the accuracy
in the realization of infringement detection of three dif-
ferent hashing algorithms, Average hash (Ahash), Differ-
ence hash (Dhash) and Perception hash (Phash), and it is
found that perceptual hashing algorithm is stable for the
similarity measurement of images after different degrees
of noise processing. Combining with the characteristics
of digital images of grotto murals, the perceptual hashing
algorithm is improved, and the specific processing steps
are as follows:
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Figure 1: The system model

Step 1. Reduces the image to get a three-dimensional
array of 32× 32× 3.

Step 2. Convert the image into grayscale.

Step 3. Carry out discrete cosine transform (DCT) on
the image and convert it into frequency domain.

Step 4. Select the part with frequency domain of 16×16
to calculate the average value.

Step 5. Generate a 2D array according to the binariza-
tion of the average value (if less than the average
value then assign 1 otherwise 0), it constructs the
256-bit perceptual hashing by expanding the 2D ar-
ray into a 1D array.

The improved perceptual hashing algorithm obtains
the outline details of the image by moving the value part
in the frequency domain, and at the same time, it doubles
the sampling matrix in the frequency domain, so that the
length of the generated corresponding hash value is ex-
panded by 4 times, the sampling efficiency is high in the
approximate sampling time, and the accuracy of infringe-
ment detection of hash value is greatly improved. Table 1
shows the time required to generate the hash values and
calculate the similarity measurement of the images 1.jpg
and 2.jpg before and after improving the perceptual hash-
ing algorithm.

As shown in Table 1, the accuracy of the improved
perceptual hashing algorithm for judging the similarity of
different images has nearly doubled and the verification

time has only increased by 0.000005 seconds (basically
negligible).

3.2.2 Image Encryption Algorithm

IPFS is designed for all users, allowing all nodes to access
it at will. The nodes connected to IPFS network can find
file content and download it. At the same time, the file
upload of IPFS does not need to verify the identity of the
sender, and generates a unique hash value according to
the file content. When the file content changes, the hash
value is completely different. The grotto mural data files
stored in IPFS face the following two possible threats: 1)
Once a user obtains the image data through illegal means
and publishes the data to IPFS or other distributed file
storage systems in advance before the copyright owner
completes the copyright registration of the image data,
the infringing party cannot be verified according to the
generation time; 2) Users can easily obtain the data stored
in IPFS. After obtaining the data, they can also tamper
with the image data and copyright files and publish them
to other platforms.

After considering the above situation, before the copy-
right owner uploads the grotto mural images and copy-
right information to IPFS, the copyright owner must en-
crypt the chaotic sequence of the images by using 1D Lo-
gistic chaotic map. The equation of 1D Logistic chaotic
map is shown in Equation (1).

Xk+1 = U ∗Xk ∗ [1−Xk] (1)
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Table 1: The hash value generation and similarity measurement time of Images 1.jpg, 2.jpg

Traditional Phash The improved Phash

Hash value (bit)

1000001010101100
0100000001000010
1000011001000010
0000000000010000

111011000011010101100101011001000000011001001
010000001101001011110010101000010111011100111
011001011000111000110110110011110000110111000
111101111000101001001110001101010001100101110
010101110001100110111010000101000011000110101

1000111000111001110101010010100
1.jpg Generate time (s) 0.000979 0.000997

Hash value (bit)

1010000010001000
0100100000010001
0100000000100000
0000001000000001

000011111010010011001110011001111010101100110
011100100111111000011001100111100101101110100
110011100111011000110010100110011011010011000
110001001001011011000011010111101001100101011
110011100110101001110111111010101101101110000

0110110011000100011001010000011
2.jpg Generate time (s) 0.000978 0.000997

Similarity Similarity (%) 70.31250 47.65625
measurement Execution time (s) 0.000996 0.001001

where k = 0, 1, ..., n.
When the initial value X0∈(0,1) and the control pa-

rameter U∈(3.569945,4], the Logistic mapping reaches
chaotic state. As the value of the U approaches 4, the
iterative generated values are pseudo-random distribu-
tion, and the better encryption effect of chaotic sequences.
In a chaotic system, even if the initial value X0 changes
slightly, the structure of the obtained data is completely
different. In case of a fixed set of parameters, the algo-
rithm can be easily cracked even if it is iterated to achieve
a fully chaotic state. In order to solve this problem, U=4,
and the key generation method is improved from a fixed
X0 to a different random key Q(0<Q<1) uniquely corre-
sponding to the image as the initial value, so as to improve
the security of chaotic sequence encryption. The specific
processing steps of the image encryption algorithm are as
follows:

Step 1. Calculate the perceived hash value of the origi-
nal image, and perform MD5 encryption on the gen-
erated 256-bit binary hash value to generate a unique
Md5Key (32-bit hexadecimal string).

Step 2. Partition Md5Key and convert each digit from
hexadecimal to decimal, and find the maximum
value. In order to ensure that the chaotic function is
in a chaotic state, the generated Q value must meet
the condition that it is greater than 0 and less than
1. Therefore, the maximum value obtained is treated
as R. After Md5Key segmentation and conversion,
each decimal number is divided by R (Ten decimal
places are reserved). The median of the generated 32
numbers is Q.

Step 3. This 1D chaotic sequence A is generated by it-
erating Q for the same number of times according to
the pixel size of the original image, then another 1D
chaotic sequence B is obtained by normalizing the

1D sequence A to (0, 255), and transform B into a
2D matrix G of M×N .

Step 4. The G and the image are bitwise XOR to obtain
chaotic sequence encrypted image.

The realization of chaotic sequence encryption algo-
rithm is shown in Algorithm 1.

Algorithm 1 Logistic chaotic sequence encryption

Input: Md5Key, original image
Output: encrypted image
1: initialization R, array a, array b, 1D sequence A, 2D

matrix G
2: for i→Md5Key do
3: a←int(i,16)
4: end for
5: R←max(a)∗(3/2)
6: for j→a do
7: b←round(j/R,10)
8: end for
9: Q←median(b)

10: for s→100 do
11: X0←Q
12: end for
13: Generate chaotic sequence A by applying Equa-

tion (1)
14: Generate matrix G by applying Step 3
15: Get the encrypted image according to Step 4
16: return encrypted image

3.2.3 Construction of Double Smart Contract

In order to realize the copyright protection of digital im-
ages of grotto murals, by setting up Hyperledger Fabric
network, creating channels and nodes (Orderer, Peer) and
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issuing corresponding certificates, smart contract 1 and
smart contract 2 (smart contract 1 realizes the registra-
tion of copyright information and smart contract 2 real-
izes the registration of consumer information) are writ-
ten for copyright owner and consumers respectively. The
contracts are deployed to the same channel of the same
network, and written by Typescript language. When a
consumer initiates a copyright transaction application, it
interacts with peer-to-peer service nodes through Fabric-
SDK to realize the call of double smart contract, and
improves the algorithm of copyright information creation
and copyright transaction process.

1) Registration of copyright information

a. Copyright information creation module
Before writing the copyright information into
the blockchain, the copyright owner generates
a 256-bit binary string from the image data
by using the improved perceptual hashing func-
tion, and then uploads it to the blockchain net-
work with other copyright information. Then, it
calls the smart contract 1 to verify whether the
imageID in the copyright information to be cre-
ated exists, if it exists, the creation fails. If not,
the uploaded image data is subject to infringe-
ment detection. By automatically calculating
the Hamming distance between the imageHash
of copyright information to be created and
HashAll already stored in the blockchain, and
then calculate similarity. When the similarity
is less than or equal to the pre-set threshold of
47.65625%, it is proved that the image is differ-
ent from others stored in the blockchain, and no
infringement is involved. At this time, the copy-
right information is created successfully, and the
unique corresponding Md5Key is generated ac-
cording to the hash value of the image. Other-
wise, the image is judged as an infringing image,
and the input is refused.

b. Copyright information inquiry module
The copyright owner can read the copyright in-
formation according to the imageID, and com-
pare the imageID of the copyright information
to be queried with the imageID existing in the
blockchain. If it exists, the data will be returned
to the copyright owner, otherwise the query will
fail.

c. Copyright information update module
Firstly, the copyright owner inputs the
imageID, and queries the correspond-
ing storage position of copyright in-
formation in the blockchain according
to the imageID, so as to update all
data including imageID, imageName,
imageHash, Md5Key, imageResolution,
CopyrightOwnerEmailAddress,
imageCopyrightOwnerName and
phocopyrightV alue.

d. Copyright information deletion module
Updating copyright information in real time
helps to save the storage space of blockchain, so
it is necessary to delete copyright information
for lost image data or expired copyright infor-
mation (the copyright owner or individual of the
image is changed).

The process of copyright information registration is
shown in Algorithm 2.

Algorithm 2 Registration of copyright information

Input: imageID, imageName, phocopyrightV alue,
imageResolution, imageCopyrightOwnerName,
imageHash,CopyrightOwnerEmailAddress

Output: results of copyright information creation, in-
quiry, update and deletion

1: initialization Similarity, Hamming distance,
HashAll∈{0,1}256

2: // calculate similarity
3: for i→256 do
4: if imageHash[i]!=HashAll[i] then
5: Hamming distance += 1
6: end if
7: end for
8: Similarity = (1−Hamming distance/256)∗100%
9: if imageID exists then

10: The copyright has been registered, so you can in-
quire, update and delete it

11: else if Similarity >47.65625 then
12: The imageHash already exists, and the copyright

creation failed
13: else
14: Input image copyright information and generate

Md5Key according to imageHash
15: end if
16: return results of copyright information creation, in-

quiry, update and deletion

2) Registration of consumer information

a. Consumer information creation module
Consumers must have a legal identity before
conducting copyright transactions, so they need
to create consumer information and complete
the audit through smart contract 2. After the
approval, consumers can recharge certain assets
to their wallets for payment in the copyright
transactions.

b. Consumer information inquiry module
Consumers can query the asset value according
to their personal account OwnerName, and de-
termine whether they meet the conditions for
purchasing digital images of grotto murals.

c. Consumer information update module
Considering the popularity of the sharing econ-
omy, current consumers may sell their accounts.
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At this time, they need to change OwnerName
of their personal account so that they can con-
tinue to use the remaining assets under the orig-
inal account. When consumers want to buy
copyright information, but the current asset
value is not enough, they can recharge their ac-
counts and update the asset value part of the
information.

d. Consumer information deletion module
Generally, the consumer may register multiple
accounts and own corresponding assets in real
applications. Once the consumer forgets the ac-
count, the account and its assets become “in-
active assets” similar to banks, which not only
causes the waste of blockchain storage, but also
causes the loss of consumers. Therefore, con-
sumers need to delete useless OwnerName in
time.

The process of consumers information registration is
shown in Algorithm 3.

Algorithm 3 Registration of consumer information

Input: OwnerName, OwnerV alue
Output: results of consumer information creation, in-

quiry, update and deletion
1: if OwnerName ! exists then
2: Create consumer information(OwnerName,

OwnerV alue)
3: else
4: The consumers has been registered, so you can in-

quire, update and delete it
5: end if
6: return results of consumer information creation, in-

quiry, update and deletion

3) Copyright transaction
Any node can download data from IPFS. Thus, the
grotto mural images and copyright information files
uploaded to IPFS will be tampered with. There-
fore, the copyright owner encrypts the image and
deletes some copyright information before uploading
the data. When consumers download images and
copyright information, the obtained images are en-
crypted images of grotto murals encrypted by chaotic
sequences, and the obtained copyright information
files are other copyright data excluding imageHash
andMd5Key. Consumers can obtain encryption and
decryption keys by purchasing image copyright to de-
crypt images, and this process is realized by calls
double smart contract. Firstly, the consumer calls
smart contract 2 to verify the identity information
according to their personal accounts. If consumer in-
formation exists, they calls smart contract 1 to verify
the existence of image copyright information accord-
ing to imageID. If copyright information exists, they
calls smart contract 2 again for asset evaluation, and

determine whether the current assets of consumers
meet the payment conditions. If so, complete pay-
ment, change the balance of consumer assets and re-
turn Md5Key. If not, the transaction fails. After
consumers get the key, they can decrypt the image,
thus obtaining the digital image of grotto murals.
The copyright transaction process is shown in Algo-
rithm 4.

Algorithm 4 Copyright transaction

Input: imageID, OwnerName
Output: results of copyright transaction
1: //verify the identity information according to Algo-

rithm 3
2: //verify the existence of image copyright information

according to Algorithm 2
3: //asset evaluation according to Algorithm 2 and

Algorithm 3
4: if OwnerName ! exists then
5: return Consumer identity verification failed, copy-

right transaction failed
6: else if imageID ! exists then
7: return Image copyright information does not exist,

copyright transaction failed
8: else if OwnerV alue <phocopyrightV alue then
9: return Payment failed, copyright transaction failed

10: else
11: Complete and update OwnerV alue
12: return Md5Key
13: end if

4 Experimental Results and Per-
formance Analysis

The system builds Fabric 2.3 network based on Hyper-
ledger Fabric under CentOS7, writes chain code with
Typescript and completes deployment, and completes im-
age hash generation and image chaotic sequence encryp-
tion with Python. The proposed method is tested by
using a self-defined data set of grotto murals, which is
about 20GB in size and includes 16 kinds of images.

4.1 Performance Analysis for Digital Im-
age Copyright Infringement Detec-
tion

At first, perform various conversion operations on any
image in the data set, such as cropping, noise addition,
blur (using mean blur, adjusting blur radius to 2px, 4px,
6px, 8px, 10px), sharpen (enhancing sharpness from 1 to
6), rotation(counterclockwise) and re-size, etc. The im-
age “2.jpg” in the experimental data set is selected for
these transformations, and each original image generates
37 corresponding transformed images, as shown in Fig-
ure 2.
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Figure 2: Operations on image 2.jpg with different modification

In order to evaluate the effectiveness of perceptual
hashing in copyright infringement detection, we compare
Phash, which we have used in the proposed frame work
with two other techniques, Ahash and Dhash, and uses
Similarity to measure the similarity between the orig-
inal image and the modified image. The three hashing
algorithms of Ahash, Dhash and Phash all return 64 bits
hashes. The calculation method of Similarity is shown
in Equation (2).

Similarity = (1− Hamming distance

Hashlength
)× 100% (2)

where Hamming distance is the Hamming distance be-
tween the hash values of the two images, Hashlength is
the length in bits of the hash value.

Considering that the image data of grotto frescoes have
bright colors, many portraits, damaged, similar and noisy,
two similar but different the original images (1.jpg and
2.jpg) are selected to calculate their similarity under dif-
ferent hash algorithms. Figure 3 shows the similarity be-
tween the image 1.jpg and 2.jpg under different hash al-
gorithms. Figure 3(a) shows the image 1.jpg and 2.jpg.
Figure 3(b) shows the similarity between the two images
under three different hash algorithms.

The similarity of different images is lower, the bet-
ter the implementation effect of perceptual hashing algo-
rithm. As shown in Figure 3(b), the similarity of similar
but different images calculate by the Ahash, Dhash and
Phash are 78.12500%, 48.43750% and 70.31250% respec-
tively. The difference hash effect is relatively good.

In order to further evaluate the effectiveness of the
three hashing algorithms for infringement detection, the
original image 2.jpg is subjected to a series of image pro-

cessing operations, and then the similarity between the
processed images of 1.jpg and 2.jpg under different hash-
ing algorithms is calculated again. Figure 4 shows the
similarity measurement between the original image 1.jpg
and the original image 2.jpg after clipping, adding noise,
blurring, sharpening, rotating and resizing. Except for
the noise addition, the performance of the three hash-
ing algorithms under other image processing is: Dhash
>Phash >Ahash.

Compared with the copied images and published edi-
tion in the market, the murals have higher noise which
obtained by shooting, and the image effect tends to the
image after noise addition processing, so it is more nec-
essary to consider the selection of hash algorithm under
noise addition processing. As shown in Figure 4(b), the
similarity between Ahash and Dhash for different degrees
of noise processing is quite different. Relatively speaking,
Phash is more stable in the case of image noise addition
processing, so Phash is used to measure the similarity of
images. Although the image similarity value of Phash is
relatively stable, the accuracy of similarity judgment is
low. Therefore, this scheme effectively solves the problem
of low accuracy by improving the perceptual hashing algo-
rithm. Figure 5 shows the similarity measurement results
of the image 1.jpg and similar image 2.jpg using improved
perceptual hashing algorithm, Ahash and Dhash.

As shown in Figure 5, for similar but different images,
the similarity of the improved perceptual hashing algo-
rithm is 47.65625%. Compared with 70.31250% of the
unimproved perceptual hashing algorithm and 48.43750%
of the Dhash algorithm, the accuracy of similarity mea-
surement has been greatly improved.

After clipping, noising, blurring, sharpening, rotating
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(a) The image1.jpg and 2.jpg (b) The similarity between the two images

Figure 3: The similarity under different hash algorithms

(a) Cropping (b) Addition noise (c) Blurring

(d) Sharpening (e) Rotation (f) Resizing

Figure 4: Before the improvement of perceptual hashing algorithm, the image 2.jpg after various transformation
processing and the image 1.jpg similarity measurement.

Figure 5: Similarity measurement between image 1.jpg
and similar image 2.jpg under three hash algorithms

and resizing the original image 2.jpg, the similarity mea-
surement with the original image 1.jpg is done by using
the improved perceptual hash algorithm. Figure 6 shows
the similarity measurement of infringement detection un-
der different hash algorithms.

As shown in Figure 6, the accuracy of similarity mea-

surement using the improved perceptual hashing algo-
rithm has been greatly improved. The performance of the
improved perceptual hashing algorithm is relatively stable
in different degrees of noise addition processing. Except
for noise addition, other image processing methods use
the improved perceptual hashing algorithm to measure
image similarity, which is better than Ahash and Dhash.
Therefore, this scheme sets the similarity threshold to
47.65625%, selects the improved perceptual hashing al-
gorithm to process the image data, uploads the generated
hash value to the blockchain, and measures the similarity
in the smart contract to realize the infringement detection
of the image copyright.

4.2 Performance Analysis for Image En-
cryption Algorithm

In order to enhance the security of the images uploaded to
IPFS, a unique chaotic sequence encryption initial value
X0 is determined for each image by MD5 algorithm, and
the images are encrypted. Figure 7 shows the compari-
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(a) Cropping (b) Addition noise (c) Blurring

(d) Sharpening (e) Rotation (f) Resizing

Figure 6: After improved perceptual hashing algorithm, the image 2.jpg after various transformation processing and
the image 1.jpg similarity measurement of infringement detection.

son of the original image, encrypted image and decrypted
image of the image 1.jpg.

(a) Original (b) Encrypted (c) Decrypted

Figure 7: The comparison of the original image, encrypted
image and decrypted image of the image 1.jpg

The performance of image encryption algorithm is an-
alyzed by histogram analysis in statistical analysis, and
the generated gray histogram of the image 1.jpg is shown
in Figure 8.

As shown in Figure 8, the gray histogram of the original
image shows obvious statistical laws, and is vulnerable
to statistical analysis attacks. The distribution of gray
histogram of the encrypted image is uniform, which is
completely different from the original image. It is proved
that the encryption scheme in the proposed method is
secure, and can resist statistical analysis attacks well.

4.3 Performance Comparison with Exist-
ing Copyright Protection Schemes

Table 2 shows the comprehensive performance compar-
ison results between proposed scheme and the existing
multimedia content copyright protection schemes in [10,
13,19,20,23,32].

As shown in Table 2, the existing digital copyright pro-
tection schemes based on blockchain mostly realize au-
tomatic infringement detection through smart contracts,
thus ensuring the privacy and security of digital copyright.
The DRM system proposed in scheme [10] takes into ac-
count the characteristics of online educational multimedia
resources, uses three smart contracts to realize copyright
protection, and conducts infringement detection through
watermark extraction and hash digest. Although the ac-
curacy rate is improved, the verification is complicated
and the system is not scalable. Scheme [13, 20] detects
infringement by perceptual hashing, which ensures the
verification effect and reduces the verification complexity,
but the ownership of users is not treated. Scheme [19,32]
uses the consensus mechanism of blockchain to realize full-
cycle copyright protection by smart contract, but does not
consider the infringement detection and data security of
digital copyright content itself. Scheme [23] ensures the
security of multimedia copyright protection through im-
proved watermarking algorithm, but there are still secu-
rity and ownership problems due to the restriction of dig-
ital watermarking algorithm and single contract. By an-
alyzing the problems existing in the above copyright pro-
tection technologies, this scheme improves the traditional
perceptual hashing algorithm, and improves the judgment
accuracy while ensuring the low verification complexity.
Meanwhile, using the scheme [10] for reference, the double
smart contract is used to solve the problem that the user’s
rights in a single contract are unclear. In the smart con-
tract 1, the infringement detection module is combined
with the copyright information registration process to re-
alize automatic infringement detection. At the same time,
the correlation key and chaotic sequence encryption are
combined to encrypt the image data to be uploaded to
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(a) Original (b) Encrypted (c) Decrypted

Figure 8: The gray histogram of the image 1.jpg

Table 2: Performance comparison with existing copyright protection schemes

Authors Scalability Privacy Security Double smart contract Infringement detection
Ref. [20] ✓ ✓ ✓ × wavelet hash
Ref. [10] × ✓ ✓ × watermark/hash digest
Ref. [13] ✓ ✓ ✓ × perceptual hashing
Ref. [19] × ✓ ✓ × none
Ref. [32] × ✓ ✓ × none
Ref. [23] ✓ ✓ ✓ × watermark

Proposed ✓ ✓ ✓ ✓ perceptual hashing

IPFS, which improves the security of digital images of
grotto murals.

5 Example Simulation Results

5.1 Digital Image Copyright Infringe-
ment Detection

In order to verify the realization of the infringement de-
tection part in the smart contract 1, after the copyright
information creation of the image 2.jpg is successfully
completed, the images processed with different degrees of
noise are uploaded, Table 3 shows the creation results of
corresponding copyright information of processed images.

Table 3: The copyright information creation results of the
image 2.jpg

Noise Similarity Acceptance
addition (%) with image 1.jpg (%) result

10 51.95312 Rejected
20 51.17188 Rejected
30 45.70312 Accepted
40 47.26562 Accepted
50 48.82812 Rejected
60 48.04688 Rejected
70 48.82812 Rejected
80 47.65655 Rejected
90 53.12500 Rejected
100 51.17188 Rejected

As shown in Table 3, the images with different pro-

portions of noise addition (except for 30% and 40% of
noise addition) failed to pass the infringement detection
created by copyright information, which proves that us-
ing the improved perceptual hashing algorithm to judge
the similarity can effectively identify the infringing im-
ages and realize the copyright protection of grotto mural
images.

5.2 Image Copyright Transaction

In order to obtain the required image, consumers need to
purchase the image copyright and obtain the Md5Key to
decrypt the encrypted image downloaded by IPFS. Copy-
right transaction mainly includes three parts: verification
of consumer identity information, verification of the ex-
istence of image copyright information and asset evalua-
tion. The copyright transaction process is completed by
calling double smart contracts. The copyright transaction
success interface is shown in Figure 9.

5.3 Upload and Download of Files in
IPFS

The copyright owner completes the uploading of en-
crypted images and part of copyright information on
IPFS. Before uploading, put the image and copyright in-
formation to be uploaded into a folder (the folder is named
after the imageID and contains encrypted image data
and copyright information), and then upload the folder
through IPFS network. After success, the encrypted im-
age data hash value, copyright information hash value and
folder hash value will be generated at the same time. Ac-
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Figure 9: The copyright transaction success

cording to the configured IPFS URL, port number and
generated folder hash value, you can directly view the
contents of phocopyright1 folder in the browser, and all
nodes in IPFS can download the uploaded files according
to the hash value generated when uploading the folder.
The process of uploading and downloading IPFS files is
shown in Figure 10.

As shown in Figure 10(a), the copyright owner stores
the grotto murals encrypted image (1-encrypt.jpg) and
part of the copyright information text file (phocopyright-
info.txt) in the folder (phocopyright1). As shown in Fig-
ure 10(b), the copyright owner uses the IPFS file up-
load command to complete the upload of phocopyright1.
After successful upload, IPFS hash of phocopyright1, 1-
encrypt.jpg and phocopyroght-info.txt are generated re-
spectively. At this time, the uploaded phocopyright1 can
be viewed in the browser, and the results displayed in
the browser are shown in Figure 10(c), (d) and (e). The
consumer uses the IPFS file download command to get
the folder named after the IPFS hash value of phocopy-
right1, and the successful download interface is shown in
Figure 10(f).

6 Conclusions

In order to realize the copyright protection of digital im-
ages of grotto murals, and solve the problems that copy-
right information is easy to tamper and cannot be traced,
a digital image copyright protection method based on
blockchain and perceptual hashing was proposed by com-
bining perceptual hashing, image encryption, blockchain
and IPFS. The proposed method improves the existing
perceptual hashing algorithm to solve the problems of
missing image details in feature capture and low accu-
racy in image infringement detection, and redefines the
frequency domain spatial sampling in image data hashing,
which greatly improves the accuracy of image similarity
threshold. In addition, combining image hash and MD5 to
generate a unique and random key for chaotic encryption
reduces the possibility of users stealing copyright infor-
mation. Through smart contracts, copyright owner and
consumers can register first and then upload/download,
and the security of copyright trading process is enhanced
through triple judgment when double smart contract are
called. Copyright owners only upload encrypted images
and part of copyright information to IPFS, which also im-
proves the security of copyright data to a certain extent,
effectively expands the storage space of blockchain and re-
duces the storage cost. The simulation results show that

the proposed method can effectively protect the copyright
of digital images of grotto murals, and can be further ap-
plied to other multimedia data copyright protection fields.

In this paper, the chaotic sequence encryption key gen-
eration method is simple, and the key space is small,
which ensures the security and improves the encryption
efficiency. However, there is a risk of being cracked, and
there are still shortcomings in fine-grained access control
of copyright transactions. The further research plan is to
further improve the security of DRM by improving the
key generation method, combining zero trust mechanism,
searchable encryption and other technologies.
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