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Abstract

Internet of Vehicles (IoVs) is an important part of in-
telligent transportation systems that could improve the
safety and efficiency of vehicle nodes. However, due to
the mobility of IoVs, there are some security and pri-
vacy concerns in IoVs. The conditional privacy-preserving
authentication (CPPA) scheme based on Elliptic Curve
Cryptography (ECC) is proposed in this paper. This pa-
per uses the small exponent test technology to achieve
batch verification of multiple messages through Road Side
Unit (RSU). To achieve anonymous authentication, our
scheme uses the real identity of the vehicle node to gener-
ate an anonymous identity. According to security proof,
our scheme can against adaptively chosen message attacks
in the random oracle model. Furthermore, according to
performance evaluation, our scheme reduces computation
and communication costs without bilinear pairing. There-
fore, our scheme is safer and more efficient than previous
schemes, suitable for IoVs.

Keywords: Anonymous Identity; Authentication; Internet
of Vehicles; Privacy-Preserving

1 Introduction

In recent years, with the progress of the development of
wireless communication technology, IoVs have gradually
become a promising research field [28]. As an application
of intelligent transportation, IoVs have received a lot of
attention as an important technology in the field of wire-
less network technology [3]. However, as an open wire-
less network, IoVs are in a state of high-speed movement,
which has led to frequent privacy leakage accidents [26].
Thus, privacy of identity and secure communication can-
not be ignored in IoVs [8].

In IoVs, each vehicle node transmits these messages
to neighboring vehicle nodes via a dedicated short range
communication (DSRC) protocol [2]. According to DSRC
protocol, each vehicle in IoVs broadcasts a traffic message
every 100-300 ms .Due to the fast-moving characteristics

of vehicle nodes, vehicle nodes need to broadcast traffic
message frequently, which require high real-time perfor-
mance [17]. However, due to the limitations of wireless
communication technology, vehicle nodes may suffer from
message loss and forgery [24]. Therefore, it is necessary
for receivers to authenticate messages and verify their in-
tegrity before receiving them. In addition, the security
of traffic information and personal privacy is another is-
sue in vehicle nodes communication [15]. In IoVs, at-
tackers may obtain the user’s personal information during
the communication process, or obtain the vehicle’s driv-
ing route by tracking the messages of On-Board Units
OBU [11]. Besides, because the infrastructures in IoVs
have the characteristics of openness and complexity, it
will lead to a malicious attacker launches various attacks
such as modification attack, denial of service attack(DoS)
and so on [7, 23].

In recent years, security and privacy have become hot
areas for IoVs. People want to enjoy the convenience
of the vehicle network while keeping safety of the vehi-
cle [20]. In order to solve these issues, a number of sig-
nature schemes for the authentication of traffic messages
have been proposed by researchers.

1.1 Related Works

Security and privacy has always been an important area of
research for IoVs. In order to achieve the secure commu-
nication between Vehicle-To-Vehicle (V2V) communica-
tion and Vehicle-To-Infrastructure (V2I)communication ,
a number of different authentication schemes have pro-
posed in recent years [1]. Dissanayake et al. [6] pro-
posed a novel digital signature algorithm with proving
the efficiency against some kind of cyber attacks.The al-
gorithm can be applied to the IoVs to ensure the security
of messages. Hu et al. [9] used distributed and difficult-to-
tamper characteristics of blockchain to propose an anony-
mous handover authentication scheme. Their scheme
achieved robust security and high efficiency. Wang et
al. [22] proposed a batch authentication scheme based
identity. In their scheme, the secret key of the vehicle
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node depended on the RSU to prevent the leakage of ve-
hicle node’s secret key effectively. However, their scheme
is vulnerable to attack as malicious vehicle nodes could
impersonate legitimate vehicle nodes to generate false sig-
natures. Wang et al. [21] proposed a secure blockchain
based authentication scheme. In their scheme, a trusted
cloud server is designed to store the anonymous certifi-
cates of vehicle nodes. Although the scalability of system
is improved, many certificates increase computation cost
and communication cost.

In 2020, Xu et al. [27] proposed a new certificateless
aggregate signature scheme which is efficient in generating
a signature and verification. Their scheme is secure under
the extended computational Diffie-Hellman assumption.

In 2019, Alazzawi et al. [19] proposed an effective and
robust authentication scheme for pseudo-identity commu-
nication. In their scheme, vehicle nodes sign a beacon so
that the Trusted Authority(TA) obtains the real identity
of the malicious vehicle nodes, and then deletes malicious
vehicle nodes from the registration list. However, side-
channel attacks can gain access to the private messages
of the vehicle nodes, which undermines the security of the
vehicle nodes.

Li et al. [13] proposed a lightweight authentication pro-
tocol. The protocol used hash functions and XOR op-
erations to reduce communication cost. However, their
protocol has relatively high storage overhead because of
distribution and revocation of the certificate list, which
is not suitable for IoVs. Elliptic curve cryptography is
used in some authentication schemes [10, 25]. In their
schemes, the system master key is generated by Private
Key Generator (PKG), which eliminate the cost of cer-
tificate management and storage. However, the integrity
of their schemes rely on the PKG, and there is a risk that
the private key will be leaked once the PKG is attacked.

In 2020, Ali et al. [8] proposed an effective ID-based sig-
nature scheme. Their scheme used general one-way hash
functions to speed up the process of signature verification.
At the same time, their scheme supported batch verifica-
tion of a large amount of information from vehicle nodes
in high traffic density area, which reduces the computa-
tion cost of the RSU. However, bilinear pairing is used in
verification scheme, which increases the computation cost
in the verification phase.

Liu and Wang [9] proposed a conditional privacy-
preserving scheme based on ring signature. In their
scheme, the process of creating a ring is restricted, there-
fore ring members can be audited. However, the bilinear
pairing operation causes the RSU increase the computa-
tion cost in message verification phase. Li et al. [20] pro-
posed an effective message authentication scheme, which
can resist the attack of key exposure. However, the
scheme [20] uses Map-to-Point hash function operations,
which increase computation cost in message verification
phase.

Figure 1: Network system of IoV

1.2 Our Contributions

In this paper, an efficient and secure authentication
scheme is proposed in IoVs. The contributions of this
paper are summarized as follows:

� Security analysis shows that our scheme can against
forgery under adaptive chosen message attack under
the random oracle model.

� Our scheme satisfies the security requirements for
V2I communication in IoVs such as unlinkability re-
quirements,traceability requirements and anonymous
authentication.

� Our scheme without using pairing operations and
Map-To-Point hash functions, which reduces compu-
tation cost and communication cost.

1.3 Organization

The rest of the this paper is organized as follows. Some
preliminaries and security requirements are introduced for
IoVs in Section2. The details of our scheme are shown in
Section 3. Security analysis of our scheme is shown in
Section 4. The performance of our scheme is shown in
Section 5. Finally, Section6 concludes this paper.

2 Preliminaries

In this section, we introduce a network system of IoVs,
security requirements and elliptic curve cryptography.

2.1 Network System

As shown in Figure 1, the network system of IoVs
comprises three components:a trusted authority,a vehicle
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node, and an RSU. Three components are described as
follow:

� TA: In IoVs, the TA is a registration center for RSUs
and OBUs, which can obtain the real identity of ve-
hicle nodes. System parameters are generated by the
TA and sent to vehicle nodes.

� RSU: In IoVs, the RSU has higher computing power
than OBUs. It is capable of receiving and verifying
the authenticity of the traffic messages from vehicle
nodes. In addition, the RSU can communicate with
trusted authority to obtain some messages , such as
notification messages.

� OBU: In IoVs, each vehicle node is equipped with an
OBU. OBUs communicate with other RSUs and ve-
hicle nodes based on the DSRC protocol. Compared
to RSUs and TAs, OBUs have smaller computation
power and storage capacity.

2.2 Security Requirements

In this paper, our scheme should satisfy security require-
ments as follows:

� Message authentication and integrity

In IoVs, the RSU can ensure senders are legal vehi-
cle nodes. In addition, the RSU can detect whether
the messages have been tampered in the process of
communication.

� Identity privacy preserving

In IoVs, any RSU and vehicle node cannot obtain
the real identity of vehicle nodes from traffic mes-
sages. The real identity of vehicle nodes can only be
obtained by the trusted authority when privacy of
vehicle nodes is threatened.

� Traceability

In IoVs, the TA as a trusted authority has the ability
to obtain the real identities of attackers when mali-
cious attackers destroy messages, then marks attack-
ers as illegal nodes.

� Unlinkability

Malicious attackers receive some messages from a ve-
hicle node, but attackers could not infer that these
messages come from the same vehicle node.

2.3 Elliptic Curve Cryptography

We assume that Fp is the finite field, which p is a prime
number. An elliptic curve E over a finite field Fp and be
defined as y2 = y3 + ax + b mod p ,where a, b ∈ Fp and
(4a3 + 27b2) mod q ̸= 0.Suppose O is a point at infinity
on E. Point O and points of ECC make up an additive
elliptic curve group G with the order q and generator P .

3 The Proposed Scheme

In this section, a secure and efficient conditional privacy-
preserving authentication scheme is proposed in detail for
IoVs. Our scheme consists of the following five phases:
system initialization phase, handshaking phase, anony-
mous identity generation phase, message signing phase
and message verification phase. The notations used in
the scheme are shown in Table 1.

Table 1: Notations

Notations Description
Vi The ith vehicle node

RSU A roadside unit
OBU A onboard unit
p, q Two large prime numbers
s The private key of the system
G Cyclic additive group
P A generator of the group G

Ppub The public key of the system
AIDi The anonymous identity of a vehicle node
OIDi The real identity of a vehicle node

h0, h1, h2 Three one-way hash functions
Ti Current timestamp
Mi Message
∥ The message concatenation operation
R The exclusive-OR operation

Step 1. System initialization phase

1) The TA selects an elliptic curve as y2 = y3+ax+
b mod p. Then, TA selects an additive group
G with the order q. The P is a generator of
additive group G.

2) The TA chooses a number s ∈ Z∗
q as the master

key of the system randomly, and then computes
Ppub = sP as master public key. Three one-way
general hash functions such as h0 : {0, 1}∗ →
Z∗
q ,h1 : {0, 1}∗ → Z∗

q ,h2 : {0, 1}∗ → Z∗
q are

chosen by the TA. Hash function h0 is not pub-
lished across IoVs because of it only involve in
generating an anonymous identity AIDi.

3) Public parameters of the system are set
params = {G, q, P, Ppub, h1, h2}.Then, the TA
publish params to RSUs and vehicle nodes
through secure channel.

Step 2. Handshaking phase

1) When the vehicle node Vi enters the
communication range of the RSU, real
identity OIDi of the vehicle node is en-
crypted by the RSU’s public key into
Q = ENCPKRSU

(OIDi, SIGSKOBU
(OIDi)).

Then, the vehicle node Vi sends handshake
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message Z = (Q,Ti) to the RSU, where Ti is a
timestamp.

2) Once handshake message Z is received, the
RSU checks whether Ti is valid. If Ti

is valid, the RSU decrypts Z to get real
identity OIDi. Then, the RSU encrypts
OIDi and identity of RSU RIDi into W =
ENCPKTA

((OIDi, RIDi)) by TA’s public key
PKTA. Finally, W is sent to TA.

3) OnceW is received, TA decryptsW to getOIDi

and RIDi. Then, TA checks whether RIDi is in
the registration list. If so, then TA continues to
check whether OIDi is not in revocation list. If
OIDi is not in revocation list, the RSU and ve-
hicle node Vi are allowed to join IoVs, then TA
sends a notification message (verified, ui, ai)
to the RSU. Otherwise TA sends a notification
message (not verified)to the RSU.Two secret
values ui and ai are generated by TA.

4) Once notification message is received, the
RSU checks notification message whether is
(verified, ui, ai), If so, the RSU computes Ai =
aiP and Ui = uiP . Otherwise the vehicle node
Vi will be identified as illegal. We assume that
βi is the unique symbol of the vehicle node,
where βi = Ui + Ai. Finally, the RSU sends
βi to TA and the vehicle node Vi.

Step 3. Anonymous identity generation phase
Before generating an anonymous identity, the vehicle
node Vi inputs the unique real identity OIDi and
password PWDi to the tamper-proof device firstly.
The tamper-proof device checks whether OIDi and
PWDi are equal to the stored values. If they are
equal, the anonymous identity is generated as follows.

1) TPD generates a secret value γi ∈ Z∗
q ran-

domly and computes AIDi,1 = γiP . Then,
the tamper-proof device sends (AIDi,1, OIDi)
to TA through secure channel.

2) Once (AIDi,1, OIDi) is received, the TA com-
putes AIDi,2 = OIDi⊕h0(sAIDi,1 ∥ ti), where
ti is the timestamp that shows the validity of
time for AIDi. Then, TA computes SKi =
ηAIDis mod q+ui. The secret key of the anony-
mous vehicle node Vi is (βi, SKi). In addition,
we defined that AIDi = (AIDi,1, AIDi,2 ∥ ti)
and ηAIDi

= h1(AIDi ∥ βi).

Step 4. Message signing phase
In this phase, TA sends AIDi and (βi, SKi) to the
vehicle node Vi through secure channel. Then vehicle
node Vi signs message to ensure the authenticity of
the message. The process of signing a message is as
follows:

1) The vehicle node Vi randomly selects a num-
ber ri ∈ Z∗

q . Then, the vehicle node Vi com-
putes Ri = riP and σi = ri+µAIDi

(ai +

SKi mod q). The signature of a message Mi

is (σi, Ri). Note that the Ri can be pre-
loaded to the vehicle node Vi. We define that
µAIDi

= h2(Ri ∥ AIDi ∥ Mi ∥ SKi ∥ Ti) and
AIDi = (AIDi,1, AIDi,2).

2) Finally, the vehicle node Vi sends a message as
{AIDi,σi,Mi,Ti,Ri} to nearby RSUs.

Step 5. Message verification phase
In this phase, the RSU receives a message as
{AIDi,σi,Mi,Ti,Ri} and verifies the validity of the
message. Once the message is received, the RSU
checks timestamp Ti whether is fresh firstly. If so,
the RSU continues to verify the message. Otherwise,
the RSU discards the message. The process of veri-
fication as follows:

Single Verification.
Once {AIDi,σi,Mi,Ti,Ri} is received from the
vehicle node Vi, the RSU checks whether the
following Equation (1) holds.

σiP = Ri + µAIDi
(βi + ηAIDi

Ppub) (1)

If the Equation (1) holds, we can conclude that
message {AIDi,σi,Mi,Ti,Ri} is valid. The cor-
rectness of the Equation (1) is as follows:

σiP = (ri + µAIDi
(ai + SKi mod q))P

= riP + µAIDi(aiP + (ηAIDis mod q + ui)P )
= Ri + µAIDi(Ai + ηAIDiPpub + Ui)
= Ri + µAIDi

(βi + ηAIDi
Ppub)

Therefore, the correctness of the Equation (1) is
proved. The message from vehicle node Vi has
not been altered by malicious attackers.

Batch Verification.
In order to improve the efficiency of verifica-
tion, our scheme supports batch verification.
The small exponent test technology [18] is
used to batch verification. Once multiple
messages are received from the vehicle node as
{AID1, σ1,M1, T1, R1},{AID2, σ2,M2, T2, R2},
{AIDn, σn,Mn, Tn, Rn}. The RSU checks
whether Equation (2) holds for the following:

(

n∑
i=1

νiσi)P =

n∑
i=1

νiRi (2)

+

n∑
i=1

νiµAIDi
(βi + ηAIDi

Ppub)

If Equation (2) holds, we can conclude that mul-
tiple messages are valid. The correctness of the
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Equation (2) is as follows:

(

n∑
i=1

viσi)P

= (

n∑
i=1

vi(ri + µAIDi(ai + SKi mod q)))P

= (

n∑
i=1

viri)P + (

n∑
i=1

viµAIDi(aiP

+(ηAIDis mod q + ui)P ))

=

n∑
i=1

viRi +

n∑
i=1

viµAIDi(Ai

+ηAIDiPpub + Ui)

=

n∑
i=1

viRi +

n∑
i=1

viµAIDi
(βi + ηAIDi

Ppub)

Therefore, the correctness of Equation (2) is
proved.The messages from vehicle node Vi have
not been altered by malicious attackers.

4 Security Proof and Security
Analysis

The security of our scheme is proved in this section.
Through security analysis, we have proved that our
scheme can achieve the security requirements proposed
in Section 3.

4.1 Security Proof

Mathematical Model: The security proofs of our pro-
posed CPPA protocol is given in this subsection. The
security model of proposed scheme is defined through a
game played between a challenger C and an adversary
A.Random oracle model is a mathematical model which
abstracted from the hash function. It is widely used in
provable security. In this paper, we use random oracle
model to prove the our scheme is secure against adaptive
chosen message attack. The adversary A could make the
following queries in the game.

� Setup-Oracle: This query simulates the initialization
of the VANET system.The system parameters are
sent to the adversary A.

� h1oracle: In response to this query, challenger C
chooses a random number r ∈ Z∗

q inserts the tuple
(m, r) into the list Lh1 and returns r to adversary A.

� h2oracle: In response to this query, challenger C
chooses a random number r ∈ Z∗

q inserts the tuple
(m, r) into the list Lh2 and returns r to adversary A.

� Sign-Oracle: In this query, the adversary A sends a
traffic information message Mi to challenger C.In re-
sponse, C sends {AIDi,σi,Mi,Ti,Ri} to the adversary
A.

Theorem 1. We assume that times of algorithm A re-
quests random oracle query and request signature oracle
query is Q and Y respectively. If our conditional privacy-
preserving authentication scheme can be broken by algo-
rithm A , then there is an algorithm C to solve the ECDL
problem.

Proof. We assume that A is an adversary that could forge
the message {AIDi,σi,Mi,Ti,Ri} . Then, ECDL problem
is be solved by challenger C with a non-negligible prob-
ability. The Lh1 and Lh2 are lists which maintained by
the C. Now, query phase is shown as follows:

Setup-Oracle. Challenger C picks a number s randomly
as its master key. Then, C calculates the public
key as Ppub = sP and sends system parameters
params = {G, q, P, h1, h2} to A.

h1 oracle. The Lh1 is a list which maintained by C.
When adversary A issues a query with message
(AIDi, βi) to C, the C checks whether ⟨AIDi, βi, τ1⟩
exists in Lh1. If so, C issues τ1 = h1(AIDi, βi)
to A; otherwise, C picks a number τ1 ∈ Z∗

q and
then adds (AIDi, βi) into Lh1. Finally, C returns
τ1 = h1(AIDi, βi) to A.

h2 oracle. The Lh2 is a list which maintained by C.
When adversary A issues a query with message
(Ri, AIDi,Mi, SKi, Ti) to C, the C checks whether
⟨Ri, AIDi,Mi, SKi, Ti, τi⟩ exists in Lh2. If so, C
issues τ2 = h2(Ri, AIDi,Mi, SKi, Ti) to A; other-
wise, C picks a number τ2 ∈ Z∗

q and then adds
(Ri, AIDi,Mi, SKi, Ti) into Lh2. Finally, C returns
τ2 = h2(Ri, AIDi,Mi, SKi, Ti) to A.

Sign-Oracle. When adversary A issues a query with a
message Mi, challenger C checks the ⟨AIDi, βi, τ1⟩
from Lh1 firstly. The C then retrieves τ1 from
⟨AIDi, βi, τ1⟩ and selects two numbers ri and Hi.
Next, C selects two random numbers si and li to
try again. The C computes Ri = H−1

i siP − Q and
σi = si, then returns (Ri, σi) to A. We set Hi as
h2(Ri, AIDi,Mi, SKi, Ti).

The A could achieve two valid signatures (Ri, σi =
ri +Hi(ai + SKi mod q)) and (Ri, σ

′
i = ri +H ′

i(ai +
SKi mod q)) by forking lemma , where Hi ̸= H ′

i .
The C can get value of ri as follows:

H ′
iσi −Hiσ

′
i

H ′
i −Hi

mod q

=
H ′

iri +H ′
iHi(ai + SKi)−Hiri −HiH

′
i(ai + SKi)

H ′
i −Hi

= ri

We have proved the our scheme can against forgery
under adaptive chosen message attack in the random
oracle model.
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4.2 Security Analysis

In this subsection, we introduce our scheme satisfies some
security requirements as follows:

� Message authentication and integrity

According to the above security proof, the ECDL
problem is difficult to solve. Thus, malicious attack-
ers cannot forge any signature. RSUs can verify the
correctness of Equation (1) to determine whether the
messages from a vehicle node has been tampered or
forged by malicious attackers. Thus, we make a con-
clusion that our scheme satisfies message authentica-
tion and integrity.

� Identity privacy preserving

In anonymous identity generation phase, our scheme
generates anonymous identities AIDi,1 and AIDi,2.
According to AIDi,2 = OIDi⊕h0(sAIDi,1 ∥ ti) and
AIDi,1 = γiP , the anonymous identity AIDi =
(AIDi,1, AIDi,2) contains two random secret num-
bers γi and s. In order to get OIDi, malicious attack-
ers must compute sAIDi,1 = sγiP from Ppub = sP
and AIDi,1 = γiP . It means that attackers must
solve CDH problem. Thus, we make a conclusion
that our scheme satisfies identity privacy-preserving
.

� Traceability

The real identity of a vehicle node is not avail-
able to any RSU or vehicle node. However, as
a trusted authority, TA can obtain the real iden-
tity of malicious attackers when malicious attack-
ers destroy messages. As a trusted center, TA com-
putes OIDi = AIDi,2 ⊕ h0(sAIDi,1 ∥ ti) through
{AIDn, σn,Mn, Tn, Rn}.Thus, we make a conclusion
that our scheme satisfies traceability.

� Unlinkability

Our scheme chooses two random secret numbers γi
and s to generate an anonymous identity AIDi,
where AIDi,2 = OIDi ⊕ h0(sAIDi,1 ∥ ti) and
AIDi,1 = γiP . In addition, the vehicle node Vi

chooses a random secret number ri to generate a sig-
nature. That is to say, each message from vehicle
node Vi has an unique anonymous identity and sig-
nature. Attackers can not link any message. Thus,
we make a conclusion that our scheme satisfies un-
linkability.

5 Performance Evaluation

In this section, we evaluate the performance of schemes in
terms of computation cost and communication cost. The
schemes [4,21,27] are based on ECC. The schemes [8,9,17,
20] are based on bilinear pairing. Our scheme is compared
with these schemes.

5.1 Computation Cost

In this paper, we use a famous cryptographic library MIR-
ACL to calculate the execution time of cryptographic op-
erations. The experiment of our scheme is performed on
a PC equipped with an Intel i5 2.30 GHZ CPU and 8 GB
memory. The execution time of the encryption operations
are shown in Table 2. We denote TBP as the execution
time of bilinear pairing operation, TH as the execution
time of Map-To-Point hash function,TPM−BP as the ex-
ecution time of point multiplication operation in bilinear
pairing, TPA−BP as the execution time of point addition
operation in bilinear pairing,TPM−ECC as the execution
time of point multiplication operation in ECC, TPA−ECC

as the execution time of point addition operation in ECC.

Table 2: Execution time of the encryption operations

Cryptographic operation Execution time(ms)
TBP 4.2110
TH 4.406

TPM−BP 1.709
TPA−BP 0.0071
TPM−ECC 0.442
TPA−ECC 0.0018

In single message verification phase, the Ali et al.’s
scheme [8] requires one bilinear pairing operation, one
point multiplication operation in bilinear pairing and one
point addition operation in bilinear pairing. Thus, the
verification time in this phase is 1TBP + 1TPM−BP +
1TPA−BP ≈ 5.9271ms. In batch message verification,
the verification time is 1TBP + nTPM−BP + nTPA−BP ≈
1.7161n+4.2110ms. Similarly, the execution times of the
other three schemes based on bilinear pairing are shown
in Table 3.

In single message verification phase, our scheme re-
quires three point multiplication operations in ECC and
two point addition operations in ECC. Thus, the verifica-
tion time in this phase time in this phase is 3TPM−ECC +
2TPA−ECC ≈ 1.3296ms.In batch message verification, the
verification time is (n+2)TPM−ECC+(3n−1)TPA−ECC ≈
0.4474n+0.8822ms. Similarly, the execution times of the
other three schemes based on ECC are shown in Table 3.

The percentage improvement of our scheme with re-
spect to single and batch signature verifications as com-
pared to the scheme [17] is 7.6290−1.3296

7.6290 ≈ 82.57%

and ( 3.4180n+4.2110−(0.4474n+0.8822)
3.1480n+4.2110 ) ≈ 86.81% , respec-

tively,where n = 100 is the number of signatures.Other
percentage improvement could be achieved by using a sim-
ilar method.The improvement on computation cost of the
our scheme is shown in the Table 4.

The computation cost of single message verification
is shown in Figure 2. From Figure 2, it can be seen
that the computation cost of our scheme is lower than
schemes [8,9,17,20] because of bilinear pairing is not used
in our scheme. In schemes [4, 21, 27] based on ECC, the
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Table 3: Comparison of computation cost

Scheme Single Verification(ms) BatchVerification(ms)
Scheme [17] 2TPM−BP + 1TBP ≈ 7.6290 1TBP + 2nTPM−BP ≈ 3.4180n+ 4.2110
Scheme [8] 1TBP + 1TPM−BP + 1TPA−BP ≈ 5.9271 1TBP + nTPM−BP + nTPA−BP ≈ 1.7161n +

4.2110
Scheme [9] 2TBP + 1TPM−BP ≈ 10.1310 2TBP + nTPM−BP ≈ 1.7090n+ 8.4220
Scheme [20] TBP +1TPM−BP +1TPA−BP +1TH ≈ 14.5441 2nTBP + nTPM−BP + nTPA−BP + nTH ≈

14.5441n
Scheme [4] 4TPM−ECC + 3TPA−ECC ≈ 1.7734 (2n + 3)TPM−ECC + (4n − 1)TPA−ECC ≈

0.8912n+ 1.3242
Scheme [21] 4TPM−ECC + 3TPA−ECC ≈ 1.7734 (2n + 2)TPM−ECC + (4n − 1)TPA−ECC ≈

0.8912n+ 0.8822
Scheme [27] 4TPM−ECC + 2TPA−ECC ≈ 1.7716 (2n + 2)TPM−ECC + (3n − 1)TPA−ECC ≈

0.8894n+ 0.8822
Our Scheme 3TPM−ECC + 2TPA−ECC ≈ 1.3296 (n + 2)TPM−ECC + (3n − 1)TPA−ECC ≈

0.4474n+ 0.8822

Table 4: Percentage improvement of the our scheme over
other scheme

Scheme
Single
Verification

Batch
Verification

Scheme [17] 82.57% 86.81%
Scheme [8] 77.57% 74.05%
Scheme [9] 86.88% 74.56%
Scheme [20] 90.86% 96.86%
Scheme [4] 23.05% 49.56%
Scheme [21] 25.03% 49.31%
Scheme [27] 24.97% 49.21%

computation cost of our scheme is lower than Wang et
al.’s scheme [4] and Ming et al.’s scheme [21] because of
our scheme uses less point operation in message signing
phase. The computation cost of batch signature verifica-
tion is shown Figure 3, which increases with the number
of messages.

5.2 Communication Cost

The size of the elements in G1 is 128 bytes and the size
of the elements in G is 40 bytes. In addition, we sup-
pose that the size of a general one-way hash function is
20 bytes, and the size of a time-stamp is 4 bytes. In
Lawrence et al.’s scheme [4], the signature {σi, ti} is sent
from a vehicle node to the receiver, where σi = (ki, Ui, Si),
Ui, Si ∈ G1 and ki ∈ Z∗

q . Thus, the communication cost is
128×2+20+4 = 280bytes. In Ali et al.’s scheme [5], the
signature {AIDi, σi, ti} is sent from a vehicle node to the
receiver,where σi = (Ai, Bi),AIDi = (AIDi,1, AIDi,2),
Ai, Bi, AIDi,1 ∈ G1 and AIDi,2 ∈ Z∗

q . Thus, the com-
munication cost is 128× 3 + 20 + 4 = 408bytes. In Wang
and Liu.’s scheme [14], the signature {AIDi, σi, ti} is sent

from vehicle node to the receiver, where σi = (Ai, Bi)
and Ai, Bi, AIDi ∈ G1.Thus, the communication cost is
128 × 3 + 20 + 4 = 408bytes. In Liu et al.’s scheme [12],
the signature {OIDi, σi, ti} is sent from a vehicle node
to the receiver, where σi = (Ai, Bi, Ci), Ai, Bi, Ci ∈ G1

and OIDi ∈ Z∗
q . Thus, the communication cost is

128× 3 + 20 = 404bytes.
In Wang et al.’s scheme [22], the signature

{AID1i,j , AID2i,j , Ui,j , νi,j , Ti} is sent from vehicle node
to the receiver, where AID1i,j , AID2i,j , Ui,j ∈ G. Thus,
the communication cost is 40 × 3 + 20 × 1 + 4 × 1 =
144bytes.In Ming et al.’s scheme [16], the signature
{AIDi, tti, Pi, Di, Ri, σi} is sent from a vehicle node
to the receiver, where AIDi = (AIDi,1, AIDi,2) and
Pi, Di, Ri, σi ∈ Z∗

q . Thus, the communication cost is
40 × 1 + 20 × 4 + 4 × 1 = 124bytes. In Thumbur
et al.’s scheme [19],the signature {vpki, P IDi, Ti, σi} is
sent from a vehicle node to the receiver, where PIDi =
(PIDi,1, P IDi,2) ∈ G, σi = (Ui, Si), Ui, vpki ∈ G and
Si ∈ Z∗

q . Thus, the communication cost is 40 × 4 +
20 × 1 + 4 × 1 = 184bytes. In our scheme, the signature
{AIDi, σi,Mi, Ti, Ri} is sent from a vehicle node to the re-
ceiver, where PIDi = (PIDi,1, P IDi,2), PIDi,1, Ri ∈ G
and PIDi,2, σi ∈ Z∗

q . Thus, the communication cost is
40× 2 + 20× 2 + 4× 1 = 124bytes.

As can be seen from Table 5, the bilinear pairing-
based scheme [8,9,17,20] has higher communication costs
than our scheme. In the schemes [4, 21, 27] based on
ECC, the communication cost of our scheme is lower
than schemes [4, 27]. Although our scheme is the same
as scheme [21], it is superior to scheme [21] in individual
signature verification and batch signature verification.

6 Conclusions

In this paper, a CPPA scheme is proposed, which uses
a batch signature verification method to allow RSUs to
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Figure 2: Computation cost for single message verification

Figure 3: Computation cost for batch messages verifica-
tion

Table 5: Comparison of communication cost

Scheme Send a message Send n messages
Scheme [17] 208 bytes 208 bytes
Scheme [8] 408 bytes 408 bytes
Scheme [9] 408 bytes 408 bytes
Scheme [20] 404 bytes 404 bytes
Scheme [4] 144 bytes 144 bytes
Scheme [21] 124 bytes 124 bytes
Scheme [27] 184bytes 184bytes
Our scheme 124 bytes 124 bytes

verify multiple messages. In order to prevent vehicle
nodes from exposing their identities, our scheme generates
anonymous identity during transmission. For malicious
vehicle nodes, the trust authority TA can obtain its real
identity, which realizes conditional privacy-preserving au-
thentication. We provide a security analysis to show our
CPPA scheme can satisfy security and privacy require-
ments. Hence, our scheme is suitable for IoVs.

Our scheme only considers the identity privacy of vehi-
cle nodes, and does not consider the location privacy and
route of vehicle nodes. In addition, the safety of vehicle
nodes depends on TPD. Once the TPD is attacked, the
safety of vehicle nodes will be destroyed. In the future, we
should reduce the dependence of vehicle nodes on TPD
and strengthen the protection of location privacy.
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