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Abstract

In the process of using mobile applications, if users want
to use customized personalized services, they need to pro-
vide personal privacy information to businesses, which
constitutes a potential threat to their privacy security. In
order to help users choose secure mobile applications rea-
sonably, and ensure the security of users during use, this
paper combines information entropy and Markov theory
to study the measurement of user privacy security of mo-
bile applications, and proposes an effective steady-state
evaluation model of user privacy security. Finally, the
model is put into a specific case for analysis. The analy-
sis results show that the method can effectively evaluate
the privacy security of users, and compared with the pre-
vious methods, the method is more real, objective and
simple.
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1 Introduction

With the popularity of smart phones, more and more mo-
bile applications appear in front of people, providing users
with a variety of accurate services. However, while en-
joying the convenient services brought by these mobile
applications, users’ privacy security is also threatened.
These leakage scenarios include wireless network connec-
tion, mobile payment, public equipment use, fingerprint
recognition, face recognition, etc. [5]. These privacy leak-
age scenarios include wireless network connection, mobile
payment, public equipment use, fingerprint recognition,
face recognition, etc. In these scenarios, the privacy infor-
mation of users is continuously collected, transmitted and
stored, and is faced with the risk of being leaked, abused
and stolen. These risks not only come from individuals,
but also from service providers and terminal equipment.

There are various ways to steal data, such as internal
theft, external hacker intrusion and employee negligence.
According to the information collected by the Identity
Theft Resource Center and the U.S. Department of health
and human services, more than 137 million records were
leaked in 2019 [32], and the information leaked due to
the privacy security problems of mobile applications ac-
counted for a large proportion.

At present, most of the research on user privacy se-
curity is focused on cloud services and big data applica-
tions. It is known that, compared with the traditional
information system security risk factors, the risk hierar-
chy of users privacy information in mobile applications
is more complex, including traditional information sys-
tem security risk, user behavior risk [11], third party ap-
plication risk [6] and unique risk of mobile application
service [10]. Therefore, considering the importance of se-
curity risk assessment to the ecosystem and sustainable
development of mobile e-commerce platform [28], this pa-
per proposes a risk evaluation model for privacy security
of mobile applications based on the characteristics of mo-
bile applications and the security model of information
system [26].The evaluation model can provide users with
practical and intuitive risk evaluation results and protect
their privacy security in mobile commerce.

The organizational structure of this paper is as fol-
lows: Section 1 - Introduction: The background, content
and significance of the research are presented. Section 2
- Related researches: This chapter discusses the privacy
security risk attributes and evaluation methods in mo-
bile applications, and puts forward the main problems
to be solved in the current research. Section 3 - Re-
search on privacy security measurement and evaluation
of mobile applications Based on Information Entropy and
Markov Theory: According to the characteristics of mo-
bile application users’ privacy security, this chapter puts
information entropy and Markov into the research of user
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privacy security, proposes a privacy security measurement
method based on information entropy, and proposes a dy-
namic evaluation method of user privacy security based
on Markov theory. Section 4 - Steady state evaluation
model of mobile application privacy security based on in-
formation entropy and Markov: In this chapter, a user pri-
vacy security risk evaluation model of mobile application
based on information entropy and Markov is established,
and the evaluation steps of the model are introduced in
detail. Section 5 - Case analysis: In this chapter, the
proposed model is put into three different types of mobile
applications to carry out case studies. Section 6 - Conclu-
sion: This chapter summarizes the research work of this
paper and points out the future research direction.

2 Relevant Researches

Recent researches on users’ privacy security of mobile ap-
plication are studied and summarized for this paper, as
follows:

2.1 Research on Users Privacy Security
Risk Attribute of Mobile Application

The privacy security research of mobile application is dif-
ferent from the traditional security research. It includes
the influence of various risk factors, such as the technical
defects of privacy protection, the user’s own security weak
consciousness, the application environment risk, the ter-
minal equipment risk factor, the operator’s management
risk, and the privacy risk caused by laws and regulations.

1) Technology risk. Reference [23] studies the privacy
security of mobile applications, emphasizing the im-
portance of user authentication technology and pro-
tocol. Reference [18] pointed out that the privacy
security of users in mobile applications is affected
by many technical factors, including data encryp-
tion, intrusion detection, identity management, se-
curity awareness, etc. Literature [1] pointed out that
whether to adopt anonymization technology will di-
rectly affect the privacy and security of mobile appli-
cations. Reference [4] analyzes the security problems
of various levels of network physical system (CPS)
architecture, and points out that to improve its se-
curity, attention should be paid to the influence of
related technologies, such as access control, data en-
cryption, attack detection, user authentication and
authorization, etc. Reference [12] proposed a secure
routing protocol with node self-sufficiency resistance,
which improves the protection of mobile application
privacy.

2) User vulnerability risk. Ampong [3] mentioned that
in the process of using mobile applications, users’
privacy awareness, privacy concerns and privacy in-
trusion experience will directly affect their personal

privacy security. Literature [7, 34] thinks that lo-
cation information is extremely sensitive in mobile
commerce, and the exposure of location information
may cause the risk of mobile application information
abuse. Reference [33] analyzes the characteristics of
user privacy security in the big data environment,
and points out that some common user behaviors will
directly cause the disclosure of personal privacy in-
formation, such as privacy Association setting, spa-
tial location sharing, information behavior negligence
and simple password setting.

3) Application scenario risk. In some mobile applica-
tions, there are usually mobile advertisements, which
are intrusive to users’ privacy, and even forcibly ob-
tain users’ personal location information [25]. In ad-
dition, the authorization of some application rights
will also affect the privacy and security of users.
Reference [9] mentioned that users will be forced to
agree to open some application permissions before us-
ing some mobile commerce applications, resulting in
users having no autonomy in whether to share their
own information.

4) Mobile terminal device risk. References [13,16,17,19]
respectively discussed various privacy risks existing
in mobile terminals, including the protection of sen-
sitive data by the device, the location tracking func-
tion of the device, the management of the authority
of the device, and the malicious monitoring function
of the device itself.

5) Management and legal risk. As an important role
in the process of mobile application interaction, the
improper management of service providers and the
restrictions of laws will affect the privacy and secu-
rity of users. Reference [14] mentioned that estab-
lishing a standard privacy policy for mobile applica-
tions is the key to solve their privacy security issues.
Literature [20] pointed out that the common man-
agement risks include imperfect disclosure standards
of privacy information, lack of supervision and pun-
ishment system, malicious disclosure of internal per-
sonnel, etc. Literature [27] analyzes the consumption
behavior characteristics of mobile application users,
and establishes corresponding risk evaluation indica-
tors, which include privacy management mechanism,
platform privacy protection investment, information-
sharing risk, third-party information collection, pri-
vacy law differences and other related factors.

2.2 Research on Privacy Security Risk
Ealuation Method

At present, the researches on privacy security evalu-
ation methods for mobile applications are rare. Lit-
erature [8, 21, 22, 31] proposed some effective measure-
ment methods for the security of cloud services using



International Journal of Network Security, Vol.23, No.5, PP.807-816, Sept. 2021 (DOI: 10.6633/IJNS.202109 23(5).07) 809

the method of information entropy, but did not specifi-
cally evaluate the privacy security. In Reference [24], a
privacy-considered information security evaluation model
was built with the risk recommendation system based
on the identifiability, context of use, quantity, sensitiv-
ity, And freshness of the personal identity information
data. Lo [15] proposed a user privacy analysis frame-
work called LRPdroid for Android platform, which re-
alized information leakage detection, user privacy leakage
assessment and privacy risk assessment of applications in-
stalled on mobile devices based on Android. According to
the characteristics of mobile application permission, Ref-
erence [30] proposed a mobile application risk evaluation
strategy based on mobile application permission charac-
teristics. Reference [29] also proposed a risk evaluation
method for mobile applications in Android environment
based on its permission characteristics.

Summing up the above methods, it can be found that
these assessment methods are not targeted for the evalu-
ation of user privacy security, and most of the evaluation
objects are only limited to one kind of risk, without con-
sidering the interaction between various risk classes, and
also not combining with the actual risk environment for
dynamic assessment.

Therefore, in order to solve the above problems, this
paper proposes a special evaluation method for mobile ap-
plication privacy security, and establishes the correspond-
ing model to realize the multi-level and multi angle eval-
uation of mobile application privacy security.

3 Research on Privacy Security
Measurement and Evaluation
of Mobile Applications based
on Information Entropy and
Markov Theory

In order to realize the dynamic evaluation of privacy and
security of mobile applications, two following research
contents have been carried out:

3.1 Research on Privacy Security Mea-
surement Method of Mobile Applica-
tion based on Information Entropy

Measurement is the premise of evaluation, an objective
and accurate measurement result will directly affect the
evaluation results. However, the privacy security of mo-
bile applications is an abstract concept, and only be mea-
sured by specific methods. Therefore, in order to effec-
tively measure the privacy and security of mobile applica-
tions, this paper proposes to use “the uncertainty of risk”
to quantitatively describe ”the level of privacy security of
mobile applications” from the opposite perspective. As
shown in Figure 1.

Figure 1: Two extreme mobile application risk environ-
ments

According to the theory of information entropy, it is
assumed that both A and B contain some unknown risk
factors Xi, X = {X1, X2, . . . , Xn}.

1) The entropy of application A is maximal, and its risk
is the highest. There are n unknown risks in appli-
cation A, and the probability of the risk occurrence
P (X1) = P (X2) =, . . . ,= P (Xn) , the entropy value
H(X) = log2 n will reach its maximum according
to the information entropy equation. At this time,
the system contains many risk factors, and its con-
trollable degree will reach the lowest.

2) The entropy of application A is minimal, and its risk
is the lowest. There is only one unknown risk in the
application B. According to the equation of informa-
tion entropy, its entropy H(X) will reach the lowest.
At this time, the uncertainty of risk factors contained
in the system is the lowest, and the risk is completely
controllable, that is to say, the security of the system
reaches the highest.

However, in practice, a complex mobile application is
bound to be affected by a number of different risk fac-
tors, and the probability of these factors is different too,
so that its entropy is bound to be between the maximum
value and the minimum value. Therefore, according to
the theory of information entropy, the level of mobile ap-
plication security in the actual situation can be described
by the size of entropy.

3.2 State Description of Mobile Appli-
cation Risk Environment Based on
Markov

On the basis of information entropy measurement, this
paper will further combine Markov theory to describe the
risk environment state of mobile application, and express
it with the form of mathematical matrix, so that to pro-
vide support for the follow-up steady-state evaluation re-
search [2].
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It is assumed that there are n risk factorsXi in a mobile
application environment, so its complex risk environment
can be described as the following matrix:

R =


X11 X12 . . . X1n

X21 X22 · · · X2n

...
...

. . .
...

X51 X52 · · · Xnn

 (1)

Matrix R is the privacy security risk matrix of mobile
applications, in which:

1) Element X on diagonal Xii represent the separate
occurrence of risk factors Xi;

2) Non diagonal element Xij represent simultaneous oc-
currence of risk factors Xi and Xj .

It is known that in the actual use of mobile applications,
their risk factors have different probability of occurrence,
which leads to they have a variety of possible privacy se-
curity states. Therefore, in order to objectively evaluate
the privacy security of mobile applications, it is neces-
sary to effectively restore their random risk state. Using
P (Xij) represents the probability of different risks, and
substituting it into matrix (1), the risk state transition
matrix as follows will be obtained:

(R) =


P (X11) P (X12) . . . P (X1n)
P (X21) P (X22) P (X2n)

...
. . .

...
P (Xn1) P (Xn2) · · · P (Xnn)

 (2)

3.3 Research on Steady State Evaluation
Method Based on Information En-
tropy and Markov

After proposing the privacy security measurement
method and risk state description matrix of mobile ap-
plication, this paper will establish a special privacy
risk attribute model to realize a multi-level and multi-
dimensional evaluation of the whole mobile application.
As shown in Figure 2:

In this paper, the privacy security attribute model of
mobile applications is divided into three levels: target
layer A, risk class layer β and risk factor layer X. In
order to objectively reflect the real risk environment, this
paper uses cross lines to describe the relationship between
layer 2 and layer 3, which is used to reflect the influence
of different risk factor Xi on different dimension β.

As shown in the following example, suppose a mobile
commerce contains two types of risk β1 and β2. The risk
factors involved are shown in Table 1:

As shown in Table 1, risk classes A and B contain a
common risk factor X2, so their transition state matrix

Figure 2: The abstract privacy security risk attribute
model of mobile application

Table 1: Risk classes β1 and β2 and the risk factors they
contain

Risk Class Risk factors included Risk Class
β1 X1, X2

β2 X2, X3, X4

P (R) can be calculated as follows:

P (R) =

[
P (β11) P (β12)
P (β21) P (β22)

]
=

[
1∑3

i=1 P (Xi)
P (X1)

1∑3
i=1 P (xi)

P (X2)
1∑4

i=3 P (αi)
P (X2)

1∑4
i=3 P (αi)

{P (X3) + P (X4)}

]
(3)

According to the above calculation method, it is as-
sumed that a mobile application has m risk classes βi in
the long-term use process, and the steady-state proba-
bility of each class is P̂ (βi) , which represents the con-
vergence probability of a risk class in the long-term use
process. P̂ (βi) can objectively reflect the stable proba-
bility of a certain risk class in the long-term use process. It
is the result of dynamic evaluation of different risk states
through Markov matrix. The relationship between P̂ (βi)
and P (R) is as follows:

P̂ (β1) = P (X11) P̂ (β1) + P (X12) P̂ (β2) + . . .+ P (X1m) P̂ (βm)

P̂ (β2) = P (X21) P̂ (β1) + P (X22) P̂ (β2) + . . .+ P (X2m) P̂ (βm)

P̂ (β3) = P (X31) P̂ (β1) + P (X32) P̂ (β2) + . . .+ P (X3m) P̂ (βm)
...

P̂ (βm) = P (Xn1) P̂ (β1) + P (Xn2) P̂ (β2) + . . .+ P (Xnm) P̂ (βm)

1 = P̂ (β1) + P̂ (β2) + . . .+ P̂ (βm)

(4)
Solving the Equation (4) , it can obtain the
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steady-state probability of various risks P̂ (βi) ={
P̂ (β1) , P̂ (β2) , . . . , P̂ (βm)

}
,
∑m

i=1 P̂ (βi) = 1.

Further, substituting P̂ (βi) into the information en-
tropy equation and using the reciprocal form, it can quan-
titatively describe the privacy security of the entire mobile
application, the equation is as follows:

E = 1/H = 1/−
m∑
i=1

P̂ (βi) log2 P̂ (βi) (5)

E represents the security evaluation result of the whole
mobile application. The higher the value is, the higher the
privacy security of the mobile application is. Similarly, if
the probability of occurrence of risk factors contained in
class βi is normalized, the security evaluation result E (βi)
of the risk class can be obtained. The higher the value,
the higher the privacy security of this risk class is.

As mentioned above, around the hierarchical structure
shown in Figure 2, this paper proposes a bottom-up pri-
vacy security risk evaluation method for mobile applica-
tions based on information entropy and Markov.

4 Steady State Evaluation Model
of Mobile Application Privacy
Security Based on Information
Entropy and Markov

In this chapter, the proposed hierarchical structure in
chapter 3 will be embodied, and the calculation steps of
the proposed method will be described in detail, so as
to build a privacy security steady state evaluation model
of mobile application based on information entropy and
Markov.

4.1 Risk Attribute Model for Privacy
Disclosure of Mobile Commerce
Users

In this regard, this paper selects a total of 24 mobile ap-
plication privacy risk factors, and divides these factors
into 5 classes, namely technical risk class β1. Applica-
tion risk class β2. Management and legal risk class β3.
User risk class β4. Mobile terminal equipment risk class
β5. The risk attribute model established according to the
above division is shown in Figure 3.

4.2 The Calculation Steps of Privacy Se-
curity Evaluation Method

According to the evaluation method proposed in chap-
ter 3, the calculation is carried out from bottom to top,
which is divided into five steps.

Step 1: According to the evaluation standard of risk
level shown in Table 2, the occurrence probability

grade of each risk factor in the third layer is evalu-
ated, and the probability of single risk factor is ob-
tained by normalization.

Table 2: The level of probability of risk factors occurrence

level Definition and description
[8, 10) This factor has a great risk and a

direct threat to the user’s privacy
[6, 8) This risk has a high probability of

occurrence and exists in most mobile
business environments

[4, 6) This risk is a common risk, which
exists in some mobile commerce

[2, 4) This risk exists and only occurs when
special conditions are met

(0, 2) This factor has high security and
hardly causes user privacy risk

Step 2: According to the membership relationship
shown in Figure 3, the state transition matrix P (R)
is calculated.

Step 3: Solve Equation (4) and calculate the steady-

state probability P̂ (βi) of each risk class.

Step 4: According to Equation (5), the privacy security
evaluation result of the whole mobile application is
calculated.

Step 5: The evaluation results E (βi) of different risk
categories are calculated respectively, and the cal-
culation equation is as follows:

E (βi) =
log2 m

−
∑m

j=1 P (Xj,βi) log2 P (Xj,βi)
(6)

In Equation (6), m is the total number of risk factors
included in each risk class, P (Xj , βi) represents the in-
fluence weight of risk factor Xj on risk class βi, which is
the result of normalization treatment.

5 Case Study

5.1 Evaluation Process

In order to verify the proposed evaluation model, this
paper selects three mobile application products with long
operation time in the market. Among them, product A
is a mobile application for financial business; product B
is a mobile application for catering delivery; product C
is a mobile application for map navigation. For these 3
applications, this paper carried out a detailed evaluation
process, as follows:

Step 1: According to the definition of Table 2, a total
of 10 experts were invited to evaluate the underlying
risk factors of three different applications by AHP
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Figure 3: The privacy security risk attribute model of mobile application

method. Finally, the level of each risk factor is cal-
culated, and the probability is obtained by further
normalization. The results are shown in Table 3.

Step2: According to Equation (3) and the membership
relationship shown in Figure 3, the privacy security
risk state transition matrix PA(R), PB(R), PC(R) of
the 3 applications are calculated as follows:

PA(R) =


0.595 0.214 0.000 0.000 0.190
0.450 0.450 0.100 0.000 0.000
0.000 0.133 0.867 0.000 0.000
0.000 0.000 0.000 0.794 0.206
0.250 0.000 0.000 0.350 0.400



PB(R) =


0.452 0.290 0.000 0.000 0.258
0.300 0.467 0.233 0.000 0.000
0.000 0.389 0.511 0.000 0.000
0.000 0.000 0.000 0.838 0.162
0.263 0.000 0.000 0.316 0.421



PC(R) =


0.548 0.262 0.000 0.000 0.190
0.355 0.355 0.290 0.000 0.000
0.000 0.346 0.654 0.000 0.000
0.000 0.000 0.000 0.784 0.216
0.158 0.000 0.000 0.421 0.421


Step 3: The data of PA(R), PB(R), PC(R) are respec-

tively substituted into the Equation (4), and the
steady-state probability of each risk is calculated, as
shown in Table 4.

Step 4: Substitute the results of table4 into Equation
(5) to obtain the privacy security evaluation results
of the 3 applications, the results are shown in Figure
4.

Step 5: According to Equation (6), the privacy security
evaluation results of various risks are calculated re-
spectively.

Figure 4: Comparison of evaluation results of three appli-
cations

Given that each risk class and its risk factors are as shown
in Table 5, the result calculated by Equation (6) is shown
in Figure 5.

Figure 5: Comparison of entropy values of each risk class
in three applications

5.2 Analysis of Evaluation Results

1) Analysis of top-level evaluation results. The compar-
ison of Figure 4 shows that E(A) > E(C) > E(B),
which indicates that the financial business applica-
tion A has the highest privacy security, and the cater-
ing delivery application B has the lowest privacy se-
curity. But from the data size difference comparison,
it can be found that the privacy security performance
of the 3 applications is not much different, indicat-
ing that the privacy security performance of the 3
applications is similar.
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Table 3: Scoring results of probability of occurrence of underlying risk factors

Mobile App risk factor level P (xi) risk factor level P (xi) risk factor level P (xi)

A

X1 2 1.905% X9 2 1.905% X17 9 8.571%
X2 8 7.619% X10 1 0.952% X18 8 7.619%
X3 7 6.667% X11 1 0.952% X19 9 8.571%
X4 4 3.810% X12 2 1.905% X20 1 0.952%
X5 2 1.905% X13 5 4.762% X21 5 4.762%
X6 2 1.905% X14 3 2.857% X22 4 3.810%
X7 5 4.762% X15 2 1.905% X23 7 6.667%
X8 4 3.810% X16 8 7.619% X24 4 3.810%

B

X1 1 0.840% X9 2 1.681% X17 9 7.563%
X2 1 0.840% X10 2 1.681% X18 9 7.563%
X3 3 2.521% X11 3 2.521% X19 9 7.563%
X4 7 5.882% X12 9 7.563% X20 2 1.681%
X5 2 1.681% X13 8 6.723% X21 3 2.521%
X6 9 7.563% X14 3 2.521% X22 4 3.361%
X7 8 6.723% X15 2 1.681% X23 8 6.723%
X8 3 2.521% X16 8 6.723% X24 4 3.361%

C

X1 1 0.901% X9 2 1.802% X17 9 8.108%
X2 1 0.901% X10 2 1.802% X18 9 8.108%
X3 3 2.703% X11 2 1.802% X19 9 8.108%
X4 2 1.802% X12 9 8.108% X20 2 1.802%
X5 1 0.901% X13 8 7.207% X21 3 2.703%
X6 9 8.108% X14 3 2.703% X22 4 3.604%
X7 8 7.207% X15 2 1.802% X23 8 7.207%
X8 3 2.703% X16 7 6.306% X24 4 3.604%

Table 4: The steady-state probability of each risk

Mobile App P̂ (β1) P̂ (β2) P̂ (β3) P̂ (β4) P̂ (β5)
A 0.095 0.145 0.242 0.297 0.234
B 0.141 0.179 0.198 0.267 0.222
C 0.115 0.156 0.178 0.297 0.261

Table 5: The level of probability of risk factors occurrence

Risk class βi risk factor xj contained in βi

β1 X1, X2, X3, X4, X5, X6, X7, X8, X22, X24

β2 X7, X8, X11, X12, X16

β3 X9, X10, X12, X13, X14, X15

β4 X17, X18, X19, X20, X23

β5 X21, X22, X23, X24

2) Comparative analysis of steady-state probability re-
sults of risk classes. It can be seen from Table 4 that
among the three applications, the steady-state prob-
ability P̂ (β4) is the largest, and P̂ (β1) is the lowest.
This result shows that the user risk β4 is the most
likely to cause privacy security risk in the long-term
use of these 3 applications; on the contrary, technical
risk β1 is the least likely to occur.

3) Comparative analysis of privacy security evaluation

result of each risk class. It can be seen from Fig-
ure 5 that in application B and Application C, the
values of E (β4) and E (β5) are relatively low, indi-
cating that for these two applications, the most dif-
ficult to control are the user’s own risk β4 and the
terminal equipment risk β5. These two risks are the
main reasons for the privacy security of such appli-
cations. On the contrary, the value of E (β3) is the
highest, which indicates that this kind of risk is ba-
sically controllable and is not easy to cause privacy
security problems.

However, in application A, the values of E (β2) and
E (β4) are higher, which indicates that financial ap-
plications have strict application standards and user
behavior control. Compared with other types of ap-
plications, the application environment risk β2 and
user risk β4 are easier to control in financial applica-
tions. The most important problem that leads to the
privacy security of financial applications is focused
on β3 and β5.

4) Analysis of risk factors layers. Through the above
comparison, combined with table 5, it can be found
that the user privacy risk β4 and β5 have the highest
probability of occurrence in application A and appli-
cation B. Observe the contained factors of risk class
β4 and β5, it can be found that the security problems



International Journal of Network Security, Vol.23, No.5, PP.807-816, Sept. 2021 (DOI: 10.6633/IJNS.202109 23(5).07) 814

of the most mobile applications are mainly caused by
the factors {x17, x18, x19, x20, x21, x22, x23, x24}.

In the financial application A, risk class β2 has the greater
probability of occurrence. Observe the contained factors
of risk class β2, it can be found that the security prob-
lems of the financial application are mainly caused by the
factors {x7, x8, x9, x10}

5.3 Countermeasures and Suggestions

To sum up, technical risk is not the main reason lead-
ing to the privacy security of mobile applications at this
stage. To fundamentally improve the privacy security of
applications, we need to shift the focus to the control
of users’ own risks and mobile terminal equipment risks.
For the application providers, it is necessary to strengthen
the management and control of user risk, remind users of
the existing privacy security risks, standardize the user’s
operation behavior, and provide users with some sugges-
tions for self-security protection; on the other hand, users
themselves need to strengthen their own privacy security
awareness and do their own security precautions. For fi-
nancial applications, the application providers should fur-
ther clarify the confidentiality agreement with users, re-
duce the access to users’ use rights, and clarify the owner-
ship of relevant responsibilities, and ensure the informa-
tion security of users through laws and regulations.

5.4 Comparison with other Evaluation
Methods

In order to explain the characteristics of the proposed
method more intuitively, this paper compares the pro-
posed method with AHP and CMM / CMMI. Among
them, AHP (analytic hierarchy process) is a qualitative
and quantitative evaluation method, which is easy to op-
erate and has certain objectivity, but it is not suitable for
the system with random state; CMM / CMMI is a set
of evaluation method based on software process, and its
evaluation results have long-term reference value for the
management and improvement of the whole software pro-
cess, but the establishment of its evaluation model needs
a lot of manpower and financial resources.

Finally, this paper compares the 3 methods from four
aspects which are usability, objectivity, decision support
and cost. The results are shown in Table 6.

Table 6: Comparison with AHP and CMM/CMMI
Usability Objectivity Decision support Cost

Our Method High High Modest Modest
AHP Modest Modest Low Low

CMM/CMMI Low Low High High

In Table 6, usability refers to the ease of use of the
method. Objectivity refers to the evaluation objective
degree of the method. Decision support refers to the sup-
port degree of the method to the decision. Cost refers to
the cost of adopting this method.

Through the comparison, it can be found that the
method proposed in this paper has advantages in usability
and objectivity. It is a simple, easy-to-use and moderate
cost evaluation method, which can directly and truly re-
flect the privacy security degree of the evaluation object.
Its evaluation results can provide practical data support
for the privacy security protection of mobile applications.

6 Conclusions

In this paper, the privacy security attribute model of mo-
bile applications is established, and the privacy security
measurement is carried out based on information entropy,
and the privacy risk environment is described based on
Markov theory. A steady-state evaluation model of mo-
bile application user privacy security based on informa-
tion entropy and Markov is proposed. Finally, through
the case study, the evaluation results show that the model
can achieve multi-level and multi-dimensional analysis of
mobile application privacy security, so as to provide the
basis for privacy protection of mobile applications. The
model is simple, easy to use, and has good objectivity,
which is of great significance to the research on privacy
security of mobile application. In the future research, the
attribute model of risk is a content that needs to be fur-
ther studied. Only by constantly improving the attribute
model of risk can we provide more accurate reference for
decision-making. On the other hand, it is necessary to
strengthen the dynamic evaluation of security, and intro-
duce the concept of time to dynamically describe the pri-
vacy security of mobile applications, so as to provide more
realistic security evaluation results for decision makers.
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