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Abstract

Human activity recognition HAR has gained tremendous
research attention aiming at understanding the human ac-
tivities in the field of ubiquitous healthcare. Deep learn-
ing has progressively been applied to extract, constructed
features, and train models accurately for high-level data
representations required for medical diagnosis. However,
these deep learning models are affected by efficiency, ac-
curacy and are also confronted with data privacy dilem-
mas. This paper proposes an architecture dubbed S-
PPOC, a combination of batch normalization and poly-
nomial approximation of Rectified Linear Unit (ReLU)
activation function for privacy-preserving classification.
This is to enforce both the confidentiality of the manipu-
lated datasets and the model’s efficiency to address these
problems successfully. With the application of S-PPOC,
the computational evaluator is capable of securely train-
ing a classification model over data encrypted with differ-
ent fully homomorphic encryption schemes contributed by
multiple Data Providers. Our scheme is proven to be se-
cured in the honest-but-curious threat model compared to
other existing cutting-edge privacy-preserving deep learn-
ing models.

Keywords: Batch Normalization; Classification; Human
Activity Recognition; Privacy-Preserving; ReLU Activa-
tion Function

1 Introduction

Human activity recognition [12,24] based on Wireless
Body Area Network [40,41] (WBAN) has gained tremen-
dous research attention in the field of ubiquitous health-
care [17,32]. WBAN [33] as an extension of our tradi-
tional wireless sensor networks (WSN) through Human
activity recognition detects, interprets and monitors hu-
man behavior, activity types and patterns, either occa-
sional or habitual with the aid of wearable devices at-
tached to the human body with the aim of transforming
lives [20, 23, 28]. Numerous real-world applications such

as medical diagnosis [13,24], athletic competition, nursing
and smart homes has exploited and successfully benefited
from the potential of the huge amount of data generated
from these sensor-based human activity recognition.

To provide useful information to data owners and pa-
tients, storage and processing requirements of the massive
amount of data generated by sensor-based HAR systems
still remain an imperative task in the ubiquitous health-
care space. In the scenario of personal healthcare, fitness
records monitored by WBAN [34], specific deep leaning
models are trained on aggregated datasets from different
parties for better representations and accurate diagnosis,
which may be expensive or complicated for a single data
owner to achieve. Fortunately, cloud computing comes
in handy as a novel computing paradigm to eliminate the
need to maintain expensive computing resources, dedicate
storage and software at a nominal management cost. Re-
cently, patients and hospitals have exploited the promis-
ing potential of cloud computing [10,39,45] to remotely
store and train their deep learning models.

Arguable, deep learning models has been applied on
the massive data generated by WSNs [49] through their
low-capacity sensor to efficiently solve the evolving chal-
lenges during big data processing and complex represen-
tations in Human Activity Recognition. However, there
are still prevalent deficiencies confronting HAR models:

1) Better representations of the models requires data
aggregated from different parties which may be ex-
pensive or completed for a single party to achieve.

2) Security [4] of the aggregated datasets.

3) Privacy and security of the model. In addition, sen-
sor nodes of WBAN [48] have challenges with energy
consumption of these wearable devices which is out-
side the scope of this paper.

Furthermore, training of deep learning models requires ac-
cess to the unprotected datasets which is customarily pri-
vacy sensitive. Unfortunately, cloud-based classification
would not be preferred by the data owners without guar-
antee for confidentiality, privacy and security [6,7,16,51]
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of the outsourced datasets. Since the threats in the cloud
jeopardize some of the basic security requirement. There-
fore, it is essential to protect these confidential data be-
fore outsourcing any computation to the untrusted third
party [29,46]. One of the promising solutions is for users
to encrypt their private data before outsourcing compu-
tations to the Data Service Provider (DSP). However,
due to organizational policies mutually untrusted parties
would like to encrypt their data with different fully ho-
momorphic encryption schemes before the untrusted third
party can aggregate encrypted datasets and perform any
computations. The Multi-key FHE [30] offers a suitable
scheme for aggregating the datasets under different keys
in such domains. This powerful scheme has been inte-
grated with deep learning in the pioneering architecture
of [25], known as Multi-key privacy-preserving deep learn-
ing MK-PPDL which built a convolutional neural network
on Multikey fully homomorphic encryption to process in-
ference queries.

Existing endeavors on collaborative privacy preserva-
tion in outsourcing computations are mostly based on
encrypting the datasets with same public keys [21, 22].
Considering a more practical scenario where outsourced
datasets are from diverse locations and parties. For exam-
ple, the network infrastructure of a communication net-
work may belong to multiple providers; Base stations of
a sensor network may be owned by multiple medical in-
stitutions. To be more precise, we are considering the
following scenario in this work.

e For n mutually non-colluding data providers
Py, Py, ,P,, every data owner P;(i € [1,n]) en-
crypt private data with their respective scheme be-
fore outsourcing the ciphertext to a Data Service
Provider before allowing the Computational Evalu-
ator to concatenate the datasets before any compu-
tations are performed.

e Computational Evaluator performs part of the com-
putational classification over the concatenated data.
All contributed data and intermediate results still re-
mains confidential.

e There is no interaction between Data Owners, Data
Services Provider and Data Providers.

e Immediately the classifier is trained, the computa-
tional evaluator can respond to the client query with-
out learning any of the intermediate results.

In this domain, we focuses on multi-scheme privacy-
preserving outsourced deep learning classification over
data encrypted with different encryption schemes or even
different public keys.

The multi-scheme privacy-preserving outsourced clas-
sification models are confronted with three fundamental
issues:

P1. The MK-FHE scheme in [25] was built upon provable
secure NTRU encryption and had a limitation that
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the maximal number of participants in a computa-
tion had to be known at the time a key was generate.
Thus making it computationally expensive and un-
desirable for large-scale deeper neural networks.

P2. Classification over sensitive data is extremely com-
plicated, since it involves additions, multiplications
and the nonlinear (ReLU, Sigmoid) polynomial ap-
proximations, which leads to low efficiency and de-

graded accuracy in practice.

P3. Over the past decade, numerous privacy-preserving
collaborative deep learning frameworks with the
polynomial approximation of activation functions
have been developed [43]. Training is unstable due
to approximated polynomial activation functions but
only support inference. Privacy-preserved training is
considered in [11] which also utilizes polynomial ap-
proximation (e.g. Standard Chebyshev) to outwit
the difficulty of activations. Thus, it suffers from ac-
curacy loss and training instability.

In this paper, we propose a mnovel architecture
dubbed Multi-Scheme Privacy-Preserving Outsourced
deep learning Classification in Cloud Computing(S-
PPOC). This is to resolve the three outlined concerns
in the existing framework [25]. The inherent strategy is
to demonstrate that, Computational Evaluator is capa-
ble of utilizing the outsourced ciphertext for the evalu-
ation of privacy-preserving classification model for deep
neural network with depth greater than two and respond
to Data Requesters predicted query. To end up with a
construction being FHE friendly while keeping accuracy
at a higher level, the multiplicative depth of the deep
neural network is to be maintained reasonable low.Hence,
our technique is much more efficient than the general se-
cure multi-party evaluation [9,25] which is impractical
when subjected to larger number of trails. In addition,
we present a security analysis of our proposed S-PPOC.

We advance the state-of-the-art technique of improv-
ing [9,25] with the following main contributions:

e We propose a secure S-PPOC, which allows the data
analysts to make privacy queries with higher accu-
racy predictions for patient’s diagnosis without leak-
ing sensitive information. In S-PPOC, the mas-
sive amount of HAR datasets from different data
providers are securely stored and aggregated in the
cloud server and can be used to build classifiers with
the aid of the deep neural network. In this setting,
the cloud server is not required to choose a type
of fully homomorphic encryption scheme for data
providers, rather DP can encrypt their data with
their preferred choice of FHE encryption scheme.
With the aid of the classifiers on the cloud server,
data analyst can perform privacy-preserving disease
diagnosis.

e To improve efficiency and circumvent the classifica-
tion errors that dramatically degrade the accuracy
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of the models, S-PPOC combine the polynomial ap-
proximation of ReLU [14] activation function with
batch normalization without information leakage to
facilitate secure outsourced multi-party computation
of ciphertexts.

e To validate the efficiency and accuracy of S-PPOC,
we demonstrate the theoretical analysis and ex-
perimental simulations that indicate the feasibility
and practically secure model required to achieve
the privacy-preserving classification in the semi-but-
honest threat model.

The rest of the paper is organized as follows. In Sec-
tion 2, we provide an overview of the related work. Sec-
tion 3 gives some notations and presents the definition
of homomorphic encryption and classification related to
this paper. The system architecture is given in Section. 4.
The collaborative privacy-preserving classification system
based on the Multi-scheme fully homomorphic encryption
scheme is illustrated in Section 5, while analyzing secu-
rity in Section 6. Finally, the whole paper is concluded in
Section 7.

2 Related Works

Most of the existing privacy-preserving methods in ma-
chine learning are based on secure multiparty (SMC)
computations, fully homomorphic encryption, garbled cir-
cuits or combination of both. Concretely, the structure
of privacy-preserving machine learning can basically be
divided into two main categories:

1) Training phase, which requires an efficient algorithm
to solve the optimization problem by using secure
samples;

2) The classification phase, which predicts the classifica-
tion of new samples. The efficiency of this proposals
strongly depends on the complexity of the deep neu-
ral network i.e. the approximation of the activation
function, number of layers, and number of neurons
per each of the layers for the classification function.

Previous endeavors focused on the first or the second cat-
egories. Our proposed framework is directed towards the
protection of the privacy of the training datasets, param-
eter of the classifiers and the intermediate results.

2.1 Privacy-Preserving Training

Several related works on the problem of privacy-
preserving deep neural network learning [18] have recently
been presented. For example, Graepel et al. established
that some of the basic machine learning algorithms, such
as classification can be computed efficiently over a small
scale encrypted datasets. However, as the input size grows
the efficiency will also be degraded rapidly. Theoretically,
most of the issues confronting multiparty privacy preserv-
ing deep learning can be resolved with the aid of secure
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multi-party computation (SMC) protocols, but the ex-
tremely computational complexities and high communi-
cation usually makes it impractical, whiles the two-party
case is not an exception. In [47], with the adoption of
double homomorphic encryption scheme(BGN), Yuan et
al. proposed a system in which the training phase was
securely delegated to the data service provider for effi-
cient computations in the multi-party scenario. In mul-
tiparty scenario, back-propagation network learning has
been one of the widely used learning methods. In [3,50]
applied BGN in other to support secure computation op-
erations and also realized a high-order back-propagation
algorithm computation model training in data service
provider. Chen et al. [2] also propose a privacy pre-
serving back-propagation network learning algorithm for
two-party scenarios with the use of secure scalar and se-
crete sharing to protect data and the intermediate results
against leakages during the training of the deep neural
network model. Though this scheme is applied in the
two-party settings, however extending it to the multi-
party models might not be trivial. In [43], Takabi et
al. proposed a privacy-preserving back-propagation al-
gorithm for the multi-party deep learning over arbitrarily
partitioned datasets base on BGN homomorphic encryp-
tion. One of the bottlenecks of this scheme is where all
the data owners must stay online and work interactively
do control and noise in the ciphertext and also to decrypt
the ciphertext of the intervening parameters in each iter-
ation.

2.2 Privacy-Preserving Classification

Classification is one of the most fundamental task in deep
learning and data mining, let consider prediction of med-
ical diagnosis with generated data from wireless sernsor
networks [5,19] (WSN), models generated from existing
data and if new patient record are similar to the existing
data used for the model, then we can obtain a correct pre-
diction for the new patients diagnosis. However, informa-
tion from a predictors datasets are sensitive, these include,
temperature, gender, age, medical history and symptoms.
However, to preserve the privacy of the patients datasets,
it is important to propose a privacy-preserving medical di-
agnosis model. Deep neural network model generalization
performance is highly stimulated by the quality and vol-
ume of datasets used in the training process. As a result of
this, privacy-preserving machine learning via secure mul-
tiparty computations (SMC) provides a promising solu-
tion by allowing multiple entities to train various models,
researchers have recently proposed SecureML, CryptoDL,
CryptoML, and schemes for secure delegation of iterative
collaborative machine learning to the third party cloud
servers. In MK-PP, which is the most popular scheme in
the collaborative privacy-preservation deep learning set-
tings is based on multi-key fully homomorphic encryption.
In this scheme data owners encrypts their own datasets
with different public keys and uploads them to the data
service provider whiles the cloud server implement the
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deep learning algorithm by the use of multi-key FHE.
Based on the related works described above, it is ob-
vious that most of the deep learning secure multiparty
based approaches refer to semi-homomorphic encryption
or multi-key fully homomorphic encryption.

The existing major interesting challenges confronting
these scheme is whether all the FHE schemes from the
data providers can be made multi-key to enable deep
learning privacy preservation computations and is it also
possible to homomorphically evaluate a classifier C on a
ciphertext. the adaptation of a classification algorithm to
render it compatible with the fully homomorphic encryp-
tion scheme whiles maintaining accuracy and efficiency.
Lastly, most of the existing deep neural networks and
its utility is very low with non-linear layers more than 2
(since it is predominant in current applications).

3 Preliminaries

This section defines some notations and review some cryp-
tographic scheme used in our architecture. The nota-
tions are listed in Table 1 Fully homomorphic encryp-
tion (FHE) supports meaningful unlimited addition and
multiplication computations over encrypted data with re-
sults of addition and multiplications which is equivalent
to computations over plaintext by the application of the
corresponding ciphertext directly without decryption.

Table 1: Notations of our protocol

Acronym | Description

CE Computational Evaluator

CSp Crypto service provider

(pki, sk;) | Data provider public and secret key
(pko, sko) | CSP public and secret key

C Classifier

C(x,0) Prediction of C with input = and 6

3.1 Homomorphic Encryption

FHE scheme is ¢; = (KeyGen;, Enc;, Dec;, Eval;) with
a Key generation algorithm KeyGen takes a parameter
A as input and outputs a public key pk; and a private
key pk; i.e. (pki, sk;) < KeyGen(\). The encryption
algorithm Enc; takes as input public key pk; and plain-
text x and returns the corresponding ciphertext ¢ i.e.,
¥ < Enc(pk;,z). Decryption algorithm Dec; takes the
private key sk; as input and ciphertext v and returns
x as plaintext, i.e. 1 < Dec(pk;,¢). Evaluation algo-
rithm FEwval takes pk; as input, a circuit C € Cyy, and
a tuple of ciphertext {u1,%s9, -+ ,1,} and returns a ci-
phertext ¢; i.e. ¢ + Eval(pk,C, 11,19, -+ ,1y),such that
C(z1,22, -+ ,xn) = Dec(sk,), where Cy is a permitted
circuit set and v; < Enc(pk,z;), i € [1,n]. The circuits
C(€ C) might be any circuit with different functions.For
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example C is decryption circuit Dj(DeCry). The de-
cryption operation can be performed by the Eval.[] is
therefore bootstrappable in this instance.

3.2 Classification in Machine Learning

Most of the existing machine learning algorithms are ba-
sically used for classification [15]. Classification mod-
els can be categorized into two major phases: inference
stage and decision stage. During the inference stage,
training sets are used to learn a model for the compu-
tation of the feature vectors whiles in the decision stage
these feature vectors are applied for optimal class assign-
ments. On the other hand, classification models can also
be viewed as implementing a set of discriminant functions,
fi(x),- -, fn(z) mapping each input z directly inot one
of the N class labels, denoted by B,, where the input
vector x with k attributes: x = (21,70, - ,x;) € R¥. we
therefore choose B,, if f,(z) = max f;(x), not B,.
Training in the classification algorithm involves two
main groups: supervised and unsupervised. Supervised
classifiers contains targeted features or labels, whiles the
unsupervised classifiers experience a dataset containing
many feature samples helping the algorithm to learning
useful knowledge of the structure of these datasets.

4 Problem Scenario

Consider a scenario in a Ubiquitous healthcare system:
A healthcare center has created a deep learning solution
which is capable of assisting medical diagnosis, financial
discovery and financial review of a patient. Interested
hospitals might want to improve the model and also take
advantage of the services offered by the model. This can
be achieved by contributing their data for the collabo-
rative training of the model. Privacy issues and fear of
reverse-engineering of their solutions increases the unwill-
ingness of the client to send their data to the other parties,
therefore making this server-sided services impossible.

To preserve the privacy of Data Providers data, all
parties would have to crowd-source their data in an en-
crypted form in such a way that only the Data Provider
could decrypt. In this settings the client due to organiza-
tional policies is required to encrypt their data with their
choice of encryption scheme or even keys different from
the other Data Providers. Under a typical encryption
scheme, the organization could not process this input in
any meaningful way.In this domain, basic solution to this
problem would require the Data Provider’s input is not
revealed to the Data Service Provider and the weights of
the model are also not revealed to the client. Data Ser-
vice Provider should be able to support arbitrary deep
models with common operations which include CNN and
ReLU.Our approach is efficient and capable of preserving
the privacy of Data Provider’s data without sacrificing
security or accuracy with the aid of fully homomorphic
encryption (FHE).
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4.1 System Model for S-PPOC

In this section, we give some intuition behind our multi-
scheme privacy-preserving classification in the cloud S-
PPOC. A secured multi-party deep learning model fol-
lows the insight of prior works [25]. In order to offer, con-
fidentiality, privacy and security of the data, parameters
and models of the neural network whiles improving gen-
eralization of the model, we adopt Multi-scheme fully ho-
momorphic encryption, DBLP:journals/iacr/LiL13 (MS-
FHE). We incorporate the idea of outsourcing technique
with each of the Data Providers encrypting their datasets
with their choice of fully homomorphic encryption. Our
protocol consist of the following components and entities.

e Data Providers(DP): Each of the Data providers
P, € [1,n] outsourced their data to the Computa-
tional Evaluator CE for storage and also allow com-
putational operations on these stored datasets. The
datasets may contain sensitive information. The
Data Providers P; € [1,n] encrypts their sensitive
data before outsourcing it to the CE to prevent pri-
vacy leakages.

o Honest-but-curious Computational Evaluator(CE):
Computational Evaluator provides services such as
storage and response to queries for Data Providers
and Data Requestors. CE can basically represent a
medical institution in this scenario. The CE stores
the datasets encrypted with different fully homomor-
phic encryption or even different public keys chosen
independently by the Data Providers. The CE there-
fore aggregates the ciphertext and uses the concate-
nated ciphertext to construct a classification model.
The trained classifier is then used by the CE for data
analytics or predications for the Data Requestors

query.

e Honest-but-curious crypto service provider (CSP):
The Crytpto Service Provider is capable of provid-
ing only crypto services to the Data Requestors. For
example, the CSP is responsible for handling the ci-
phertext and also performs the decryption of the ci-
phertext sent by the CE.

e Data Requestors (DR): The DR is capable of gath-
ering feature vectors of their records. In situations
where DR wants to query the CE for prediction ser-
vice securely, then DP encrypt their queries before
outsourcing to the CE.

The interactive scenario between the entities and compo-
nents is illustrated in Figure 1.

4.2 Threat Model

In this settings the entities involved in the privacy-
preserving process i.e. Data Providers, Data Requestors,
Computational Evaluator and Crypto Service Provider
are expected not to collude with each other. S-PPOC is
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based on honest-but-curious model, in this settings ma-
licious attackers may exist around Data Providers and
steal information during outsourcing of training datasets.
Then, we consider the Computational Evaluator to be
curious-but-honest. During the training process, Com-
putational Evaluator may be curious about participant’s
local datasets. CP may be strictly following the training
protocol whiles trying to violate and disclose participant’s
sensitive information.

4.3 Design Goals

As a privacy-preserving collaborative deep learning
model, S-PPOC allows the Computational Evaluator to
process and construct a privacy-preserving classifier over
the collaborative Data Providers and response to the Data
Requestors prediction queries. S-PPOC should meet the
following requirement to address the security and adver-
sary models:

e C(lassifier accuracy: S-PPOC should be capable of
classifying correctly for every query from the Data
Requestors whiles making accurate predictions with
high probabilities.

e Privacy-Preservation: Provision of privacy guaran-
tee by the system should be assured without disclos-
ing confidential information about Data Provider’s
and the classification model. To achieve this secu-
rity goal, training and prediction stage should be
performed in the encrypted settings. The Data Re-
questor is the only who will be capable of obtaining
the decrypted intermediate results by the application
of the private key after the Computational evaluator
has responded to predictive query. The Crypto Ser-
vice Provider is not known and thereby hidden from
the Data Providers.

o Flexibility: In S-PPOC, crypto service provider is not
a fixed service provider. In this domain, the CSP can
be different parties or institutions publishing their
corresponding different schemes or different public
keys based on different functions or motivations.

5 S-PPOC Scheme

5.1 Main Idea

S-PPOC scheme focuses on the training of a classifica-
tion model over aggregated datasets from multiple Data
Providers with the aim of offering a confidential predic-
tion services for Data Requestors with this classification
model. In this instance, a set of n mutually non-colluding
DPs P, P, .-, P, outsourced their encrypted data to
the CE for storage whiles allowing it to perform some
computational operations on these concatenated datasets.
In other to support the computation over the encrypted
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Figure 1: System model

data with possibly different fully homomorphic encryp-
tion schemes or with even different public keys, Multi-
scheme Fully homomorphic encryption scheme will be
used as our privacy-preserving technique to concatenate
the encrypted dataset from DP before outsourcing to
the Computational evaluator. Application of these out-
sourced concatenated ciphertext enables the CE to con-
struct a classification model whiles storing and maintain-
ing the model in an encrypted form. The classification
model in the CE is therefore ready to respond to queries
from DP.

5.2 Overview of S-PPOC Scheme

This section gives an overview of the S-PPOC scheme
and demonstrate how to achieve the data outsourcing and
secure classification.

e Secure Data Outsourcing: FEncrypted data is been
outsourced to the CE. DP are required to encrypt
their data to preserve the confidentiality of the sen-
sitive datasets based on their choice of Fully Homo-
morphic encryption. In this paper, the method for
the aggregated confidential data processing is based
on [27] €' which is capable of concatenating all the
different public keys into ciphertext under same pub-
lic key.

e Secure training: CE then used the outsourced con-
catenated datasets to build a classification model.
The ciphertext encrypted with possibly different keys
requires the CE and CSP to jointly train the classi-
fication model. The model is stored in an encrypted
form in the CE after classification. CE then uses this
model to provide secure prediction services to the DP

query.

Computational Evaluator CE
denoted as C over encrypted

e Secure Prediction:
run a classifier,

database Enc(X) and returns the result ¢ <+
Evaluate(C, {{pk;1;)}) which is finally send to the
Data Requestor.

e Secure Extraction: One the Data Requestor obtains
a prediction 1 < FEvaluate(C, {(pk;1;)}), the data is
then decrypted with their private key sk; to get the
prediction.

5.3 Detail Design of S-PPOC

This section present a more detailed description of S-
PPOC scheme which is basically divided into three
phases: Privacy-preserving training classified, Generat-
ing Privacy-preserving prediction query from Data Re-
questors, preserving-preserving extracting results. The
overall construction of our scheme is shown in Algo-
rithm 3.

Stage 1: Privacy-preserving training of the classifier.
In this section, we discuss the proposed S-PPOC
model. The main work is directed towards the
training of classifier over encrypted setting with
data contributed from multiple Data Providers
{P1,Py,---,P,}. For example, Alice encrypting
Dby [3], Bob encrypted Dby with [42] whiles Eve
also encrypt Dbz with [8]. In this scenario, all
parties are encrypting their data with different
fully homomorphic encryption scheme. For a lucid
discussion, initially a setup process for all the
schemes is independently initialized and distribute
the system security parameters. Meanwhile, in this
stage, according to different target or motivation,
determine a Crypto Service Provider entity with
special function. Therefore, once the CSP is con-
firmed. It then distribute a public or private key
pairs {pk;, ski}.

In this process, each of the Data Providers in-
dependently generates a pair of public and pri-
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vate keys pk;,sk; < KeyGen(1™). Then they en-
crypts their secrete fields to generate cipher: r; =
pub(r;)||Enc(pkisec(r;). All Data Providers out-
source their encrypted data ¢, along with respect
to encryption key pk; to Computational Evalua-

A

tor. CE construct an encrypted database Enc(X) =
{{pk;,¥;)} from each Data Provider.

Polynomial approximation of ReLU. Our proposed
model S-PPOC for a privacy-preserving classifica-
tion on deep neural network has three major re-
quirements: data privacy, efficiency with reasonably
low multiplicative depth and accuracy which is close
to the state-of-the-art convolutional neural network.
The ReLU function and max pooling functions which
have a high multiplicative depth in the CNN architec-
ture are incompatible with the efficiency requirement
of S-PPOC.

Table 2: Polynomial approximation of ReLU

Degree Polynomials

2 0.1992 + 0.5002X + 0.1997X?

3 0.1995 + 0.5002X + 0.1994X2 - 0.0164X3

4 0.1500 + 0.5012X + 0.29812 - 0.0004X3
- 0.0388X*

5 0.1488 + 0.4993X + 0.3007X? + 0.00033
- 0.0168%

6 0.1249 + 0.5000X + 0.3729X2 - 0.0410X*
+ 0.0016X°

200

RelLU
Our Method

150
100

50

-200 -150 -100  -50 0 50 100 150 200

Figure 2: Approximaiton of ReLU in the 2 degree

In this stage, we modify the CNN model by replacing
the high multiplicative depth layers i.e. ReLU and Max
pooling by a low multiplicative depth polynomial layers
into the CNN model, with reduction in degradation of the
accuracy of the classification. Our aim is to approximate
the ReLU function. We therefore focus on approximating
the derivative of the ReLLU function instead of approxi-
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Algorithm 1: Batch Normalizing Transformation

Input: Values of z over a mini-batch:
B = {x1,--- ,m};Parameters to be
learned:y,

Output: {y; = BN, 5(x;)}

pg < =S, x; // mini-batch mean

2

0% = >0 (@ — pp)? // mini-batch variance

& o (zi—pp)

33 \/U?ﬁ*s
Yi < YZ; + = BN, g(z;) // scale and shift

// normalize

mating the ReLU function. The derivative of the activa-
tion function is like step function and is non-differentiable
in point 0. In situations where the function is contin-
uous or non-infinitely differentiable function we can ap-
proximate it more accurately. We therefore simulate the
structure of the derivative of the ReLU function. Sigmoid
activation function is bounded, continuous and infinitely
differentiable function, it’s structure is like the derivative
of the ReLU function in the large intervals. We therefore
approximate the sigmoid function with the polynomial,
find the integral of the polynomial and use it as the ac-
tivation function. To achieve our goal, we combine the
polynomial approximation of the ReLLU with batch nor-
malization [14] whiles replacing the max-pooling by the
sum-pooling which has a null multiplicative depth. On
the other hand, before each ReLU layer, we add a batch
normalization layer in order to have a restricted stable
distribution at the entry of the ReLLU. The batch normal-
ization layers are therefore added to the training and the
classification stage to avoid high accuracy degradation be-
tween the training stage and the classification stage due
to numerous modifications to the CNN model.

Our proposed S-PPOC proposed scheme is a compo-
sition of privacy-preserved feedforward propagation (Al-
gorithm 2) and backpropagation (Algorithm 3) with the
details in Algorithm 3.

Stage 2: Generating Privacy-preserving prediction
query. On receiving the query C from the Data
Provider, the Computational evaluator generates
a response by evaluating the query on the en-
crypted ciphertext. Using Evaluate algorithm,
where the circuit C being evaluated is the query.
This yields an encryption of the results of the
deep learning process:p; < Fwvaluate(C, Enc(X))
= Evaluate(C, {{pki, Vi) }i=1, n-|-

Stage 3: Privacy-preserving extracting result.
Once the transformed query results have been
computed, the Computational Evaluator sends it
back to the DP. When the Data Provider receives
the encrypted query. The ciphertext v; decrypts to
C(X). with Decrypt(sky,--- , skn; ) = C(X).
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Algorithm 2: Privacy-Preserved Forward Propa- Algorithm 3: Privacy-Preserved Backpropaga-
gation tion

Input: {11, s, -, thn} = Enc(X) ¢ = Input : (X) {W!, W20, 0°};2%, 2% 0%, 0%
(WL w2 bt v}, Output: ¢ = {W', W20, 5%}
Output: 22,2342, a° 1 fori=1,2,- ,imaes do

1 fori=1,2,- - imne: do 2 for ezample = 1,2,--- ,N do

2 fori=1,2,---,(n—1) do 3 fori, =1,2,--- I x--- Iy do

3 Compute; 4 Calculate;

3 3 3
|| s =W X g o = (@ - (1 -0
5 LixIpx--xIn  (3) _\ (2 _
5 a%é%,z e = ((2%1]2 gn )i o ZIJ 1 9ij(a; Yi) O g =
6 =W @ e : o® ()
21112“- " g (:j)_ ne (3) (lzl zz:wAJIJQ ]n 1122 7'7L)'f/( J1j2- ]n)
7 h(ZIZZ %z)Wb(X) = 0’1112 f(ZZIZZ Z'L). ’Lnl— 1 2 B IN
8 | call Algorithm 3 for backpropagatlon Abfz)z _ Abnlz + a-l(f)i)zmin
Aw? =
Wiigingijz-in
Ap? T L@@
6 Security Complexity Analysis N ’””Xb i ]j:;éif 41”2
J1jz2 - Jn Jij2 +dn J1J2 - *Jn
1

The privacy characteristics of S-PPOC is analyzed against Aw]1;2 Gindrizin —

possible attacks by various entities involve in our privacy- A J(1J2 nivigein T Tivigein ° gj(f;,z__j”

preserving model. We define the semantic security as fol- -

lows: W:W_U'(NA“));

7 gb:b—n-(%Ab);

Definition 1. (Semantic Security(SS), IND-CPA). A
public-key encryption scheme ¢ = (KeyGen, Enc, Dec)
is semcmtically secure, if for any stateful PPT ad-
versary A = (A1, As), its advantage AdvS5(K)

|Pr[Exp2S (K) = 1] — 1] is negligible, where the ezper-
iment Exp?S (K) is defined as follows:

Exp2% (K)

b+ 0,1

(pk, sk) < keyGen(1%)
(mg, my) + A1(pk)

¢  Encpr(mp)

b Ay(c)

if b =b. return 1:
else, return 0

The messages mg,m; are called chosen plaintext,
whiles ¢ is called the challenge ciphertext. The length
of two messages are required which must be equal, i.e.
|mo| = |ma|. If the messages length is not equal. If the
message length is not equal, Ay can pad the shorter mes-
sage into the equal length of the other. Thus, from the
Definition 1, a property of semantic security can be ob-
tained as follows

Property 6.1: Given the ciphertext, any computation
be efficiently performed on the plaintext, can also be
efficiently performed with the ciphertext.

Honest-but-curious crypto service provider. For
the honest-but-curious crypto service provider CSP,
it uses the private key sk; to get blinded plaintext.
Since the CE randomly chooses some randomness as
blinded factor, and adds it to a fully homomorphic
ciphertext before outsourcing to the CSP. Hence,
CSP cannot gain any additional information on the
blinded ciphertext.

Honest-but-curious computational evaluator.
We therefore give a security analysis for our
proposed model S-PPOC, proving that it is se-
mantically secure.We assume that an adversary A
chooses two plaintexts mo = (mo1,mo2, ", Mok),
my = (mi1,mia, -+ ,my) € P = 1[0,1], and some
circuit C € C with size k = play(k).

Then A sends two plaintext mg, m; and circuit C to the
honest-but-curious computational evaluator CE (the chal-
lenger). The DSP tosses a fair coin b € [0.1], and out-
puts ¥* <« Fwvaluate(C, pk;, Vi, Yb1, Yb2, - ,Ypk) Where
xp; < Encrypt(pk, my;). However, A knew the encrption
xp; and circuit C, it then compute the Evaluate. This
shows that the role of A and C'E are the same. The
CE only guesses the encrypted plaintext correctly with
negligible advantage, even though some of the encrypted
datasets are stored with the same plaintext. Based on the
Property 6.1 we obtain the following theorem.

Theorem 1. The S-PPOC scheme represented in Sec-
tion 5 is semantically secure, if only the uderlying public
encryption scheme is semantically secured.
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Algorithm 4: Overall Scheme of S-PPOC
Input: {mq,ma, - ,my,}, {WL, W2 bl bv?};
iteration, ., learning rate n
Output: ¢ = {W W2 bl b2}
1 Data Provider P; (i € [1,k]) does:;
2 Initialize the Models parameters randomly;
3 Sample a key tuple:(pk;,sk;,ek;) < KeyGen(1¥) ;
4 Encrypt private data objects: m; Wi(J )
Vi pub(mi')HEnc(pk,-, sec(m;)) d; +
Enc(pk;, W), g < Enc(pki, t:);

5 Crowdsource the private data to Data Service
Provider:(pk;, ek;, ¥, d;, gi);

6 Data Service Provider: Enc(X) £ {{pk;, )} an
encrypted database which is the aggregation of
public keys and ciphertext tuples. Execute
Algorithm 2 and 8 over the ciphertext domain;

7 Update the encrypted parameters: ¢ =
{wt, w2t 0%}

8 Send the learning results v* to the Data providers:;

9 The Data providers P;, Ps,--- , P, do:;

10 The Data providers P;, Ps,--- , Py jointly run a
secure multiparty protocols to calculate ;
11 Evaluate(C), {(pk:, ¥i)}

In this paper, our proposed S-PPOC scheme will allow
multiple data providers to outsource fully homomorphic
ciphertext to a computational evaluator CE for storage
and privacy-preserving data processing. Data Providers
encrypt their datasets with different fully homomorphic
encryption schemes to preserve the confidentiality of the
private data. The application of the S-PPOC scheme in-
volves the use of CSP and CE to collaboratively train a
classification model over the datasets from these differ-
ent entities. This classification model is stored in the en-
crypted form in CE. Which will be used to provide query
response services for the Data Requestors.

7 Performance Evaluation

Our prototype is implemented in PySEAL [44]. PySEAL
is python wrapper for the Microsoft Research’s homomor-
phic encryption implementation, the Simple Encrypted
Arithmetic Library (SEAL) homomorphic encryption li-
brary. The implementation of our privacy-preserving deep
learning training model and classification were conducted
on a computer NVIDIA GeForce GTX 780M 4096 MB
@ 3.4 GHz, Intel Core i5 and 16 GB 1600 MHz DDRS3
RAM and installed with Ubuntu Server 16.04 64-Bit Ver-

sion.

7.1 Datasets

In this paper, the training and testing datasets are chosen
from four benchmark datasets encrypted and outsourced
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to the cloud representing the typical problem of human
activity recognition.

SBHARPT: SBHARPT |1, 37] is publicly available
at [36]. The human activity recognition signals are
generated with smartphones with embedded triax-
ial accelerometer and gyroscope. This devices are
placed on the waist and with a constant frequency
rate of 50Hz to collect 12 different kinds of activity
signals such as walking, walking downstairs, walking
upstairs, sitting, standing and laying. and 6 possible
activity transitions: stand-to- sit, sit-to-lie, lie-to-sit,
sit-to-stand, lie-to-stand and stand-to-lie. There are
815,614 records of sensor data.

OPPORTUNITY: Dataset from the opportunity [38]
activity recognition is a composition of atomic ac-
tivities generated with a sensor-based environment
in excess of 27,000. Opportunity dataset comprises
of recordings of 12 subjects with the application
of 15 networked sensor systems with 72 sensors of 10
modalities, integrated into the WBAN attached to
the human body. This experiment we consider the
sensors on the body, which include initial measure-
ment units and 3-axis accelerometer. FEach of the
sensor channels are therefore treated as an individ-
ual channels with a total of 113 channels. Opportu-
nity dataset captures different postures and gestures
whiles ignoring the null class. This is a composition
of 18-class classification problem.

PAMAP2: PAMAP2 [35] physical activity monitoring
dataset contains based on 18 different physical activ-
ities such as cycling, walking, Nordic walk, dancing,
lie, sit, stand, run, iron, vacuum clean, rope jump, as-
cend and descend stairs, playing soccer were recorded
from 9 participants (1 female and 8 males). In addi-
tion, a variety of leisure activities such as computer
work, fold laundry, watch TV, drive car, clean house.
The gyroscope, Accelerometer, magnetometer, tem-
perature and heart rate data were recorded by 9
subjects wearing 3 inertial measurement unit with
a heart rate monitor. The 3 calibre wireless inertial
measurement units (IMU) with a sampling frequency
of 100Hz: 1 IMU is placed over the wrist on the dom-
inant arm, 1 IMU on the chest, and 1 IMU also on
the dominant side of the ankle. The HR-monitor
with a sampling frequency of 9Hz is therefore used
to monitor the system over 10 hours.

7.2 Comparison Evaluation

In this section, with the consideration of privacy-
preserving of human activity recognition applications, we
apply our proposed S-PPOC model on the above men-
tioned public datasets. We compare our result with ex-
isting privacy-preserving deep neural network models and
classifiers in terms of communication overhead and com-
putational cost. The existing approaches are also based
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on secure multi-party computations and fully homomor-
phic encryption.

Recently proposed schemes based on secure multiparty
computations algorithm are [31] and [11]. Mohassel et
al. presented SecureML which enables data providers
distribute the private data among the two non-colluding
servers in a distributed setting therefore falling under the
two-server model where diverse neural network models are
evaluated on the collaborative data using secure two-party
computation. The authors use Yao’s Garbled Circuit to
securely perform deep learning. Two of the most impor-
tant advantages of this setting are that,

1) Data owners can distribute their data inputs among
the two non-colluding servers in the setup phase with-
out engaging in any future computations.

2) It also benefit from a combination of efficient meth-
ods for Boolean computations such as the garbled
circuits and oblivious Transfer extension and arith-
metic computations.

They perform experiments on Arcene and MNIST
datasets and report the results. As presented in Ta-
ble 3 and Figure 3, S-PPOC significantly outperforms [31]
and [11] in all aspects. It is important to note that, [26]
decided to keep the computational cost and the commu-
nication cost of the data providers at a minimal level.
The proposed algorithm classifies one instance at each
prediction round. S-PPOC on the other hand is capa-
ble of classifying a bath of instances in each round with
size 6152MB or larger.

To provide a fair comparison, we implemented the deep
neural network with 2 hidden layers with 128 neurons in
each of the layers without any convolutional layers us-
ing S-PPOC. In a 100 instances they reported 16 seconds
as their running time whiles S-PPOC reported 10 sec-
onds. By increasing the input batch size, the running
time increases sub-linearly in [31] and [11] whereas in S-
PPOC, the running time remains the same even when
the input batch size becomes larger. Furthermore, S-
PPOC does not require any communication between data
providers and the cloud server for the provision of privacy-
preserving predictions.

Table 3: Comparison with the state-of-the-art framework

Models SBHARPT PAMAP2 OPPORTUNITY
31] 0.863 0.87 0.84

[11] 0.915 0.906 0.901

[26] 0.920 0.916 0.922

S-PPOC  0.954 0.935 0.955

Generally, existing secure multi-party deep learning
privacy-preserving solutions have one of the biggest com-
munication overheads since such schemes requires an in-
teraction between the data providers and cloud server for
the secure computations. [31] has a huge communication
cost of 595.55MB for a relatively small convolutional neu-
ral network where as S-PPOC is only 257.4MB for the
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Figure 3: Performance comparison of S-PPOC with state-
of-the-arts models on public datasets

same work. Note that since the data providers participate
in the training of the model and the computations, infor-
mation about the deep neural network model may possi-
bly be compromised. For example, the data providers can
learn information such as the structure of the layers, ac-
tivation functions and the number of the layers therefore
demonstrating the potential for security breaches.

8 Conclusion and Future Work

In this paper, we propose a S-PPOC scheme will al-
lows multiple human activity recognition data providers
to outsource fully homomorphic ciphertext to a compu-
tational evaluator CE for storage and privacy-preserving
data processing. Data Providers encrypt their datasets
with different fully homomorphic encryption schemes to
preserve the confidentiality of the private data. The ap-
plication of the S-PPOC scheme involves the use of CSP
and CE to collaboratively train a classification model over
the datasets from these different entities. This classifica-
tion model is stored in the encrypted form in CE. Which
will be used to provide query response services for the
Data Requestors.
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