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Abstract

Risk assessment can help understand network security.
This paper mainly analyzed the analytic hierarchy pro-
cess (AHP) method, improved the AHP method with the
fuzzy operator, applied the improved AHP method to risk
assessment, and took a local network as an example to
evaluate its network security risk. The results showed
that the probability of low risk in the network was the
highest, 28%. Among the indicators established, the more
important ones were transmission relay failure, software,
and hardware failure, no data backup, etc.. The above
aspects should be strengthened in the network security
construction. The experimental analysis results verify the
effectiveness of the improved AHP method in risk assess-
ment, which provides some reliable bases for the formula-
tion of defense strategy.

Keywords: Analytic Hierarchy Process; Fuzzy Operator;
Network Security; Risk Evaluation

1 Introduction

With the popularity of the Internet [8], it plays a more and
more important role in people’s life and work and provides
great convenience to many fields, such as politics, econ-
omy, entertainment, etc. [2]; however, the issue of network
security is also becoming more prominent: the number of
spam mails increases rapidly, harmful information spreads
faster, and the attack means of hackers also becomes more
complex and diversified [10]. The increasing network se-
curity incidents have brought a great threat to society and
the economy, and the network security issues have been
paid more attention to by researchers [5,7,15,20].

Risk assessment can help managers understand the cur-
rent and future risks of the network [1] and provide some
reliable bases for establishing defense strategies, which are
more conducive to the safe operation of the network. The
method of risk assessment has also been widely concerned

by researchers [14]. Xu et al. [22] designed a method
based on non-cooperative differential game theory, which
regarded the process of risk assessment as a differential
game of optimal resource control. The experiment found
that the method was feasible. Deng et al. [4] proposed a
method based on the rough set and gene expression pro-
gram to mine security risks and predicted and analyzed
risk levels. The experiment showed that the method had
a high mining efficiency and strong practicability.

Wang et al. [21] improved the factor analysis of infor-
mation risk (FAIR) with the Bayesian network and ob-
tained a FAIR-BN model. The experiment showed that
the model was more accurate, flexible and extensible, and
had the potential to provide solutions for decision-making.
Based on the network penetration test, Sun et al. [19] gen-
erated an attack graph, calculated the attack probability
of the atomic node, used the Markov chain to calculate
the attack transition probability, and selected the best
attack path to realize the evaluation of network security
risks. The simulation results showed that the method
could make an objective response to the actual situation
of the network. Based on the analytic hierarchy process
(AHP) and fuzzy operator, this paper designed an im-
proved AHP method, applied it to risk assessment, and
made an experimental analysis to understand the reliabil-
ity of the method. This paper makes some contributions
to the better realization of network security.

2 Risk Assessment Method

At present, the commonly used risk assessment methods
can be divided into four types.

1) Qualitative analysis method: Based on the work ex-
perience and theoretical knowledge of the assessors,
the risk level is divided according to some evaluation
standards and similar cases in the past. However,
this method generally has strong personal subjectiv-
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ity. The specific methods include the historical com-
parison method, expert evaluation method [25], etc.

2) Quantitative analysis method: Risk factors were rep-
resented by specific values. With strong objectivity,
this method can help people to observe and analyze
the evaluation results clearly. The specific methods
include fuzzy comprehensive evaluation method [24],
back-propagation (BP) neural network [23], grey
model [3], ete.

3) Qualitative and quantitative analysis combined
method: The quantitative method is applied for
quantifying the risk factors that can be quantified,
and the qualitative method is used for analyzing the
factors that cannot be quantified. The combination
can more comprehensively describe the whole evalu-
ation process.

4) Model evaluation method: The method evaluates the
whole system with the model analysis tool. This
method can find out the unknown vulnerable points
and the security risks in the system. The spe-
cific methods are information flow model, fault tree
model [17], graph model [13], etc.

The risk of network security involves software, hard-
ware, environment, etc. [6], which is generally analyzed
from three aspects. The first aspect is assets. Assets re-
fer to valuable information, data, and resources, and risk
assessment is related to the importance of assets. The
second aspect is threats. Threats refer to the possibility
of causing negative impacts on assets based on weakness,
for example, threats from viruses and hackers. Risk as-
sessment is related to the possibility of threats. The third
aspect is vulnerabilities. Vulnerabilities refer to the weak
links of assets that may be threatened, such as the de-
ficiency of network software, hardware and defense mea-
sures. Once the deficiencies are used, assets will be dam-
aged. Risk assessment is related to the severity of vulner-
abilities.

3 Improved AHP Method
3.1 Basic Principle of AHP

AHP is a multi-criteria decision-making method [16]. In
the risk assessment of network security, many factors are
difficult to quantify; therefore, it is necessary to adopt
appropriate methods to evaluate the importance of these
factors to realize the assessment of network risk. There
are four steps in AHP.

1) Building a hierarchical structure model:
Building a model aims to analyze the risk problem in
detail. Generally speaking, the model includes three
layers, as shown in Figure 1. The target layer has
only one element, which is the predetermined goal
of the problem. The criterion layer refers to a se-
ries of intermediate links involved in achieving the

goal. The scheme layer is the optional scheme and
measures needed to achieve the goal.

Target A

Criterion B,

Criterion B,

Criterion B

Scheme

cl.'

Figure 1: A hierarchical structure model

2) Establishing a judgment matrix:
AHP requires to calculate the relative importance of
different factors layer by layer and quantify it into a
judgment matrix. For example, scheme B is associ-
ated with criterion A of the last layer. The judgment
matrix can be written as:

bll b12 e bln

bar  baa -+ bog
AB =

bnl bn2 T bnn

where b;; is the importance of b; and b; relative to
A. AHP adopts the Saaty1-9 scale to quantitatively
describe the value, as shown in Table 1. The value
can be obtained through the Delphi method.

3) Calculating single hierarchical arrangement:
Firstly, all the elements are normalized; then, they
were added up according to the row, and w; =
2?21 b;j is obtained, where w; refers to the feature
vector of the matrix and b;j is the element obtained
after normalization. w; is normalized again, and
weight w; = % is obtained. The weight of every
layer is calculated; then, the result of a single hier-
archical arrangement is obtained. However, in the
actual calculation process, there may be some incon-
sistency in the matrix; thus, it is necessary to check

the consistency of the matrix after the calculation.

Firstly, a consistency test index (CT) is established,
CIl = ’\";jjl_”, where Apax refers to the maximum
feature value of the matrix. CR = % is calculated,
where RI refers to the average random consistency
index. The values given by Satty are shown in Ta-
ble 2. If the calculated result is CR < 0.1, the matrix
has consistency; otherwise, the matrix needs correc-

tion.
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Table 1: The Saaty1-9 scaling method
Importance scale \ Explanation
1 b; is no less important than b;
3 b; is a little important than b;
5 b; is significantly more important than b;
7 b; is strongly more important than b;
9 b; is extremely more important than b;
2,4,6,8 The median values of the above judgment
Reciprocal The ratio of the importance of b; to the importance of b; is bj; = 1%-
ij
be written as:
Table 2: Comparison table of consistency check
fve(x)  fo(w)  fu(xr)  fa(xr)
| Matrix Order [ RI | far(zn)

1 0
0
0.58
0.90
1.12
1.24
1.32
1.41
1.45

O 00| | O U x| W N

4) Calculating total hierarchical arrangement:
After calculating the single hierarchical arrangement
and performing a consistency test on the matrix of
each layer, all the factors of every layer are calcu-
lated. Based on the combined weight of the tar-
get layer, the total hierarchical arrangement is per-
formed.

3.2 Improved AHP

AHP can not directly estimate the risk level. This pa-
per improves AHP with the fuzzy operator. In the risk
assessment, the risk is divided into five levels, namely
very low (VL), low (L), medium (M), high (H), and very
high (VH). The membership of different indicators is rep-
resented by the Gaussian membership function, and the
formula is as follows:

2

fVL(x) = e_m
(x—0.25)2

fL(x) — ei 2x0.12
(z—0.5)2

fu(z) = e 2xo012
(2—0.75)2

fu(x) = e 2xo01?
_(@-1?

fVH(I) = e 2x0.12

Then, the membership matrix of the criterion layer can

Jvo(zn)  fo(zn)

Foo(em) fo@m) far(em) fulem) Fonem)

According to the criterion layer weight W; and matrix
R;, a fuzzy evaluation matrix is obtained:

Di:WiXRi

According to the level one fuzzy comprehensive evaluation
matrix and based on the target layer weight W, a level
two membership matrix is established, written as:

_ Sl
Sa

L Sn

[ W1 XD1
W2XD2

| Wn x Dy,

The level two fuzzy comprehensive evaluation matrix of
the target layer can be written as:

A=W x S,

i.e., the final risk level.

4 Experimental Analysis

Taking a local network as an example, the improved AHP
was applied to the risk assessment of network security.
The risk level has five levels, and the division is shown in
Table 3.

First of all, the corresponding hierarchical structure
model needed to be established. Considering the as-
sets, threats, and vulnerabilities of the network, the cor-
responding scheme layer indicators were determined. A
total of 15 indicators were determined. The established
model is shown in Table 4.
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Table 3: Risk classification

Value-at-risk | 0-0.2 | 0.2-0.4 | 0.4-0.6 | 0.6-0.8 | 0.8-1

Level VL L M H VH

Five network security experts were invited to deter-
mine the weight. First, the judgment matrix of the crite-
rion layer relative to the target layer was established by
the 1-9 scaling method, as shown in Table 5.

According to Table 5,

1 1/3 5
AB = 31 7
1/5 1/7 1

Through calculation, the maximum feature value Ayax
of the matrix is 3.06, and the RI value is 0.52; then, its
consistency indicator is:

CI  3.06-3

CR=31= 31

= =0.03 < 0.1,
RI
which shows that the obtained matrix satisfies the con-
sistency. After normalization, the weight of each layer is
obtained:

Ci = 028
Cy = 0.65
Cs = 0.07

, , - The weight of each layer is calculated one by one
using the same method. After the consistency test, the
final results are shown in Table 6.

It was seen from Table 6 that the weight of threat was
the largest in the criterion layer, followed by asset and
vulnerability, which indicated threat brought the greatest
risk in the network and was the most important in risk
assessment. Among the indicators of the scheme layer,
in addition to the three indicators related to assets, the
indicators with higher weight were C6 (transmission re-
lay failure), C11 (no data backup), and C12 (no relay link
protection), which indicated that these indicators had im-
portant impacts on the risk in the risk assessment.

Then, the experts evaluated the indicators and took
the average values. The results are shown in Table 7.

According to Table 7, based on the level one fuzzy com-
prehensive evaluation, the evaluation results of different
risk factors are obtained:

B; = (0.150.22 0.15 0.31 0.07)
B, = (0.17 0.32 0.21 0.08 0.01)
Bz = (0.17 0.21 0.22 0.09 0.04)

On this basis, the total fuzzy evaluation results are cal-
culated. Finally, the risk evaluation result of the network
is:

A = [0.17 0.28 0.15 0.08 0.02].

018

The probability of risks in this network is shown in Fig-
ure 2.
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Figure 2: Network security risk level

As shown in Figure 2, the probability of the very low
risk in the local network was 17%, the probability of the
low risk was 28%, the probability of the medium risk was
15%, the probability of the high risk was 8%, and the
probability of the very high risk was 2%. Overall, the
probability of the low risk in the network was the high-
est, but there was also the possibility of the high risk.
Therefore, it is necessary to strengthen the protection of
the network and realize the safe operation of the network
through technologies such as intrusion detection.

5 Discussion

Network security refers to protecting network hardware,
software, and information data from being damaged or
leaked due to unexpected and malicious factors to en-
sure uninterrupted network service. For network security,
many technologies and methods have been applied, such
as firewall [18], intrusion detection [9], situation aware-
ness [11], data encryption [12], etc. However, before ar-
ranging these methods, the security risk of the network
needs to be evaluated first to understand the security sit-
uation of the network better and make a reasonable ar-
rangement.

In this study, the AHP method was improved to make
it have a good application in the network security risk as-
sessment. An experiment analysis was carried out by tak-
ing a local network as an example. The evaluation results
of the improved AHP method showed that the network
assets had an important impact on the network security,
and the probability of the high risk in assets was highest,
31%, and the weight was 0.28. The above results showed
that the protection of assets was a very important part
of network security. From the perspective of threat, it
was found that the most important threat was transmis-
sion relay failure. In the local network, its transmission
depended on the transmission network. However, due to
the mismatch of optical power, the transmission process
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Table 4: The hierarchical structure model
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Target layer

‘ Criterion layer ‘

Scheme layer

Network security risk assessment index system A

Deliberate theft C1

Asset Bl Deliberately tamper with C2
File missing C3
Hardware and software failure C4
Operation failure Ch

Threat B2 Transmission relay fault C6

Malicious code C7

Hacker attacks C8

Equipment aging C9

Unprotected core disk C10

No dada backup C11

Vulnerability B3

No relay link protection C12

Insufficient anti-virus measures C13

Insufficient anti-attack capability C14

Multiple links are connected by C15

Table 5: The judgment matrix of level one indicators

Table 7: Expert risk assessment results

Assessment Results

VL L M H VH

0.12 | 0.24 | 0.57 | 0.05 | 0.02

0.33 | 0.25 | 0.31 | 0.07 | 0.04

0.18 1021 041 | 0.1 | 0.1

0.22 | 0.44 | 0.21 | 0.08 | 0.05

0.23 | 0.31 | 0.23 | 0.15 | 0.08

0.05| 0.2 | 0.2 | 0.55 0

0.26 | 0.25 | 0.27 | 0.15 | 0.07

0.31 | 0.27 | 0.25 | 0.09 | 0.08

022 1026|024 | 018 | 0.1

0.07 | 0.45 | 0.21 | 0.21 | 0.06

0.05 | 0.12 | 0.11 | 0.67 | 0.05

0.08 | 0.11 | 0.05 | 0.48 | 0.28

0.21 | 0.23 | 0.22 | 0.21 | 0.13

0.22 | 0.21 | 0.25 | 0.18 | 0.14

0.23 | 0.21 | 0.24 | 0.15 | 0.17

[ [ B1]B2[B3]
B1 1 1/3 | 5
B2 | 3 1 7
B3 [1/5|1/7| 1
Scheme
Layers
C1
C2
C3
Table 6: Determination of indicator weight C4
Ch
| Criterion layer | Weight [ Scheme layer [ Weight | 6
C1 0.33 C7
B1 0.28 C2 0.33 C8
C3 0.33 C9
C4 0.22 C10
Ch 0.16 C11
B2 0.65 C6 0.32 12
Cc7 0.15 C13
C8 0.15 Cl4
C9 0.11 ik
C10 0.09
Cl1 0.27
B3 0.07 C12 0.25
C13 0.05
Cl14 0.05
C15 0.18
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might be interrupted frequently. Also, with the develop-
ment of urban construction, the growth of construction
engineering has aggregated artificial cutting, which led to
frequent transmission failures. Another threat with high
weight was hardware and software failure; therefore, in
the construction of network security, it is necessary to re-
place the damaged equipment in time and increase the
maintenance and management of network equipment to
reduce such risks.

Overall, for network threats, the probability of the low
risk was the highest, 32%. Finally, from the perspective
of vulnerability, it mainly showed the possibility of the
medium risk, 22%. The relatively important vulnerabili-
ties are “no data backup” and “no relay link protection”.
Therefore, it is necessary to strengthen the management
of these two items, i.e., setting up a good protection link
for the relay link in the network and strengthen the data
backup, to reduce the security risk of the network. On
the whole, the overall risk of the local network studied
was low. According to the results of risk evaluation, the
proposed network security measures include:

1) Reducing the human-made cable damage to avoid
transmission relay failure;

2) Strengthening the backup of important data;

3) Improving the ability to prevent viruses and attacks
and deploying the corresponding firewall and intru-
sion detection system.

In this study, although some achievements have been
made in the research of network security risk assessment,
there are still some shortcomings, which need to be solved
in future workd. For example, the division of risk hier-
archy should be divided in more detail to more compre-
hensively describe the security risk of the network; the
AHP method should be further optimized to reduce the
subjectivity of expert evaluation; the correctness of the
method should be verified in more data sets.

6 Conclusion

Aiming at the risk assessment of network security, this
study designed an improved AHP method and applied it
to a local network. Through an evaluation by the im-
proved AHP method, it was found that the probability of
the low risk in the network was high, 28%, followed by
the very low risk, 17%. Then, according to the risk of the
network, the network security measures were discussed.
The results show that the improved AHP method has a
good performance in risk assessment and can be further
promoted and applied in practice.
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