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Abstract
As an important access control technique, k-times anonymous authentication (k-TAA) plays a vital role in ecoupon and e-bill. It allows a user to anonymously authenticate himself to a remote server a bounded number of times. However, most of the existing k-TAA
schemes require heavy computation, which brings a challenge to resource-limited devices. In 2018, Tian et al.
proposed a privacy-preserving remote user authentication
with k-times untraceability. Unlike the traditional k-TAA
schemes, Tian et al.’s is more suitable for mobile devices
due to avoiding expensive pairing operations. And they
claim that their scheme provides user authenticity and
k-times untraceability. Unfortunately, in this paper, we
find that their scheme is insecure by analyzing it. Their
scheme can neither prevent a malicious user from passing
the authentication nor trace the identity of a dishonest
user authenticating for more than k times. Finally, the
corresponding attacks are given.
Keywords: Anonymity; Attack; Authentication; User Privacy

1

Introduction

The development of internet makes it possible that people enjoy the service of remote providers. In the past few
decades, various online applications and services emerged.
In the most typical online service, users need to interact
with a server. The first step of interaction is user authentication. Before opting for services, a user has to
authenticate himself to an authentication server, and the
server saves this user’s identity into its database. However, in some cases, identity is a part of the users’ privacy
information that should be protected. In this situation,

anonymity is one of the fundamental security properties
that a secure system should provide. In order to preserve
the privacy of users, anonymous remote user authentication is proposed and applied in a lot of fields [6, 7, 11, 14].
It allows users to anonymously authenticate themselves to
a remote authentication server. To improve anonymous
remote user authentication, researchers have exploited
many cryptographic techniques in it, such as group signature [1], blind signature [8, 10], and ring signature [19].
However, sometimes the anonymity of users may bring
harm to the system. For example, in the e-coupon system [5, 9, 20], for any customer who purchasing goods in
a shop, the merchant can grant an electronic coupon as a
bonus to the customer. To benefit from the service, a dishonest user may redeem this electronic coupon for more
than the predetermined number of times. In this case,
the service provider should be able to trace this dishonest
user and obtain his identity. However, most of existing
anonymous remote user authentication schemes neglect
traceability against the dishonest users.
To address this issue, Teranishi, Furukawa and
Sako [15] proposed k-times anonymous remote user authentication (k-TAA) scheme. It is a fine-grained method
of privacy-preserving which enables users to anonymously
authenticate themselves for a bounded number of times.
If a dishonest user authenticate himself beyond the predetermined number of times, he will not remain anonymous,
which means the service provider can immediately trace
the identity of him. However, k-TAA can not support that
a service provider control over giving users access permission to his service, so it is not flexible enough. Shortly
after that, in order to make service providers have better control over their users, Nguyen and Safavi Naini [13]
proposed dynamic k-TAA scheme, which allows service
providers to grant and revoke the access of registered
users. Dynamic k-TAA allows service providers to restrict
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access to their services based on not only the number of
times, but also other factors such as expiry date. So it
can be used in a much wider range of realistic scenarios.
Later on, Nguyen [12] proposed an efficient dynamic
k-TAA scheme, where computation and communication
costs are constant and do not depend on the limited number k. After that, a lot of schemes [3, 4, 16, 18] that focus
on reducing the computation and communication costs of
k-TAA are proposed. In 2006 , Au et al. [2] optimized
Nguyen’s dynamic k-TAA scheme and reduced time complexity from O(k) to O(log(k)).
Although k-TAA and dynamic k-TAA realize the
anonymity in authentication and k-times untraceability
against dishonest users, how to apply them to mobile
devices is still a challenge. With the breakthrough of
some key technologies in communication (e.g. 5G), people tend to rely on mobile devices, such as smartphones.
These devices are low-power and limited resources, which
means they can not handle complex cryptographic operations. However, most of existing k-TAA schemes require
certain computation-intensive operations such as pairing
and proof of knowledge. Therefore, it is infeasible to simply apply k-TAA schemes to these weak devices with low
performance.
Recently, tian et al. proposed a privacy-preserving
remote user authentication with k-times untraceability
scheme [17], which avoids expensive pairing operations
and makes it possible to apply to mobile devices. They
claimed that their scheme supports user authenticity and
k-times untraceability. In other words, a malicious third
party can not impersonate an authorized user. Besides,
the authority can trace the real identities of dishonest
users who have authenticated themselves for more than k
times. However, in this work, we find that their scheme
is not as secure as they claimed. Their scheme does not
satisfy user authenticity or k-time untraceability. That
is to say, by forging a credential, a dishonest user who
do not enroll to the server can successfully pass the authentication. Moreover, the dishonest user can still keep
anonymous after authenticating for more than k times.
The rest of this paper is organized as follows. In Section 2, we review the system model and security goals of
Tian et al.’s scheme. Then, we briefly review Tian et al.’s
scheme in Section 3. In Section 4, we give two concrete
attacks and analyze the corresponding reasons. Finally,
we draw our conclusion in Section 5.
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authentication server in the authentication phase.
What’s more, they need to generate k-size commitments and send them to the authentication server.
Authentication Server: The authentication server is
an honest-but-curious entity. It is in charge of generating master key pair and authenticate users. If
there is a dishonest user who authenticates himself
for more than k times, the authentication server will
detect his misbehavior and trace his real identity.

2.2

Security Goals

A k-times anonymous remote user authentication scheme
should satisfy the following properties:
User Authenticity: An authorized user can generate a
valid and legal credential to anonymously authenticate himself. During a session, a third party cannot
impersonate an authorized user and forge a credential to pass the authentication.
k-time Untraceability: Users are only allowed to
anonymously authenticate for k times. If there is
a dishonest user who authenticate for more than k
times, he will not remain anonymous, and the authentication server will be able to trace his real identity.

3

Reviews of Tian et al.’s Scheme

In this section, we briefly review Tian et al.’s scheme.
Their scheme includes 5 phases: System initialization,
key generation, enrollment, authentication, trace. These
phases are given as follows.

3.1

System Initialization

Authentication server S takes a secure parameter as input,
and output a multiplicative cyclic group G with order
q. Let g denote a generator of G. S chooses two hash
function: H1 : {0, 1}∗ → G, H2 : G → Zq . S chooses
y, e, f ∈ Zq , then computes g y , g1 = g e , g2 = g f , g1y , g2y .
Finally secretly keep master secret key: msk = (y, e, f ),
and publish the public parameters:
P K = (G, q, g, g y , g1 , g2 , g1y , g2y ).

2
2.1

Preliminary

3.2

Key Generation

System Model

The user i randomly chooses the secret key x ∈ Zq as his
There are two entities in Tian et al.’s privacy-preserving secert key ski . Then uses system public key to computes
x
remote user authentication with k-times untraceability g1 as his public key pki .
scheme: Enrolled users and an authentication server.

3.3

Enrollment

Users: The users should generate their key pairs, and
enroll themselves. After enrolling themselves, they In this part, a user gets his credential by interacting with
will generate a valid credential and submit it to the authentication server S.
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1) Firstly user i requests authentication server S for enrollment. Upon receiving i’s request, S randomly
chooses K ∈ Zq , and computes:
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4) S checks whether user i’s credential is valid:
?

H1 (α||β) = β −s · αH2 (H1 (α||β)||r) · r.

δ1 = g K , δ2 = (g1x g2 )K ,

(1)

If it does not hold, aborts. Otherwise, checks whether
the following equation holds:

and sends them to user i.
2

2) User i randomly chooses x1 , a, b ∈ Zq , and computes:

β = (g1x g2 )x1 ,
m = H1 (α||β),
r =m·β ·

2

k

If it does not hold, aborts. Otherwise, S authenticates user i.

α = (g1x g2 )y·x1 ,

a

k

c
c
c
?
c
c
g1R2 · g2R1 = β · S1ci · S2i · · · Ski · S¯1 i · S¯2 i · · · S¯k i .

3.5

Trace

δ2b·x1 ,

For each authentication request, S randomly chooses a
ci and sends it to the user i, which is used to compute
R1 and R2 . Therefore, the user i generates different R1
and sends m0 to S.
and R2 every time. If there is a dishonest user i who
maliciously uses a valid credential more than k times, the
3) Upon receiving m0 , the authentication server S com- authentication server S will be able to get at least k + 1
putes blinded signature:
different R1 and R2 . Then S has the following equations:
m0 = H2 (m||r)/b,

s0 = K + y · m0 ,


R11 = x1 + s1 · ci1 + s2 · c2i1 + ... + sk · cki01




 R1 = x1 + s1 · ci + s2 · c2 + ... + sk · ck0
and sends s0 to user i.
i2
2
2
i2
,

...


4) Upon receiving s0 , user i checks


R1k+1 = x1 + s1 · cik+1 + s2 · c2ik+1 + ... + sk · ckik+1
0 ?
0
(2)
g s = g y·m .
and
If it does not hold, abort. Otherwise, user computes 
R21 = x · (x1 + s1 · ci1 + s2 · c2i1 + ... + sk1 · cki1 )




 R = x · (x + s · c + s · c2 + ... + s · ck )
s = s0 · b + a,
22
1
1
i2
2
k
i2
i2
.

...


and keeps (α, β, r, s) as a valid credential.


R2k+1 = x · (x1 + s1 · cik+1 + s2 · c2ik+1 + ... + sk · ckik+1 )
(3)
3.4 Authentication
By calculating (2) and (3), S can get x1 and x1 · x
respectively. Obviously, the secret key ski of the user i
In this part, S authenticates valid users.
can be successfully obtained by S. After getting the secret
1) Before making request for authentication, user i ran- key of the user i, the authentication server S can easily
domly chooses s1 , s2 , ..., sk ∈ Zq and computes two trace the real identity of this user.
k-size sets:
(S1 , S2 , ..., Sk ) = (g1x·s1 , g1x·s2 , ..., g1x·sk )
(S¯1 , S¯2 , ..., S¯k , ) = (g s1 , g s2 , ..., g sk ).

4

R1 = x1 + s1 · ci + s2 · c2i + ... + sk · cki ,

4.1

R2 = x · R1 ,

We assume a misbehaving user i0 , who does not enroll
himself to the authentication server S or generate a valid
credential. However, i0 can forge a credential and pass

2

2

Attacks on Tian et al.’s Scheme

2

In this section, we show the detail attacks on Tian et al.’s
Then encrypts them and generates ciphertext Ci = scheme. By analyzing it, we show that their scheme satEnc(Si , S̄i ) by using master public key, and sends it isfies neither user authenticity nor k-times untraceability.
This means that a dishonest user can authenticate himself
to the authentication server S.
without enrollment by forging a credential, and the dis2) Upon receiving the request from the user i, S ran- honest user can still keep anonymous after authenticating
domly chooses ci ∈ Zq and sends it to user i.
himself more than k times. The detail attacks are given
as follows.
3) User i computes

and sends (R1 , R2 , α, β, r, s) to S.

Attack on User Authenticity
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the verifying equations. Since the server S cannot distinguish him from other honest users, it will allow him to be
authenticated. The description of this attack is given as
follows.
In order to forge a credential without enrollment, user
i0 randomly chooses x0 , x01 ∈ Zq and computes:
0

The Equation (5) can hold correctly. Because we
have:
2

0

0

x0 s1 ci0

=(g1x g2 )x1 · g1
s2 c2i0

2

xs2 c2i0

· g1

x0 sk ck
i0

· · · g1

β =α,
r0 = H1 (α0 ||β 0 ),

=g1 2 · g2 1 .

R0

s ci0

· g21

s ck
i0

x0 (x01 +s1 ci0 +s2 c2i +···+sk ck
)
i0

0

k

· · · g2k

=g1

0

k

c
c
c0
c
c
c
β 0 · S1i0 · S2i0 · · · Ski0 · S¯1 i · S¯2 i0 · · · S¯k i0

· g2

α0 = (g1x g2 )x1 ,
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(x01 +s1 ci0 +s2 c2i0 +···+sk ck
)
i0

· g2

R0

s0 = H2 (H1 (α0 ||β 0 )||r0 ),
0

0

0

0

and saves (α , β , r , s ) as his forged credential.
To authenticate himself by using this forged credential,
user i0 needs to interact with S as below.

Both of the above two equations hold, so S authenticates the misbehaving user i0 .

This attack indicates that Tian et al.’s scheme can not
satisfy unforgeability. We show that a misbehaving user
0
1) User i0 randomly chooses s1 , s2 , ..., sk ∈ Zq and com- i can successfully authenticate himself to the authentication server S without enrollment by forging a credenputes two k-size sets:
tial. What’s more, the misbehaving user i0 can use the
0
0
0
same (Ci0 , R10 , R20 , α0 , β 0 , r0 , s0 ) up to k times to authenti(S1 , S2 , ..., Sk ) = (g1x ·s1 , g1x ·s2 , ..., g1x ·sk )
cate himself to S without being detected.
(S¯1 , S¯2 , ..., S¯k , ) = (g2s1 , g2s2 , ..., g2sk ).

Then i0 encrypts them and generates ciphertext Ci0 = 4.2 Attack on k-Time Untraceability
Enc(Si0 , S̄i0 ) by using master public key, and sends it Tian et al. claims their scheme can achieve k-time unto the authentication server S as his authentication traceability, which allows an honest user be authenticated
request.
anonymously only up to k times. If there is a dishonest
user who authenticated himself more than k times, he
2) Upon receiving the request from the user i0 , S ran- will not remain anonymous and the authentication server
domly chooses ci0 ∈ Zq and sends it to user i0 .
will trace his real identity. We give an attack on it and
show that in Tian et al ’s scheme, a dishonest user can
3) Upon receiving c0 , user i0 computes:
keep anonymous after authenticating for k + 1 times. The
detail of attack is described as follows:
R10 = x01 + s1 · ci0 + s2 · c2i0 + ... + sk · cki0 ,
User i0 randomly chooses x0 , x01 ∈ Zq and forges a cre0
0
R2 = x · R1 ,
dential:
0

β 0 = α0 ,
0

0

0

0

4) S checks whether user i’s credential (α , β , r , s ) is
valid:
?

0

0

H1 (α0 ||β 0 ) = β 0−s · α0H2 (H1 (α ||β

0

0

)||r )

· r0 .

(4)

The Equation (4) can hold correctly. Because we
have:
0

0

β 0−s · α0H2 (H1 (α ||β
=β
=r

0−H2 (H1 (α0 ||β 0 )||r 0 )

0

)||r 0 )

·β

· r0

s0 = H2 (H1 (α0 ||β 0 )||r0 ).
User i0 uses this forged credential to authenticate himself as below.
1) User i0 randomly chooses s1 , s2 , ..., sk ∈ Zq and computes two k-size sets:

·r

2

Then S checks whether the following equation holds:
2

k

2

0

0

(S1 , S2 , ..., Sk ) = (g1x ·s1 , g1x ·s2 , ..., g1x ·sk ),
(S¯1 , S¯2 , ..., S¯k , ) = (g s1 , g s2 , ..., g sk ).

0

0

0

r0 = H1 (α0 ||β 0 ),

0

0H2 (H1 (α0 ||β 0 )||r 0 )

=H1 (α0 ||β 0 ).

0

0

α0 = (g1x g2 )x1 ,

and sends (R10 , R20 , α0 , β 0 , r0 , s0 ) to S.

k

c
c
c0
c
c
R
R ?
c
g1 2 · g2 1 = β 0 · S1i0 · S2i0 · · · Ski0 · S¯1 i · S¯2 i0 · · · S¯k i0 .
(5)

2

2

Then i0 encrypts them and generates ciphertext Ci0 =
Enc(Si0 , S̄i0 ) by using master public key, and sends it
to the authentication server S as his authentication
request.
2) Upon receiving the request from the user i0 , S randomly chooses ci0 ∈ Zq and sends it to user i0 .
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3) Upon receiving c0 , user i0 computes:

4.3

R10 = x01 + s1 · ci0 + s2 · c2i0 + ... + sk · cki0 ,
R20 = x0 · R1 ,
and sends (R10 , R20 , α0 , β 0 , r0 , s0 ) to S.
4) S checks whether the following two equations are
hold:
?

0

0

H1 (α0 ||β 0 ) = β 0−s · α0H2 (H1 (α ||β
0

0

2

k

0

)||r 0 )

· r0 ,
2

(6)
k

c
c
c0
c
c
R
R ?
c
g1 2 · g2 1 = β 0 · S1i0 · S2i0 · · · Ski0 · S¯1 i · S¯2 i0 · · · S¯k i0 .
(7)
According to the attack on authentication, we can
know that Equation (6) and Equation (7) are both
hold, and S authenticates the misbehaving user i0 .

5) If this misbehaving user i0 uses his forged credential
to authenticate himself for more than k times, the
authentication server S will detect his misbehavior
and try to trace him. S gets at least k + 1 different
R10 and R20 with different ci0 . Then S computes the
following equations:
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Discussion

In the following, we analyze the reason to lead to the
above attacks and provide our suggestions. In authentication phase of Tian et al.’s scheme, we can find that
any one can forge a credential to impersonate an authorized user and pass authentication. We can see that in the
Equation (1) hash value H2 (H1 (α||β)||r) is irrelevant to s.
This makes the verifying Equation (1) vulnerable. In this
situation, attackers can randomly choose s. When setting s0 = H2 (H1 (α||β)||r), attackers can forge a credential
(R10 , R20 , α0 , β 0 , r0 , s0 ) to pass authentication. To improve
Tian et al.’s scheme, we suggest applying group signature
technique to associate hash value H2 (H1 (α||β)||r) with s.
With anonymity, group signature can protect users’ privacy and help to get rid of the threats that attackers set
s = H2 (H1 (α||β)||r). Then attackers are not able to forge
a credential to pass authentication in this way.

5

Conclusion

In this paper, we analyze the security of Tian et al.’s
privacy-preserving remote user authentication with ktimes untraceability scheme. We found that their scheme
is insecure although it is proven to be secure. It can not

satisfy user authenticity and k-time untraceability. This
R10 1 =x01 + s1 · ci01 + s2 · c2i∗1 + ... + sk · cki01


is to say, in their k-RUA scheme, any third party can forge



0
0
2
k

a credential and impersonate an authorized user to pass
0
R
=x
+
s
·
c
+
s
·
c
+
...
+
s
·
c
0
0

1
2
k
i2
12
1
i2
i2


authentication. Furthermore, the authentication server
...
, (8) can not trace the real identity of a dishonest user, even



R10 k+1 =x01 + s1 · ci0k+1 + s2 · c2i0 + ...

though he authenticated for more than k times. Our anal
k+1



ysis is confirmed thought two concrete attacks. In the
k

+ sk · ci0
k+1
last, we show the reason to produce such attacks and
give the corresponding suggestions. Our future work is
improving privacy-preserving remote user authentication
and
with k-times untraceability scheme.

0
0
0
2
0
k
0
R
=x
·
(x
+
s
·
c
+
s
·
c
+
...
+
s
·
c
)
0
0

1
2
i1
21
1
k
i1
i1




0
0
0
2
k

R22 =x · (x1 + s1 · ci02 + s2 · ci02 + ... + sk · ci02 )
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