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Abstract

The public key infrastructure (PKI) method is used to
implement strong authentication, data encryption, and
digital signatures. The PKI traditional approaches use
certificate authorities (CAs) or web of trust (WoT) mod-
els; these approaches have security flaws. An emerg-
ing solution for constructing secure PKIs is blockchain.
Blockchain is a distributed public ledger that works as
transaction records. The development of blockchain-
based PKIs has been proposed in several studies. In the-
ory, blockchain meets many PKI requirements and ad-
dresses some security problems of traditional approaches.
This paper explains the traditional and blockchain-based
methods for implementing PKI and discusses their advan-
tages and disadvantages. This paper also analyzes PKI
approaches by comparing their features and limitations
based on several criteria.

Keywords: Blockchain; Certificate Authority (CA); Pub-
lic Key Infrastructure (PKI)

1 Introduction

A public key infrastructure (PKI) is the primary building
block of many applications that rely on secure and reliable
authentication, such as digital signatures and encryption
for email, smart cards, and network connections. A PKI
ensures that a particular entity is bound to its public key,
usually by relying on trusted key servers maintained by
certificate authorities (CA) [23]. These authorities issue
a certificate for a domain or person that publicly and
verifiably binds this entity to a specific key. A standard
format for such certificates is X.509 [10]. Traditional PKI
setups are mostly centralized and face some problems,
such as malicious certificates that can remain undetected
and allow attackers to act as a man in the middle [26].

Similarly, the revocation of keys relies on a centralized
list maintained by only a few entities, implies a significant
amount of trust put into a relatively small CAs. In recent
years, the misuse of trust has led to distrusting certificates
from specific CAs altogether [13].

One approach toward more transparency in managing
certificates has been proposed by [15] and is referred to as
log-based PKIs. The proposed public log allows the audit
of CA activity for the process of issuing, managing, and
revoking certificates but does not provide a fully decen-
tralized approach. The advent of blockchain technology
has advanced the concept of such a public log. Blockchain
technology presents a mechanism for a public, decentral-
ized, tamperproof, complete, and available list of records.
A large number of blockchain-based, decentralized theo-
retical approaches, for example, [1,11,16,19], have been
discussed. They intend to deal with the challenges of tra-
ditional PKIs. Implementations of proposed approaches
come with different storage types, permission models, and
support for certificate formats.

This paper intends to investigate the modern and tra-
ditional implementation of PKI, deeply studying the two
different approaches and presenting their advantages and
limitations.

The paper is organized as follows: Section 2 gives
an overview of PKI, Section 3 presents traditional ap-
proaches for implementing PKI, while Section 4 investi-
gates the modern approaches for implementing PKI. Fi-
nally, a discussion related to the comparison of PKI im-
plementations is presented.

2 Public Key Infrastructure

A PKI is a set of roles, procedures, hardware, and soft-
ware that manage, distribute, store, and revoke digital
certificates and public-key encryption. The goal of a PKI
is to securely facilitate the automated transfer of infor-
mation for various network activities such as sending and
receiving emails, internet banking, and e-commerce. PKI
confirms the identity of the parties involved in the commu-
nication and validates the information being transferred
for activities where multiple rigorous proofs are required,
not for simple passwords that are inadequate as authen-
tication methods.

A PKI binds public keys with respective identities of
entities (users or organizations). The binding is estab-
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lished through registration and issuance of certificates
that may be carried out by an automated process or un-
der human supervision, depending on the assurance level
of the binding [10].

A trusted party called a certification authority (CA)
can use the PKI element to establish ownership of a pub-
lic key. CA issues signing certificates that indicate and
bind the identity of the certificate subject to the public
key contained in the certificate. The CA uses its pri-
vate key to sign the certificate. The certificate signing
process enables the receiver to verify that the public key
was not tampered with or corrupted during transit. The
CA hashes the contents, encrypts the hash by using its
private key, and includes the encrypted hash in the cer-
tificate. The receiver verifies the certificate by decrypting
the hash using the CA public key, implementing a sepa-
rate hash of the certificate, and comparing the two hashes.
If they match, the receiver can be sure that the certificate
and the public key it contains have not been altered.

3 Traditional Approaches for PKI
Implementations

Two traditional approaches used to implement the PKI
are certificate authority (CA) and a web of trust (WoT).
This section discusses both approaches and their advan-
tages and disadvantages.

3.1 Certificate Authority (CA)

A certificate authority (CA) is an approved entity that
distributes and manages digital certificates for a network
of users. A digital certificate is a digital document that
has been signed by the private key of a trusted authority.
The digital certificate that CA issues contain the public
key and the identity of the owner. The CA validates and
authenticates the identity of the user requesting for the
certification by verifying if the public key that will be
in the certificate belongs to the user who will own this
certificate. This process is called certificate validation [3].

Recent research [4,20] called CA-based PKI as central-
ized PKI because the CA adopts a centralized infrastruc-
ture. The users can trust the CA by verifying the CA’s
signature. Consequently, users will assume that certificate
information is accurate, and the public key belongs to the
user identified in the certificate. Several web services are
protected through keys signed by CAS.

The CA issues a digital certificate to authorize another
CA to distribute certificates that can issue a digital cer-
tificate for another CA, forming a chain of trust. Cer-
tificates can then be traced backward through this chain.
The chained CA certificates are called intermediate CA or
sub CA certificates. The top-level CA certificate is called
aroot CA certificate. Self-signed certificates may be used
internally in a large company or used by a small company
that does not want the expense of using a CA. A CA’s
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root certificate is self-signed by the CA and is used as a
trust anchor in certificate chains [3].

3.1.1 The X.509 Certificate

X.509 is a standard for a digital certificate that is widely
used in PKI. The X.509 digital certificate structure is
shown in Figure 1. Certificate X.509 has different fields,
depending on the version used. The required fields for
all versions are version number, serial number, name of
the entity associated with the public key (subject), issuer
name, validity period, and public key. All this informa-
tion is signed using the CA’s private key. To validate a
certificate, a relying party uses the CA’s public key to ver-
ify the signature on the certificate, checks that the time
falls within the validity period, and may also consult a
server associated with the CA to ensure that the CA has
not revoked the certificate [21].

Version

Serial Number

Signature Algorithm Identifier

Issuer Mame
Validity Period

Subject Name

version 1

version 2

version 3

Public Key Information

Issuer Unigue 1D

Subject Unlgue ID

Extensions !

Figure 1: X.509 certificate structure [9]

The advantages of using CA in PKI are as follows:

1) The CA’s digital certificate can authenticate the
identity of the entity and many enterprise networks
and applications using this type of certificate [26].

2) The integrity of the certificate information is guar-
anteed by verifying the CAs.

3) Integrity: integrity is guaranteed as long as the CA’s
signature on the digital certificate can be verified.

4) The signature in the certificate also guarantees non-
repudiation. Non-repudiation means that the CA
who signed the certificate cannot deny it has issued
this certificate.

The limitations of using Digital Certificates in public key
infrastructure are:

1) CA is vulnerable because of its centralized structure,
which could lead to a single point of failure where
the whole structure will be affected once a root CA
is attacked or tampered with [4,20].



International Journal of Network Security, Vol.23, No.2, PP.343-350, Mar.

2) There is a concern for the process of certificate ver-
ification that uses more than one CA’s root public
keys. If the attackers add their public keys to that
chain of CAs, attackers then issue certificates that
will be treated as legitimate certificates [6].

3) CA is highly exposed to different forms of MITM
(man-in-the-middle) attacks such as ARP spoofing,
DNS spoofing, HTTPS spoofing, and man-in-the-
browser.

4) Identification of an anonymous entity that has re-
quested a digital certificate from a CA leaves serious
risk for the verifier of the certificate. As a result,
the verification process requires a set of verification
methods. However, none of these methods can com-
pletely guarantee the authenticity of the entity [4,6].

5) In 2017, Symantec, one of the largest CAs, is-
sued a large number of falsified certificates. Google
Chrome 70 has stopped support for all certificates
issued by Symantec and its affiliates [5].

3.2 Web of Trust (WoT)

In the Pretty Good Privacy (PGP) encryption program,
a new concept is introduced named web of trust by Phil
Zimmermann in 1991 [18]. The main goal is to authen-
ticate the binding between a public key and the owner
of the key. The PKI certificate, which is the centralized
hierarchical concept, is only introduced by a CA. Unlike
the PKI certificate, WoT is a decentralized public key
where each one of the participants in the ecosystem can
introduce the public keys of other participants. Any par-
ticipant in the PGP system is viewed as a CA from the
PKI viewpoint. Users of PGP can select the public keys
of other users and assign them with different levels of
trust. These levels of trust indicate how trustworthy the
signature (introduction) of the certificate holder is when
he signs public key certificates of other participants. PGP
offers four levels of trustworthiness [25]:

1) Full (level 4): The signature of the certificate holder
on other users’ certificates is fully trusted.

2) Marginal (level 3): The signature of the certificate
holder on other users’ certificates is trusted to some
extent, but it is preferred to find a fully trusted sig-
nature.

3) Untrustworthy (level 2): Ignoring signatures on other
users’ certificates is mandatory if the certificate
holder is not trustworthy.

4) Don’t know (level 1): There are doubts about the
certainty of the certificate holder’s signature trust-
worthiness of other users’ certificates. In this case,
to send protected information, it is possible to create
a "chain of trust” a path from one user to another
when confirming the identity is required.
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Figure 2: Primary key infrastructure vs. Web of trust [25]

This will cause the publication of a decentralized web
of trust for all public keys. As mentioned, each user has
a collection of the users’ public keys in the ring. In the
web of trust, each user encrypts his message, using the
recipient’s public key and only the private key of the re-
cipient can decrypt the message to ensure confidentiality,
and each user digitally signs the information with its own
private key when he wants to send a message, then when
they verify it using the sender public key to ensure the in-
tegrity of the message and that the message was not tam-
pered with and it actually came from the true intended
recipient [22].

One of the advantages of using web of trust in public
key infrastructure is removing the probability of a central
point of failure in PKI’s centralized approaches because of
its nature as a decentralized system [24]. The limitations
of using web of trust in public key infrastructure are:

1) With scalability problem, if a user wants to trust
another user not in his group of trusted users, but in
one of his group of trusted users, he can simply trust
that user and build a secure communication, which
is not always a safe way to trust a user.

2) At first, new users must meet in person with an-
other user already in the network of WoT to verify
their identities and sign their public key certificates.
Therefore, it is difficult for new and remote users
to join the network without going through this pro-
cess [25].

3) In case one of the users lost his private key or the pri-
vate key gets compromised, WoT provide no way for
key revocation. The user has a solution to choose an-
other user on the network to revoke his certificate. It
is up to the browser for revocation in some cases [22].

4 Modern Approaches for PKI
Implementations

Modern approaches have incorporated blockchain tech-
nology with the PKI. This section analyzes two ap-
proaches of PKI using blockchain and their advantages
and disadvantages.
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Figure 3: Blockchain PKI structure [9]

4.1 Blockchain-based PKI

A blockchain is a decentralized public ledger to which
events are posted and verified by network members. The
validation process is called mining in which members com-
pete to complete some proof of work, usually a crypto-
graphic challenge. Blockchain was first introduced as the
transaction record for the Bitcoin cryptocurrency. Many
blockchains for PKI have been developed, such as the
Namecoin blockchain on which Certcoin and PB-PKI are
built. Namecoin works as a decentralized domain name
server (DNS), which, unlike the Bitcoin blockchain, can
store data suitable for larger applications.

The structure of blockchain-based PKI is illustrated in
Figure 5. The process of registration, update, and re-
vocation is accomplished by sending a transaction that
contains the public key and identity to the blockchain. In
the blockchain, each block includes its hash and the hash
of previous blocks that creates a reliable ledger that can
only be modified by mining the majority of the network.
The block can also contain the Merkle root, a hash of a set
of transactions. This Merkle root can be used to securely
verify transactions, eliminating the need to download the
entire blockchain for verification [2]. Blockchain-based
PKI has the following advantages:

1) Blockchain is decentralized. No central authority or
third-party stores or controls the information. In-
stead, the information stores and controls the mem-
bers of the networks.

2) PKIs using blockchain removes the potential points
of failure created using CAs.

3) The transaction ledger is unchangeable. Once the
transaction is recorded, it cannot be removed or al-
tered.

4) Blockchain-based PKI provides the certificate trans-
parency (CT) property to improve CA-based PKI se-
curity through public logging and monitoring of cer-
tificates.

5) Blockchain-based PKI also has potential advantages
over WoT-based PKI, where the need to establish
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trust results in a high barrier to entry. The amount
of work required to build a web that proves ”trust-
worthiness” to a usefully large proportion of the net-
work is significant. In blockchain-based PKI, entities
do not require this web of attesting members, so the
work needed to perform as a network member is re-
moved [2].

6) The interaction for a blockchain can be zero-
knowledge proofs, where some propositions about the
transactions can be proved without revealing all its
information [12].

Blockchain-based PKI has the following limitations:

1) Blockchain-based PKI does not provide privacy
awareness. Therefore, building a privacy blockchain-
based PKI is a complicated task that may have mul-
tiple conflicts in its requirements.

2) High resource consumption, such as CPU memory,
especially in the mining process [18].

3) Blockchain-based PKIs have a master authority in
charge of authentication and trust. The master au-
thority becomes the central part of the network se-
curity and the critical point of vulnerability that at-
tackers attack [18].

End-Entity Centificate

Owner's name
Plublic Key
Reference
Issuer's name CA Certificate
-
Issuer's signature Owmer's name
E 3
| I Plublic Key
Veny Signature
) Reference
Issuer's name
Issuer's signature

| —

Veny Signature

seif-sign

Figure 4: Chain of trust [24]

4.2 Blockchain-based PKI using X.509
Extension

Before introducing blockchain-based PKI, we must briefly
discuss the chain of trust to understand types of CAs and
to simplify the idea of blockchain. We already discussed
CA. We defined CA as a third-party issuing certificates
to anyone or any website to guarantee the confidentiality
and integrity of the communicating entities’ messages [24].
When a user logs in to any social media platform through
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Figure 5: The X.509 hybrid certificate structure [3]

a browser, the browser first validates the platform cer-
tificate. Each browser usually has a list of known CAs
already trusted and accepts certificates only from those
trusted CAs. Root CA and sub CA, which is trusted by
root CA, signatures are the only CAs that can issue a
certificate that will be trusted to be used [24].

Figure 4 demonstrates how the chain of trust works.
The web browser checks the validity of the end-entity cer-
tificates, if it’s not issued by trust CA, the browser moves
forward to check the validity of the CA that issued the
certificate to the end entity, and so on, until the browser
finally finds a trusted CA or an error is displayed [24].
Blockchain is blocks linked with each other using cryptog-
raphy, with each block containing the hash of the previous
block, a timestamp, and transaction data. Blockchain is
a decentralized approach, so it solves the problem of sin-
gle points of failure that occur in CAs. Blockchain-based
PKI is basically an X.509 certificate (Figure 4) with an
extension filed contains information about PKI.

The X.509 hybrid certificate structure works with the
three types of certificates mentioned before, root CA, sub
CA and end-user CA. Blockchain-based PKI is a hierarchy
of hybrid certificates and it contains the following fields:
Certificate, issued by, issued to, contract ID, and issuer
CA ID. Blockchain-based PKI works as follows: the root
CA certificate is issued and signed by the root CA and no
issuer CA ID, the sub CA must be issued by the root CA
and the issuer CA ID is the root CA contract ID. There
could be more than one sub CA between root CA and
end-user CA. The end-user CA must be issued by the sub
CA and the issuer CA ID is the sub CA contract ID. The
end-user CA has no contract ID because of the fact that
the end user cannot issue certificates.

Blockchain-based PKI has the following advantages
over the traditional PKI:

1) Blockchain-based PKI provides a certificate revoca-
tion mechanism, and only the parent CA that issued
the certificate has the privilege to revoke the certifi-
cate and that makes Blockchain-based PKI reliable;
because any modification in the network’s nodes ev-
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Table 1: The blockchain hybrid certificate [24]

[ Cert. | Tssued By | Issued To | CA Contract ID | Tssuer CAID |
RootCA RootCA RootCA 0x1234xxxx 0x 00000000
SubCA RootCA SubCA 0x563 1xxxx 0x1234xxxx
EndUser | SubCA End user - 0x563 Ixxxx

ery other node will be notified [24].

2) The validation process of CAs and certificates are
simple and fast [24].

3) Provides a high level of protection against Man in
The Middle attack; because when one CA revokes
or publishes a public-key of a website or domain on
the blockchain th3e modification will be distributed
across thousands of nodes which makes it impossible
for anyone to tamper the public-key [24].

Blockchain-based PKI has the following limitations:

1) Due to the blockchain nature, as the blockchain’s size
increases more space needed, which may affect the
performance [24].

2) The blockchain operation cost depends mainly on the
price of the cryptocurrency, for example: In May
2017 Ether price was 85.43 dollars growing 8 times
just in 7 months apart December 2017 to be 729.01
dollars [24].

3) If the user lost his/her account’s password of the
blockchain platform, his/her account becomes irre-
vocable and he/she will lose the right to access and
modify certificates authority data.

5 Discussion

In this section, we analyze the previous PKI approaches
by comparing their features and limitations based on
several criteria, including system structure, management
framework, validation process, revocation process, certifi-
cate transparency, level of protection, scalability, privacy,
trust, and performance. Table 2 shows a summary of the
compression between PKI approaches.

System Structure: The traditional approach CA-based
PKI is centralized since it relies on a trusted third party
to control the process of issuing, validating, and revoking
the certificate. Therefore, the CA is subject to bottleneck,
single point of failure, and different attacks because of its
centralized structure.

In contrast, the WoT is a decentralized structure in
which each participant can introduce the public keys of
other participants. The modern approach is also decen-
tralized based on blockchain technology, where a public
ledger’s linking identity with the public key is distributed
over a peer-to-peer network. Decentralization does not
have a single point of failure and solves security issues of
the central authority.
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Table 2: Comparing the discussed techniques based on different factors
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Features- CA WOT PB-PKI Blockchain-

approach based PKI using
X059

System Structure Centralized Decentralized Decentralized Decentralized

Management Organized but no | Complex and no | Real-time monitor- | Real-time monitor-

Framework real-time monitor- | real-time monitor- | ing ing using a smart
ing ing contract

Validation process | Simple and fast Complicated and | Simple and fast Simple and fast

time-consuming

through The Smart

contract or Web
service
Revocation process | Cumbersome, not | No way for direct | Revocations in- | Revocations in-
instant and revoca- | revocation stantly and the | stantly and the
tion lists are not revocation lists are | revocation lists are
immutable immutable immutable
Certificate  Trans- | Does not use CT Does not use CT Use CT Use CT

parency (CT)

Security ( Level of

Low level of protec-

Low level of protec-

High level of pro-

High level of pro-

protection) tion and exposed to | tion and exposed to | tection tection
different attacks different attacks

Trust Has trust issues Different levels of | Trustable Trustable
trust

Privacy privacy Does not consider | High level of pri- | Does not consider
privacy vacy privacy

Scalability No concerns not always reliable | significant concerns | significant concerns

Performance Reasonable Affected by some | Affected by some | Affected by some

factors

factors

factors

Management framework: CA-based PKI is a popular
and commonly used approach compared with other meth-
ods. The CA has evolved over the years, which makes
the management framework in CA well designed, man-
ageable, and organized. Thus, the management process
of CA is more precise and adaptable. However, the CA
still does not provide real-time monitoring. WoT is the
less popular approach because of the complexity in the
framework management and registration process. The
modern approaches provide real-time monitoring, but the
PB-PKI [2] is not suitable for identity management be-
cause of its strict privacy and transparency requirements.
The management process of blockchain-based PKI [24] is
performed using a smart contract for each CA that makes
the management of framework straightforward because
the smart contract is stored in the blockchain, accessi-
ble to every peer in the network and cannot be tampered
with.

Validation process: In traditional approaches, the
CA’s validation process is considered simple with few
steps and not time-consuming. Conversely, the WoT
model is complicated and time-consuming because
new users must meet in person with another user
already in the WoT network. In the modern imple-

mentation of PKI, both approaches perform a simple
validation process without revealing all information
in the certificate validation in [24] using the smart
contract or Web service.

Revocation process: The CA can revoke the certifi-
cate, but the process of revocation is cumbersome
and not instant. The CA’s revocation lists are not
immutable and can be recreated with a different con-
tent. In WoT, it does not have a way for direct re-
vocation. The only one solution is to choose another
user on the network to revoke the certificate. For
modern approaches, they can revoke the certificate
instantly and the revocation lists are immutable.

Certificate transparency (CT): The modern imple-
mentations of PKI use the certificate transparency
(CT) while the traditional PKI implementations do
not use it. The CT is an Internet standard provid-
ing public logs that record all certificates issued. CT
goals are to monitor, auditing, and detecting mistak-
enly or maliciously issued certificates [14].

Security (level of protection): The security level of
the traditional approaches is considered low since the
CA and WoT are highly exposed to different attacks,
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such as MITM. In many scenarios, CAs had been
attacked and issued falsified certificates. The secu-
rity level of blockchain is high since it has not been
attacked until now. Both blockchain and WoT rely
on a decentralized structure. However, blockchain is
more secure than WoT because it uses a timestamp,
immutable ledger, encryption, and consensus proto-
col such as proof of work and proof of stack.

Trust: CA has trust issues because it was exposed to
different attacks. In some cases, the user or organi-
zation needs to trust multiple certification centers. In
WoT, the users assign different levels of trust (from
one to four) to other users. These levels of trust indi-
cate how trustworthy the signature of the certificate
holder is. The modern approaches are trusted for
many reasons. such peer-to-peer network, transac-
tions being visible and stored in all peers, and trust
given only to the parent CA that issued the certifi-
cate.

Privacy: The CAs have some level of privacy, but some
of the privacy requirements are not included. WoT
and blockchain-based PKI [24] do not consider pri-
vacy, and a transaction’s information is publicly
available to the network participants. On the other
hand, PB-PKI’s privacy requirements are considered
in the design phase, which provides a high level of
privacy to PB-PKI.

Scalability: There are significant concerns about the
scalability in the blockchain-based PKI because of
the increase in the chain’s size that may affect other
aspects of the blockchain [7].

WoT scalability is not always reliable. The users
can trust and join other users, not in their group
of trusted users. For example, if user A has B in
his trusted group and B has C in his trusted group,
then user A can trust C. The scalability of CA is bet-
ter and more efficient when compared with the other
approaches.

Performance: The performance here means the time
consumed, the consumption of resources, and stor-
age overhead. The CA’s performance is reasonable
in terms of the consumption of time and resources.
CA-efficient storage keeps certificates on individual
devices. PKI-based blockchain has factors that affect
performance, such as the decentralization system,
peer-to-peer networks, and consensus algorithms in
which the participants perform most of the work.
Thus, blockchains cannot ensure fast and stable data
transfer as centralized systems CA.

In the end, the most critical question is, what is the best
implementation of PKI’ From our point of view, security
is the most important thing to consider when configuring
a PKI. The system needs a guaranteed and secure man-
agement of public keys. In a modern approach, the PKI
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model using blockchain technology provides a higher level
of security than other approaches and removes the poten-
tial points of failure created by the use of CAs. Indeed,
the modern approach faces some limitations and chal-
lenges. However, blockchain is a recent technology that
has gained much attention. We believe that blockchain’s
scalability and performance issues will be overcome soon,
especially because of the emergence of a new generation of
blockchain 3.0 [17] that focuses on solving these problems.

6 Conclusion

The PKI method is used to implement strong authenti-
cation, data encryption, and digital signatures. The tra-
ditional approaches of PKI use CAs and WoT models.
These approaches have security flaws. An emerging so-
lution to constructing secure PKIs is blockchain. This
paper investigates the modern and traditional implemen-
tations of PKI. It studies these approaches and presents
their advantages and limitations. The paper also provides
a comparison between all approaches based on various cri-
teria, such as system structure, management, revocation,
validation, privacy, security, and performance. For future
research, we will conduct experiments for all approaches
against several criteria, evaluate their security, and mea-
sure their performance.
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