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Abstract

In order to solve the problem of out-off-balance caused
by accuracy of location information between privacy pro-
tection security and query service quality, considering ba-
sic information comprehensively such as the environment
and geographical features and so on, and adopting k -
anonymous privacy protection mechanism, we present a k -
anonymous location privacy protection method of polygon
based on density distribution. Firstly, a k -anonymous ir-
regular polygon region is structured in whole area. Then,
according to the preset anonymous region and density
threshold, the better effects of anonymous are obtained
by expanding the region or adding the random dummy
locations. Experimental results show that the proposed
method improves the efficiency of anonymous and query
accuracy. The balance between privacy protection secu-
rity and query quality is achieved.

Keywords: Anonymous Region; Density Distribution; Ir-
regular Polygon; k-Anonymous; Location-Based Service
(LBS); Location Privacy Protection

1 Introduction

With the development of mobile location technology
and wireless communication technology, more and more
mobile devices in the market have GPS precise position-
ing function, which makes Location-Based Service (LBS)
become one of the most promising services to mobile
users [11]. However, when LBS services provide conve-
nience and great benefits to the society, its problem of sen-
sitive information leakage has attached more attentions by
many people. Because users’ location is shared among dif-
ferent Location Service Providers (LSPs), untrustworthy
third parties can easily steal users’ privacy via analyzing

and comparing these location information [17]. For exam-
ple, through capturing recent users’ trace, some location
information can be analyzed by adversary such as home
addresses, workplaces, and health conditions, etc. There-
fore, it is necessary to ensure the safety of users’ location
privacy.

In order to prevent the leakage of location privacy
information, many different methods are proposed by
experts and scholars, including fuzzy method, encryp-
tion method and strategy-based method. Because of the
better reliability, the fuzzy method is the most com-
monly used in the field of location privacy protection,
which is mainly realized by means of spatial anonymity
or dummy location, and needs the help of Fully-Trusted
Third Party (TTP) [22]. When there is a location ser-
vice requirement, the mobile user first sends the query
request to the TTP, a k -anonymous region containing the
user’s location is generated by the TTP and then it will be
sent to the LBS server for query. In the existing methods,
the anonymous region is constructed by regular geometric
shapes. However, the actual terrain is not a regular ge-
ometry. Therefore, the area of invalid region is increased
greatly, which not only consumes more time, but also re-
duces the accuracy of the query result.

In the k -anonymous location privacy protection, in or-
der to improve query efficiency and query accuracy, a k -
anonymous location privacy protection method of polygon
based on density distribution is proposed. In this paper,
we give full consideration to the geographical features of
the current region and the density distribution. Firstly,
a k -anonymous irregular polygon region is structured in
whole area. Then, according to the density threshold, the
location privacy protection is implemented by combining
spatial anonymity and dummy location. The proposed
method improves the query accuracy and the query ser-
vice quality.
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Our main contributions can be summarized as follows:

1) According to the characteristics of different geo-
graphic shapes, a polygon anonymous region con-
struction method is proposed, which improves the
accuracy of query result.

2) A fast polygon generation algorithm is applied to
construct anonymous region, which improves the
query efficiency.

3) According to neighbor users’ density distribution, a
location privacy protection method combining spatial
anonymity and dummy location is proposed, which
improves the effectiveness of location privacy protec-
tion.

The remaining part of this paper is organized as follows.
Section 2 reviews related work of location privacy protec-
tion. Section 3 gives system model of this paper. Sec-
tion 4 describes two algorithms and analysis. Section 5
gives the experimental results and performance analysis
as compared with other related methods. Finally, we con-
clude our paper in Section 6.

2 Related Work

The location privacy protection methods are divided
into two main categories [8] according to the system
architecture, including distributed structure [9] based
on Point to Point (P2P) and central server structure
based on TTP [16]. In the distributed structure, loca-
tion privacy protection is accomplished through collabo-
ration between users. Chow et al. [4] proposed a P2P-
based spatial anonymity method. In this method, the
k -anonymous privacy protection based on distributed ar-
chitecture is achieved by using location information of
neighbors’ node, but the security of the neighbors’ node
is ignored. The P2P-based scheme is simple and flexi-
ble, but which greatly increases various overhead of the
smart phone. Furthermore, the users’ locations are mo-
bile rather than static. In centralized structure based on
TTP, a method of location privacy protection based on
TTP is proposed by Xie et al. [18]. This structure model
has a good effect of privacy protection, which is currently
the primary choice for location privacy protection. Li et
al. [13] proposed a location privacy protection scheme
based on efficient information cache, which reduces the
number of times that the users’ access to TTP. In this
method, the query efficiency is improved, and the prob-
ability of information leakage is reduced, but the burden
of the mobile client is increased.

In addition, Cheng et al. [3] put forward an indepen-
dent structure model, and users’ location privacy is pro-
tected according to their own abilities and knowledge.
The structure of this method is simple, which is easy to
merge with other structures, but it requires high perfor-
mance for mobile clients. Li et al. [12] put forward a

multi-server architecture, users can be divided into differ-
ent subsets according to the security requirements, and
each location server can only obtain partial subset. The
concealment of location is improved in this method, but it
is mainly suitable for the social network. Li et al. [14] put
forward a location privacy protection method based on
privacy information retrieval, and its location privacy pro-
tection is implemented by using retrieval and encryption.
The location privacy is well protected in this method,
but the overhead of communication and hardware is in-
creased, and the query quality is reduced. With the ma-
turity and popularity of cloud service technology, Yuji et
al. [24] proposed a location privacy protection method
based on searchable encryption. By accessing to the cloud
server in the encrypted state, the security of location data
and query records is guaranteed, but query efficiency and
query accuracy need to be improved further.

In recent research, k -anonymous [25] is still the main-
stream method of location privacy protection, which was
born in the relational database, and its key attribute is
dealt with using generalization and fuzzy technology. So
none of the records can be distinguished from other k -
1 records, and the location anonymity is realized. The
method of k -anonymity location privacy protection is
mainly divided into spatial region anonymity and dummy
anonymity. Gruteser et al. [7] proposed a k -anonymity
location privacy protection method, and its location pri-
vacy is protected by constructing k -anonymous region.
The region must meet two conditions: 1) The area of the
region reaches a certain value; 2) There are k users in the
region. Due to the above two limitations, the effect of lo-
cation privacy protection is improved, but all users must
have the same location anonymity requirement.

Gedik et al. [6] put forward the location k -anonymity
method to meet the user’s personalized privacy require-
ments. The user can define the k value and anonymous
level to realize personalized anonymity, but the actual ef-
fect is poor when the k value is too large. Lu et al. [15]
have designed the k -anonymous method to add dummy
locations by using circular or rectangular regions, but
too many randomized locations are easily recognized by
adversaries. Yin et al. [23] proposed an improved k -
anonymity method. By setting the range of k parameters,
the combination of pseudonyms and anonymity was used
to improve the privacy protection effect, but the density
of the anonymous region was not considered. Dewri et
al. [5] adopts dummy location instead of user’s current lo-
cation to send query requests, but the accuracy of query
results is low, and the extra communication cost of LBS
server is increased. Jia et al. [10] put forward a method of
combining k -anonymity and encryption technology, dou-
ble protection is achieved via encrypted user and TTP,
but the communication cost was relatively large.

In the research of k -anonymous region construction,
Bamba et al. [1] put forward the method of Grid parti-
tion. In this method, there were two algorithms for Top-
Down Grid Cloaking and Bottom-Up Grid, which were
available for different privacy requirements. Xu et al. [20]
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proved that the size of k -anonymous region has great in-
fluence on the accuracy of query results, which provided
guidance for the research of division of anonymous re-
gions. On this basis, Zhao et al. [26] proposed a method
of circle anonymous region division, and Yang et al. [21]
proposed an augmented reality rectangle partition anony-
mous method. These methods divided the whole area
into a combination of some geometric shapes to achieve
privacy protection, and further reduced the area of anony-
mous regions. In order to make the number of users to
meet the privacy protection requirements, it is usually
realized by enlarging or reconstructing the region. But
in k -anonymous location privacy protection method, k -
density and area parameters need to be fully considered,
and the best anonymous region is generated according to
the terrain characteristics.

The above methods solve the problems of LBS pri-
vacy protection from different angles, and different ways
to construct anonymous regions are proposed. But in
practical applications, the shapes of these anonymous re-
gions are often influenced by the terrain such as desert,
high mountains and river. Anonymous regions are not
regular geometric shapes, such as circles, rectangles, etc.
These methods increased the area of invalid areas, such
as circles, rectangles, grids and other regular geometric
shapes, and increased the computing cost of the server.
Moreover, adversaries can easily analyze and identify the
users’location based on invalid region and terrain features.
Then, Xie et al. [19] proposed a k -anonymity algorithm
of irregular polygon. By constructing an irregular polyg-
onal anonymous region, the area of the invalid region is
reduced. However, it takes much time to generate anony-
mous region of polygon, and query quality is reduced.
Moreover, this method only considers the Euclidean space
distance, but not the users’ density distribution and the
diversity of the environment.

Therefore, in the k -anonymous location privacy pro-
tection method, it is necessary to fully consider the users’
density distribution and the terrain features. Based on
the above analysis, a k -anonymous location privacy pro-
tection method of polygon based on density distribution is
proposed. According to the density distribution of users,
the method combining k -anonymity and dummy location
is adopted to further improve the privacy protection effect
and query quality.

3 System Model

3.1 System Structure

In LBS service, the most widely used is to query the
nearest interest point. If users want to know the near-
est shopping mall, hotel, gas station, hospital, etc., they
need to send their current location to the LBS server.
However, LBS server is not reliable, and users’ location
information will be leaked to third parties intentionally
or unintentionally, which will lead to privacy leakage. In
the TTP-based structure, when a user needs to obtain

location service, who do not send their location to LBS
server directly, but first send query request to TTP. The
query request will be sent to LBS server after anonymous
processing by TTP. The system structure model is shown
in Figure 1.

Figure 1: System structure model

In practical applications, the users hope that anony-
mous region can best match the actual terrain, such as
street trend, bridge shape, shopping mall shape, etc., as
shown in Figure 2, which can better meet users’ privacy
requirements and improves the accuracy of query result.
In this paper, according to the geographical features of the
user’s location, the anonymous region of irregular polygon
is constructed, as shown in Figure 3. Adopting the poly-
gon boundary fast construction algorithm, the polygon
anonymous region is generated quickly, which improves
efficiency of anonymous region generation. Based on the
density of users, the strategy of spatial region anonymity
and dummy location is adopted, and the effectiveness of
location privacy protection is further improved.

Figure 2: Effect of terrain on structuring anonymous re-
gion

Figure 3: Polygon regional construction block diagram
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3.2 Definition

Definition 1. Let Rs represents an irregular polygo-
nal anonymous region. Rs can be defined as Rs =
{Uid, (xu, yu, k}, Among them, Uid represents the user’s
identity information; Let (xu, yu) represents the user’s
location coordinates: xu represents the longitude of the
location, yu represents the latitude of the location; let k
represents the anonymous parameter specified by the user.

Definition 2. Let ρ represents the density of users in the
Rs region, and set threshold parameters ρmax and ρmin

for it. Among them, ρmax represents the maximum den-
sity, and ρmin represents the minimum density..

Definition 3. Let S(Rs) represents the area of the
anonymous region. Let Smin represents the minimum
area that users can accept, and Smax represents the max-
imum area that users can accept.

Definition 4. Let N(Rs) represents the number of users
in the Rs region. It can achieve the best anonymous ef-
fect when N(Rs) = k. N(Rs) is an important parameter
index, determining the degree of anonymity and the size
of S(Rs) in the system.

4 Algorithmic Description

In this paper, a k-anonymous location privacy protec-
tion method of polygon based on density distribution is
proposed. When a user queries the location, a polygon re-
gion including k locations is generated in the current area,
and the k-density in the polygon region is calculated. If
the k-density meets the set threshold, the polygon region
with the geometric center of the polygon area as the an-
chor point is sent to LBS server for query. If the density
is larger than the maximum threshold, the area of the
polygon will be further expanded, and then the polygon
region with the geometric center of the polygon area as
the anchor point is sent to LBS server for query. If the
density is less than the minimum threshold, a number of
dummy locations are added in the polygon region, and
then k locations (including dummy locations and neigh-
bor users’ locations) are sent to LBS for query.

The proposed method is realized by the following two
algorithms: Algorithm 1 quickly generates an irregular
polygon k anonymous region according to the coordinates
of the query user and the neighbors. Algorithm 2 calcu-
lates the density of the users in the anonymous region, and
adopts the corresponding anonymous strategy according
to the density parameter threshold. The two algorithms
are described as follows.

4.1 Algorithm 1

The principle is realized by using double-end queue:
let D is a double-end queue, and all the operations of D
are described in terms of that to enter the tail of queue,
to go out of the tail of queue, to enter the head of queue,
to go out of the head of queue.

Algorithm 1: Constructing a k -anonymous region of
polygon.

Input: User’s coordinates (xu, yu), requirement parame-
ter k.

Output: Generate a polygonal anonymous region con-
taining k locations.

Step 1: n = 1, (xu, yu) = 0.

Step 2: Set a location position near the user, take this
position as the center, gradually scan the k locations,
and record the coordinates of each point with (xi, yi).

Step 3: Select the point with minimum x -coordinate
from the coordinates (xi, yi). If there are many
points that satisfy this condition, then the point with
minimum y-coordinate is selected, and the point is
recorded as P0.

Step 4: Select one direction against clockwise direction.
Px represents an arbitrary point, calculate the angle

between
−−−→
P0Px and the negative direction of y axis.

Here
−−−→
P0Px is the vector between P0 and Px.

Step 5: According to the angle calculated from Step 4,
sort all the points from small to large, then get an
ordered set C = P0, P1, P2, · · · , Pn−1.

Step 6: Remember at a certain time, the state of double-
end queue D is C = Pt, Pt−1, · · · , P0, · · · , Pb−1, Pb,
traversing every point in the C :

1) If the point is P0, then P0 enters the tail of the queue
firstly; if the point is P1, then P1 enters the tail of
the queue; if the point is P2, then P2 enters the tail
of the queue, and also the head of the queue.

2) Suppose that the current point Pi is traversed.

(1) If Pb−1PbPi can keep the left-turn characteristics,
then continue, otherwise Pb goes out of the tail of
the queue; so repeat until Pb−m−1Pb−mPi can meet
the left-turn characteristic, and Pi enters the tail of
the queue.

(2) If PiPtPt−1 can keep the left-turn characteristic, then
continue, otherwise Pt goes out of the head of the
queue, so repeat until PiPt−nPt−n−1 can meet left-
turn characteristic, and Pi enters the head of the
queue.

Step 7: Returns the double-ended queue.

Step 8: The polygon k -anonymous region Rs is con-
structed.
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4.2 Algorithm 2

Algorithm 2: Generating a k -anonymous result set.

Input: The k -anonymous region Rs.

Output: A k -anonymous result set.

Step 1: Set the maximum (ρmax) and minimum (ρmin)
of the k -density.

Step 2: Take all vertices of the polygon from the double-
end queue.

Step 3: Calculate the area S(Rs) of the polygon region.

Step 4: Calculate Smax and Smin according to (ρmax)
and (ρmin) .

Step 5: Judge:

1) If S(Rs)<Smin, then k ← k+1, execute Algorithms 1
and 2 in turn, then Step 6;

2) If Smin<S(Rs)<Smax, then Step 6;

3) If S(Rs)>Smax, execute Algorithms 1 and 2 in turn,
then Step 7.

Step 6: Calculate the coordinate of the center location,
then take the geometric center as the anchor point,
and send the k -anonymous region of polygon to the
LBS server for query.

Step 7: Add [k−N(Rs)] dummy locations to the region
randomly, and then send k locations including N(Rs)
users’ location and [k −N(Rs)] dummy locations to
the LBS server for query.

4.3 Algorithm 1 Description

N location points are obtained by scanning around the
query user, one of its with the minimum x -coordinate
is picked. If a point with the minimum x -coordinate is
not unique, a point with the minimum y-coordinate is
picked. This point is defined as P0(x0, y0), and clock-
wise is selected as the default direction. The angle is

calculated between
−−−→
P0Px and the negative direction of y

axis, here
−−−→
P0Px is the vector between P0 and Px. By

sorting all the points from small to large, an ordered set
C = P0, P1, P2, · · · , Pn−1 is obtained. According to the
following methods, all the outermost points in the set are
found.

Assuming that Pi, Pj , Pk are three consecutive points
on the boundary of the region (polygon vertex), its must

maintain a trend of left-turn, that is
−−→
PiPj×

−−−→
PjPk>0. If the

three points are represented as (xi, yi), (xj , yj), (xk, yk),

there are:
−−→
PiPj = (xj−xi, yj−yi),

−−−→
PjPk = (xk−xj , yk−

yj).
According to Algorithm 1, a k -anonymous region of

polygon containing k locations is generated, as shown
in Figure 4. The solid triangle symbol represents the

current location of the user, and an irregular polygonal
anonymous region which consists of 16 location positions
is constructed.

Figure 4: Block diagram of polygon region generation

4.4 Algorithm 2 Description

According to Algorithm 1, the coordinates of all ver-
tices of convex polygon are obtained.

Suppose the n vertices on a convex polygon are or-
dered counterclockwise as P1(x1, y1), P2(x2, y2), · · · ,
Pn(xn, yn), then the area of the polygon is:

Sn =
1

2

n−1∑
i=1

(xiyi+1 − xi+1yi) +
1

2
(xny1 − x1yn) (1)

The area S(Rs) of the polygon k -anonymous region is
calculated by Equation (1). The maximum area (Smax)
is calculated by Smax = k/ρmin, and the minimum area
(Smin) is calculated by Smin = k/ρmax.

Then judge by (Smax) and (Smin):

1) If S(Rs)<Smin, the anonymous region needs to be
further expanded, and then the method of spatial
anonymity is used to protect location privacy.

2) If Smin<S(Rs)<Smax, the anonymous region meets
the user’s requirements, and then the method of spa-
tial anonymity is used to protect location privacy.

3) If S(Rs)>Smax, the method of spatial anonymity
is invalid, the location privacy protection is imple-
mented by combining spatial anonymity and dummy
locations.

4.5 Algorithm Analysis

In this paper, an irregular polygon k -anonymous re-
gion including the user’s current location is quickly con-
structed. And then the area of the polygon anonymous
region is calculated. The size of the polygon region not
only affects effect of the location privacy protection, but
also affects the quality of the location service. Therefore,
the area threshold needs to be set, so that the size of the
anonymous region is kept in a suitable range. The influ-
ence of the S(Rs) on the system anonymity is as follows:
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when S(Rs)<Smin, the anonymous region is too small
and the range of the region is close to the exact location
of the user. In this case, an adversary is very easy to in-
ference the location of the user; when S(Rs) > Smax, the
anonymous region is too large, which reduces the accuracy
of query results and consumes too much resources. There-
fore, in the construction of anonymous regions, Smax and
Smin need to be set beforehand.

In the anonymous region, it is known from ρ =
N(Rs)/S(Rs) that ρ is proportional to S(Rs). Therefore,
the density threshold is determined, and the area thresh-
old is determined accordingly, that is Smax = k/ρmin,
Smin = k/ρmax. In the k -anonymous region, when the k -
density is too large, it indicates that the current location
is in densely populated region such as schools, hospitals,
stations, churches, etc. In this case, although the k value
meets the anonymity requirement, the adversary can eas-
ily obtain the user’s exact location. When the k -density
is too small, it indicates that the current location is in a
region where few people are in that such as desert, lake,
mountain, etc. In this case, the spatial anonymity method
is invalid. Therefore, the area threshold of anonymous re-
gion is determined by density, and different anonymity
strategies are adopted according to area threshold, which
can better improve the anonymity effect.

In the anonymity processing, there are three cases ac-
cording to the area threshold:

1) S(Rs)<Smin;

2) Smin<S(Rs)<Smax;

3) S(Rs)>Smax.

In Cases 1 and 2, spatial anonymity is used to protect lo-
cation privacy. At the same time, in order to improve the
accuracy of query, the central node is used as the anchor
point for query. When the query result set is returned, the
user can calculate the exact query result according to the
distance between the current location and anchor. The
central node in this algorithm is represented by O(x0, y0),
its coordinate is calculated by Equation (2). The distance
between the user’s current location and anchor is calcu-
lated by Equation (3), which can be used as the measure
of the accuracy of query result.{

x0 = x1+x2+···+xn

n

y0 = y1+y2+···+yn

n

(2)

d =
√

(xu − x0)2 + (yu − y0)2 (3)

In Case 3, the method of spatial anonymity is invalid,
the location privacy protection is implemented by com-
bining spatial anonymity and dummy locations, which ef-
fectively remedies the shortcoming of spatial anonymity
method. Moreover, in the selection of dummy locations,
the queried neighbor users are regarded as part of the
dummy locations, which further improves the indistin-
guishability between dummy locations and the current
location.

5 Experimental Results and Anal-
ysis

In this paper, a network-based mobile node genera-
tor [2] developed by Thomas Brinkhoff, which is used to
generate 1000 data nodes distributed in the whole area
through a real map. The hardware environment of the
experiment is as follows: 3.2 GHz Intel Core i5 proces-
sor with memory size of 4 GB. The operating system is
Windows 7. The proposed algorithm is implemented by
Eclipse development platform and Java programming lan-
guage. Table 1 is configured for the default parameters of
the experiment.

Table 1: Experimental default parameter configuration

Parameter Value
k [0, 100]

ρmin 0.002
ρmax 0.02

Number of users [0, 1000]
Space range (km2) 0.8×0.8

5.1 Comparison of Anonymous Time

Firstly, efficiency of the proposed method is verified by
experiments. In Figure 5, we compare the anonymous re-
gion generation time with the polygon method [19] and
the proposed method. As shown in Figure 5, with the in-
crease of k, the anonymous region generation time of both
methods is increasing, and its growth trends are roughly
the same. As can be seen from Figure 5, the polygon par-
tition method takes much more time than the proposed
method. From the experimental result we can see that
the proposed method has better efficiency.

Figure 5: Average generation time of dummy

The result in Figure 5 is the best way. However, in
the process of anonymous region generation, when the k
value is insufficient, both methods need to repeat the al-
gorithm several times. In addition, the proposed method
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needs to calculate the area and density of the anonymous
region, and takes different anonymity measures according
to the density threshold. When the algorithm is executed
many times, the time taken for both methods is shown in
Figure 6 and Figure 7.

Figure 6: Average generation time of dummy

Figure 7: Average generation time of dummy

As can be seen from Figure 6 and Figure 7, when the
first round of execution fails to meet the requirements,
the second round and the third round will be executed.
In contrast, the more the number of execution rounds, the
greater the time gap between the two methods, the more
obvious the efficiency advantage of the proposed.

5.2 Comparison of Anonymous Area

In the same environment, we compare the area of
the anonymous with the grid partition method [1], the
circular partition method [26], the rectangle partition
method [21], the polygon partition method [19] and the
proposed method, as shown in Figure 8.

As we can see from Figure 8, the area of five anonymous
region construction methods increases with the increase
of k, but the growth rates vary. This is determined by
the geometric shape of the above methods. When k is the
same, the area of the two polygon methods is the smallest.

Figure 8: The area of several anonymous regional division
methods

As we can see from Figure 8, when k<30, the area of
the proposed method is slightly larger than that of the
polygon partition method; When k>30, the area growth
trend of the two methods is identical. This is because the
density threshold is set in the proposed method. When
k<30, the polygon region is expanded because it does not
meet the anonymity requirement.

5.3 Analysis of Efficiency

In this paper, spatial anonymity is achieved by con-
structing a polygonal anonymous region. We compare
the result of anonymous region construction with circu-
lar, rectangular, and polygon, as shown in Figure 9. As
can be seen from Figure 9, comparing with the method of
polygon construction, the methods of circular and rectan-
gular construction enlarge the area of invalid region, its
further reduce the accuracy of query result and privacy
protection effect.

(a) (b)

Figure 9: The results of anonymous region construction;
(a) Invalid region of circle, (b) Invalid region of rectangle

In other methods of spatial anonymity, if the area
of anonymous region is larger than the maximum area
threshold, the method is invalid. In the proposed method,
if the area of the polygon anonymous region is larger than
the maximum area threshold, the polygon anonymous re-
gion is expanded further, and [k − N(Rs)] dummy loca-
tions are added to the polygon region. As shown in Fig-
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ure 10, solid dots represent the neighbor users’ locations
found, hollow dots represent the added dummy locations,
and solid triangle represents the user’s current location.
K locations including users’ locations and dummy loca-
tions are sent to LBS server by TTP for query. It is
difficult for an adversary to distinguish the user’s current
location from other k -1 locations. The proposed method
is effective.

Figure 10: Combination of spatial anonymity and dummy

5.4 Comparison of Entropy

In location privacy protection method of dummy, en-
tropy is usually used to measure effect of the location pri-
vacy protection. From the adversary’s view, the anony-
mous set contains user’s current location and k -1 dummy
locations, and the probability that any location can be
used as user current location is pi. In an anonymous set,
the sum of all probabilities is

∑
pi. Therefore, the en-

tropy H for distinguishing the user current location in
the candidate set is:

H = −
k∑

i=1

pi · log2 pi (4)

In Equation (4), if all the k locations of the candidate set
have the same probability, the maximum entropy will be
obtained. At this time, the probability of pi is 1/k, and
the maximum entropy H is log2 k.

In Figure 11, we compare the entropy with the pro-
posed and other three methods. Random is the method
that selects dummy locations at random. Circular dummy
and grid dummy are the virtual circle and virtual grid
proposed in [15].

As can be seen from Figure 11, entropy of the proposed
method is larger than that of the other methods. This is
because k -1 dummy locations are all added randomly be-
sides user’s current location in the method of grid dummy
and circular dummy. These dummy locations are easily
distinguishable from the user’s current location. In the
proposed method, N(Rs) locations are the neighbor users,
its are indistinguishable from the user’s current location.
The remaining [k−N(Rs)] locations are the dummy loca-
tions that is added, its are less indistinguishable from the
user’s current location. So the entropy of the proposed

method is larger, and its effect of the privacy protection
is better.

Figure 11: Entropy of the dummy locations

6 Conclusions

In recent years, the application and development of
LBS are very fast, the security challenges of location pri-
vacy are becoming more and more serious. Location pri-
vacy protection has become a research hot spot in the
field of information security. In the current widely used
model of central server structure, aiming at the defi-
ciency of spatial anonymity method, a k -anonymous loca-
tion privacy protection method of polygon based on den-
sity is proposed. In this paper, according to the idea
of k -anonymity, and adapting irregular polygon fast gen-
eration algorithm, a polygon anonymous region is con-
structed quickly, which improves the efficiency of anony-
mous region generation. At the same time, the area of
polygon region is calculated through recursive method.
According to the k -density distribution, an ideal and ef-
fective anonymous region is constructed. Furthermore,
the privacy protection is implemented by combining spa-
tial anonymity and dummy locations according to density
parameters. And we evaluate our algorithms through a
series of simulations, which show that our algorithm ef-
fectively improves the anonymity effect while taking into
account query quality.
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