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Abstract

With the rapid development of mobile network technol-
ogy, Vehicular ad-hoc Networks (VANETS), one of the
most promising applications in the smart transporta-
tion systems, have drawn widespread attention. Unfor-
tunately, authentication and privacy protection of users
have seriously restricted the development of VANETS.
The past works used to allow a centralized trusted au-
thority to distribute identity information and maintain
the operation of the whole system lacking of distributed
and decentralized security. In this paper, we propose an
authentication scheme based on consortium blockchain
with anonymous identity in VANETSs. First, when au-
thenticating and providing services, our scheme allows
the vehicles using Pseudo IDs obtained from the Road
Side Unit (RSU) to protect the privacy of the vehicles
preventing location tracking due to disclosure of informa-
tion. Second, based on consortium blockchain technology,
it provides a decentralized, secure and reliable database
for storing certificates and the pointer to storage location,
which is maintained by the multiple Trusted Authorities
(TAs) and RSUs. Furthermore, in the revocation, the
RSUs are able to determine promptly that the vehicle has
been revoked by adding a revocation tag to the pseudo ID
instead of searching the entire certificate revocation list
(CRL). According to the security and performance anal-
ysis, our scheme owns higher security and efficiency.

Keywords: Anonymity; Blockchain; Privacy-preserving;
Revocation; Vehicular Ad-Hoc Networks (VANETS)

1 Introduction

Recently, with the rapid development of the automobile
industry and Internet of Things (IOT), Vehicular ad-hoc
Networks (VANETS) have become one of the hotspots in
the research fields of intelligent transportation systems

Figure 1: The architecture of VANETSs

for scholars focusing on how to improve the efficiency and
safety of the road [5,11,23,25]. It is estimated that the
number of registered vehicles around the world wil reach 2
billion within the next 10 to 20 years [4]. Based on the On-
Board-Unit(OBU) installed on vehicle, VANETS include

two types of communications:
1) The Vehicle-to-Vehicle (V2V);

2) The Vehicle-to-Road Side Unit (V2R). The architec-
ture of VANETS is shown in Figure 1. With the help
of Road Side Units (RSUs), nearby vehicles can ex-
change traffic, weather and other information via the
dedicated short range communication (DSRC) [10],
which helps drivers make timely and reasonable driv-
ing strategies. In such situations, authentication and
security need to be ensured.

However, due to the high mobility and variability of
network topology, the system is vulnerable to be threaten
by the malicious adversary in the VANETSs. Therefore, se-
curity, privacy and authentication should be taken into ac-
count [2]. Specially, two types of issues, namely disclosure
of location privacy and identity privacy pose some serious
threats to the entire networks. Firstly, if the adversary
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learns the location of a particular node, the node’s com-
munication behavior will be tracked and eavesdropped.
In other words, an attacker can track the driving line of
a user with a special identity. Secondly, it is extremely
serious that malicious attackers launch a Sybil Attack by
using these identity information stored in cloud servers.
In order to provide secure communication environments,
researchers used to focus on the traditional infrastructure,
namely the public key infrastructure (PKI). Asymmetric
cryptography algorithm and digital certificates are uti-
lized in PKI, protecting identity information of the users
via a centralized trusted third party (TA) [17]. How-
ever, with the number of vehicles increasing, the manage-
ment of PKI certificates requires huge storage and com-
putational overhead, especially for certificate revocation.
Moreover, a single centralized trusted third party may
cause a single point of failure. Therefore, how to pro-
vide an effective solution is still a problem remained to
be solved urgently, such as efficiency and distributed se-
curity.

With all this in mind, blockchain is considered as a rev-
olutionary technology to cope with the problems above.
As the underlying technology of the Bitcoin, blockchain
was initially proposed by Nakamoto in 2008 [16]. It uti-
lizes a distributed database in the peer to peer (P2P)
network to record all transaction behaviors and maintain
a consistent and tamper-proof ledger. Due to high se-
curity and reliability, the combination of blockchain and
VANETS has received considerable attention [21,26]. On
the one hand, in VANETS, all activities and informa-
tion could be written into the immutable and unforgeable
ledger, which can be verified and traced by all legitimate
members. On the other hand, it can avoid single point of
failure in a distributed way and enhance the security of
the system.

1.1 Related Research

Compared with open access environment, providing a se-
cure and reliable communication environment for vehi-
cles plays an extremely important role in VANETS [3,27].
Therefore, authentication, privacy, and confidentiality of
information should be taken into account seriously. Lin et
al. [13] proposed a secure protocol based on group signa-
ture, which can guarantee privacy of users and provide the
desired traceability for each vehicle. However, the pure
group signature verification is usually time-consuming,
and it is hard to meet the real-time requirements of the
application in VANETSs. For obtaining high privacy and
security, Yao et al. [22] proposed a biometrics-based au-
thentication scheme, which uses a temporary MAC ad-
dress to conceal the real MAC address. Jiang et al. [6]
adopt pseudonyms to realize batch authentication by us-
ing an identity-based signature (IBS). However, most of
them are based on traditional digital signature technol-
ogy of PKI, which have high computational and storage
overhead. Vijayakumar et al. [20] proposed a secure au-
thentication and key management mechanism to ensure
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the security of user’s key in VANETs. Lim et al. [12]
proposed an efficient protocol for fast dissemination of
authentication messages, and Tan et al. [19] proposed
a secure certificateless authentication to realize vehicle’s
identity authentication. However, these solutions rely on
a centralized trusted third party and cannot provide the
distributed security.

With the properties of decentralization, transparency,
traceability and non-tampering, blockchain, a distributed
public ledger shared and maintained by all nodes in the
system, has attracted wide attention, not only in the fi-
nancial industry but also in VANETSs. Specifically, many
researchers in VANETS focus on improving efficiency and
security to ensure vehicle’s privacy through blockchain
technology.  Yuan et al. [24] proposed a seven-layer
conceptual model for Intelligent Transportation Systems
(ITS) via blockchain technology, and claimed that the de-
centralized model will be the future of ITS. Dorri et al. [1]
proposed a blockchain-based architecture to increase the
security and protect the privacy of users. Although the
privacy and security were considered in the paper, they
do not give the concrete and practical scheme. Lei et
al. [9] proposed a secure blockchain-based key manage-
ment framework with a security managers (SMs) in ITS.
Lu et al. [14] designed a decentralized anonymous repu-
tation system using blockchain technology for VANETS.
Rowan et al. [18] proposed a blockchain-based PKI and
an inter-vehicle session key establishment protocol for se-
cure V2V communications. In the above researches, the
blockchain is applied to enhance security between infor-
mation and energy interactions. However, these schemes
are only suitable in Bitcoin. Malik et al. [15] proposed
an authentication and revocation of framework using
blockchain technology, which authenticates vehicles in a
decentralized way. However, they store a certain number
of bytes using the OP_RETURN instruction in Bitcoin.
Actually, storing a large amount of non-transaction infor-
mation in the Bitcoin network affects the performance of
system, therefore, the size of OP_RETURN instruction
is limited, and with the number of vehicles increasing,
the amount of information stored in the blockchain will
be enormous, which directly affects the scalability of the
system.

1.2 Our Contributions

In this paper, we propose an anonymous authentication
scheme based on consortium blockchain in VANETS, and
the real identity of the vehicle can be concealed by using
pseudo IDs to ensure the privacy of the vehicle. Specifi-
cally, we make the following contributions:

1) Our scheme allows the vehicles using Pseudo IDs ob-
tained from the Road Side Units (RSUs) to conceal
the real identity of the vehicle, which can prevent
location tracking. Furthermore, each transaction in-
cludes a unique transaction ID (TID) and the RSU
can quickly verify vehicular identity information us-
ing TIDs.
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2) Based on consortium blockchain, we conduct a rigor-
ous review of the nodes joining the system to ensure
the confidentiality of the ledger and provide a de-
centralized, distributed, reliable database maintained
by multiple trusted authorities (TAs) and RSUs for
storing certificates. In addition, a great deal of
anonymous certificates are stored in the trusted cloud
server and pointers to the storage location are stored
in the blockchain, which can improve the scalability
of the system.

3) In the revocation, compared with searching the en-
tire certificate revocation list (CRL), RSUs are able
to determine promptly that the vehicle has been re-
voked by adding a revocation tag in our scheme, and
the latter requires less computational overhead.

1.3 Organization

The remainder of this paper is as follows: Section 2
demonstrates a succinct concise overview of the consor-
tium blockchain, VANETSs and assumptions. In Section 3,
the system model of anonymous authentication based on
consortium blockchain for VANETS is discussed. In Sec-
tion 4, the proposed scheme including registration, au-
thentication and revocation is given. Section 5 analyzes
the security of our scheme and evaluates the theoretical
performance. Finally, Section 6 concludes the paper.

2 Preliminaries

2.1 Consortium Blockchain

The Consortium blockchain, a type of permission
blockchain, is not completely decentralized, but it is a
multicenter blockchain as shown in Figure 2. The pre-
defined authoritative node A can select the accounting
nodes 1, 2 and 3 by voting and the remaining nodes are
the ordinary nodes. Compared with public blockchain,
only legitimate nodes (member nodes) can access the
ledger and view related information stored in consortium
blockchain by setting up access permissions. In addition,
the access authority and record authority of the ledger
are determined jointly by authoritative nodes to ensure
the confidentiality of ledger, and provide a higher secu-
rity. Generally, considering the efficiency of the system,
it do not use mining mechanisms, such as Proof of Work
(POW) algorithm.

2.2 VANETSs

VANETS, a special wireless ad-hoc network, can provide
a secure and efficient environment for Vehicle-to-Vehicle
(V2V) communication and Vehicle-to-Infrastructure
(V2I) communication as shown in Figure 1. There are
three types of entities in VANETSs: Trusted Authority
(TA), Roadside Unit (RSU), and On-Board Unit (OBU).
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Figure 2: Structure of consortium blockchain

TA plays an extremely important role in the process of ve-
hicle registration and authentication. Multitude of wire-
less gateway points, i.e., RSUs, are deployed along the
roadside. Through the RSU, Vehicles can share valuable
driving information with neighboring vehicles to improve
traffic efficiency and safety. OBU configured into vehicle
is responsible for communicating with RSU by utilizing
dedicated short range communication (DSRC) radio.

2.3 Assumption

The process of registration is divided into two phases.
Firstly, the vehicle obtains the public key certificate from
the T'A. Secondly, it obtains the Pseudo ID from the RSU
within the region covered by the T'A. In addition, the
distance affects the communication delay, therefore, the
nearest RSU to the vehicle is responsible for generating
PID in our scheme. All of the above are prerequisites for
authentication, we need make the following assumptions:

1) We assume that TAs and RSUs generated Pseudo ID
for vehicle are completely trusted and they are not
be compromised.

2) When the vehicle obtains the public key certificate
from the nearest TA, the locations of RSUs within
the region covered by the TA are stored in the OBU
installed in the vehicle. Therefore, at any time, the
vehicle knows the nearest RSU and the RSU gener-
ates pseudo ID for vehicles quickly.

3) we assume that the cloud server in our work is abso-
lutely trustworthy.

3 System Model

In this section, we introduce the system model and the
specific function of each entity in the system model.
There are five entities in the proposed system: A Traf-
fic Department (TD) , multiple Trust Authorities (TAs),
Road Side Units (RSUs), On Board Units (OBUs) in-
stalled in vehicle and a Trusted Cloud Server (TCS). It is
worth noting that TD, TA and RSU represent three types
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of nodes, namely supervisory nodes, accounting nodes (re-
vocation nodes) and verification nodes. As shown in Fig-
ure 3.

e Traffic Department: Firstly, as the supervisory node
of the system, the traffic department is responsible
for supervising the operation of the entire system.
Secondly, the supervisory node needs to select the
accounting nodes (TAs) in advance for generating the
transaction information and uploading them to the
blockchain. In addition, the vehicle needs to submit
personal information to the TD before registration
and obtain a unique plate number namely VID;

e Trust Authority: There are multiple authoritative
nodes in our system and their accounting rights are
granted by the TD. There are mainly three functions
for TA. First, it is responsible for assigning a public-
private key pair to the vehicle and RSU within the
region coverd by the TA, which are used to authenti-
cate between vehicle and RSU. Second, a candidate
transaction set is generated by the TA including a
large number of public key certificates encrypted us-
ing the public key of the TA. Finally, the TA up-
loads the integral transactions to the blockchain. It
is worth noting that a integral transaction consists of
a candidate transaction and a pointer to the storage
location of pseudo ID;

e Road Side Unit: There are many RSUs distributed
within the region covered by each TA. Each RSU is a
verification node in the blockchain and is mainly re-
sponsible for generating a pseudo ID for the vehicles
and sending the generated pseudo ID to the TCS. In
addition, a pointer to the storage location of pseudo
ID is transferred to the TA. RSU1 and RSU2 repre-
sent two different RSUs;

e On Board Unit: Due to the limited resources and
computing power of OBU, it only participates in
the simple encryption and transmission of data, and
sends the collected data as a data set to the RSU;

e Trusted Cloud Server: We can only upload the user’s
real identity and the hash index of the pseudo ID to
the blockchain, and a large number of pseudo IDs are
sent to a Trusted cloud server. Here, we assume that
this cloud server is absolutely trustworthy.

4 The Proposed
Authentication
VANETSs

Anonymous
Scheme in

In this section, we describe the blockchain-based anony-
mous authentication scheme in detail including system
initialization, registration, mutual authentication and ex-
peditious revocation.
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Figure 3: System model

4.1 System Initialization

The notations used in this paper are given in Table 1.

Table 1: Notations

Notation | Meaning
Py, | The public key of vehicle
SKy, | The private key of vehicle
Pg, | The public key of 5** RSU
TX;() | Candidate transaction set
T;() | Timestamp
TID;() | Transaction ID of j®* transaction
POINTER | A pointer to the storage location
of Pseudo ID
E() | Encrypt
Sig() | Digital signature
R | Random numbers

The system is comprised of five participants: Traf-
fic Department (TD), multiple Trust Authorities TA =
{TA,,TAs,..,TA,}, vehicle sets V. = (V4,V5,..,V;),
Roadside Units R = {RSU;, RSUs,...,RSU;} and
Trusted Cloud Server. In the registration, different par-
ticipants prepare to be occupied with numerous domain
parameters required for security operations. The system
is maintained by multiple Trust Authorities for Elliptic
curve cryptography (ECC) based PKI technology, and
system parameters set {q,a,b, P} is initialized. Here,
a and b are constants defining the Elliptic curve equa-
tion (a,b € F, and 4a® + 27b*> # 0). P is the genera-
tor of the Elliptic Curve E with prime order q. There
are many RSUs within coverage of each TA. We assume
that TA; € TA needs to distribute ECC public-private
key pairs to the RSUs. TA;, one of multiple trusted
authorities, selects a integer set (a1,as,...,an € Z;) as
private keys of RSUs and generates a public key set
(PRI;PR27 ...,PRn), where PRn = aj; - P.



International Journal of Network Security, Vol.22, No.6, PP.981-990, Nov. 2020 (DOI: 10.6633/IJNS.202011-22(6).12)

The consortium blockchain is established amoung TD,
multiple Trust Authorities and RSUs. Multiple Trust Au-
thorities are responsible for generating new identities for
vehicles. The T'A; elected as a accounting node by using
suitable voting mechanism uploads transaction informa-
tion to the blockchain.

4.2 Registration of the Vehicle

In our work, there are two stages for the vehicle to com-
plete the registration. Firstly, the TA is responsible for
generating an ECC public-private key pair namely Py,
and SKy, for the vehicle, and generating a candidate
transaction set waiting for being uploaded. Secondly, the
RSU generates a pseudo ID for the vehicle.

1) The TA generates a Public-Private key pairs for V;:

Table 2: Registration of the vehicle
1.V, - TA; < VID2||Other >

2TA, = VID; < Verify(VID;) >
3T Ay — Vi < d||Py,||Sig{H(Py,||d)}|T\ >

4TA1 — Vi
< TXi{E(CGTtVi)}||TX¢+1{E(C€TI€VH1)} >

The steps of registration are described in Table 2.
The vehicles register with TA for the first time by
submitting their VID; issued by T'D. The supervi-
sory node (T'D) in the system need to select a node
being responsible for the registration of the vehicle
according to a specific consensus algorithm. Here,
we assume that T'A; is only an authoritative node
that is temporarily elected for this registration.

T A, verifies the VID,; and selects a integer b € Z,
as the private key of the vehicle namely SK,, = b
and generates a public key Py,, where Py, = b- P.
TA; send < b, Py,, H(Sig), Sig,Th > to the vehicle
through a secure channel, and at the same time, it
generates a partial transaction set waiting for being
uploaded including real identities of a large number
of vehicles.

It is worth noting that the public key certificates are
stored in the partial transaction set in the form of
ciphertext, and they are encrypted with the public
key of the T'A;.

2) The RSU generates a Pseudo ID for V;:

The vehicle sends a request message encrypted with
public key of RSU; including the public key certifi-
cate Py, obtained from the T'A; and timestamp 7.
After receiving the request message, RSU; can select
a random number R; € Z; and calculate a message
M, = a- Py, - Ry for the vehicle. The vehicle selects a
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Algorithm 1 Generation of Pseudo ID

1: Begin

A vehicle V; wants to send a Request to the nearby
RSU;.

Let Request =< Ep, (Certy,(Py;)||T1) >.

The RSU; receives the Request from V.

Let M1 :(J,']DV1 'Rl.

The RSU; sends to the My to V.

The vehicle V; sends to a Reply to the nearby RSU;
Let M3 :R2 'Ml, and Mg = b'PR1 -Rl.

Let Reply = Ms3|| M.

10: The RSU; verifies the information of the vehicle V;.

11: Let My = M5 - R;.

12: if M3 = M, then

13:  Let M = PID;||Ty

14:  Send message M to the vehicle.

15: end if

16: Periodically refresh the PID;

17: End

1

random number Ry € Z,; and calculates two messages
Mg, M3, where M2 =b- PR1 'R] and M3 = R2 'Ml-
Here, (Pg, ,a) is the public-private key pair of RSU;.
The vehicle sends a reply message M = Ms|| M3 and
a T} to RSU, and RSU; can verify the identity of the
vehicle by determining if M3 is equal to My, where
My = Ms - Ry. After the identity of the vehicle V; is
authenticated, the RSU sends the pseudo ID with the
timestamp 77 to the vehicle and at the same time,
the vehicle has completed registration.

4.3 Uploading Transaction to Blockchain

After sending the pseudo ID to vehicle, the RSU; will
send the PID; generated for this vehicle to the Trusted
Cloud Server and forward a pointer to the memory ad-
dress of PID; namely POINTER_PID; to the T A;.

The T'A; records the pointer in the partial transaction
previously waiting to be uploaded. At the same time, the
T A, generates a complete transaction set and uploads it
to the blockchain. In addition, we redefine contents of
each transaction in blockchain, and each transaction in-
cludes a public key certificate encrypted by using public
key of T}, a pointer and a transaction ID as shown in Fig-
ure 4. The registration information of the vehicle forms
a transaction with a uniquely identified transaction ID,
namely TID;. Using transaction ID, we can determine
the identity of a vehicle by viewing records stored in the
blockchain.

4.4 Mutual Authentication Between

RSU2 and Vehicle

The vehicle V; leaves the region covered by RSU; and
enters a region covered by RSU,; as illustrated in Fig-
ure 5. It is critical for the vehicle and RSUs to complete
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anonymous authentication. The authentication process is
divided into five steps:

e Step 1: The vehicle sends an authentication mes-
sage M; including PID;, Certprp,, H(Certpip,), a
timestamp 75 and a transaction ID encrypted with
the public key of RSUz namely Ep, < TID; > to
RSUs.

e Step 2: After receiving the message M;, the RSU,
decrypts the message M; by using its private key ao
and gets the PID; transaction ID (T'IDj), and times-
tamp T,. The RSUs can verify the legality of the
vehicle by querying the blockchain using T1D;.

e Step 3: Based on the transaction ID provided by the
TA;, the RSU; can quickly know identity informa-
tion of the vehicle by visiting transaction information
instead of traversing the entire blockchain system.

e Step 4: Firstly, through the transaction informa-
tion recorded in the blockchain, the RSU; determines
whether the transaction information corresponding
to the T1D; exists. If it does not exist, the vehi-
cle can be considered as an illegal node. Secondly,
if a pointer to PID; has a revocation tag namely
PI DiTAB, the information provided by the vehicle
is invalid. Finally, RSU; can verify whether the
message has been tampered with by comparing the
H(Certpip,..cioneq) With H(Certprp,). If the equa-
tion H(Certprp,) = H(Certprp , the vehicle
is legal.

Teceieved)

e Step 5: Once the legality of vehicle identity is veri-
fied, RSU; can provide the corresponding service to
it.

Figure 5: Mutual authentication between RSU; and ve- 4.5 Expeditious Revocation

hicle

Danger VSOK?

BLOCKCHAIN

Figure 6: Revocation of malicious vehicle

In the revocation, we assume that there are some reports:
”Dangerous”, ”OK” and ”dangerous” from three vehicles
in the region covered by RSUs for the same road condi-
tion, and contents of the message are proven fallacious by
using the evaluation algorithm. As shown in Figure 6,
PID,, PIDs, PIDj3 represent three different vehicles re-
spectively.

When the RSU finds that the PI D5 is sending ” Forged
Message” (?” FM”), the RSU forwads a message including
Certprp,, PIDy and "FM” to T A, and the message
is encrypted by using the public key of T'A5. Once veri-
fied, the T'A5 sends a revocation command to the Trusted
Cloud Server (TCS) through a secure channel. In our
work, we set a revocation tab PIDI4Z. The T A, is re-
sponsible for updating ledger in this paper. When the ve-
hicle (PID3) enters the region covered by the RSUy, the
RSU, can query the information stored in the blockchain
and determine whether the vehicle has been revoked. Be-
cause of obtaining the PIDI4B instead of the (PIDy),
the system refuses to provide the corresponding service
for vehicles.
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The data stored in the blockchain is just a pointer
to the storage location. When a malicious vehicle is
found, the information of vehicle can be modified with-
out changing the transaction itself. In addition, compared
with searching the complete revocation list(CRL), we just
need to determine whether the content of the pointer is
PIDYT AB that requires lower computational overhead.

5 Security and Performance Anal-
ysis
5.1 Security Analysis

e Confidentiality: In the registration, the vehicle cal-
culates message M, = a - Py, - R;, where a is the
private key of vehicle. RSU; calculates messages
My =b- Pgr, - Ry and M3 = Ry - M; , where b is
the private key of RSU;. Two parties of the com-
munication complete the mutual authentication by
determining whether Ms - Ry is equal to R - Mj.
Messages encrypted with their public key can’t be
decoded, unless the attacker can obtain their private
key. Specifically, the process of obtaining the private
key is an ECDLP problem. Therefore, our scheme
satisfies confidentiality.

e Anonymity: In the mutual authentication be-
tween the wvehicle and the RSU,, the vehi-
cle sends a message M including PID;, 1T,
Certprp, and TID; to the RSU;, namely <
EPR2 (PIDiHCCTtp[Di TQHTIDl) >. The RSU,
decrypts it by wusing its private key, and de-
termines whether the equation H(Certprp,) =
H(Certprp...,.;....) s true by querying the informa-
tion stored in the blockchain. In the authentication,
the real identity of the vehicle can be concealed by
using PID;, which can ensure the anonymity of the
vehicle.

e Single point of failure: There is no single point
of failure in our scheme. Firstly, multiple Trusted
Authorities (TAs) and RSUs jointly maintain a reli-
able ledger with authority. Each TA is responsible
for distributing public-private key pairs for vehicles
and RSUs. Secondly, in order to weaken permissions
of the authoritative node TA, the RSU generates a
pseudo ID for the vehicle in our scheme. Ultilizing
a blockchain with authority can ensure distributed
features. In addition, we have restricted on access to
the ledger, so not all nodes can view the information
stored in the blockchain.

e Unforgeability: Attackers generally complete au-
thentication by forging the user’s identity. We as-
sume that the attacker forges the identity of the ve-
hicle and calculates M} = ¢ - Pg, - R1, where c is
the private key of attacker. In our work, the vehicle
calculates message My = b- Pg, - R; and sends it to

987

RSU;. The equation MJ is not equal to My, unless
the attacker can obtain the private key of the vehicle.
The equation M4-Ry # Ra-a- Py, - Ry, the RSU failed
to verify the identity of vehicle that the registration
was unsuccessful.

e Repaly attack: The attacker achieves the purpose
of deceiving the system by sending the same packets
repeatedly. However, The process of authentication
is based on random numbers R1, R2, and the random
number can only be known by itself. It can ensure
that there is no fixed connection for the request and
reply between the vehicle and RSU, so the vehicle’s
private key cannot be decoded by the replay attack.

5.2 Performance Analysis

In this section, we analyze the feasibility of our scheme
in terms of time consumption, storage capacity and secu-
rity. The scalar multiplication operation on the Elliptic
Curve, encryption operation, decryption operation and
hash operation will be involved. In addition, it also in-
volves digital signature and verifying. In our paper, we
use the Elliptic Curves recommended by [7] and all op-
erations are based on the ECC algorithm. Specially, we
refer to the time of the scalar multiplication operation
used in [8]. For the convenience of description, it will be
defined in Table 3.

Table 3: The operation involved in this scheme

Operation | Time
The time of a scalar multiplication
Tmul :
operation
Tsig The time of one digital signature
The time of verifying the
TVem' :
signature
Ty The time of hash operation
Tene The time of encryption operation
Tyee The time of decryption operation

Specifically, our scheme involves digital signature, ver-
ifying, encryption operation, decryption operation and
four scalar multiplication operations in the registration.
The computation overhead of a vehicle can be summa-
rized as: 41w + 1759 + 1vers + 1Tgec. There are mul-
tiple trusted authorities (T'As) in this paper. We assume
that the maximum number of vehicles supported by a TA
is 100 and n represents the number of vehicles. Under
different values of n, the time consumption is tested in
the registration and the authentication. As shown in Fig-
ure 7, in the registration, the total time taken for the 20
vehicles to complete the registration is 644.712ms. The
number of vehicles increased from 20 to 100, and the total
time taken is 3235.193 ms, which is the maximum time
spent on registration.

In the authentication, hash operation, encryption op-
eration and decryption operation based on ECC will be
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Table 4: Comparison of security and function

Scheme Anonymity

Decentralization

Tamper-Resistant | System Scalability

[15]

[22]

(6]

[15]

<=
<X

Our Scheme

<=
<

involved, the computation overhead can be expressed
as: 1Ty 4+ 1Tene + 1T4ee.  In authenticating, vehicles
provide H(Certprp,) to the RSU, and the RSU can
authenticate legality of the vehicle by comparing with
H(Certpip,)block- Determining whether the message has
been tampered with, we need to search its PID informa-
tion and perform a hash operation. As shown in Figure 8,
The time taken for 20 vehicles to complete the authentica-
tion is 5.245ms, The number of vehicles increased from 20
to 100, and the total time taken is 36.79ms.
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Figure 8: Authentication of vehicle

Figure 8 compares the time consumption of our scheme
with [15,22] under different values of n. Yao et al. [22]
proposed an anonymous authentication scheme, seven en-
cryption operations, six hash operations are required in
their scheme. The scheme of [15] requires three encryp-
tion operations, two decryption operations, one hash op-
eration. Compared with our scheme, their scheme au-

thenticating 20 vehicles takes 40.454ms and 23.052ms re-
spectively. In addition, the maximum time spent on au-
thentication is 140.216ms in [22]. The results of simula-
tion demonstrate that our proposal can meet the real-time
performance of the VANETS.

For revocation, different from searching the complete
certificate revocation list (CRL) bringing huge computa-
tional overhead, we introduce a revocation tab. Once the
system considers that the vehicle is a malicious node, the
PIDs stored on the trusted server will be marked with
a tab. According to the blockchain, the RSU can deter-
mine whether the vehicle has been revoked by obtaining
a PID; instead of PIDl-TAB.

In VANETS, many authentication schemes are based
on the Bitcoin system. For example, in [15], they only
store a certain number of bytes using the OP_RETURN
instruction in bitcoin. In the Bitcoin system, Bitcoin de-
velopers believe that OP_RETURN will cause users to
store too much non-transaction information in the Bit-
coin network affecting the system performance of Bitcoin,
therefore, the storage space is strictly restricted. How-
ever, with the number of vehicles increasing, the number
of information stored in the blockchain will be enormous,
which will directly affect the scalability of the system. In
our scheme, only the pointer to PID; are stored in the
blockchain, and the PID is stored in the trusted cloud
server. The storage capacity of the trusted server is un-
doubtedly huge. Therefore, we do not worry about the
storage problems caused by the explosion of vehicles.

In addition, as shown in Table 4, we compare it with
schemes [6, 13, 15, 22] in terms of anonymity, tamper-
resistant and decentralization. Our scheme has more ad-
vantages in security and function.

6 Conclusions

Aiming at providing a distributed security, in this paper,
we propose an authentication scheme based on consor-
tium blockchain with anonymous identity in VANETS.
The anonymity of vehicles can be guaranteed by using
PIDs to conceal the real identity of users. In order to im-
prove the scalability of the system, we introduce a trusted
cloud server to store the PIDs, and location pointers are
uploaded to the blockchain. In addition, a vehicle can be
considered an illegal node by judging whether the PID has
a revocation tab instead of searching the entire certificate
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revocation list (CRL). Finally, we analyze the security of
our scheme and evaluate the performance of the anony-
mous authentication scheme.
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