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Abstract

The accuracy of time source in power system is required
to be high, and the time benchmark of ground usu-
ally synchronizes with satellite time. The experimen-
tal environment is operated in the open outdoor area.
SMBV100A is used as the pseudo Beidou signal trans-
mitter and ATGM332D-5N is used as the Beidou sig-
nal receiving chip. The experiment changes the power
of pseudo-Beidou satellite signal to explore the influence
of spoofing jamming on satellite-ground time synchroniza-
tion of a single receiving module, and changes the rela-
tive position of two receiving modules to study the influ-
ence of spoofing jamming on satellite common-view time
synchronization. The experimental results show that in
the case of deceptive jamming, the greater the power of
pseudo-Beidou signal, the shorter the time interval be-
tween the receiving module and pseudo-Beidou; when the
dual receiving module uses satellite common-view syn-
chronization, there is a large time difference in a period
of time. Experiments directly show that time-service time
in power system is susceptible to spoofing interference

Keywords: Beidou Spoofing Jamming; Satellite Com-
mon View; Time Synchronization between Satellite and
Ground; Time Synchronization in Smart Grid

1 Introduction

In the power system, each power automation device,
microcomputer monitoring device, and safety automatic
protection device are highly dependent on clock synchro-
nization [7, 12]. In order to ensure the accuracy of clock
synchronization, the timing clock in the power system is
mostly synchronized with the satellite clock by means of

satellite synchronization [11,19]. However, due to the nav-
igation message format of the civilian part of the satel-
lite signal including Beidou and GPS, the code modula-
tion mode, carrier frequency and other information are
all public. It is easy to use this information to design
the Beidou satellite simulator to deceive the satellite re-
ceiver,which makes the timing clock of the ground having
an error [2, 15,17].

There are two main ways of time synchronization
in the power system:master-slave time synchronization
and satellite common-view time synchronization [9, 18].
Master-slave clock synchronization relies on the accuracy
of single receiver satellite time synchronization. Satel-
lite common-view time synchronization relies on time
synchronization accuracy between multiple satellite re-
ceivers [5, 6, 10]. In the case of deception jamming, this
work studies the change of the satellite synchronization
time of the single Beidou receiver and the change of the
satellite synchronization time synchronization of the dual
receiver.

2 Experimental Principle

2.1 Satellite-Ground Time Synchroniza-
tion

Satellites in space continuously transmit satellite signals
to the ground by broadcasting, and the ground receiver
can resolve the position of the satellite and the time stamp
of transmitting signal from the satellite signals.

In theory, when four satellites are used, the ground
time and satellite time can be synchronized by Formu-
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las (1), (2), (3), and (4) [13].
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In Formulas (1), (2), (3) and (4), the subscripts 1, 2,
3 and 4 represent the satellite signal sequence number,
ρi is the pseudo range of the transmitting satellite to the
receiver, ti is the time stamp of the transmission, and t
is local time. c is the speed of light , (x, y, z) is the local
location, (xi, yi, zi) is the location where the satellite is
launched, and b is the deviation of local time from stan-
dard satellite time. It is known that (xi, yi, zi) , ti and t
can find four unknown quantities x , y , z and b , and find
(t − b) is the synchronization time between the receiver
and the satellite.

2.2 Deception Interference Time Syn-
chronization Principle

When the ground satellite receiver performs the satellite
time synchronization normally, it will first capture the
signals of different satellite serial numbers from the re-
ceived signals, and then keep track of the satellite sig-
nals. However, the power of the satellite signal received
by the ground receiver is relatively small, only about -
160dBW [8,14].

If a pseudo-satellite signal with a relatively large power
is transmitted near the receiving module, the pseudo-
satellite signal will mask the real satellite signal. The re-
ceiving module thereby captures the tracking pseudo lite
signal and synchronizes the pseudo lite time according to
the navigation message of the pseudo lite signal [3, 4, 16].

2.3 Satellite Common-view Time Syn-
chronization Principle

Satellite common view is a method of time synchroniza-
tion between devices based on satellite time. Figure 1
shows the schematic diagram of satellite common-view
time synchronization.

Figure 1: Satellite common view

In Figure 1, device A and device B simultaneously re-
ceive satellite signals for satellite time synchronization.
Since the durations of the signal processing and data
transmitting of device A are different from those of de-
vice B, there is a relatively fixed time offset between A
and B [1].

3 Experimental Equipment and
Experimental Environment

3.1 Experimental Equipment

The main equipment of this experiment is GPS/BD dual-
mode receiver module and pseudo-Beidou signal simulator
equipment. The GPS/BD dual-mode receiving module
includes three parts: Receiving antenna, signal processing
chip and serial interface tool. The GPS/BD dual-mode
receiving module is shown in Figure 2.

Figure 2: GPS/BD receiving module

The receiving antenna is an ordinary GPS/BD an-
tenna for receiving signals; The signal processing chip is
ATGM332D-5N, which is used to capture, track, and an-
alyze satellite signals, and calculates local position and
time information; The serial interface tool is CP 2102
USB- TTL BOARDV4.0, used to transfer chip processing
data to a computer. Among them, ATGM332D-5N is a
key part of the receiving module. Its positioning accu-
racy is 2.5m, cold-start capture accuracy is -148dBm and
tracking capture sensitivity is -162dBm.

The pseudo-Beidou signal simulator is SMBV100A,
which is a vector signal generator produced by ROHDE &
SCHWARZ. It can simulate the transmission of 12 Beidou
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satellite signals, and can set the power of pseudo-satellite
signals, UTC, and the location of pseudo-satellite signals.

This experiment records the processing data of the re-
ceiving module through the serial port assistant on the
computer.

3.2 Experimental Environment Con-
struction

The system block diagram of this experiment is shown in
Figure 3. The receiving module receives the real GPS/BD
satellite signal during normal operation; when the receiv-
ing module is deceived, it receives the real GPS/BD signal
and the pseudo-high-pitched signal with high power. The
received satellite signal is processed by the serial port tool
on the computer.

Figure 3: The block diagram of deception interference
experiment system

This experiment is carried out in an outdoor open envi-
ronment to ensure that the receiving module can receive
more satellite signals. The transmitting antenna of the
pseudo-Beidou signal simulator is placed on a higher floor,
ensuring that the pseudo-Beidou signal can cover a larger
area. The experimental scene of the BD/GPS receiving
module is shown in Figure 4.

Figure 4: The experimental site map of BD/GPS receiver
module

The pseudo-Beidou signal simulator SMBV100A (Fig-
ure 5) placed on the upper floor simulates the pseudo-
Beidou signal transmitted to the receiving module by a
non-omnidirectional antenna with a small beam angle.

Figure 5: Pseudo-beidou signal simulator and signal
transmitting antenna

4 Experimental Steps

This experiment separately studies the effect of decep-
tion jamming on the time synchronization of the single
receiver module and the effect of deception jamming on
the satellite synchronization time synchronization of the
dual receiver module. The experimental steps are as fol-
lows:

1) Turn off the signal transmission switch of the pseudo-
Beidou signal simulator, the receiving module nor-
mally receives the real GPS, BD satellite signal and
records the signal processing data for 5 minutes
through the serial port assistant of the computer af-
ter the data is stable.

2) Set the transmission power of the pseudo signal
to -20dBm; set the pseudo positioning position of
the Beidou signal to be (30◦18’53”N, 120◦22’23”E),
which is about 2’ difference from the longitude of the
real position; The UTC of the interference source is
set to 08:00:00, which is about 12 hours from the
real time; the pseudo satellite signal number is 01,
02, 03, 04, 05, 06. Turn on the pseudo-Beidou signal
simulator signal emission switch.

3) The serial port assistant records 5 minutes of sig-
nal processing data. Turn off the signal transmission
switch of the pseudo-Beidou signal simulator.

4) Study the effect of deception jamming on the time
synchronization of the single receiver module. Ensure
that the experimental environment is unchanged, set
the UTC to 04:00:00, change the power of the pseudo-
Beidou signal to -20dBm, -15dBm, -10dBm and -
5dBm, and repeat the experimental steps from a to
c.

5) The effect of deception jamming on the dual-
receiving module on satellite common-view time syn-
chronization is studied. Ensure that the experi-
mental environment is unchanged, set the UTC to
07:00:00, the power of the pseudo-Beidou signal to
-5dBm, and change the relative distance between the
dual receivers to 5m, 10m, 15m and 20m. Experi-
mental steps from a to c were repeated in sequence.
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5 Experimental Results and Anal-
ysis

5.1 Deception of the Receiving Module

The receiving module normally receives the BD/GPS
data, and the GNRMC data read by the computer serial
port is shown in Figure 6.

Figure 6: Serial GNRMC data under normal conditions

The serial port results show that the UTC is 10:49:37
and the local location is (3018.8702N, 12020.3913E),
which is (30◦18’87.02”N, 120◦20’39.13”E). The synchro-
nization time and the positioning position are consistent
with the local time and local location, indicating that the
receiving module has not received fraudulent interference.

After about 5 minutes of transmitting the pseudo Bei-
dou signal, the GNRMC data read by the serial port
is shown in Figure 7. The result shows that the UTC
is 08:56:33, and the positioning position is (3018.8835N,
12022.3833E), which is consistent with the parameters set
by the Beidou simulator, and is inconsistent with the local
time and position. The receiving module is deceived.

Figure 7: Serial GNRMC data in case of fraudulent inter-
ference

5.2 Satellite-Ground Time Synchroniza-
tion under Deception

When the receiving module receives the real Beidou sig-
nal, the transmission power of the pseudo Beidou signal
is changed to -20dBm, -15dBm, -10dBm and -5dBm, and
the experimental data simulation results are shown in Fig-
ures 8–11.

Figure 8: Receiver synchronization time under -20dBm
pseudo lite signal

Figure 9: Receiver synchronization time under -15dBm
pseudo lite signal

Figure 10: Receiver synchronization time under -10dBm
pseudo lite signal

Figure 11: Receiver synchronization time under -5dBm
pseudo lite signal

In Figures 8–11, the abscissa is the number of data
frames received by the serial port, and 1 s corresponds to
one data point. The ordinate is the UTC resolved by the
receiving module and is represented by scientific notation.

In Figures 8–11, the UTC line starts from the left
and the first black point indicates the moment when
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the pseudo-beidou signal is transmitted, the second black
point indicates the last moment of the synchronized real
satellite time, and the third black point indicates the first
moment of time of the synchronous pseudo-beidou. It
can be seen that after the pseudo-Beidou signal is trans-
mitted, the UTC parsed by the receiving module does not
immediately synchronize the pseudo-dipper time, and still
maintains the real satellite time before the interference.

The time interval between the first black point and the
second black point indicates the time required for synchro-
nizing the satellite time and the pseudo-beidou signal in
the case of fraudulen interference. According to Figures
8–11, the length of time required for synchronizing the
UTC of the receiving module and the pseudo Beidou sig-
nal is recorded in the case of pseudo-Beidou signal fraud
interference of different powers, as shown in Table 1.

Table 1: Time required for synchronizing pseudo-beidou
signals

Pseudo-Beidou
Signal Power/dBm -20 -15 -10 -5

Synchronized Pseudo-beidou
Signal Time/s 163 89 57 44

It can be seen from Table 1 that the greater the power
of the pseudo-Beidou signal, the shorter the time that the
UTC resolved by the receiving module is synchronized to
the pseudo-Beidou signal.

5.3 Satellite Common Time Synchroniza-
tion under Deception Jamming

The power of the pseudo-Beidou signal is kept at -5dBm,
and the relative distance between the two receivers is
changed, which is 5m, 10m, 15m and 20m, respectively,
and the experimental data simulation results are obtained
(Figures 12–15). In Figures 12–15, it is ensured that
the two receiver modules have the same abscissa of the
UTC at the same moment. The significance of the three
black points on the two UTC lines in the figure is still
the pseudo-Beidou signal transmitting time, the last mo-
ment of the synchronized real satellite time, and the first
moment of time of the synchronous pseudo-beidou is an-
alyzed.

In Figures 12–14, both the receivers 1 and 2 have a
UTC hopping condition, and in Figure 15, the receiver 1
always maintains the true UTC, indicating that it is not
subject to spoofing interference.

Figure 12: UTC synchronization time when the distance
between the two receivers is 5m

Figure 13: UTC synchronization time when the distance
between the two receivers is 10m

Figure 14: UTC synchronization time when the distance
between the two receivers is 15m

Figure 15: UTC synchronization time when the distance
between the two receivers is 20m

As can be seen from Figure 12 to Figure 15, in the
case of fraudulent interference, the dual-receiving module
satellite common-view synchronization time has a large
time difference over a period of time. Record the length
of time when the synchronization time of the two receivers
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is different under different relative distances. The results
are shown in Table 2.

Table 2: Dual receiver satellite common-view synchronous
UTC deviation duration

Relative Distance
Between Two Receivers/m 5 10 15 20

Satellite Common-view
Time Deviation Duration/s 78 44 38 –

It can be seen from Table 2 that when the relative dis-
tance between the receivers is too large, the time deviation
between the two receiving modules is always large because
the pseudo-Beidou signal cannot cause deception to inter-
fere with one of the receiving modules. When the relative
distance between the receiving modules is less than 20m,
the time deviation between the two receiving modules will
be relatively large during a period of time, about 40s to
80s.

6 Conclusion

In this work, based on two time synchronization meth-
ods of timing time source in the power system: Satellite-
Ground Time Synchronization and Satellite Common
Time Synchronization, experiment changes the transmis-
sion power of the pseudo-Beidou time signal and the dis-
tance between the two receivers to explore the satellite
fraudulent interference. The following conclusions are ob-
tained:

1) After being deceived, the time of synchronization of
the satellite will jump to the pseudo-Beidou signal
time.

2) The greater the power of the pseudo Beidou signal,
the shorter the time that synchronizes the receiving
module and the pseudo Beidou signal.

3) When the distance between two receivers based on
satellite common view synchronization is too large,
the pseudo-Beidou signal transmitted by the Beidou
simulator may not be able to successfully deceive one
of the receivers. The time offset between the two
receivers is kept large.

4) When the relative distance of the receiver is within
20m, the dual receivers based on the satellite com-
mon view synchronization are deceptively interfered,
and the synchronization time will have a large devi-
ation during a period of time, about 40s to 80s.
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