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Abstract
In the wireless mobile network (WMN), the handover
authentication scheme is the key to ensure fast and secure handoff of mobile nodes among several access points.
However, it is difficult to design an appropriate handover
authentication protocol for the inherent drawbacks in
WMN. For example, the resources of the MN are limited
and the mobile nodes have low capability in computing.
Therefore, the traditional authentication schemes are unsuited to be applied in WMN for the reason that they have
low efficiency. To construct a fast handover authentication protocol, in this paper, we design an anonymous handover authentication protocol with high efficiency by considering the distributed storage, collective maintenance
and tamper-resistance. Then, the security and efficiency
of the proposal is analyzed, and it is concluded that ours
uses chameleon hash with blockchain to achieve robust
security and high efficiency. Meanwhile, our scheme satisfies the property of user anonymity, conditional privacy
protection and robust key agreement as well.
Keywords: Anonymity; Blockchain; Chameleon Hash;
Handover Authentication; Wireless Mobile Network

1

Introduction

authentication.
The handover authentication technology realizes the
interconnection, intercommunication and mutual confidence between the mobile node and access points, which
provides a guarantee for the secure communication in the
mobile internet. As shown in Figure 1, a typical handover
authentication scenario consists of three entities: The mobile nodes (MNs), access points (APs) and authentication
server (AS). For a secure handover authentication, when
the MN moves from the current node (AP1) to the new
node (AP2), the AP2 needs to authenticate the MN to
prevent the illegal users, and the MN also needs to authenticate the AP2 to prevent an attacker from disguising the
AP2. In addition, the MN should also establish a session
key with the AP2 to protect the security of user’s data.
Based on this framework, the handover authentication is
employed in the mobile communication and real-time services such as 5G, Voice over Internet Phone(VoIP), VideoPhone, mobile TV, Video Conference, and online games.
However, the time-delay in these services affects user experience seriously. Thus, it is crucial to reduce the timedelay and the energy consumption in the process of handover authentication that improves the service quality.
To design an efficient and secure handover authentication protocol, there are two issues should be considered. First, for the limited computing power of the MN,
the protocol should be lightweight in computation and
communication costs. Second, because of the openness of
wireless network, the protocol should have robust security to protect the privacy of MN and prevent the system
from various attacks. In order to achieve the requirements
above, many handover authentication protocols have been
put forward in the last several years.

With the rapid development of wireless mobile network
(WMN), various mobile Internet applications have been
utilized in the different fields of life. Due to the portability and mobility of mobile devices, the demand for multimedia services by mobile nodes has exploded. Therefore, providing secure and fast real-time services for mobile users will become an inevitable trend in the future.
When a service provider offers these real-time services
to mobile terminals in the wireless network, the mobile 1.1 Related Works
users often need a handoff in the different access points
(or base stations) for the limited signal range. In detail, a In IEEE 802.11i [3], it proposed a four-way handshake
new connection is established between the mobile termi- to create a Pairwise Transient Key (PTK) and then disnal and the new access point depending on the handover tributed a Group Transient Key (GTK) for broadcast
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the scheme of [19] uses simple hash function to enhance
efficiency and it can preserve user’s anonymity. Later on,
Hsiang and Shih [14] showed that the scheme of [19] is
vulnerable to insider’s attack. He et al. [12] proposed a
strong user authentication scheme with smart cards for
wireless communications.
The scheme of [12] is suitable for the low-power and
resource-limited mobile devices since it only performs
a symmetric encryption/decryption operation. However, [18] showed that He et al.’s scheme is unfairness in
key agreement. Then, He et al. [13] summarized the basic
security requirements of handover authentication protocols and proposed a novel batch verification AHA protocol. However, their implementation calls for complex and
Figure 1: Handover authentication overview
time-consuming operation, such as bilinear pairing operations and point multiplication. After that, Xie et al. [28]
proposed an improved AHA protocol using ECC. Unfortunately, this scheme does not support batch verification
communication. However, the time cost of full han- and are not suitable for practical applications.
dover authentication is unacceptable for real-time trafRamadan et al. [23] proposed a user-to-user mutual
fic in nowadays. In order to improve the performance of
authentication
and key agreement scheme, which is more
handover authentication scheme, the authentication, aucompatible
with
the LTE security architecture. In rethorization, and accounting (AAA) based schemes [21,22]
cent
years,
the
idea
of proxy signature has been utilized
were proposed. These schemes use AAA servers to ensure
to
design
handoff
authentication
schemes [7–9, 20]. The
security handovers, and they adopt pre-authentication
essential
idea
of
these
schemes
lies
in that the authenticaand proactive key distribution methods to increase the
tion
server
issues
its
delegation
power
to the MN, which
efficiency of authentication. However, they need to esgrants
the
MN
the
ability
to
generate
a proxy signature
tablish trust relationship and generate a large amount
on
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of
the
authentication
server.
Then, the new
of authentication traffic between network nodes, which
AP
trusts
the
MN
due
to
the
proxy
signature
on behalf
increases the complexity of the entire system. Difof
the
authentication
server.
However,
these
schemes
are
ferent from the AAA scheme, there is an alternative
vulnerable
to
various
security
issues.
protocol without communicating with the AAA server
Different from the above schemes, the schemes in [5,
which is called the Security Context Transfer (SCT)
schemes [4, 27, 30] were proposed. The SCT scheme need 10, 11] proposed a handover authentication scheme based
not to establish communication between AAA and AP. on the chameleon hash function. These schemes used the
Nevertheless, these solutions are based on the assumption collision of chameleon hash function for authentication
that the APs are mutually trustworthy. Thus, in actual to avoid certificate management problems. These proapplication scenarios, the APs cannot be trusted totally, tocols are lightweight authentication schemes with high
efficiency, but there are still some shortcomings in them,
which brings some security risks to these schemes.
In order to solve the problems in handover authen- such as key escrow, privacy preservation, redirection attication above, some works [2, 12–15, 18, 19, 28, 29] were tack, high communication and computation overhead.
proposed. In [15], an identity-based handover authentiIn the handover authentication, if the legal identity of
cation scheme was proposed, which can be implemented the MN can be securely broadcast to all APs, the effionly by ID between the MN and AP. This scheme has ciency of authentication process can be greatly improved.
better efficiency than AAA scheme because there is no In order to make this property can be applied in the
need to make communication between the MN and AP, handover authentication, we use blockchain technology
and it reduces the overall system complexity compared to to achieve our goals. Nowadays, blockchain technology
the AAA-based and SCT-based schemes. Unfortunately, has been applied in many fields [6, 17, 24, 25]. Regarding
since there is a PKG to issue a private key, this solution the application of blockchain in the field of identity auhas the problem of key escrow.
thentication. In the literature [6], based on the shortcomThe study in [2] used low-cost functions to achieve se- ings of traditional authentication relying on third-party
curity and efficiency, it also used nonce instead of times- centers and vulnerable to man-in-the-middle attacks, a
tamps to avoid the clock synchronization problem. How- blockchain PKI scheme based on privacy protection was
ever, Youn et al. [29] identified that the scheme of [2] proposed. The scheme of [17] describes the concept of
cannot achieve the anonymity under four attack strate- blockchain PKI and shows that it has significant advangies, and it is not efficient in password authentication. tages over traditional PKI and implements PKI authenLiao and Wang [19] presented a dynamic ID-based remote tication based on Ethereum. However, none of these
user authentication scheme for multi-server environment, schemes solves the handover authentication problem.
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Our Contribution

structure is formed by the interlocking of the hash values
of each block. Because of these properties, blockchain has
For the above problems in the current handover authentisome important characteristics such as tamper resistance,
cation, we propose a secure anonymous handover authendata synchronization, traceability.
tication scheme based on chameleon hash function and
blockchain technology, and design a blockchain certificate
model. We summarize our main research contributions as 2.2 Chameleon Hash Function
follows:
The chameleon hash function was first proposed by
1) In order to improve the efficiency of authentication Krawczyk and Rabin as a one-way hash function with
process, our scheme uses the distributed and difficult- trapdoors [16]. A chameleon hash function is associated
to-tamper features of the blockchain, and it does not with a set of public and private keys, which are also known
require an extra interaction between the AP node as trapdoors. For the participants who do not grasp the
trapdoor information, it is only a one-way function that is
and registration node.
strongly collision-resistance. But for the users who have
2) We use a blockchain certificate and chameleon hash mastered the trapdoor information, he can easily calcufunction to solve the problem of certificate manage- late the collision of the chameleon hash function.
ment.
Definition 1. A chameleon hash function based on the
3) To achieve the robust security, we use pseudonyms single trapdoor information) [1]
to provide user anonymity, conditional privacy protection, and updatable key agreement.
Generation of public and private key pairs: Let p
4) Finally, we analyze the performance of our scheme
and compare its performance with some existing
schemes. From the analysis results, our scheme is
more efficient than them.

1.3

Organization

be a safe prime number of bitlength τ , and satisfies
p = 2q + 1, where q is a sufficiently large prime number. Let Zp∗ be a group, g is the generator of Zp∗ , g has
order q. The user chooses random number x ∈ Zq∗
as a private key CKR , and the corresponding public
key HKR is computed as y = g x modp. Assume that
the length of q is λ. Let H be a collision-resistant
hash function, mapping arbitrary-length bitstrings to
strings of fixed length λ, H : {0, 1}∗ → H : {0, 1}λ .

The rest of the paper is organized as follows: The Section 2 introduces some preliminaries, such as the knowledge of blockchain techniques, chameleon hash functions
and the requirements for an ideal handover authentica- Construction of chameleon hash function:
To commit to a message m, and m ∈ Zq∗ .
tion. The anonymous handover authentication based on
Define the chameleon hash function as:
blockchain scheme is presented in Section 3. The secuCHAM − HASH(m, r, s) = r − (y e g s modp)modq,
rity and performance analysis of the related schemes is
the random values (r, s) are choose from Zq∗ × Zq∗ ,
discussed in Section 4. Finally, Section 5 concludes the
where e = H(m||r).
paper.

Collision finding: Let C be the output of Chameleon
hash function C = CHAM − HASH(m, r, s), the
2 Preliminaries
user chooses a new random message m0 and a random value k ∈ Zq∗ , then computes r0 = C +
2.1 Blockchain
(g k modp)modq, e0 = h(m0 ||r0 ), s0 = k − e0 xmodq.
Blockchain is a new application mode of computer
Then, we can get the equation:
technology such as distributed database, point-to-point
transmission, consensus protocols, and encryption algoC = CHAM − HASH(m, r, s)
rithm [24]. It records all transaction information occur= CHAM − HASH(m0 , r0 , s0 ).
ring on the node. The process is highly transparent and
the data is highly secure. The data structure of the
blockchain can be described from three levels: Chain, Computational Diffie-Hellman (CDH) problem:
Given x · P, y · P (g x , g y ), the task of the CDH
block and transaction. All transactions in the same time
problem is computing x · y · P (g x·y ), where x, y ∈ Zq∗
period form a block, and the blocks are linked in chronoare two unknown numbers.
logical order to form a blockchain. When several transactions are packaged into a block, data in all nodes can be
updated. Each block is composed of a block header and 2.3 Requirements of Handover Authentia block body.
cation
Each block header contains the hash value of the previous block, the timestamp, the total hash value of the In wireless networks, an ideal handover authentication
transaction data (Merkle root). In this way, the chain scheme should satisfy the following requirements:
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1) Mutual authentication: The AP should authenticate the identity of the MN to determine that the
MN is a legitimate user. At the same time, although
the AP is trusted, the MN should also authenticate
the AP, in order to prevent the attacker from impersonating the AP.
2) Conditional privacy protection of user: The
identity of the user should not be made public, except for the initial registration node, even if the AP
does not know the true identity of the user. However,
in some special cases, the AP can send a request to
the registration node to obtain the true identity of
the MN.

Figure 2: Blockchain certificate

3) Key agreement: After mutual authentication is
write and query. The valid users only have the right to
completed, a session key should be established bequery. The parameter action of the interface written here
tween the MN and the AP to ensure the security of
indicates the user’s data processing intent, which can be
communication afterwards.
the state of ”issue” or ”revoke”. The parameter action of
4) Robust security property: The handover authen- the interface written here indicates the user’s data protication protocols should provide robust security at- cessing intent, which can be the state of ”issue” or ”retributes to defend against various attacks on the wire- voke”. Since the blockchain cannot change the data alless network (such as eavesdropping, replay attacks, ready stored in the blockchain, the issue and revoke here
do not directly operate on the data, but record the opman-in-the-middle attacks, etc.).
eration of this data in the blockchain, and then generate
5) Perfect forward secrecy: To protect the security a new block and add it to the blockchain. Our handover
of the session key, a handover authentication proto- authentication model is shown in Figure 3.
col should be able to provide perfect forward secrecy,
i.e., the adversary cannot extract the session key produced in previous session even he/she gets both private keys of the MN and the AP.
6) Efficiency: Since the computing power and storage
capacity of mobile nodes in mobile networks are limited, the energy consumption of the authentication
process should be as small as possible and the delay
should be as low as possible.
The scheme we proposed in this paper satisfies the security attributes required for the above handover authentication.

3
3.1

Figure 3: Our handover authentication system model

Handover
Anonymous Handover Authen- 3.2 Our
Scheme
tication Based on Blockchain
Blockchain Certificate

In this section, we designed a blockchain certificate based
on the X.509 digital certificate and blockchain structure.
When the MN completes registration at the registration
node AS, the AS will generate a unique blockchain certificate and upload it to the blockchain for the next handover authentication. Our bolckchain certificate structure
is shown in Figure 2.
According to [26], the write interface of the blockchain
is defined as put(action, data), and the query interface of
the blockchain is defined as get(condition). The registration node and the authentication server have the right to

Authentication

This section introduces our proposed anonymous handover authentication scheme based on blockchain technology. The notations used in the protocol are shown in
Table 1.
Where i represents the different stages of the calculation, the specific process diagram of the protocol flow is
shown in Figure 4 and Figure 5:
3.2.1

Initial Authentication Phase

The Initial authentication phase is shown as Figure 4.
In the Initial Authentication phase, the mobile node MN
needs to register to the AS node with his real identity. If
the MN is valid, the AS generates a blockchain certificate
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Table 1: The notations used in protocol
Notations Meanings
h1 () : {0, 1}∗ → Zq∗
One way and collisionh2 () : {0, 1}∗ → {0, 1}λ resistance hash function
IDx
The identity of x
Ni
Random number
The blockchain certificate
C()x
of x
TExp , TCurr
Expiration and current time
The chameleon hash trap(Xx , Yx )
door key pair of x
Chameleon hash function
CHAM (m, r, s)
CHAM (m, r, s) =
r − (Yxe g s modp)modq
The parameter of Chameleon
r(i)x
hash function where r(i)x =
CHAM (m, r, s) + (g k modq)
The parameter of Chameleon
s(i)x
hash function where
s(i)x = k − eXx modq
A message choose by x
mx
where mx ∈ Zq∗
eis a required parameter to
e
calculates(i)x ,where
e = h2 (m, r)

of MN, and uploads it to the blockchain. Similarly, for
each AP node, their own blockchain certificates are also
recorded in the blockchain.
System Parameters: Our scheme specifies two random
prime number p and q,q is a big prime number, where
p = 2q + 1.g is selected as a generator of order q from
Zq∗ . h1 () : {0, 1}∗ → Zq∗ and h2 () : {0, 1}∗ → {0, 1}λ
are two safe and collision-resistant hash functions.
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Upon receiving the parameter from the MN. The AS
verifies the validity of the MN identity based on the
stored identity hash value. If the identity is invalid,
the MN’s access is denied, otherwise, the authentication proceed to the next step.
2) AS → MN: P ID After confirming the identity of
the MN, AS chooses a pseudo-name set P ID =
pid1 , pid2 ...in which the elements are unlinkable, and
sends it to the MN.
3) MN → AS: CHAM (mM N , r(0)M N , s(0)M N ) After
the MN receives the feedback from the AS, the
MN randomly chooses XM N ∈ Zq∗ as his private
Chameleon hash key CKR , and YM N is public
Chameleon hash key. Then the MN chooses the random values (r(0)M N , s(0)M N ) from Zq∗ ∗Zq∗ ,and computes the value of Chameleon hash function:
C

=

CHAM (mM N , r(0)M N , s(0)M N )

=

eM N s(0)M N
r(0)M N − (YM
mod p) mod q.
N g

Then, the MN sends the value to the AS, where
eM N = h2 (mM N , r(0)M N ).
4) AS → Blockchain: C(0)M N Upon receiving the
chameleon hash value sent by MN, the AS generates
a blockchain certificate of the MN and uploads it to
the blockchain.
5) AS → MN: TEXP After the AS generates the
blockchain certificate of the MN, it returns the time
when the certificate expires to the MN. At the
same time, the AS opens the query interface of the
blockchain to the MN, so that the MN can query the
data on the blockchain.

3.2.2

Handover Authentication Phase

1) MN → AS: h2 (IDM N ) The mobile node MN sends The Handover Authentication phase is shown as Figure 5.
the hash value of his identity h2 (IDM N ) to the AS. When the MN arrives at the new AP2, the AP2 needs to

Figure 4: Initial authentication phase
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authenticate the legal identity of MN to decide whether
to provide services for the MN. Similarly, the MN also
needs to authenticates the AP2.
1) MN → AP2: CertM N k m0M N k r(1)M N k s(1)M N k
g h1 (pidj +N1 ) k TCurr
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the AP2 authenticates the MN as a legitimate user,
and the AP2 sends its own parameters to the MN,
so that the MN can authenticates the identity of the
AP2.
3) AP2 → MN:
0

The MN chooses an unused pidj from P ID, a new
random message m0M N , and computes g h1 (pidj +N1 ) ,
then the MN sends CertM N k m0M N k r(1)M N k
s(1)M N k g h1 (pidj +N1 ) k TCurr to AP2, where
CertM N

=

(pidj , g XM N )

r(1)M N

=

CHAM (mM N , r(0)M N , s(0)M N )

s(1)M N

=

+(g h1 (pidj +N1 ) mod q)
h1 (pidj + N1 ) − e0M N XM N mod q

e0M N

=

h2 (m0M N , r(1)M N ).

CertAP 2 k m0AP 2 k r(1)AP 2 k s(1)AP 2 k g k k TCurr
CertAP 2 = (IDAP 2 , g XAP 2 ), g XAP 2 is the public
Chameleon hash key of AP2. The AP2 chooses random value m0AP 2 ∈ Zq∗ and k 0 ∈ Zq∗ , and computes
0
r(1)AP 2 , s(1)AP 2 and g k . Then the AP2 uses the
value g XM N and g h1 (pidj +N1 ) from the MN, together
with his own parameters, to calculate the session K
for communicating with MN. The AP2 can get:
0

K = (g h1 (pidj +N1 ) )XAP 2 (g XM N )k .

4) MN ← Blockchain: C(0)AP 2
2) AP2 ← Blockchain: C(0)M N Upon receiving the pa- AP2 computes:
rameters from the MN, the AP2 uses these paramCHAM (m0M N , r(1)M N , s(1)M N )
eters to find the MN’s blockchain certificate. Then,
e0AP 2 s(1)AP 2
the AP2 queries the status of the MN’s blockchain
= r(1)AP 2 − (YAP
mod p) mod q
2 g
certificate. If the certificate status is ”revoke”, the
MN’s access is denied. Otherwise, the AP2 com- and compares with the Chameleon hash value of AP2’s
blockchain certificate C(0)AP 2 to verify whether
putes:
CHAM (m0M N , r(1)M N , s(1)M N )
e0M N

= r(1)M N − (YM N g s(1)M N mod p) mod q,

CHAM (mAP 2 , r(0)AP 2 , s(0)AP 2 )
= CHAM (m0AP 2 , r(1)AP 2 , s(1)AP 2 )

to authenticate the AP2. If the authentication is successand compares with the Chameleon hash value ful, the MN uses the parameters of the AP2 to calculate
of MN’s blockchain certificate C(0)M N to verify the session key for communicating with the AP2. The
whether
MN can get:
0

CHAM (mM N , r(0)M N , s(0)M N )
=

CHAM (m0M N , r(1)M N , s(1)M N )

is established. If the equation does not hold. The
MN is determined to be an illegal user, otherwise,

K = (g k )XM N (g XAP 2 )h1 (pidj +N1 ) .
In the end, the session key shared between MN and AP2
is:
0

K = g h1 (pidj +N1 )XAP 2 g k XM N .

Figure 5: Handover authentication phase
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Finally, when the user no longer has a handover authentication request or needs to quit the system, the current AP
node generates the user’s revocation block and uploads it
to the blockchain. In this way, the revocation operation
of the users’ blockchain certificate is achieved.

4.1.4
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Resistance to Replay Attack

In the process of handoff authentication, an adversary
may record the message that the MN send to the AP and
replay it. Our scheme uses timestamps, random numbers
and P ID to prevent replay of previous messages. Since
the MN updates his own pidj at every new round of han4 Security Analysis and Perfor- dover authentication. When the MN performs a verification, the timestamp TCurr will be sent, and the parameter
mance Evaluation
g h1 (pidj +N1 ) also contains a random number N1 . Therefore, if an attacker replays a message to try to enter the
4.1 Security Analysis
system, the AP can detect the replay attack regardless of
whether he detects the pidj , the timestamp TCurr , or the
4.1.1 Mutual Authentication
value of g h1 (pidj +N1 ) . Accordingly, it is worthless for an
Our scheme ensures only the legitimate user to access adversary to replay messages.
the wireless network. After the MN is successfully registered, the AS allows the MN to query the data on 4.1.5 Resistance to Man-in-the-Middle attack
the blockchain. In a handover authentication phase, after the AP authenticates the identity of the MN, the In the process of key agreement between MN and AP2, an
MN calculates CHAM (m0APi , r(1)APi , s(1)APi ) by using adversary may replace the parameters with his generated
the valuer(1)APi ,s(1)APi and m0APi provided by the AP, parameters to obtain information. The attack process
and then the MN authenticates the identity of the AP implemented by the attacker can be described as Figure 6.
by querying the blockchain certificate C(0)APi on the
blockchain. According to this, the mutual authentication
between MN and AP is completed.
4.1.2

Conditional Privacy Preservation

The MN obtained the pseudonym set P ID from the AS
during the Initial Authentication phase. The MN uses
different pid instead of the real identity during different
handover authentication phase. Since the elements in the
P ID are unlinkable to each other, when the MN reaches
the new AP and uses a new pseudonym, there is no way for
APs to collude to trace the MN according to the connection between the pseudonyms. However, in some special
cases, the AP can send a request with the pid provided
by MN to AS. Upon receiving the request, the AS finds
the pseudonym set to which it belongs according to the
pid provided by the AP, and the true identity of the MN
can be found. Based on this, the conditional privacy protection of user can be achieved.
4.1.3

Key Agreement

During the authentication process, the MN uses his own
chameleon hash function public key g XM N and the parameter g h1 (pidj +N1 ) generated by the random number
and pid; the AP2 uses his own chameleon hash function
0
public key g XAP 2 and the parameter g k generated by the
newly selected element to establish a shared session key.
In our construction,K can be shared by the MN and AP2,
0
which satisfies K = g h1 (pidj +N1 )XAP 2 g k XM N . Moreover,
whenever a new round of handover authentication is performed, the MN must choose a new pid to protect its
privacy. At the same time, according to key agreement
process, since the session key contains the parameter pid,
the session key is updated with each new round of handover authentication.

Figure 6: Man-in-the-Middle Attack model
As shown in Figure 6, the adversary E may replace the
key parameters to get the session key between the MN and
the AP. Upon receiving the parameters, the MN and the
AP2 respectively calculate the session key. The key cal0
culated by the MN is K1 = g h1 (pidj +N1 )XAP 2 +E XM N , and
EXAP 2 +k0 XM N
the key calculated by the AP2 is K2 = g
.
This is not the shared key value they expect, so the MN
and the AP2 can not communicates with each other. The
adversary will be discovered by the MN and AP2. However, since the attacker does not know the private indexes
XM N and XAP 2 of the MN and the AP2, the attacker
cannot calculate either of K1 or K2 . It ensures that the
MN and the AP2 can be confident that only themselves
can calculate the key value shared between them.
4.1.6

Resistance to Passive Eavesdropping Attack

During the process of the handoff authentication, the information that the attacker most desires is the identity of
the MN and the the session key K. Firstly, the identity
that the MN sends to the AS during the Initial Authentication phase is hashed, which is not available to the
eavesdroppers. During the different handover authentication phases, the pidj in the P ID are unlinkable with each
other, so the attacker cannot associate the user MN with
different pid appearing in different handover authentications. As a result, obtaining the identity of the MN is
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Table 2: Security comparisons
protocols

Mutual
Authentication

Key
Agreement

[15]
[13]
[28]
[7]
[11]
Ours

YES
YES
YES
YES
YES
YES

YES
YES
YES
YES
YES
YES

Conditional
Privacy
Preservation
NO
YES
NO
NO
NO
YES

difficult for the attacker. Secondly, if the adversary wants
to get the private key XM N and XAP 2 , then the problem
of getting XM N and XAP 2 from g XM N and g XAP 2 can be
reduced to solve the discrete logarithm problem, and it
is difficult to be solved. Therefore, our construction can
resist against passive eavesdropping.
4.1.7

Perfect Forward Secrecy
0

To get the session key K = g h1 (pidj +N1 )XAP 2 g k XM N
the adversary has to extract g h1 (pidj +N1 )XAP 2 from
g h1 (pidj +N1 ) and g XAP 2 , the adversary has to address the
CDH problem. Because the CDH problem is hard, the
proposed protocol can support the perfect forward secrecy.

4.2

Security Comparisons

According to the requirements of handover authentication
in section 2.3 and section 4.1, the comparisons of security
properties are listed in Table 2.

4.3

Replay
Attack
YES
YES
YES
YES
YES
YES

Man-inthe-Middle
attack
NO
YES
YES
YES
NO
YES

Passive
avesdropping
Attack
NO
YES
YES
YES
NO
YES

Perfect
forward
secrecy
NO
YES
YES
YES
NO
YES

Since the AS node only plays the role of registering and uploading the MN’s blockchain certificate to the
blockchain in our scheme, we only consider the operations
and computational cost required by the MN and AP nodes
in the efficiency analysis. In order to prove the efficiency
of our scheme, we implement the above operations on a
Laptop (Lenovo with Intel I5-3320M 2.60GHz processor,
4G bytes memory and the Windows 7 operating system
) using the JPBC library. The time cost of the primitive
cryptography operations shown in Table 4.
In the Handover authentication phase of our scheme,
the MN and AP2 authenticates each other and negotiates
a session key. During this phase, the computation cost of
MN is: 5TE +3TH ≈ 1.038ms, the computation cost of AP
is: 5TE + TH ≈ 0.946ms. Furthermore, the computation
cost among schemes [7, 13, 15, 28] and ours is analyzed in
Table 5 and is compared in Figure 9.

Table 4: Time cost of cryptography operations
TE
TP
TECSM
TH
Times(ms)
0.18
8.45
2.013
0.046

Performance Analysis

In this section, the performance of the proposed protocol is analyzed with some existing schemes. Then, we
obtained some conclusions about the efficiency of our
scheme.
4.3.1

Computation Overhead

The notations we used in this section are shown in Table 3.
Table 3: The notations used in Efficiency calculation
Time for executing a modular
TE
exponentiation in GT
Time for executing a bilinear
TP
map operation
Time for executing a scalar
TECSM
multiplication operation
Time for executing a general
TH
hash function

Figure 7: Comparison of the computation cost
And Table 6 shows the energy consumption at the MN
(EM N ), the energy consumption can be calculated as E =
TM N × P , where E is the energy consumption, TM N is
the total computation time for handover authentication
of MN, and P is the CPU maximum power (35W).
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Table 5: Comparison of the computation cost
[15]
[13]
[28]
[7]
Ours

MN operations
TECSM + 2TP ≈ 18.913ms
4TECSM + 3TE + 5TH ≈ 8.822ms
4TECSM + 5TH ≈ 8.282ms
3TECSM + 4TH ≈ 6.223ms
5TE + 3TH ≈ 1.038ms

AP operations
TECSM + 2TP ≈ 18.913ms
2TP + TECSM + 3TE + 5TH ≈ 19.683ms
5TECSM + 5TH ≈ 10.295ms
3TECSM + 4TH ≈ 6.223ms
5TE + TH ≈ 0.946ms

4.3.2

Table 6: Energy consumption of MN
[15]
[13]
[28]
[7]
EM N (mJ) 661.955 308.77 289.87 217.805

Ours
36.33

Transmission Overhead

For the transmission overhead, it is assumed that the expected authentication message delivery cost between the
AP2 and the AAA server is e unit and that between the
MN and the AP2 is δ unit, respectively. In our scheme,
since we only view the data on the blockchain and do not
need it to send us data, we only consider the time consumption between the MN and the AP2. The comparison
of the transmission overhead as shown in table 7.
Table 7: Comparison transmission overhead
[15]
[13]
[9]
Ours
TM N −AP 2
3δ
2δ
3δ
2δ
TAP 1−AP 2
0
0
0
0
TAP 2−AAA
0
0
0
0
Ttot
3δ
2δ
3δ
2δ
*
*
*
*

TM N −AP 2 :The transmission cost between the MN and the
AP2.
TAP 1−AP 2 :The transmission cost between APs, i.e., AP1 and
AP2.
TAP 2−AAA :The transmission cost between the AP2 and the
AAA server.
TTtot :The total transmission cost.

Figure 8: Energy consumption of CPU
4.3.3

Figure 9: Comparison of handover authentication

Communication Overhead

In the proposed handover protocol, two messages correspondence is required for obtaining the handover authentication. In the protocol, the MN transmits CertM N k
m0M N k r(1)M N k s(1)M N k g h1 (pidj +N1 ) k TCurr to the
AP2. Hence, the communication overhead incurred from
the MN is (2|p| + 3|q| + lid + ltime )bits. The AP2 trans0
mits CertAP 2 k m0AP 2 k r(1)AP 2 k s(1)AP 2 k g k k TCurr
to the MN. Hence the generated communication overhead
from the AP2 is (2|p| + 3|q| + lid + ltime )bits. According
to [13], we know that the proposed protocol increases the
communication cost. The reason for the increases is that
0
the MN and the AP2 send g h1 (pidj +N1 ) and g k to each
other for achieving the perfect forward secrecy. It is worthy to achieve the important security attribute at the cost
of increasing computation cost only.
Based on the above comparative analysis, it can be
seen that our scheme consumes less computation. Our
scheme also provides user anonymity and conditional privacy protection. Therefore, our scheme is more suitable
for practical application scenarios.
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Conclusion

In the handover authentication of wireless networks, secure and efficient handover authentication has been the
focus of widespread attention. In this paper, we propose
a anonymous handover authentication scheme based on
chameleon hash function and blockchain technology. The
main idea of our scheme is to generate a blockchain certificate for the user by a registration node AS. When
the handover authentication occurs, the AP compares
the chameleon hash value provided by the user with the
blockchain certificate to verify the legal identity of the
user. Our scheme provides anonymity and conditional
privacy protection.The AP can request the true identity
of the MN from the AS when some accidents occurs during the handover authentication phase. When the user no
longer has a handover authentication request or needs to
log off, the current AP node generates the user’s revocation block and uploads it to the blockchain. In this way,
the revocation operation of the users’ blockchain certificate is achieved. Finally, when the MN performs a new
handover authentication to choose a new pid, the session
key for the secure communication with AP is also updated
at the same time. After the analysis of performance, our
scheme has the ideal efficiency.
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