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Abstract

Oblivious transfer is an important cryptographic primi-
tive and served as a powerful tool in secure computation.
Most existing oblivious transfer protocols are built upon
the hardness of factoring or computing discrete logarithm
problem. However, threatened by quantum computing,
these protocols will be broken down directly in the pres-
ence of quantum computer. Therefore, it is essential to
construct OT protocol based on post-quantum cryptogra-
phy. As a subarea of post-quantum cryptography, lattice-
based cryptography has some attractive features. Specif-
ically, the learning with errors (LWE) problem has been
used as an amazingly versatile basic tool to design cryp-
tographic schemes. We are inspired by a result which pro-
posed an oblivious transfer protocol using the decisional
Diffie-Hellman assumption and indistinguishable obfusca-
tion. Therefore, we propose a new secure LWE-based
oblivious transfer protocol from indistinguishability ob-
fuscation. The main tools consist of LWE-based dual-
mode cryptosystem and a secure indistinguishability ob-
fuscation which guarantee the security of our oblivious
transfer protocol.

Keywords: Dual-mode Cryptosystem; Indistinguishability
Obfuscation; Lattice-based; Oblivious Transfer

1 Introduction

Oblivious transfer (OT) is a fundamental cryptographic
primitive, first proposed by Rabin [13] in 1981. It contains
two participants, a sender (denoted by S), and a receiver
(denoted by R), and requires that S sends a message to
R with probability 1/2, while S is oblivious to whether or
not the message was received by R. A well-known flavor of
OT is called 1-out-of-2 OT (denoted by OT?), where S has
two inputs mg and my, and R has a chosen bit b € {0, 1},
and R wishes to obtain my, without S learning b, while S

wants to ensure that R receives only one of the two mes-
sages. Due to the simple functionality of OT, it has been
widely exploited to construct cryptographic schemes, such
as contract signing, secure multi-party computation, the
exchange of secrets, and key agreement. Therefore, it is
of great significance to design efficient OT protocols.

1.1 Our Motivation

As far as we know, most existing OT protocols are built
upon number theoretical problems mainly consist of the
hardness of factoring and computing discrete logarithm
problem. However, threatened by quantum comput-
ing [16], these protocols will be broken down directly in
the presence of quantum computer. Therefore, it is es-
sential to construct OT protocol based on post-quantum
cryptography, such as lattice-based protocol and code-
based protocol. Lattice-based cryptography has some
attractive properties when compared with other post-
quantum research fields, for instance, strong security
guarantees from worst-case hardness and algorithmic sim-
plicity. Among lattice-based hard problems, the learn-
ing with errors (LWE) problem [14] has been used as
an amazingly versatile basic tool to design cryptographic
schemes. Specifically, Peikert et al. [11] proposed an ef-
ficient and universally composable OT protocol which is
extracted from a dual-mode cryptosystem and can be in-
stantiated with the decisional Diffie-Hellman assumption,
the quadratic residuosity assumption and the worst-case
lattice assumption, respectively.

Zheng et al. [17] researched the framework for compos-
able oblivious transfer and proposed a secure OT protocol
from indistinguishability obfuscation (0), with a dual-
mode cryptosystem and an ¢O as main technical tools.
Their work mainly has the following contributions. First,
a k-out-of-n OT protocol was presented. Second, it ex-
plored the applications of ¢{O. iO is a weaker notation of
obfuscation that was first formally defined by [2]. They
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suggested a definition of virtual black box obfuscation,
and proved that this notion is impossible to realize. In
order to avoid the impossibility result, they presented the
notion of 10, which only requires that if two circuites com-
pute the same functionality, then their obfuscation should
be computational indistinguishable from each other. O
is both very useful and potentially achievable. Garg et
al. [7] proposed the first candidate GGH13-based [6] 1O
for general circuits. Subsequently, many applications of
iO were described in [15], such as public encryption, in-
jective trapdoor function, deniable encryption, and so on.
The OT protocol of Zheng et al. has a main tool that
is based on the hardness of the decisional Diffie-Hellman
(DDH) problem. However, DDH assumption does not
guarantee against quantum attack, and the selection of
i0 is the first candidate that have been attacked by [4].
For these reasons, we aim to remedy the insufficiency and
try to design another new OT protocol that is security
in quantum setting. Therefore, we take advantage of the
LWE problem and a secure i{O. Furthermore, if the secu-
rity of OT protocol is proved only according to an ideal
world simulator that is shown only for a cheating receiver,
then they are not necessarily secure when integrated into
a lager protocol. Thus, our protocol needs to satisfy the
property of universally composable simultaneously.

1.2 Owur Contribution

In this work, we combine LWE-based dual-mode cryp-
tosystem [11] and a secure iO to design a new OT pro-
tocol. The key technique is an obfuscator of the dual-
mode cryptosystem based on the hardness of LWE, versus
based on DDH assumption in [17]. Tt is important that we
choose GGH13-based obfuscator which against quantum
attack when combined with the technique of [5] to prevent
input partitioning. By utilizing these tools, we realize the
oblivious transform functionality, and guarantee security
of our OT protocol.

1.3 Organization

The rest of this paper is organized as follows. In Section 2,
we introduce two useful definitions of LWE and ¢O. Then
two corresponding building blocks are given in Section 3.
In Section 4, we construct an LWE-based oblivious trans-
fer protocol from O, and the security proof of our OT
protocol is presented in Section 5. Finally, conclusions
are drawn in Section 6.

2 Preliminares

In this section, we introduce some notations and funda-
mental definitions.

2.1 Notation

We let N denote the set of natural numbers, for n € N, [n]
denotes the set {1,...,n}. For an integer ¢ > 1, Z, de-

802

notes the quotient ring Z/qZ. Let “ < " denote sampling
an element from some distribution uniformly at random.
We use bold lower-case letters to denote vectors in col-
umn form, and bold upper-case letters to denote matri-
ces. Let n € N denote the security parameter through-
out this paper, and all other quantities are functions of n.
We use standard notation o to classify the growth of func-
tions, the function negl(n) denotes an unspecified function
f(n) = o(n=°) for some constant ¢ > 0, calling negl(n)
is negligible, and we say a probability is overwhelming if
it is 1-negl(n). We use the definition of computational
indistinguishability, denoted by ~.

2.2 Learning with Errors

The LWE problem was proposed by Regev [14], the hard-
ness of it can be reduced by a quantum algorithm to some
standard problems on lattices in the worst case.

For an integer ¢ = ¢(n) > 2 and some probability
distribution x over Z,, we define A, as the distribution
on Z x Zq of the tuples (a,c) = (a,a’s+e) where s,a
Zq is uniform and e <— x, and all operations are performed
in Z4. There are two versions of the LWE problem, search-
LWE and decision-LWE, respectively.

Definition 1 (Search-LWE and decision-LWE). For an

integer ¢ = q(n) and a distribution x on Z,, for any
s € Zy, search-LWE finds s given any independent sam-

ples (a, c) from As . The goal of decision-LWE is to dis-
tinguish between an oracle that returns independent sam-
ples from As . for some uniform s < Zy, and an oracle
that returns independent samples from the uniform distri-
bution on Zy X Z.

Regev showed that these two versions are polynomially
equivalent for ¢ = poly(n). He proved that for certain
choices of g and y, the decision-LWE problem is as hard as
solving the shortest independent vectors problem (SIVP)
using a quantum algorithm.

Theorem 1. Let ¢ = g(n) be a prime and let o =
a(n) € (0,1) such that ag > 24/n. If there exists an
efficient algorithm that solves the decision-LWE problem,
then there erists an efficient quantum algorithm for the
SIVP within O(n/a) in the worst case.

Due to the hardness of SIVP, we choose the decision-
LWE problem as underlying hardness in this paper.

2.3 Indistinguishability Obfuscation

Program obfuscation aims to make computer programs
“unintelligible” while preserving their functionality. The
systematic study of program obfuscation was initiated by
Barak et al. in 2001. In their work, they gave a poten-
tially realizable notion of ¢O. 1O requires that, given any
two equivalent circuits of the same size, the obfuscation
of these two circuits should be computationally indistin-
guishable. The specific definition is as follows.



International Journal of Network Security, Vol.22, No.5, PP.801-808, Sept. 2020 (DOI: 10.6633/1JNS.202009-22(5).10)

Definition 2 (Indistinguishiability obfuscation). A PPT
algorithm 10 is said to be an indistinguishability obfusca-
tor for a class of circuits C, if it satisfies:

Functionality: For any C € C and security parameter
n)

Prive :i0(C,1")(z) = C(z)] = 1.

Indistinguishability:  For any PPT distinguisher D,
there exists a negligible function negl(-), such that for any
two circuits Cy,C7 € C that compute the same function
are of the same size:

|Pr[D(i0(Co,1™)) = 1] — Pr[D(iO(C4,1™)) = 1]

< negl(n).

Starting with the work of [7] constructing the first O
candidate for the polynominal-size circuit. Several O
candidates have appeared in literatures [1,3,9,10]. Unfor-
tunately, many constructions are attacked by [10]. So we
choose a secure O [12] based on GGH13 multilinear map
that haven’t found classical attack and quantum attack.

3 Building Blocks

In order to construct an LWE-based oblivious transfer
protocol from O, we need two building blocks, including
LWE-based dual-mode cryptosystem and a secure iO.

3.1 LWE-based Dual-mode
tem

Cryptosys-

The dual-mode cryptosystem is a simple and general
framework, proposed by Peikert et al. [11]. Actually it
is an encryption scheme that can operate in two modes,
which are called messy mode and decryption mode. The
trusted setup phase produces a common reference string
(denoted by ers) and the corresponding trapdoor infor-
mation according to one of two chosen modes. The crs
may be uniformly random or be some specified distribu-
tion.

The dual-mode cryptosystem has four security proper-
ties:

1) Tt suffices decryption completeness with overwhelm-
ing probability over the randomness of the entire ex-
periment;

2) Given crs, the first outputs of SetupMessy and Se-
tupDec are computationally indistinguishable;

3) In Messy mode, for every pk, at least one of the de-
rived public keys can statistically hide its encrypted
message;

4) In decryption mode, the honest receiver’s chosen bit
o is statistically hidden by its choice or the base key
pk.
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These security properties make the dual-mode cryptosys-
tem able to derive a UC-secure OT protocol.

The instantiation of the dual-mode cryptosytem based
on the hardness of LWE relies on existing techniques,
including an LWE-based encryption and an efficient se-
curely embedded a trapdoor algorithm. So, we first in-
troduce an optimized version of the LWE-based encryp-
tion, then instancing the dual-mode cryptosystem, where
the message space is Zz = {0,1}. Let the modulus
g = poly(n) be a prime, all operations are performed over
Zq. For every message M € Zj, the “center” of M is
defined as t(M) = M - |q/2] € Z,. Let x denote an error
distribution over Zj.

LWEKeyGen (1"): Choose a matrix A € Zy*™ and
a secret key s « ZZXl are both uniformly at ran-
dom. To generate the public key, choose an error
vector x <+ Zéxm where each entry z; € x is cho-
sen independently for all ¢ € [m]. Then compute
p = sT A + x, the public key is (A, p).

LWEEnc ((pk = (A,p),M): To encrypt a message M €
Zs, choose a vector e € Z5* uniformly at random.
The ciphertext is the pair (u,c¢) = (Ae,pe + M -
lq/2]) € Zy x Zy.

LEWDec ((sk =s,(u,c))): Compute d = c—s’u € Z,,
output 0 if d is closer to 0 than |¢/2] modulo g,
otherwise output 1.

We verify the completeness of the encryption scheme
based on the LWE. The decryption algorithm needs to
compute

d=c—sTu=(sTA+x)e+ M- |q/2] —s"Ae

=xe+ M- |q/2]| € Z,.

If xe+ M - |q/2] is closer to 0 than |¢/2] modulo ¢, then
output 0, otherwise output 1.

The encryption scheme based on the LWE is secure
under chosen plaintext attack, unless SIVP and GapSVP
are easy for quantum algorithms.

We now give the construction of the LWE-based dual-
mode cryptosystem using LWE-based encryption. It con-
sists six probabilistic algorithms, and the last two algo-
rithms are only used in the security proof.

SetupMessy (1"): Choose a matrix A € Zy*™ uni-
formly at random, together with a trapdoor ¢t =
{S,A} as in [8]. Choose a row vector w < Z,*™.
For each b € {0,1}, choose an independent row vec-
tor m, € Z,*™ uniformly at random. Let crs =
(A, 71, 72) and output (crs,t).

SetupDec (1"): Choose a matrix A € Zg*"™ and a row
vector w <— Zéxn are both at random. For each
b € {0,1}, choose a secret s; <— Zy and an error row
vector x; < x are both uniformly at random. Let
=5l A+xp,—w, crs = (A, 71,72), t = (W,s0,81)
and output (crs,t).
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KeyGen (0): Choose a secret s < Z; uniformly at
random and a row vector x < y'*™. Let pk =
s’ A +x —1,, sk =s, and output (pk, sk).

Enc(pk,b, M): Output y < LWEEnc(A,pk + 7, M),
where y is the pair (u,c).

Dec(sk,y): Output M + LWEDec(sk, (u,c)).

Findmessy(t, pk): Parse ¢ as (S,A), run
ISMessy (S, A,pk + 7,) for each b € {0,1},
and output a b such that IsMessy can output messy
on at least one branch correctly with overwhelming
probability.

TrapKeyGen(t): Parse ¢t as (w,sg,s1), and out-

put (pk78k075k1) = (W7SOaSI)'

According to [8], we know an efficient and UC-secure OT
protocol based on LWE hardness can be directly derived
when the LWE-based dual-mode cryptosystem built well.
Although the LWE-based dual-mode cryptoystem is a re-
laxed version, it can still derive a UC-secure OT protocol
based on the LWE hardness.

3.2 Secure Indistinguishability Obfusca-
tion

In this section, we introduce a secure O as another tool in
our scheme. Indistinguishability obfuscation is a power-
ful notion, which holds for every pair functionally equiv-
alent circuits Cy, C; that iO(Cp) and iO(C}) are compu-
tationally indistinguishable. Almost all known candidate
constructions of 10 are based on multilinear-maps, which
have been the subjects of various attacks. The first candi-
date branching program obfuscator can be attacked when
the branching program has input partitioning. So we com-
bine it with the prevent input partitioning technique to
against cryptanalytic attacks.

In this section, we introduce the secure iO for all
circuits. Firstly, we need to construct iO for NC! cir-
cuit. More specifically, an NC! circuit can be computed
by branching programs. Let f : {0,1}" — {0,1} be
a function to be obfuscated. Fernando et al. [5] give
a model which takes partitionable f as input and pro-
duces a function g with the same functionality, where
¢ has no input partitions exist. In this way, GGH13 -
based 7O can defence the extension of annihilation at-
tacks by [4]. Secondly, using iO for NC! circuit together
with Fully Homomorphic Encryption (FHE) to achieve
10 for all circuits. The process contains an obfuscation
algorithm and an evaluation algorithm. To obfuscate a
circuit C, we choose and publish two FHE keys PKj
and PK;. Obfuscate(1*, C' € C,), then output 7 = (P,
PKbyp PK2yp, 01, 92), where P = iOyen (P15KFne,
9, 92), g1 = EnCTyptFHE(PlsK}HEaO) and g2 =
EncryptFHE(PlsK%HE,C). We describe the two pro-
gram classes in Figure 1 and Figure 2. The evaluate al-
gorithm takes in the obfuscation output 7 and program
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P1

Given input (M, ey, €2, ¢), (P15EFu5:91.92) proceeds
as follows:
1. Check if ¢ is a valid low-depth proof for the NP-
statement:

€1 = EvalFHE(PK}lT‘HE7U)\('7M)7gl)7
es = Evalppg(PK} 5, Us(-, M), g2).

2. If the check fails output 0; otherwise, output

Decryptpyger, SKppp)-

Figure 1: Program P1

P2

Given input (M, ey, es, ¢), (P2SK?’HE’91’92) proceeds
as follows:
1. Check if ¢ is a valid low-depth proof for the NP-
statement:

e = EV&]FHE(PK}:HE7U)\(HM)agl)7
ey = EvalFHE(PK%HE7 Ux(-, M), g2).

2. If the check fails output 0; otherwise, output

Decrypt gy (€2, SKipp)-

Figure 2: Program P2

input M, denoted by Evaluate(r, M). Compute the fol-
lowing procedure, where Uy is a poly-sized universal cir-
cuit.

1) Compute
e1 = Evalpgp(PK g, Un(-, M), g1),
€2 = EV&IFHE(PKI%'HE7U)\('aM)792>'

2) Compute a low depth proof ¢ that e; and ey were
computed correctly.

3) Run P(M,ey,eq,¢) and output the result.

4 LWE-based Oblivious Transfer
Protocol from Indistinguishabil-
ity Obfuscation

4.1 Obfuscator for LWE-based Dual-

mode Cryptosystem

The setup of a dual-mode cryptosystem has messy mode
and decrytion mode, and they are computationally indis-
tinguishable. Therefore, their obfuscating results are still
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indistinguishable. We know SetupMessy and SetupDec
have two choices respectively, denoted as four circuits C,,
that describe in Figure 3, 4, 5, 6, where n = 1,2,3,4.
We obfuscate these circuits to substitute the two modes
in LWE-based dual-mode cryptosystem. The key is to
describe the four circuits C,,, that are based on LWE en-
cryption scheme.

The circuit ¢y and Cs output truly random vectors,
and the circuit C3 and Cy output LWE instantiations.
Through obfuscating these circuits C7, C3, C3 and Cy,
we obtain the result that their outputs are computation-
ally indistinguishable. The specific setup of the LWE-
based dual-mode cryptosystem are called two obfuscation
branches as follows.

Messy-obf-branch (1"): Choose a matrix A € Zp*™
uniformly at random, together with a trapdoor ¢t =
{S,A} as in [8]. Choose a row vector w < Z,*™.
For each b € {0,1}, choose a secret s, < Z
and an error row vector x;, < X are both uni-
formly at random. Let 7 = Obfuscate(1*,C}),
75 = Obfuscate(1*,Cy), ers = (A, 71, 72) and out-
put (ers,t).

Dec-obf-branch (1"): Choose a matrix A € Zy*™ and
a row vector w < Z;*" are both uniformly at ran-
dom. For each b € {0, 1}, choose a secret s; < Zg
and an error row vector X; < x are both uni-
formly at random. Let 7; = Obfuscate(1*,C3), 72 =
Obfuscate(1*, Cy), crs = (A, 11, 72), t = (W,s0,81)
and output (crs,t).

Next, we invoke the evaluate algorithm in KeyGen pro-
cess, where we let Vo = Obfuscate(r;,A) and V; =
Obfuscate(rz, A). Comparing to the above LWE-based
dual-mode cryptosystem, the rest of the steps are identi-
cal except that V, is substituted for v, .

4.2 Oblivious Transfer Protocol from In-
distinguishability Obfuscation

OT? is a two-party protocol, involving a sender S inputs
My, M; and a receiver R inputs a choice bit o € {0, 1}.
The result is that R learns M, and nothing about an-
other message, while S learns nothing at all. Our OT
protocol operate in the common reference string model,
denoted by F2_ where D denotes a PPT algorithm. F2.
runs with two parties and there is a trusted party which
can produce crs for two parties before interacting. Once
the obfuscator for LWE-based dual-mode cryptosystem is
constructed well, our LWE-based OT protocol from ¢O de-
noted by iOdmP ™" can be derived directly, we describe
the protocol in Table 1. It can realize the exact definition
of the ideal OT functionality in the F2 . iOdmPranch op-
erates in two branches, when D=Messsy-obf-branch, D
runs in the Messsy-obf-branch; when D=Dec-obf-branch,
D runs in the Dec-obf-branch.

Circuit 4

Input: choose a matrix A € Zy*™ and a row vector
W Zéxm are both uniformly at random. Choose a
secret 8¢ < Z; and an error row vector Xg <— xxm
are all uniformly at random.

Output: a row vector vy Zéxm uniformly at ran-
dom.

Figure 3: Circuit Cy

Circuit Cy

Input: choose a matrix A € Zy*™ and a row vector
W Zéxm are both uniformly at random. Choose a
secret s1 Zg and an error row vector xj < x'X™
are both uniformly at random.

Output: a row vector vy Z}IX"” uniformly at ran-
dom.

Figure 4: Circuit Cy

Circuit Cjs

Input: choose a matrix A € Zy*™ and a row vector
W < Z;*™ are both uniformly at random. Choose a
secret sg < Z; and an error row vector Xg ¢ x1xm
are both uniformly at random.

Output: vo = sg A +x¢ — w.

Figure 5: Circuit Cj

Circuit C4

Input: choose a matrix A € Zy*™ and a row vector
W Z}Ixm are both uniformly at random. Choose a
secret s7 < Zf} and an error row vector xj < x'X™
are both uniformly at random.

Output: vi =sT A +x; — w.

Figure 6: Circuit C4



International Journal of Network Security, Vol.22, No.5, PP.801-808, Sept. 2020 (DOI: 10.6633/1JNS.202009-22(5).10)

806

Table 1: Protocol iOdmP®?"" for oblivious transfer

Sender Receiver
(sid, ssid, Mo, M7) (sid, ssid, o)
Setup:
(sid, S, R) (sid, S, R)
(sid, crs) e (sid, crs)
Multi-session OT:
(sid, ssid, pk)
— (pk, sk) <

yp < Enc(pk, b, My)

KeyGen-obf-branch(crs, o)

(sid, ssid, yo,y1)

for each b € {0,1}

outputs (sid, ssid, Dec(sk, yo))

5 Security Proof

Obfuscator for LWE-based dual-mode cryptosystem in-
cluds two obf-branches, the trapdoor generation of keys in
Dec-obf-branch, and the guaranteed existence and identi-
fication of messy branches in Messy-obf-branch. Its prop-
erties take the form of theorem as follows.

Theorem 2. In the obfuscator for LWE-based encryption
scheme construction, the Messy-obf-branch and Dec-obf-
branch are indistinguishability, assuming LWE is hard.

Proof. The output of Dec-obf-branch is of form
(A, (st A+x¢)—w, (sT A+x;)—w). Because of the hard-
ness of LWE, we have (A,sTA + x;) ~ (A, wy), where
w1 — 7 ;Xm is uniformly random and independent. So we
have (A, (sTA +x¢) —w, (sTA+x) —w) ~ (A, (sTA+
xp) —w, w; —w). The right side of the vector equation is
totally uniform, because w and w; are uniform and inde-
pendent. By the output of Messy-obf-branch is entirely
uniform, thus (A, (st A + x0) — w, (sTA +x;) —w) ~
(A,vo,v1). O

Theorem 3. In the obfuscator for LWE-based en-
cryption scheme construction satisfying for every
(crs,t) <« Dec— obf —branch(1™), TrapKenGen(t)
outputs (pk, sko, sk1) such that for every o € {0,1},
(pk, sky) = KeyGen(o), assuming LWE is hard.

Proof. The case 0 = 0 and ¢ = 1 are symmetrically, so
we consider only one of them. Given the case o = 0, we
will prove that

(Dec — obf — branch(1™), KeyGen(0)) =~ (crs, (pk, sko)),

where (crs,t) < Dec — obf — branch(1™) and
(pk, sko, sk1) + TrapKeyGen(t). We get the result using
a sequence of hybrid games. O

By the outputs of these two branches are indistinguish-
able, we have the first hybrid game expands as

T
(A,vp,v1,8" A+x—vq,s),

where A, vy, v; and s are uniform and x < x!'X™.

Through defining w = s” A 4+ x — v and using sy and
xXo replace s and x, the second game outputs

T
(A,;s5 A +x9— W, V1, W,s0),

where w is uniform. Because v; is uniform and indepen-
dent of the other variables, the third game outputs

T
(A;sg A +x9— W, V] — W, W,Sg).

The above three games are equivalent to each other.

The hardness of LWE implies that (A,vy) is distin-
guishable from (A,s{ A + x;), where s; « Z7 and
x; + x'X™. So the prior games are indistinguishable
from the one that outputs

(A st A +x0—w,sTA+x; —w,w,sg).

This is the whole process, the final output is equivalent
to (crs, (pk, sko)) by definition.

Theorem 4. In the obfuscator for LWE-based en-
cryption scheme construction using the parameters
m > 2(n+ 1)logqg and t > \/qm - log>m, for (crs,t)
Messy-obf-branch(1™) and every key pk, FindMessy(t, pk)
outputs a messy branch with overwhelming probability.

Proof. In [8], the facts are as follows. Let m > 2(n +
1)logg and t > /qm - log>m, there is a negligible function
negl(m) such that with overwhelming probability over the
choice of A, S, for all but an at most (1/2,/q)™ fraction of
vectors p € ngm, Ismessy(S, A, p) outputs messy with
overwhelming probability. Define D C Z;*™ to be the
set of vectors p, then we have

Pr[v ¢ D] < (1/2,/q)™, where v € Z,*™.
O

For every pk € Z;X’", there is a branch pk + v, € M,
where b € {0,1} and vg,v; € quxm in the crs. For any
fixed pk, we have

Pripk +vo ¢ M and pk + vy ¢ D]

= (Pr[v ¢ D])* < (1/4q)™.
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For (crs,t) + Messy-obf-branch(1™) and every key
pk, FindMessy(t, pk) outputs a messy branch with over-
whelming probability, because of both branches lie outside
D is at most (1/4)™=negl(n).

From the above, we draw a conclusion that the ob-
fuscator for LWE-based encryption scheme is a slightly
relaxed dual-mode cryptosystem. On the basis of it, we
obtain an OT protocol. The protocol operates in ei-
ther obf-branches, which are obfuscation of the dual-mode
encryption branches. The OT protocol based on dual-
mode securely realizes the functionality For. Therefore,
our LWE-based oblivious transfer protocol from indistin-
guishability obfuscation is secure.

6 Conclusions

We can see that most existing OT protocols are based
on the hardness of number theoretical problems. In this
paper, we propose a secure LWE-based oblivious trans-
fer protocol from 0O, and give the proof of security. In
addition to 20, our protocol is based on LWE-based dual-
mode encryption, which is a framework for efficient and
composable oblivious transfer. Thus, our protocol can
realize the oblivious transform functionality. Compared
with the protocol of Zheng et al., our protocol is secure in
the quantum environment. At present, using punctured
programs technique to carry out some applications of iO
gradually become a central primitive for cryptography, so
we would like to use this technique to build another se-
cure, efficient, and succinct oblivious transfer protocol.
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