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Abstract

The notion of attacks perpetuated by an insider (cloud
server) is paramount in this era of cloud computing and
data analytics. When a cloud server is delegated with
certain responsibilities, it is possible for a cloud server
to peddle with users’ encrypted data for profit gains.
The cloud server takes advantage of it’s authorization to
launch what we referred to as insider attack. We put for-
ward a new improved scheme on identity-based public key
cryptographic primitive which integrate delegated equal-
ity test to resist insider attack in cloud computing. Our
scheme resist the insider attack perpetuated by the cloud
server (insider). We refer to our new scheme as identity-
based public key cryptographic primitive with delegated
equality test against insider attack in cloud computing
(IB-PKC-DETIA). We construct our scheme using a wit-
ness based cryptographic primitive with an added pairing
operation. Our scheme achieves weak indistinquishable
identity chosen ciphertext (W-IND-ID-CCA) security us-
ing the random oracle model.

Keywords: Identity Based Encryption; Insider Attack;
Witness Based Encryption

1 Introduction

The concept of searchable public key encryption which
integrate keyword search (PEKS) was unveiled by [2]. In-
spite of this, there has been several works on this cryp-
tographic primitives where a search on ciphertext allows
a third party to search over an encrypted data without
revealing any information about the ciphertext. A Public
key cryptographic primitive with equality test was un-
veiled by [18] and was used to manage encrypted data for
clients. Recently, [11] proposed identity based cryptosys-
tem with integrated equality test (IBE-ET) in cloud com-
puting and it enables the cloud server to verify whether

two ciphertext from user A and user B are encryption of
the same message. .

However, there has been a recent attack perpetuated
by an adversary who is able to launch what is referred to
as the insider attack [15]. In this era of cloud computing,
equality test function are outsourced to a cloud server
to examine whether two ciphertext are encryptions with
same message [4]. Such a delegated responsibility to the
cloud server gives it the leverage to launch the insider
attack on users’ ciphertext. This attack when successful
enables the cloud server peddle with encrypted data for
economic gains. If the cloud server has legitimate access
to all users ciphertext and can test their equality, then
the cloud server (insider) should be resisted from peddling
with users’ ciphertext. Recent schemes on insider attack
has not been able to fully solve this problem.

Recent works of insider attack by [15] and a security
analysis and modification by [19] enables the user to gen-
erate a token tok;p to prevent the tester from launching
the insider attack. Therefore, their scheme is susceptible
to the insider attack because the cloud server was not del-
egated to perform equality test. When the cloud server is
delegated to perform equality test on users ciphertext, it
could guess the token tok;p to launch the insider attack.
The insider attack resistance scheme proposed by [15] and
a security analysis and modification by [19] enable the
tester after receiving the secret trapdoor to successfully
guess the token tok;p and launch the attack as follows:

1) The cloud server (insider) receives a valid trapdoor
T, and tries to find out the message m and the token
from Tjy.

2) The cloud server (insider) computes IB-PKC-DETTA
ciphertext C of a guessed message m and a guessed
token tok; .

3) The cloud server
Test(C, Ty, tokrp)= 1.

(insider) checks whether
The equation holds if a
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guess of the message m’ and a token tok;, is suc-
cessful to the adversary (cloud server). Otherwise,
go back to Step 2.

Therefore, if the guess of a message and a token are suc-
cessful as indicated above, then the cloud server (insider)
could launch the insider attack because of the delegated
responsibility. Other works of IBE-ET [11] and a security
modification by [17] assumed that it’s possibe to resist the
insider attack. On the contrary, when the cloud server is
delegated to conduct equality test, it is possible the adver-
sary can launch the insider attack. Therefore, we propose
a new improved scheme to resist insider attack perpetu-
ated by adversary (cloud server) delegated to undertake
equality or equivalence test on ciphertext.

1.1 Related Work

Boneh et al. [2] first unveiled the primitive of PEKS and
was later examined by [11] on their work on off-line key-
word guessing attack on recent keyword search schemes.
Their work showed that PEKS scheme was vulnerable to
the insider attack. A related works on a delegated tester
was later unveiled by [14] whereby only the designated
tester (server) could perform equality test on the cipher-
text. Their scheme concentrated on security of the trap-
door in PEKS and a resistant to insider attack. Chen et
al. [9,17] also proposed a new general framework for secure
public key cryptosystem with keyword search and a dual-
server public key primitive with keyword search for secure
cloud storage to resist the insider attack so far as there
was no collusion by two servers [9]. However, keyword
guessing attacks against the insider has being a challeng-
ing problem in PEKS until recently, [12] proposed the no-
tion of witness-based searchable cryptographic primitive
to resist insider attack in PEKS.

A special type of searchable encryption was un-
veiled in [18] for a general equality test. However, [11]
introduced identity based cryptosystem with equality
test (IBE-ET) in cloud computing which integrated the
identity-based primitive into public key cryptosystem
with equality test [2], it gains the advantages of equal-
ity test in [18]. In their construction, search functions
were delegated to the service provider.

Existing works on insider attacks mainly focused on
PEKS schemes in [8,19] whiles few works on PKEETS ex-
tensions [7,11,13,15,18] and IBE-ET applications in [19]
were not resistant to insider attack. To solve the prob-
lem of insider attack in IBE-ET, ID-based primitive with
equality test against the insider attack was recently put
forward by Wu et al. [17], the scheme claimed their scheme
achieves confidentiality in IBE-ET but the work of Lee et
al. [9] refuted their claim of weak indistinguishability of
IBE-ET. Lee et al. [9] modified their security analysis
claims to achieve the weak indistinguishability as unveiled
in [17]. While in [17], their scheme ensured that the desig-
nated users’ token tok;p were‘ changed per a correspond-
ing identity, but in [9] scheme, they ensured that the to-
ken was fixed for all group users. Therefore, a fixed token
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tokrp could successfully enable the cloud server guess a
new token tok;,, to launch the insider attack. When a
cloud server (insider) is delegated to perform equality test,
it is possible for the cloud server to launch the insider at-
tack because a guess of a token is possible. To the best
of our knowlege, their scheme cannot resist the insider
attack as explained above. A scheme to resist the insider
attack with delegated equality test in IBE-ET with the
cloud server (insider) authorized to perform equality test
is still problem to the research community.

1.2 Our Contribution

Wu et al. [17] unveiled a variant to IBE-ET scheme. How-
ever, their scheme allowed anyone to perform equality
test between two ciphertext hence lack authorization for
equality test. The security analysis and modification in [9]
did not authorize a third party (cloud server) by gen-
erating a trapdoor function for the cloud server to per-
form equality test. It is not clear whether a computed
trapdoor to the cloud server could resist the insider at-
tack as claimed in their security analysis and modification
scheme.

To address this problem, we added a pairing operation
to the witness cryptographic primitive in [6] to resist in-
sider attack in IBE-ET. Witness based encryption ensure
that given a witness relation R(W, X) of an NP language
L, an encryption of (m,w) can be tested by a generated
trapdoor (m’, x). The tester checks if m’ = m. However,
it is difficult to compute w from x under a defined witness
relation.

Our scheme achieves Weak-IND-ID-CCA (W-IND-ID-
CCA) and a resistant to insider attack. Our scheme
achieves a stronger notion of IND-ID-CCA security for
IBE-ET using the random oracle model.

1.3 Organization

The rest of the paper is organized as follows. In Section 2,
our scheme provide some preliminaries for our construc-
tion. In Section 3, our scheme formulate the notion of
IB-PKC-DETIA. In Section 4, construction of IB-PKC-
DETTA and prove its security in Section 5. In Section 6,
we compare our work with other related works. In Sec-
tion 7, we conclude our paper.

2 Preliminaries

Definition 1. Billinear map: Let G and G be two mul-
tiplicative cyclic groups of prime order p. Suppose that g
is a gemerator of G. A bilinear map e : G x G — G
satisfies the following properties:

1) Bilinearity: Forany g € G,aand b € Z,, e(g%,g’) =
e(g g)".

2) Non-degenerate: e(g,g) # 1.
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Figure 1: System model for IB-PKC-DETIA

3) Computable: There is an efficient algorithm to com-
pute e(g,g) for any g € G.

Definition 2. Bilinear Diffie-Hellman (BDH) problem:
Let G,Gt be two groups of prime order p. Let e : G X
G — Gt be an admissible bilinear map and let g be a
generator of G. The BDH problem in (p, G, Gr,e) is as
follows: Given (g, g% g’ g°), for random a,b,c € Z;, for
any randomized algorithm A computes value e(g, g)*¢ €
G with advantage:

ADVIPH Pr(A(g, g, 8", g°) = e(g,g)*"]. The BDH
assumption holds if for any polynomial-time algorithm
A, it’s advantage AdvsPH is negligible.

Definition 3. Witness Relation: Given a witness re-
lation R(W,X) on an NP language L [3], a randomly
chosen w € W generates an instance © € X defined
over the relation R. For any polynomial algorithm:
Arp_prc-pETIA, PrAIB_PKC-DETIA(K, W) = 2] =
1, and Arp_prxc-pETIA, PrlAIB_PKCO-DETIA(K,T) =
w] < e(k), where k is a security parameter and € a negli-
gible functionon on k.

Our model has four roles which includes: users, PKG,
cloud server and with adversary (see Figure 1). Users
stores their encrypted sensitive data in the cloud. The
cloud server with adversary is resisted from peddling
with users encrypted sensitive data for economic gains.
In this section, we give formal definitions of our scheme.
We employ a witness based cryptographic primitive to
resist the insider attack in IBE-ET. Our scheme achieves
weak chosen ciphertext security (i.e. W-IND-ID-CCA)
under the defined security model.

In identity-based public key cryptographic prim-
itive  with delegated equality test against
sider attack scheme, we specify seven algorithms:
Setup, Extract, W BInstGen,

Trapdoor, W BEncrypt, W BDecrypt, Test, where M
and C are its plaintext space and ciphertext space,
respectively:

in-
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1) Setup: It takes as input security parameter k and
returns the public key K and msk.

2) Extract: It takes as imput msk, an arbitrary ID €
{0,1}* and returns a decryption key dk for that iden-
tity.

3) WBInstGen: It takes as input the security param-
eter k, an arbitrary ID € {0,1}* and returns a pri-
vate witness key w € W for that identity w;p, where
WinsGen(w) = x and x € X where (w, x) satisfies
the witness relation R.

4) Trapdoor: It takes as input decryption key dk, an
arbitrary ID € {0,1}*, an instance z € X and re-
turns a trapdoor td for that identity.

5) WBEncrypt: It takes as input an identity ID €
{0,1}*, a plaintext m € M with a random cho-
sen witness w € W and outputs a ciphertext
C = (x,¢) where x € X from a generated witness
WiInsGen(w) = z, and (w,x) satisfies the witness
relation R.

6) WBDecrypt: The algorithm takes as input the ci-
phertext ¢ € C, a private decrption key dk and a
witness w € W and returns a plaintext m € M, if
and only if C is a valid ciphertext with the ID and a
witness w € W.

7) Test: It takes as input a ciphertext C4 € C of a
receiver with I D4, a trapdoor td4 for the receiver
with ID,, a ciphertext Cg € C of a receiver with
IDp and trapdoor tdp for the receiver with I Dp, and
returns 1 if C4 and Cpg contains the same message.
Otherwise return L.

3 Security Model

Definition 4. (Weak-IND-ID-CCA). We let U =
(Setup, Extract, W BInstGen, Trapdoor, W BEncrypt,

W BDecrypt, Test) be the same scheme and a polynomial
time algorithm A.

1) Setup: The challenger runs the security parameter
on input k£ and derives K and randomly takes a wit-
ness w € W and generates an instance x € X of a
witness relation R(W, X) defined on an NP language
L. Tt gives the relation R to the adversary.

2) Phase 1: The adversary issues query Ny, Na, «--,
N,,. Each query is of the form:

e Query (ID;): The challenger run H(.) to gen-
erate dk; corresponding to the public identity
(ID;). Tt sends dk; to A.

e Trapdoor (ID;): The challenger runs the pri-
vate decryption on WiInsGen using a randomly
chosen witness w € W of the relation R(W,X)
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on an NP language L. The algorithm generates
an instance z and compute a trapdoor td; using
dk; via trapdoor algorithm. Finally, it sends
tdl to A.

e Decryption queries (ID;, C;, w): The challenger
runs the decryption algorithm to decrypt the
ciphertext C; by running the extract algorithm
to obtain dk; corresponding to the public key
(ID;). Finally, it sends the plaintext M; to A.

3) Challenge: After Phase 1 is over, A submits two
equal-length message (mg,m1) and ID* to be chal-
lenged by the challenger. However, both (mg,mq)
are not issued in the encryption query and ID* is
also not in the extract query in Phase 1. The chal-
lenger randomly picks b € {0,1} and respond with
C* + Enc(M,, ID*,w*). The algorithm generates
a challenge trapdoor td* = (ID*,z*) by runing the
trapdoor td* < td(dk, My, z*) algorithm and returns
td* to A.

4) Phase 2: The adversary issues query Ni, No, ---,
N,,. Each query is of the form:

e Query (ID;). The challenger responds as in
Phase 1, since I D; # ID*.

e Trapdoor query (ID;). Where z # z*. The
challenger respond in the same way as in
Phase 1.

e Decryption Query(ID;, C;). Where (ID;,C;) #
(ID*,C*), the challenger respond in the same
way as in Phase 1.

5) Output: A submits a guess b onb. If b’ = b, we say
A wins the game.

We define A’s advantage on breaking the scheme as
Ad'UIprKCbDETIA(k’) = P’I“[b = b]—% is negligible.

In the Weak-IND-ID-CCA (W-IND-ID-CCA) model,
the adversary has access to ciphertexts but cannot
compute the witness w € W from = € X of a relation
R(W, X) over NP language L.

4 Construction

Our scheme aims to resist an attack continuum perpetu-
ated by a cloud server delegated to perform equality test.
The cloud server (insider) is considered as an adversary
A who is authorized only to perform equlaity test but
should not be able to peddle with user’s ciphertext.
However, only the authorized cloud server could perform
equality test.
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Definition 5. A witness relation R(X,W) on an
NP language L consist of the following polynomial-
time algorithm. Given a randomly chosen w €
W over a witness relation R(w,z)=1 defined on
an NP language L if for any polynomial algorithm:
Arp_prc—-pETIiA, PrlA1B_prc—DETIA(R, W) = 2] =1,
and Arp_pPKC—DETIA,

Pr[Aig_prc—perialk,z) = w] < e(k), where k is a
security parameter and € a negligible functionon on k.

1) Setup: The system takes a security parameter k and
returns the public parameter K and master secret key
msk.

e The algorithm generates the pairing parameters
G and Gp of prime order p and an admissible
bilinear map e : G x G — Gp. Choose a ran-
dom generator g € G.

e The system choose cryptographic hash func-
tions: H : {0,1}* — G, H; : Gpr — G,
Hy : Rx Gy — {0,1}™%™ where 7y and 7o
are security parameters. The elements of G are
represented in 7; bits and elements of x € X
of a witness relation R are represented in 7, bits.

e The algorithm randomly picks a witness w € W
and generate an instance z € X on NP lan-
guage L of a relation R(W, X) and set g; = gV
and go = g%  The ciphertext space C' €
(G* x {0.1})™*72. The message space is M €
G*. It publishes the public parameter K =

{p7G7GT7R7eagag1ag2aHa HlvHQ}'

2) WBInstGen: The algorithm takes as input the se-
cret parameter k and arbitrary ID € {0,1}* and
compute hyp = H(ID) € G and randomly choose
a witness w € W and generates a corresponding in-
stance z € X on a witness relation R(W, X).

3) Extract: Given a string ID € {0,1}*, the algorithm
computes hyp = H(ID) € G and set the private
decryption key dk;p = (h¥p,h%p) where (w,z) is
the master key corresponding to the relation R.

4) Trapdoor: On input a string ID € {0,1}*, the
algorithm compute hyp = H(ID) € G and set
tdip = (h}p) where x is an instance of the relation
R.

5) WBEncypt: The algorithm on input the public pa-
rameter K, ID, it computes hyp = H(ID) € G
and encrypt M € G by choosing two random num-
bers (r1,72) € Z; with a randomly chosen witness
and instance (w,x). The algorithm set the cipher-
text C' = (Cy,Ca, C5,Cy) as:

Cy = M?*.Hy(e(hip,g2)™),

Cy = g

Cs = g,

Cy = (M||w)® H(C1 | C2 || Cs |l e(hip,g1)™).
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6) Decrypt: To decrypt, the algorithm requires an in-
put the ciphertext C, private decryption key dk;p =
(h¥p, hip) where C = (C1, Cq, Cs, C4) corresponding
to the ciphertext encrypted with ID. It computes:

(M [|w') = Cy® Hy(Cy || Co || Cs || e(Cs, hfp)),

where w € W of the witness relation R(W, X) of
the NP language L. The algorithm checks whether
Cy = (M | 2') and Cy = g"1. Hence, if both holds,
return M . Otherwise L.

7) Test: The algorithm on input a ciphertext Cy4, a
trapdoor td4 and a given sender’s ciphertext Cp.
The algorithm test whether M% = Mg by comput-

ing:
Cq
T = A
4 Hj(e(Ch,,tdip,))
Ty = s

Hj(e(Crp,tdinyg))

If the above equation holds, the algorithm outputs 1.
Otherwise 0. Thus:

e(TB,C’QA) = G(TA,CQB).

Remark 1. With the work in [17], the token gen-
erated was changed per identity in their con-
struction whiles a security analysis and modifi-
cation in [9] had a fixed token for all group users.
We note that since the token was fixed in their
construction, the insider attack is paramount in
their scheme. A randomly chosen witness w un-
der the relation R(W, X) is considered to be se-
cure and should avoid a reuse. A reuse of a ran-
domly chosen witness will compromise the secu-
rity of our scheme hence should be discarded im-
mediately the decryption process is completed.

Correctness:

Let Cy <« WBE(Ma,IDa,g2,,v4) and Cp <+
WBE(Mg,IDg, g2,,x5) generated by user A and user
B respectively. Then:

CA = (CAl 5 CAz 5 CAga CA4)'

Test algorithm computes results as:

_ C1, _ Cip
Ca = Hz(e(C2y,tdrp y))” Cp = Hs(e(Cap tding))”
T _ MGA Ha(e(Cayitdiny)) T _ MP Hy(e(Captding))
AT T Hy(e(Caytdin,)) 0 T BT T Ha(e(Capitding))
z 1 z z 1 z
- MAA Ha(e(g, 2 B4 ) T MpP Ha(e(g, P h75 )
A= T = B— 71 T
H2(€(91AA1h13A , H2(e(ngB’hIgB

Ty = M3* and Tp = MEP.

Therefore, M3*=MFpP.
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The algorithm output 1 if the following equation
holds. Otherwise 0. Hence:

G(CQA 5 TB) :e(CgA 5 TB)
e(Ca,, Tp)=e(g™a, ME”)=e(g, Mp)"1a""

e(CQB ) TA):e(grlB ) M,Z;A):e(gv MA)TlBIA

Remark 1. Given a witness w € W, the user should be
able to compute x to recover M on a witness relation
R. However, given the instance x of a witness rela-
tion R, it is difficult to recover its corresponding wit-
ness w. Therefore the cloud server can only perform
equality test but cannot generate a new ciphertext.

If My = Mp, it implies that e(Cs,, Tp)=e(Cay, Ta).
Given the witness relation R(W,X) defined over an
NP language L. It means that: A;p_pxc_peTIA,
Pr[Aip_prc-perialk,w) = 2] = 1, and
Arp_prc—-pETIA, PrlArB—prco—peETIia(k,w) = w| <
e(k), where k is a security parameter and ¢ is a negligible
function on k.

5 Security Analysis

We define W-IND-CCA security for IBE-ET via the fol-
lowing game similar in [18].

A probabilistic polynomial time (PPT) adversary A
achieves the advantage ¢ on breaking M=(Setup, Extract,
W BInstGen, Trapdoor, W BEncrypt, W BDecrypt, Test).
Given BDH instance, a PPT adversary B takes advantage
of A to solve the BDH problem with a probability of €.

Suppose B holds a tuple (g,U,V,R) where a = log,U,
b = log,V and c = logyR are unknown. Given the gen-
erator g of G, B is supposed to output e(g, g)?¢ € Gr.
The game between B and A runs as follows:

Setup. B sets g1 = g*"* = U™, where 1 <+ Z; and
sets trapdoor td = x + X from a witness relation
R(W,X). B gives g1 to A.

Phase 1.

1) H Query: A query the random oracle H.
A queries ID; to obtain hyp. B responds
with hrp. If ID; has been in the H

table(ID;, hp, , coin). Otherwise, for each 1D,
B responds as follows:

e B tosses a coin with Prlcoin; = 0] = 4. If
coin; = 1, responds to A with hyp = g"“,
w; < W. Otherwise, B sets hyp = g¥¥ =
Vwi,

e B responds with hrp,, then adds
(ID;, hrp,w;, coin) in the H table which is
initially empty.

2) Extract Query: A queries private key of ID;. B
responds as follows:
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e B obtains H(ID;) = hrp in the H table.
If coin; = 0, B responds L and terminates
the game.

e Otherwise, B responds with dkrp, = ¢, =
Um-wi where (w;, hrp,) is in the H table.

e Bsends dkrp, to A, then stores (dk;p, ID;)
in the private key list which is initially
empty.

3) Hy Query: A queries D; € R x Gpr —
{0,1}717™ . B responds with S; € Hy(D;) in
the Hs table. Otherwise, for every D;, B selects
a random string S; = {0,1}7'*™ as Hy(D). B
responds A with Hy(D;) and adds (D, S;) in
the Hy table which is initially empty.

4) Trapdoor Query: B runs the private decryption
key queries on (ID;) to obtain dk;p = (¢7%, 97")
and responds A with ¢d;p, = g5°. tdrp, is the
first element of the decryption key.

5) Encryption Query: A queries M; encrypted
with ID;. B responds as follows:

e B searches the H table and obtain h;p and
computes hrp, = (hy}, , h7p,) where (w,z)
are randomly chosen from the witness rela-

tion R(W, X).
e A selects r1,,12, < Z; and computes:
Ch, M?® . Hy(e(hrip,,92)™)
Cy = g
Cs, = g™
D; = (C1,||Cs,|Cs,le(hip;, g1)").

e B queries Oy, to obtain S; = Ha(D;).

e B computes Cy, = (M;||w;) & S;.

Then B responds with C; = (C1,, Cs,, Cs,, C4,).
6) Decryption Query: A queries C; to be decrypted
in ID;. B responds as follows:

e B searches the H table to obtain hrp,. IF
coin; = 1, obtain dk;p, of 1D, in the pri-
vate key list to decrypt C;. Then B com-
putes the bilinear map with dk;p, as:

e(C3,,hip,) = e(g™,9"") = e(g,g) ™.

e B computes D, =
(Cli CZi CSi e(hIDivgl)wi) and ob-
tains S; in the Hy table. B obtains M; and
T2, by 041. ® S;.

Finally, B computes C7,,C{, with M; and r,
decrypted from C;. If it is a valid ciphertext
that C7, = C1, and C5 = Cy,. B responds
with M;. Otherwise L.

Challenge: Once Phase 1 is over, A outputs two mes-
sages mg, m1 of equal length and ID* to be chal-
lenged, where both mg, m; are not issued in encryp-
tion Query and I D* is not queried in Extract Query
in Phase 1. B responds as follows:
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e B searches the H table, if coin® = 1, B re-
sponds with | and terminates the game, since
hi, = g“ . Tt is observed that for a given wit-
ness relation R(W, X), it is difficult to compute
the corresponding witness w for a given instance
x.

e Otherwise, B randomly selects b € {0, 1}, how-
ever, dkrp = (h¥p,, h%,) and calculates:

Ci = My .Hy(e(hjp,g2)")
c; = gn

C; = g°

C; = (My|lw*) ® 5%,

where w € W of a witness relation R(W, X), S*
— Hy(D*) and D* = (C3[|C5]|C3le(Ca, hit),
where A}, is unknown and B want A to com-
pute. C* = (C{||C3]|C5||Cy is a valid cipher-
text for M.

e B responds A with C*.
Phase 2:

1) H Query: A queries as in Phase 1.

2) Extract Query: A queries as in Phase 1, but
ID; # ID*.
3) Hs: A issues the query as in Phase 1.

4) Trapdoor Query: A queries as in Phase 1, but
responds to trapdoor queries the same as in
Phase 1. However, the adversary given the wit-
ness relation instance x € X, the adversary can-
not compute the corresponding witness w € W
of the relation R(W, X) to generate a new ci-
phertext C*.

5) Encryption Query: The message M; € {my,
mq }, A queries as in Phase 1.

6) Decryption Query: A queries as in Phase 1, ex-
cept that ciphertext (C;, ID;) # (C*,1D*).

Result: Given a witness relation R, a randomly chosen
witness w € W generates an instance x € X. Given
the instance x to compute td;p = hip, it is dificult
to compute the corresponding witness w € W.

However, A guess b onb Ifd # b and w # w, B
responds with failure and terminate the game. If b =
b and v = w, then B gets the results of the BDH
tuple by guessing the inputs of Hs query. However,
this is not possible under the define witness relation
R on NP language L. B aborts the game because,

r_ 1 €
|Prib-=b] = 3] > e(qratqetaa+1)"

Trapdoor Security: We further provide a trapdoor se-
curity (TD) experiment to our scheme:

W—IND—ID—CCA
ExplB—PKC—DETIA“q (k).
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Table 1: Efficiency comparisons of PKEETSs variant

PKEETs | TA | Enc Dec Test Del Security

[18] N | 3Exp 3Exp 2P N/A | OW-CCA

[16] N | 4Exp 2Exp 4P 3Exp | OW/IND-CCA
[15] N | 5Exp 2Exp 4Exp N/A | OW/IND-CCA
[13] N | 1P+5Exp | 1P+4Exp | 4P+2Exp | 3Exp | OW/IND-CCA
[11] N | 6Exp 2P+2Exp | 4P 2Exp | OW/IND-CCA
[17] Y | 1P+3Exp | 1P+2Exp | 2P N/A | W-IND-ID-CCA
Ours Y | 2P4+3Exp | 1P+1Exp | 4P 2Exp | W-IND-ID-CCA

Remark: In this table, ”Emp” refers to the exponent computation, "P" refers to the pairing computation, "1A"
refers to insider attack, "Y" refers to "Yes’ as a supportive remark, "N" refers to 'No’ as not supportive and "Del”
refers to the delegation, W-IND-ID-CCA refers to weak indistinguishable chosen ciphertext attack against identity,
OW-ID-CCA refers to one-way chosen ciphertext attack against ientity and IND-ID-CPA refers to indistinguishable

chosen plaintext attack against identity.

Given a security parameter k, a witness w € W and
A adversary against trapdoor security (TD). The ex-
periment between the adversary A and the challenger
is as follows:

WInsGen Generation Phase: The challenger runs
the WInsGen algorithm with a random witness pa-
rameter w € W. It generates a corresponding in-
stance x € X. The adversary A computes an in-
stance z*(x* ¢ X) from a randomly chosen witness
w*. Finally, it gives td%, = h%,, to A.

Phase 1: A adaptively ask the challenger for the follow-
ing trapdoor oracle:

1) Trapdoor oracle: On input a message M and
instance * € X where x # x* submitted by A.
It output the trapdoor td;p = hip by running
the trapdoor algorithm.

Challenge Phase: A submit two messages
(mg,my1) with equal length. The challenger
picks b < {0,1} and generate challenge trap-
door td};, = h¥}, corresponding to the challenge
ciphertext My||z & Hz(e(h7p,C2)) by running
the WInsGen algorithm and returns tdj to A.

Phase 2:

1) TD;p Query: A continue to ask the oracle for
trapdoor queries. Oracle responds as in Phase 1.

Output: A output its quess b'. The adversary
win the game if b = b, which shows that the
output of experiment is 1 and 0 otherwise. Ad-
versary A advantage in the above experiment is
defined as:

2)

W—IND—TD
Advig_prc_peria(w)

N =

W—IND—TD
\PrlExprp_pro-peTial —

6 Comparison

In this section, we made a comparison (Table 1) on
the efficiency of algorithms adopted in our scheme with
other PKEET variants. Other PKEET variants (Ta-
ble 1) achieved a one-way chosen ciphertext attack (OW-
CCA), one-way indistinquishable chosen ciphertext at-
tack (OW/IND-CCA) and a weak indistinquishable iden-
tity chosen ciphertext attack (W-IND-ID-CCA) security.
The extended PKEET schemes cost three to four steps
to conduct the equality test including analyzing trapdoor
and inverse-computing trapdoor.

The above comparison shows that our scheme can resist
insider attack, whereas others do not have such ability ex-
cept in [17]. Even though Wu et al.’s scheme resist insider
attack, it does not provide delegation to the cloud server
(insider) to perform equality test. It is possible for Wu et
al.’s scheme to fail the insider attack resistance when the
cloud server is delegated to perform equality test. How-
ever, our scheme ensures that equality test is delegated
to the cloud server and the cloudserver is resisted from
launching the insider attack.

The experiment results are shown in Figure 2. This
experiment is executed on a desktop computer with an i5-
4460 CPU @3.2 GHz and 4gigabyte RAM, running Win-
dows 7, 64 bit system and VC++ 6.0, by using PBC Li-
brary [10]. The time consumptions were obtained from
a repeated simulations to obtain an objective computa-
tional cost comparison (see Figure 2) of ours with Yang et
al. [18], Tang et al. [15,16], Ma et al. [11,13], and Wu et
al. [17]. We assume both schemes were experimented on
the same desktop computer.

Obviously, our encryption (Enc) computational cost
seems higer than other related schemes. This is due to the
extra computational overheads by a generation of an in-
stance from a witness relation to resist insider adversary.
Decryptions and test computations were comparable to
other schemes (see Figure 2). Although time consumption
of encryption (Enc) is slightly higher than in [17] scheme,
it provides enhanced security to resist insider attack.
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Figure 2: Computational time consumption comparison

7 Conclusion

Our scheme ensures a security improvement in [9,17]. We
delegate a cloud server to perform equality test on users
ciphertext. Such authorization cause the cloud server to
launch the insider attack which our scheme resist such an
attack. However, our scheme ensures that even though
the cloud server is authorized to perform equality test, it
could not launch the insider attack on users cipheretext.
Our scheme ensures a resistant to insider attack by the
adoption of witness based cryptographic primitive. Our
scheme support weak indistinguishable identity chosen ci-
phertext attack security (W-IND-ID-CCA) with extended
trapdoor security (TD).
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