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Abstract

An RFID security three-party mutual authentication pro-
tocol based on elliptic curve cryptography (ECC) is de-
signed in this paper. The proposed protocol not only sat-
isfies most of basic characteristics of RFID system, such
as mutual authentication, confidentiality, anonymity and
others, but also resists tracking attack, denial of service
attack, spoofing attack, etc. Being different from other
RFID authentication protocols, our protocol is based on
the assumption that the communication between reader
and background is unsafe, so that tag, reader and back-
ground can mutually authenticate each other. In addi-
tion, the protocol provides a public secret co-negotiating
key for the three participants to read and modify data
in subsequent communication. According to the design of
the protocol, it can apply to NFC system, which is evolved
from the integration of RFID technology and interoper-
ability technology. We further analyze the security of
the protocol through the Burrows-Abadi-Needham logic
(BAN-logic), which shows that the protocol can achieve
mutual authentication and key agreement, as well as agree
with RFID and NFC system.

Keywords: BAN Logic; ECC; Key Negotiation;
RFID/NFC; Tripartite Authentication

1 Introduction

Radio Frequency Identification (RFID) is an emerg-
ing automatic identification technology developed in the
1980s. RFID technology uses a radio frequency signal to
send and receive contactless information to authentica-
tion, through spatial coupling, that is alternating or elec-
tromagnetic field [18]. As the core supporting technology
of the Internet of Things (IoT), RFID technology is widely
used in logistics, transportation, medicine and industrial
manufacturing, etc. And a complete RFID system con-
sists of a reader, an electronic tag and a background sever.

Near Field Communication (NFC) technology, as a
wireless peer-to-peer communication technology in the

IoT, which is evolved from the integration of contactless
RFID and interoperability technology, has made a good
figure in the electronic payment and smart media. Com-
pared with an RFID system, the slight difference is that
an NFC device must be able to be a reader as well as a
tag, and the connection between the background and the
reader uses a wireless connection, thus we can treat an
NFC device as a special RFID system [5,8,10].

With the rapid development and widespread applica-
tion of RFID/NFC technology, the security and privacy
issues of RFID/NFC systems have become increasingly
prominent. It is currently the most effective method to
protect the security and privacy of RFID systems by
designing a high security authentication protocol with
Public Key Cryptosystem (PKC). Under the premise
of the same security in PKC, the elliptic curve cryp-
tosystem (ECC) has become the preferred cryptosystem
of RFID authentication protocol, due to its short key
length, fast calculation speed and small occupied band-
width [16,22-26].

2 Related Work

In studies of RFID authentication protocol based on
ECC, most of them focus on the security and efficiency.
We briefly review these concerned works from two aspects:
The basic security and the efficiency of security defense
their protocol provide, and the goal of our proposed pro-
tocol.

2.1 Previous Research

As we all know, the RFID security authentication pro-
tocol based on ECC has become a hot spot. In 2007,
Batina et al. [4] discussed the feasibility of an identifica-
tion protocol based on ECC of the RFID tag, but the
confidentiality of the tag’s public key is not guaranteed,
while the attacker can still obtain its public key, then the
tag is tracked. In 2008, Lee et al. [12] proposed an ECC-
based RFID authentication protocol, while the protocol
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isn’t resistant to spoofing and tracking attacks. In 2014,
Moosavi et al. [15] gave a RFID authentication proto-
col relying on ECC and D-Quark lightweight ash, claim-
ing that its solution is suitable for providing secure and
resource-limited RFID implant system, but the required
calculation time is not optimized when the tag still needs
to calculate elliptic curve multiplication. In 2015, the
ECC-based RFID protocol conceived by Ryu et al. [17]
had a relatively good performance, however it couldn’t
provide the most basic mutual authentication. In 2016,
Kang [9] analyzed and proposed an improved ECC-based
RFID Grouping-proof authentication protocol to solve
the problem existing grouping-proof protocols such as
low grouping-proof efficiency, vulnerability to spoofing at-
tack, tracking attack and other security threats. But it
still can’t prevent the illegal tag interference with reader
authentication and the tag spoofing attack. In 2018,
Zhang et al. [28] proposed an RFID mutual authentica-
tion protocol based on ECC, when thoroughgoing analysis
shows that the interactive information C' does not contain
the information of the random point Rgr of the reader,
can’t resist replay attack on the reader. In 2018, Chen et
al. [6] proposed a multi-channels constructing method to
build protocol model for formal analysis, then used it to
verify RFID three-party authentication protocol based on
NTRU cryptosystem, the result shows that an attack ex-
ists in this protocol. In 2019, Aghili et al. [1] shows that
the protocol proposed by Fan et al. is vulnerable to secret
disclosure and reader impersonation attacks. Moreover,
they improved it to a protocol that is resistant to the at-
tacks presented in the paper and the other known attacks
in the context of RFID authentication.

2.2  Our Target

Through a large amount of literature analysis, we can
know that almost all RFID authentication protocols are
based on the assumption that the communication between
the reader and the background is secure. We can only
say that the back-end wired communication is more se-
cure than the front-end over-the-air wireless transmission,
but the system still faces the security problems that are
common in traditional computer networks, which has a
great impact on the security of the authentication proto-
col. Thus it’s unreasonable to assume it’s secure [16]. The
protocol proposed in our paper negates this assumption.
In addition, the difference between the NFC system and
the RFID system is analyzed. This paper aims to design a
security tripartite mutual authentication protocol based
on ECC that is universal to RFID/NFC, which will be
more practical.

3 The RFID/NFC Protocol Based
on ECC

We introduce our tripartite authentication protocol
RFID/NFC based on ECC in this section firstly. Then
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the two phases’ details of our protocol: initialization and
authentication, are described as follow.

3.1 Protocol Description

We propose a security RFID/NFC tripartite authen-
tication protocol based on ECC, with good security and
anti-attack capabilities. Our paper doesn’t support the
assumption that the connection of the background and
the reader is a wired connection so that the channel be-
tween them is safe. Therefore, the protocol proposed in
the paper can also be applicable to NFC, which the com-
munication between reader and background is insecure,
and has better practicability.

3.2 Initialization Phase

Definition of the relevant symbols in the protocol are
explained in Table 1.

Table 1: Summary of symbols in our protocol

Symbol | Symbol’s Description
P | Base point on the elliptic curve
Rs, Rp | Private and public key of Reader
Ts,Tp | Private and public key of Tag
rr,r | Random number
AR, AT | Authentication information
VR, VT, VB | Verification information
Kr,Kgr,Kp | Co-negotiating secret key

In the initialization phase, the reader randomly selects
a number Rg as its private key and calculates its pub-
lic key Rp = [Rg]P accordingly. While the tag does the
same thing, randomly selects a random number T as its
private key, and calculates its corresponding public key
Tp = [Ts]P. We specify the public key of the tag as its
unique identifier in our protocol. The background server
stores the public and private keys of both the reader and
the tag. Each tag stores its own public and private key
information and the public key of the reader, while the
reader only stores its own public and private key infor-
mation for RFID system, plus the public key of tag for
NFC system.

3.3 Authentication Phase

As shown in Figure 1, the specific mutual authenti-
cation process among the tag, the reader, and the back-
ground is as follows:

Step 1: The reader chooses a random integer number rg
that belongs to Z;, and calculates the point Rp =
[rg]P on the elliptic curve, then sends an query and
Rp to the tag.

Step 2: The tag also selects a random integer 77 in Z,
calculating the corresponding point Ry = [rr]P on
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Figure 1: ECC-based RFID/NFC authentication protocol

the elliptic curve. Then it sends Ry to respond the
reader.

Step 3: The reader calculates the IR = Rp + [rr]Rr

and sends it, so that the tag identify the reader.

Step 4: The tag identify the reader by counting Rp =

IR — [rg]Ry, and it searches whether there is a Rp
equal to Rp. If established, the tag thinks the reader
is legal and calculates the Authentication variable
AT = Tp 4+ rrRp of the tag. What’s more, it is
possible to calculate the co-negotiating secret key
Ky = TsRr + rrRp = (z,y), and finally calcu-
lates the tag verification amount VI = H(z|Tp)for
background verification. Then sends AT, VT to the
reader.

Step 5: The reader calculates Tp = AT — RsRr from

the received AT, and counts its authentication vari-
able AR = Rp + rgTp, co-negotiating secret key
Kr = RsRr + rrTp = (z,y), and the verification
variable VR = H(z||Rp) for the background authen-
ticate the reader. Then the associated amount of
the tag and the reader Ry, AT, VT, Rr, AR,V R are
passed to the background server.

Step 6: After receiving the message transmitted by the

check whether it is equal to VR or not. After the
reader passing the verification, the background veri-
fies whether the information of tag collected by the
reader is legal, calculating the Tp = AT — RsRrp,
and retrieves whether there is corresponding T}; in
the repository. Based on it, the background calcu-
lates H (x| Tp) and judges whether it is equal to V7.
Finally, the background calculates its authentication
variable VB = H(y||Tp||Rp) for the reader and the
tag to authenticate the legitimacy of the background
server, and sends it to the reader.

Step 7: The reader verifies the background server and

the tag, when calculated H(y||Tp||Rp) and judged
whether it is equal to the received V B. And it sends
V' B to the tag.

Step 8: Lastly, based on the information that the tag

receives, the tag verifies the legitimacy of the
reader and the background by calculating whether
H(y||Tp||Rp) is equal to V B. The mutual authenti-
cation among the tag, the reader and the background
is accomplished, and K1, Kr, Kp are the same, as a
session key is used for subsequent communication.

reader, the background server first verifies the le- 4 Security Analysis

gitimacy of the reader by calculating the Rp =
AR — TsRp, and then retrieves whether it’s the

A safe RFID/NFC system should be able to provide

same as the stored R;; or not. If it exists, the mutual authentication, confidentiality, anonymity, for-
background calculates the co-negotiating secret key ward security, scalability. As well as resist tracking at-
Kp = RsRr + TsRr = (z,y), and H(z||Rp) to tack, denial of service attack, spoofing attack, and replay



International Journal of Network Security, Vol.22, No.4, PP.664-671, July 2020 (DOI: 10.6633/1JNS.202007-22(4).15) 667

attack, etc. [11,20,27,30] Besides, considering the practi-
cality of RFID/NFC, it should also be able to provide a
co-negotiating secret key for subsequent communication.
The security performance and scalability of the protocol
in our paper has been greatly improved, satisfying the
basic security requirements as mentioned above.

4.1 Qualitative Analysis

We give qualitative analysis of our protocol from nine
aspects:

e Mutual authentication: The tag verifies the
reader by judging R/P = Rp to preliminarily certifi-
cate; then it uses Kp to authenticate the background
and the reader further with V B.

To the reader, it also authenticates the background
with VB, K. Furthermore, VB from the back-
ground contains the legal public key Tp of the tag,
and the reader can confirm the validity of the tag
through the background ulteriorly.

When received the information, the background re-
trieves whether there is RIP = Rp, to initially deter-
mine that the reader is legal; then uses Kp,V B to
authenticate the reader. In the same way, the certifi-
cation of the tag in the background can be obtained.
As a result, the protocol completes the mutual au-
thentication of the three parties.

e Confidentiality: In the process of authentication,
the public key Tp of the tag is used as its unique
identifier, which is calculated by Tp = AT — RgRr.
The public key of the reader is also calculated by
Rp = IR — [rg]Rr. Both of them don’t transmitted
on the channel. Even if the attacker intercepts the in-
teractive information Rg, Ry, AR, AT, VR, VT, VB
on the wireless channel, due to the discrete logarithm
problem of elliptic curve and the randomness and
unipolarity of the Hash function which are unable
to be solved based on today’s computer calculation,
either Tp or Rp is not derived. This ensures the con-
fidentiality of the tag identity and the reader’s public
key.

e Anonymity: As we know, neither the public key
of the tag Tp nor the reader Rp is transmitted over
the channel directly. Due to the security of the ellip-
tic curve cryptosystem, the attacker can’t calculate
the corresponding private key and the identity of the
parties from the interaction information. So the pro-
tocol can provide anonymity of the tag, the reader
and the background.

e Forward security: Assuming that the attacker can
attack on the maximum degree, which gets the pub-
lic key Tp, Rp and all the interaction information
{Rg,Rr,AR, AT, VR,VT,VB}, the attacker still
can’t calculate the random number rg,rp through
these, let alone Ts, Rg. Thus it is impossible to bind

the obtained interactive information with the specific
tag or the reader, and the protocol has good forward
security.

Scalability: For RFID system, the reader doesn’t
need to store the unique identifier Tp of the tag by
calculating it, therefore, a large memory reduction
can be achieved for a large number of tags. Simi-
larly, if the memory requires high memory, the tag
do the same thing to calculate Rp instead of stor-
ing it [19]. But it does in NFC system. In addition,
since the public key are used as the unique identi-
fier, the identity validity period can be added to the
identity identifier, when the identity is invalid, it can
no longer participate in encryption and decryption
and authentication, which makes the protocol more
practical.

Resist tracking attack: According to the confi-
dentiality, the attacker can’t get Tp, Rp. The reader
and the tag will generate new random numbers in
each new session, hence the interaction information
is also fresh at each time. Unpredictable changes
in the session make it impossible for the attacker to
track the tag or the reader.

Resist denial of service attack (DoS attack):
The guarantee of anonymity enables Tp and Rp to
be effectively protected, and the private keys of them
don’t need to be updated, as a result, the shared
secret information doesn’t need to be updated syn-
chronously among the tag, the reader and the back-
ground. In consequence, the protocol can resist de-
nial of service attack.

Resist spoofing attack: If the attacker wants to
impersonate a legitimate tag to deceive the reader,
it needs to forge a legitimate authentication message
Ry, AT, VT, since there is no legal tag identity Tp
and Tg, and Kp. The attacker can’t generate valid
authentication messages AT, VT, so that it can’t de-
ceive the background. In case that the attacker wants
to impersonate a legitimate reader to spoof the tag,
it is necessary to forge a legitimate authentication
message AR,V R, but it can’t calculate Tp, and Kg.
At this point, the attacker is even more impossible
to spoof the background.

Assume that the attacker wants to impersonate the
background spoofing the tag and the reader, it’s nec-
essary to forge a legitimate authentication message
V B. Because there is no legal Tp, Rp, and Kp, the
attacker can’t generate a valid V' B. The protocol is
resistant to spoofing attack.

Resist replay attack: Suppose the attacker replays
the tag by intercepting the interactive information
Rr and AR,V R. While the tag generates a new
random number rp in each session, and it can pass
the verification H(y||Tp||Rp) =?V B to determine
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whether it is attacked. It’s Similar to the reader.
For this reason, the protocol resists replay attack.

4.2 Formal Analysis

The formal analysis method is a standardized method,
judging whether the authentication protocol itself meets
the security objectives, and whether there are security
vulnerabilities. It is divided into a structural method
based on reasoning, an attack-based structural method
and a theorem-based proof method. Burrows-Abadi-
Needham (BAN) logic [3,21] is an industry-recognized
milestone in the formal analysis for security authentica-
tion protocols. BAN-based logic is widely used in the field
of authentication protocol analysis. In this subsection, we
adopt the widely-accepted BAN logic to demonstrate that
the proposed authentication protocol guarantees mutual
authentication and secure session key establishment be-
tween the communicating parties.

4.2.1 Basic Terms of BAN Logic

We explain the important notations of BAN logic in
Table 2.

Table 2: Notations of BAN logic

Notation | Notation’s Description
PEX P trusts the statement X
PaX P sees X
P-X P once said X
PeX P can rule X
p 3K 0 P and Q share the secret key SK to
communicate between each other
Kop K is the public key of P
X X is secret information between P and
P=Q
Q
#(X) X is fresh
(X1 Ciphertext obtained by encrypting X
with key K
(X,Y) X or Y is one part of (X,Y)

Next, the inference rules of BAN logic are shown.

Rule 1: Message-meaning Rule:

PEP <5 Q,Pa{X}k
PEQX

Rule 2: Jurisdiction Rule:

PEQEX, PEQEX
PEX

Rule 3: Nonce-verification Rule:

PE#(X), PEQLX
PEQEX
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Rule 4: Belief Rule:
PEX, PEY
PE(X,Y)

Rule 5: Freshness Rule:

PE#(X)
PE#(X,Y)

Rule 6: Message-sink Rule:

PEP &5 QP a{X}k
P<X
P <(X,Y)
P X

Rule 7: Hash Rule:

PEQL-H(X),P 4 X
PEQI-X

4.2.2 BAN Logic Analysis of Protocol

There are three participants in our protocol, include
T(tag), (R)reader, and B(background).In the protocol for
RFID system, T stores the public key of R; for NFC sys-
tem, R, which is also as tag now, stores the public key
of T, which is as the reader at the same time. The back-
ground holds the public and private keys of both T and
R, while there is no assumption that communication be-
tween R and B is safe. We use BAN logic to formally
analyze the protocol in following part, which is mainly
divided into message idealization, initialization hypothe-
sis, security goal and certification process.

e Message Idealization:

T < {Rg{Rp}n,, Hy|Tp|Rp)}

R < {Rr,{Tp,rr}rp, H(||Tp),
H(y|Tp||Rp)}

B < {Rr {Tp,rr}re, H(z|Tp),
Rp,{Rp,TR}Rp, H(x||RpP)}

(1)

(2)

e Initialization Hypothesis:
H,: Validity of the keys

T E TESR (3)
R E REBT (4)
T £ Td5B
B E B&ST
R E RIMB
B E B&ELR



International Journal of Network Security, Vol.22, No.4, PP.664-671, July 2020 (DOI: 10.6633/1JNS.202007.22(4).15)

Hy: Authority of the subjects

T E RBRp (5)
R E TETr (6)
T & BpET,
B E TETp
R E BERp
B E RERp

Hj3: Freshness of random numbers

T E #(Rg) (7)
R E #(Rr) (8)

e Security Goal:
There are two main goal to achieve, where we first to
authenticate the tag, reader and background to each
other, then show that they agree on a session key.

G1: Primary goal

T E
R E
R £ R&R
B E
where K+ = Kr = Kp.
G5: Secondary goal
T £ RETESR
R £ TEREST
R E BER&ERB
B E REBELR
e Certification Process:
Proof of G1:
From Equations (1),
P‘Epig’lff({x}’{ . We have

TERM(Re, {Rp} e, H(Y|Tp | Rp))

(3), and Rule I:

(9)

PE#(X)

From Equation (7) and Rule 5: PEZ (XY Derive
TE#(Rr.ARP}re HyITplIRp))  (10)
From Equations (9), (10), and Rule 3:
PE#(X).PEQLX 7
TERE(RrARp}rp, H(ylITplRp)) (11)

From Equation (11) and Rules 3, 5. We can get

TERE(Rp, H(y|Tp | Rp))
TERE#(Rp, H(y|Tp||Rp))
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From Equations (5) and (6), there is
TET &5 R, TE#(Kr) (12)

From Equations (2), (4), and Rule 1, have

RET}{ Ry, {Tp,rr )7y, H(x|Tp), H(y| Tpl|Rp)}

(13)
From Equations (13) and (8), get
RETER &8 T (14)

From Equations (14) and (6), we know
RER &R T

One part of GG is certified, proof of the rest can be
obtained by analogy.

Proof of Go

From Equation (1) and Rule 6: £355Y) e have

PIX
T < H(y|Tp| Rp) (15)
From Equations (12), (15), and Rule 1, with
TER-Kr (16)

From Equations (12) and (16) again, we final get

T & RETESLR
R E TEREST

The similar to the other part of Gs.

4.2.3 Conclusion of Formal Analysis

In summary, the BAN logic formal analysis method
proves that the proposed protocol can achieve the ex-
pected goal, and also shows that the protocol is safe and
reliable in theory.

5 Performance Analysis

In this section, we analyze the performance of the im-
proved protocol from two aspects: The practical advan-
tage and the security comparison with other protocol.

5.1 Practical Advantage

The existing ECC-based security authentication pro-
tocol of RFID face the threat brought by the traditional
computer network even the traditional computer network
communication. So the assumption that the communica-
tion between reader and background is secure, which is
obviously unreasonable. The protocol in our paper aban-
dons this hypothesis and makes it more scientific.
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Beyond that the protocol negotiates the secret key
Kr = Kr = Kp in the authentication process, which fa-
cilitates subsequent communication between each other.
Based on this, the tag can support the reading and writing
function, so that information of the target can be updated
at any time in real life. This is also not available in many
current RFID protocols. All of these improvements makes
the tag can be used as a reader as well, so our protocol
can be applied to NFC systems, which is more practical.

5.2 Security Comparison

We have shown the security analysis of our protocol
above, now we compare our protocol to the latest related
protocols in terms of security [2].

Table 2 shows the security comparison of our protocol
to Zhang et al.’s protocol [29], Liao et al.’s protocol [13],
Liu et al’s protocol [14] from the necessary security of
RFID system, where ”,/” means satisfy, ” x” means not
satisfy.

Table 3: Security properties comparison

Requirements | [29] | [13] | [14] | Our
Mutual authentication | X v Vv Vv
Confidentiality | +/ vV X Vv
Anonymity | +/ v N Vv
Forward security | +/ Vv Vv Vv
Scalability | X X X Vv

Tracking attack | +/ v v v
DoS attack | x 4 X Vv
Spoofing attack | +/ Vi Vv Vv
Replay attack | +/ Vv Vv Vv
Mobile environment | x X X Vv

As illustrated in Table 3, Zhang et al.’s protocol only
satisfies one-way authentication from the reader to the
tag. Our protocol not only satisfies the two-way authen-
tication of the tag and the reader, but also contents the
mutual authentication among the tag, the reader and the
background. Liu et al.’s protocol doesn’t meet the basic
confidentiality, and our protocol can solve this problem
well. Both Zhang et al.’s protocol and Liu et al.’s proto-
col are not resistant to denial of service attack. Instead,
our protocol is resistant to multiple attacks including de-
nial of service attack. In addition, all of them have no
scalability, which is necessary to the large-scale applica-
tion of RFID in the IoT, while the tag that our protocol
can satisfy and has good scalability. Relatively speak-
ing, our protocol is also applicable to NFC, so only it can
be applied to smart device environments such as mobile
phones.

6 Conclution

A security tripartite authentication protocol based on
ECC of RFID/NFC system is designed in our paper.
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Since we assume that the communication between reader
and background is insecure, tag, reader and background
can achieve mutual authentication, which is more sci-
entific and reasonable. Apart from this, they negotiate
a secret co-negotiating key for subsequent communica-
tion. We through qualitative analysis the basic secu-
rity of the protocol, and the result show that our pro-
tocol can provide mutual authentication, confidentiality,
anonymity,etc. As well as resist tracking attack, denial of
service attack, spoofing attack, etc. Then we further for-
mal analyze the security and aim of our protocol by the
BAN logic, while result of the analysis indicated that our
protocol achieves the goals that tripartite authentication
and key agreement. Compare our protocol to the latest
related protocols in security, we can know that our proto-
col has greater security and better availability. Besides,
the protocol, where uses the public key as the identity of
tag or reader can provide and add more information to
it. To sum up, it can not only solve the problem effec-
tively, which current and potential security issues faced
by current RFID systems, but also be applied to NFC
systems.
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