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Abstract

Abnormal traffic messages may be sent by the internal
forgery nodes to influence the normal behavior of other
nodes in the Internet of Vehicles. However, the detection
efficiency of the forgery nodes causing such attacks is gen-
erally low, and the accuracy of the detection algorithm is
not high. Aiming at the above problems, the traffic mes-
sages published, forwarded and received by nodes are de-
fined, and the effective features are extracted. On this ba-
sis, the forgery node detection model based on traffic mes-
sages is constructed, and the detection algorithm based
on dynamic reputation value is designed. Finally, simula-
tion experiments and performance analysis are completed.
The results show that the time overhead of the detection
algorithm is reduced, and the accurate detection rate of
the detection algorithm is improved. It achieves the effect
of quickly and accurately detecting the forgery nodes, and
enhances the security of the Internet of Vehicles.

Keywords: Detection Algorithm; Detection Model; Dy-
namic Reputation Value; Forgery Node; Internet of Ve-
hicles

1 Introduction

A special mobile ad hoc network is the Internet of Vehicles
(IoV). Each vehicle is used as the message source to estab-
lish an information system that uses vehicles as nodes and
communicates between people, vehicles and roads [19]. Its
communication methods are mainly vehicles to vehicles
(V2V) or vehicles to infrastructure (V2I). Road informa-
tion (such as road congestion, collision accidents, etc.) is
sent to nearby vehicles to realize timely sharing of traf-
fic messages, in order to avoid potential accidents and
enhance the safety of traffic roads [5]. Therefore, the In-
ternet of Vehicles is widely used in the field of intelligent
transportation. However, because of the wireless multi-
hop communication, high mobility and the operation of

vehicle nodes is limited, the security problem of the IoV
is becoming more and more serious [11]. Among many se-
curity problems, abnormal and unreliable traffic messages
by attackers are sent to surrounding vehicles to falsify
traffic scenes, they damage the benefits brought by the
application of the Internet of Vehicles, and even lead to
more serious traffic accidents. This type of attack is called
internal forgery node attack [21]. Then how to avoid the
internal forgery node attack, ensure that the node can re-
ceive normal and reliable road traffic messages and select
legal node to complete the service, which is one of the key
issues in the research of the IoV.

In view of the safety of the loV, many scholars at home
and abroad have done a lot of research on this. At present,
two types of detection schemes are proposed for internal
attacks in the Internet of Vehicles.

1) Entity-based detection scheme. It is the judgment of
the legal nodes through the communication between
the node and other nodes. There are mainly identity-
based authentication, trust-based evaluation and dy-
namic game-based schemes [141/17,[20]. The advan-
tages of such schemes are simple detection meth-
ods and low computational power requirements for
processors. However, these schemes can only exert
better detection performance when the number of
normal nodes is more than the number of malicious
nodes, otherwise its false detection rate is high.

2) Message-based detection scheme. It detects the
abnormal message through the effective feature.
There are mainly message authentication, deductive-
based trust models, and message-based encryption
schemes [2,/4,[15]. The advantage of such scheme is
that it can avoid attacks caused by abnormal mes-
sages published or forwarded by the node. However,
such these schemes can not detect and cull the nodes
that send or forward abnormal messages, avoid con-
tinuing attacks in the future, and also has high time
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overhead.

Therefore, in view of the shortcomings of the forgery node
detection algorithm in the Internet of Vehicles, with the
advantages of the existing two types of detection schemes,
a forgey node detection algorithm based on dynamic rep-
utation value (FNDA-IoV) is designed. Firstly, the effec-
tive features of the traffic messages of the Internet of Ve-
hicles are described. The forgery node detection model of
Internet of Vehicles is constructed. Secondly, the forgery
node detection process of the Internet of Vehicles is ex-
tracted. Finally, the forgery node detection algorithm is
designed to detect the internal forgery node of the Inter-
net of Vehicles.

2 The Effective Features of Traf-
fic Messages in the Internet of
Vehicles are Described

The Internet of Vehicles plays an important role in traffic
safety through the sharing and timely publishing of traffic
messages. However, an open network environment, the
complexity of road traffic, the numerous vehicle nodes
and the fact that each node publishes or forwards a large
number of various types of traffic messages at all times
influence the security of the Internet of Vehicles . In
order to explain the problem more clearly, we define as
follows:

Definition 1. The traffic message type set is E=(e1, e,
€3,..., €n ), and e; represents a certain type of traffic mes-
sage published or forwarded by each node, such as emer-
gency electronic brake lights (EEBL), post crash notifica-
tion (PCN), road congestion notifyation (RCN), etc.

Definition 2. Traffic messages in the IoV can be divided
into two types, namely © ={0, 1}, where the ”0” rep-
resents normal traffic messages and the 717 represents
abnormal traffic messages. The normal traffic message
refers to an instructive traffic message is published or for-
warded by the legal node, and the abnormal traffic message
refers to a malicious traffic message that is forged, falsi-
fied, published or forwarded by the forgery node. Here, it
is assumed that the traffic messages published by the RSU
are normal and trusted.

Definition 3. The set of vehicle nodes is V. =(vy, va,...,
vy ), vehicle nodes in the Internet of Vehicles broadcast
traffic messages with digital signatures and public key cer-
tificates to other vehicle nodes in the process of traveling.

Forgery node broadcasts abnormal messages means
that the attacker changes the behavior of other nodes by
publishing abnormal messages, tampering with real mes-
sages or injecting invalid messages @ For example,
when a legitimate node receives a false alarm message, it
may change its driving route, etc. As shown in Figure 1,
the forgery node broadcasts an abnormal traffic message:
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the forgery node Vi publishes or forwards an abnormal
traffic message to the neighbor node V, to deceive the
node V5, and attempt to change the traveling path of the
neighbor node V5.

Figure 1: Forgery node broadcasts abnormal
traffic messages

Since the features of traffic messages in the Internet of
Vehicles have multiple dimensions, effective features (EF)
in traffic messages are expressed in the form of a column
vector, namely EF =[z1; Ta; X3;...; Tp), then its corre-
sponding data set (DS) can be expressed as DS ={(z1,
y1), (T2, Y2)seer, (Tn, Yn)}, where y; € © represents the
corresponding output result for the effective feature z;,
and n is the effective feature number. Table 1 lists the
effective features in the traffic messages.

Therefore, the effective feature vector E'F of the traffic
messages in the Internet of Vehicles can be expressed as
Equation (1).

EF = [e;d;v;a;to; 8. (1)

3 Forgery node detection model in
the Internet of Vehicles

The future behavior of vehicle nodes is uncertain, but the
behavior trend of vehicle nodes can be predicted accord-
ing to the historical behavior data of vehicle nodes. For
this reason, the concept of trust is proposed in the nodes
detection of Internet of Vehicles ﬂgﬂ In human society,
the trust is one of the most common concepts. Earlier,
Mui et al. defined trust as follows: trust depends on ex-
perience and changes over time. When two people meet,
their attitude towards each other is directly understood
by the subject; The other is the recommender, neighbor
node give recommendations based on own knowledge .
However, the evaluation of trust in social relations can
also be carried out in the following ways: First, the sub-
ject directly determines the attitude toward the object ac-
cording to the behavior of the object, and then feeds back
its attitude to the third party who manages the subject
and the object, and allows the third party to determine
whether it continues to trust and whether it continues to
exist in social relationships.

Therefore, referring to the trust evaluation method de-
scribed above, the forgery node detection model as shown
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Table 1: Effective features in traffic messages

number | feature meaning

1 Sender(s) The sender’s identity type, including RSU (0) and vehicle node (1)
2 Time (to) Timestamp of the sent traffic message

3 Direction(d) | The sender’s direction of traveling

4 Vehicle (v) | The speed of the sender

5 Vehicle (a) Sender’s acceleration

6 Type(e) Traffic message types, such as EEBL, PCN and RCN

in Figure 2 can be constructed. The model consists of
three entities: A certificate authority (CA), a road side
unit (RSU), and an on board unit (OBU) equipped with
a vehicle. Among them, CA is responsible for distribution
and revocation of certificates; RSU is responsible for pub-
lishing the normal and reliable traffic messages to vehicles
within its communication scope; OBU is responsible for
publishing, forwarding and receiving traffic messages [12].

However, in order to clearly illustrate the model, some
connection parts are omitted here, such as the connection
between the RSU and the CA. Where Vj is the node that
publishes or forwards the traffic messages, and V; is the
node that receives the traffic messages.

7

Figure 2: Forgery node detection model

Considering the non-repudiation of traffic messages,
the effective feature of traffic messages, and the dynamics
in the security requirements of the Internet of Vehicles,
we design the communication message format as follows.

The communication messages between nodes are de-
fined as follows:

Msgi(Node_Id;, msgContentl;).

Where Node_Id; represents the node unique ID, and
msgContentl; represents the traffic message sent by the
node.

The communication messages sent by the RSU to the
node is defined as follows:

Msga(Rsu_Id;, msgContent2;)

Where Rsu_Id; represents the RSU unique ID, and
msgContent2; represents the traffic message sent by the
RSU.

The feedback messages sent by the node to the CA is
defined as follows:

Msgs(Node_Idj, Node_Id;, msgType).

Where Node_Id; represents the node unique ID of the
receiving the traffic message, and Node_Id; represents the
node unique ID of the publishing or forwarding the traffic
message. The msgType is of the Boolean type, and the
receiving node V; informs the CA that the traffic message
published or forwarded by the node V; is normal (set to
0), or abnormal (set to 1).

Based on the above detection model, the seven steps
are as follows:

Step 1. Node V; requests a certificate from the CA. The
node V; needs to obtain communication and legal
rights with other nodes in the network, and apply
for a digital certificate to the CA according to its
unique identity ID;

Step 2. The CA issues a certificate to V;. The node V;
uses the digital certificate as an identifier that has
communication authority in the network;

Steps 3, 4. Send the traffic message. The node V; sends
a traffic message msgContentl; to the node V;, and
the RSU sends a traffic message msgContent2; to
the node Vj;

Step 5. Detect traffic messages. After receiving the traf-
fic message of the node V;, the node V; starts detect-
ing the traffic message according to the reliable traffic
message sent by the RSU, and determines whether it
is abnormal;

Step 6. Feedback to the CA. After the node V; com-
pletes the detection of the traffic message published
or forwarded by the node V; locally, if the traffic mes-
sage is normal, it is received; otherwise, it is dis-
carded. At the same time, the node V; sends a feed-
back message (Msgs) to the CA;

Step 7. The CA updates the node reputation value
(RV). The CA dynamically updates the reputation
value of the node V; according to the feedback mes-
sage of the node Vj, and determines whether the node
V; is a forgery node.
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4 Forgery Node Detection Pro-
cess in the Internet of Vehicles

According to the above detection model, it can be seen
that the forgery node detection process is as shown in
Figure 3, and the specific detection steps are as follows.

| traffic message |

| pretreating |

yes

set MsgType to 1, set MsgType to

and discard 0,and receive
Te ]

<
]
Il
o]
Il

| RV(i)

yes
RV(i)>M?
no

the V;is a forgery
node

Figure 3: Forgery node detection process

Step 1. After receiving traffic message (msgContentl;)
and (msgContent2;), the node V; first preprocesses
the traffic message according to the effective features
of them;

Step 2. The node V; performs a detection operation on
the received traffic message. If it is a normal traffic
message, it receives and sets the msgType to 0. If it
is an abnormal traffic message, it discards and sets
the msgType to 1. At the same time, the node V;
will send a feedback message (M sgs) to the CA;

Step 3. After receiving feedback message, the CA up-
dates the reputation value RV (i) of the node V;, and
compares the RV (i) with the threshold M, where M
is the threshold of the node reputation, which can
be set according to experience. If RV(i)>M, the CA
continues to monitor its behavior; If RV(i)< M or
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RV (i)= M, then the node V; is determined to be a
forgery node, and the certificate issued to the node
V; is added to the revocation certificate list.

It can be seen that the detection process mainly includes
three parts, namely, the traffic message is preprocessed,
the traffic message is detected, and the node reputation
value is dynamically updated.

4.1 Traffic Message Preprocessed

Preprocessing is to avoid the unnecessary computational
overhead [22]. The traffic messages are preprocessed
mainly from three aspects: the digital signature, the time
validation, and the identity type verification. Firstly, the
receiver verifies the integrity and non-repudiation of the
traffic message by verifying the digital signature; then,
using the batch authentication method to verify the time-
liness, if the traffic message exceeds the time effective
range, the traffic message is invalid, and the traffic mes-
sage can be ignored. Finally, the traffic message sent by
the RSU is used as a trained message, and the traffic mes-
sage published or forwarded by the vehicle node is used
as the detected message, as shown in Figure 4. The time
validity of traffic messages is expressed as Equation (2):

(2)

Where t represents the time at which the node receives a
traffic message, t; represents the time at which the traffic
message was published or forwarded, and At represents
the validity period of the traffic message.

t —tg < At.

traffic
message

effective digital
signature?

yes

satisfy Equation(2)?

yes

no
the sender is RSU?

detected
message

discard
message

trained
message

Figure 4: Traffic message preprocessed

4.2 Traffic Message Detected

At present, in the research field of intrusion detection al-
gorithms, the main algorithms are the support vector ma-
chine (SVM), the clustering, naive bayes classifier(NBC),
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the decision trees model (DTM), class association rules
(CARS) and the deep learning [16]. The SVM is selected
to realize the classification and detection of the traffic
message in the Internet of Vehicles. The classification
process is shown in Figure 5.

trained traffic

message
g kernel function

and related

SVM decision parameters

function D(x)

detected message

| SVM classifier |

l

classification result

Figure 5: SVM classification process

The SVM algorithm classifies the traffic messages ac-
cording to the effective feature vector EF of the multi-
dimensional traffic message extracted by the Equation (1),
and the classification result is a normal traffic message
and an abnormal traffic message, where:

The SVM decision function is shown in Equation (3).

D(z) = sign[z 8 yi K (z,x) + 607]. (3)

Where §; (1< 4 <n) is the effective feature of the trained
message x; corresponds to the lagrangian factor, K(e) is
the kernel function, and 6 is the deviation.

The optimal classification hyperplane is shown in
Equation (4).

{aﬁ(wﬂ) = w|P+ O, &

yi((wz;) +0) > 1 —¢; (4)

i=1,2,.,n

Where ¢; is the slack variable, C' is the penalty factor, w
and b are the weight and threshold respectively, and n is
the number of effective features of the traffic message.

4.3 Node Reputation Value Updated

After the traffic message is detected, the CA will automat-
ically maintain a binary number based trust vector table
to record the historical status of each node to publish or
forward the traffic message based on the detection results
of the node feedback. Currently, there are two methods
for calculating the reputation value based on binary num-
bers: one is to calculate the reputation value according
to the binary digital system, and the other is to calculate
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the reputation value by counting the number of the 0 or
the 1 on the valid bit in the trust vector table [7].
Therefore, considering the features of the Internet of
Vehicles, we design a new method for calculating the rep-
utation value of the node by introducing the attenuation
weights in combination with the existing two methods of
calculating the reputation value.
The attenuation weight g(k) represents the degree of at-
tenuation of each bit in the binary valid bit in the trust
vector table, and a valid bit represents a boolean judg-
ment of the traffic message published or forwarded by
node j to node i, the 1 and 0 respectively indicates an
abnormal traffic message and a normal traffic message,
and the conditions for satisfaction are as shown in Equa-
tion (5).

(5)

Where m is the number of the traffic messages communi-
cated between nodes, and 0< g(k — 1) < g(k) <1.

Since the last calculated node reputation value should
have different degrees of attenuation with traffic message
detection time, the condition that the attenuation weight
of the kth bit on the effective bit should satisfy is as shown
in Equation (6).

B A
ot —t

9(k) (6)
Where t; is the current time, tj is the time at which node
j evaluates the kth the traffic messages sent by the node
1, and A is the proportional coefficient.

Therefore, the calculation of the overall reputation value
RV (i) of the node i can be expressed as shown in Equa-
tion (7).

NE

RV(i) = 1= > ({1,0} * g(k)). (7)

ES
Il

1

5 Forgery Node Detection Algo-
rithm in the Internet of Vehicles

According to the above detection process, the designed
the detection algorithm mainly includes:

Step 1. After receiving the traffic message, the node
V; preprocesses the message by using pre-processing
function preTreat(), filters out the invalid traffic mes-
sage, and verifies the identity of the sender. If the
sender is an RSU, the traffic message to be sent is
used as the trained traffic message. Otherwise, if the
sender is a general vehicle node, the traffic message
to be sent is used as the detected traffic message;

Step 2. The detected traffic message is sent as a parame-
ter to the check() function, and traffic message is clas-
sified according to Equation (3) and Equation (4),
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that is, when D(z) = 0, it is classified as a normal
traffic message, and msgType is set to 0. Otherwise,
when D(z) = 1, it will be classified as an abnormal
traffic message, and msgType is set to 1;

Step 3. The vehicle node is determined by CA accord-
ing to function isForgeryNode(), that is, if RV (i)> M,
behavior is continuously monitored; otherwise, node
V; is determined to be the forgery node, and the cer-
tificate issued to node V; is added to the revocation
certifycate list. Among them, the main functions in-
volved are:

1) PreTreat().
Preprocessing function.

Public void preTreat(String msg)
if (!imooc.jdkSign(msgNum)) then
If the digital signature is incorrect, the
node will discard the message discard();
else if (t —tg > At) then
/* If the Equation (2) is not met, the */
/* message is discarded */
discard();
else if (s==0) then
/* If the sender is an RSU, the traffic */
/* message is used as a training message */

String trainMsg= msgContent2; ;
else
/* If the sender is not an RSU, it is */
/* used as a message to be detected. */
String checkMsg = msgContentl; ;
end if

2) Check().
The traffic message detection function.

public static boolean check(String msg)

/* If it is a message sent by the RSU, the */
/* node trains it. */

print(”start training......”);

String]] trainArgs={"msg2File” };

String[] modelFile=svmTrain.tain(trainArgs);

/* if it is not a message sent by the RSU, */
/* it is detected. */

print(”start checkting......”);

String]] checkArgs={"msglFile” };

/* The node identifies and classifies the */
/* message according to Equation (3) */

/* and Equation (4).*/
Boolean result=
elFile.classify(checkArgs);
return result;

3) Update().
The reputation value update function.

mod-
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public double update(String msg, boolean

msgType)
String nodeld=getNodeld(M sg¢;)
if (msgType == 0) then
int[] Vtable= nodeldVtable.vInsert(0);
else

int[] Vtable= nodeldVtable.vInsert(1)
/* CA calculates the reputation value */
/* of the node according to Equation (7).*/

double RV (i)=sum(Vtable[i].g(k));
return 1-RV (i)
end if

4) IsForgeryNode().
Forgery node decision function.

public boolean isForgeryNode (String rv)
if (rv > M) then
return true;
else
return false;
end if

6 Simulation and Analysis

Under the same conditions, the support vector machine,
the decision tree model, class association rules and the
naive bayes classifier are applied in the FNDA-IoV, and
the performances of the detection efficiency and accurate
detection rate of the four classification algorithms applied
to the FNDA-IoV algorithm are compared.

6.1 Simulation Environment Configura-
tion

A professional open source microscopic traffic simulation
platform is the SUMO [3], two-way and six-lane highway
environment is set, and experimental data is generated
on the 6km road near the real vehicle driving position,
speed, etc. Then a certain trace file is formed, and finally
loads the network simulator NS2, the vehicle nodes is gen-
erated by reading the position, speed and other data of
different vehicles at different times in the trace file |18].
Finally, the detection algorithm is simulated. The param-
eters are shown in Table 2.

6.2 Results and Analysis

Firstly, the simulation time is set to 50s, 100s, 150s, 200s,
250s, 300s to simulate the communication situation of
each time period, and the node reputation value is cal-
culated. Figure 6 shows the selected two nodes, namely
the change in the reputation value of a legal node and a
forgery node.

Figure 6 shows that with the passage of time, the rep-
utation value of the legal node is rising. At 300s, the
reputation value reaches 0.96, which is much higher than



International Journal of Network Security, Vol.22, No.4, PP.655-663, July 2020 (DOI: 10.6633/1JNS.202007_22(4).14)

661

Table 2: Simulation main parameters

type name value
Communication radius /m 300m

Network scenes | MAC layer protocol 802.11p
Simulation time 1000s
Simulation area 1000m x 1000m
Number of lanes 6
Number of nodes 200
Number of forgery nodes 20

Traffic scenes Vehicle speed 20—60km/m
Number of traffic messages 10 messages / vehicle
Traffic message detection algorithm | SVM, NBC, DTM, CARS
Reputation threshold 0.5

—a— Forgery node
—eo— Legal node

0.9

0.8
0.7
0.6
0.5
0.4

Reputation value

0.3

0.2

0 50 100 150 200 250 300
Simulation time(s)

Figure 6: Node reputation value comparison

the threshold. The forgery node reputation value shows
a downward trend. At 300s, the reputation value drops
to about 0.2, which is far below the threshold. It can be
seen that the FNDA-IoV algorithm can detect a forgery
node whose reputation value is lower than the threshold.

Then, the detection overhead and the accuracy detec-
tion rate are analyzed.

1) The detection overhead. The detection overhead
mainly measures the detection time required for de-
tecting the forgery node, and the detection overhead
is compared as shown in Figure 7. It can be seen
that as the number of traffic messages published or
forwarded by each vehicle is increasing, the detection
time of the forgery nodes is gradually increasing.

It is because the detection of the traffic messages pub-
lished or forwarded by the vehicle takes time. The
more traffic messages are detected, the longer the de-
tection time required. However, The SVM has good
recognition and generalization ability for non-linear
and high dimensional data, and is suitable for traffic
messages recognition and classification in the IoV.
Therefore, the FNDA-IoV algorithm uses the SVM
to detect traffic messages. Although the detection
overhead of the algorithm is gradually increasing, it

is slightly lower than a forgery node detection algo-
rithm using the DTM, the CARS and the NBC.

2) The accuracy detection rate. The accurate detection
rate refers to the probability that the detection algo-
rithm can accurately detect the forgery node. The
higher it is, the better the performance of the detec-
tion algorithm. The comparison results are shown in
Figure 8.

As the number of the traffic messages published or for-
warded by each vehicle is increasing, the accurate detec-
tion rate gradually is increasing. It is because the more
messages published or forwarded by the node, the more
accurate the judgment of the behavior of the node. At the
same time, it can be seen that the FNDA-IoV algorithm
designed by the SVM has a higher overall level than the
NBC, the CARS and the DTM.

In summary, internal forgery nodes can be detected
quickly and accurately by the FNDA-IoV algorithm in
the Internet of Vehicles, and the security of the Internet
of Vehicles is improved.

7 Conclusions

As a new type of wireless self-organizing network, Inter-
net of Vehicles is well applied in the field of intelligent
transportation. For the internal forgery node attack of
the Internet of Vehicles, the detection efficiency and ac-
curacy are improved by FNDA-IoV algorithm. However,
the attack behavior of only a aspect of publishing or for-
warding abnormal traffic messages is considered by the
algorithm. The algorithm is considerd other aspects of
the attack behavior, such as collusion between nodes, im-
proved and optimized which will be the key tasks of the
research work.
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