International Journal of Network Security, Vol.22, No.4, PP.645-654, July 2020 (DOI: 10.6633/1JNS.202007.22(4).13)

645

A Revocable Certificateless Aggregate Signature
Scheme with Enhanced Security

Fuxiao Zhou!, Yanping Li!, and Changlu Lin?
(Corresponding author: Yanping Li)

School of Mathematics and information Science, Shaanxi Normal University, Xi’an, Shaanxi 710119, China!

Fujian Normal University, Fuzhou, Fujian 350007, China?

(Email: lyp@snnu.edu.cn)
(Received Mar. 14, 2019; Revised and Accepted Sept. 3, 2019; First Online Sept. 21, 2019)

Abstract

In certificateless public key cryptosystem, a tough prob-
lem is how to revoke a user when the user’s private key is
compromised or expired. So the revocable certificateless
schemes come into being. Certificateless aggregate signa-
ture (CLAS) is an efficient way to verify a large amount
of signatures from different users simultaneously. How-
ever, none of CLAS schemes considers the user revocation
currently. In this paper, we firstly demonstrate that an
efficient certificateless aggregate signature (abbreviated
to ECLAS) scheme proposed by Kang et al. is vulner-
able to forged signature attack from the type II adver-
sary by a concrete example, although they claimed that
their scheme is existentially unforgeable against the adap-
tively chosen-message attacks. Furthermore, based on the
ECLAS scheme and the revocable idea, we proposed a re-
vocable certificateless aggregate signature scheme, which
was proved to be existentially unforgeable against adap-
tive chosen-messages attacks under the hardness assump-
tion of computational Diffie-Hellman problem. As far as
we know, this is the first revocable CLAS scheme. Fi-
nally, numerical analyses and performance comparisons
show our scheme saves computational cost, communi-
cation bandwidth and storage space than some related
schemes.

Keywords: Certificateless Aggregate Signature; Cryptog-
raphy; Existentially Unforgeable; Revocable

1 Introduction

In traditional public key infrastructure (PKI), a trusted
entity called certificate authority (CA) often issues certifi-
cates to users by binding users true identities with their
public keys. However, certificate management and au-
thentication are quite complicated and expensive, which
bring a heavy burden to CA in real-life. In 1984, Shamir
first proposed the identity-based public key cryptosystem
(ID-PKC) [13] to overcome the heavy certificate manage-
ment and deep dependence on CA in PKI. The motive

of this proposal was to choose the unique identity infor-
mation such as social security number, telephone number
of each party as user’s public key. However, it needs a
trusted third party named private key generator (PKG)
to generate the private key for user. Hence the PKG
possesses the private key of each user and can sign mes-
sages on behalf of any user at will, which makes the key
escrow being the biggest criticism of the ID-PKC sys-
tem. In order to eliminate the above problems in PKI
and ID-PKC, Al-Riyami and Paterson introduced a new
paradigm named certificateless public key cryptosystem
(CL-PKC) in 2003 [1]. In a CL-PKC, a user’s private key
consists of two components: a partial private key issued
by key generation center (KGC) and a secret value se-
lected by the user. Since the KGC has no access to the
user’s entire private key, CL-PKC is not subject to the key
escrow problem [14]. Additionally, CL-PKC also does not
need certificates to authenticate public keys. Therefore,
the CL-PKC is currently recognized as a promising public
key cryptosystem.

Unfortunately, CL-PKC has the user revocation prob-
lem. It is well known that to revoke a user in PKC when
the user’s private key is compromised or expired is very
cumbersome [2,20]. The same problem inevitably exists
in the CL-PKC and it gets more complex because the
user’s ID (i.e., the public key) cannot change frequently.
A previous revocation solution in CL-PKC was to use an
on-line mediator called security mediator (SEM) [22]. In
this kind of mechanism, the KGC divides a user’s partial
private key into two parts: One is delivered to the user
and the other is delivered to the SEM. All these communi-
cations are conducted via secure channels, which greatly
increase the communication costs. Later, Shen et al. [15]
and Tsai et al. [17] successively presented two revocable
certificateless encryption schemes. In both schemes, a
user’s private key consists of three parts: an initial par-
tial private key, a time key and a secret value. The KGC
controls the revocation of users by updating of the time
key. It is noteworthy that the time key is renewed peri-
odically over public channels by the KGC, which reduces
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the need for secure channels and saves communication
costs. Inspired by the idea used in [18], Sun et al. pro-
posed the first revocable certificateless signature (RCLS)
scheme [16], and soon after Zhang et al. put forward an-
other improved RCLS scheme [24]. In both above RCLS
schemes, the KGC generates a partial private key and a
time key, where the time key is updated periodically. And
the KGC just stops issuing the new time update key to
revoke a user. Without the update time key, the user
cannot sign a valid signature.

The notion of aggregate signature was introduced by
Boneh et al. in 2003 [3]. Its primary focus is to aggre-
gate n signatures on n messages from n users into a short
signature, so a verifier can convince that the validity of n
signatures by verifying the correctness of aggregate signa-
ture. Therefore, aggregate signatures greatly reduce the
storage space, communication bandwidth and computa-
tional cost in verification and become a research hot spot.
Combined with the prominent advantages of CL-PKC and
aggregate signatures, a large number of certificateless ag-
gregate signatures (CLAS) are put forward for various
application scenarios [4-7,10-12,19,21,23,25]. Gong et
al. proposed two CLAS schemes to realize the aggregate
signature scheme in CL-PKC [6]. However, Zhang et al.
pointed out their schemes are insecure and proposed a
new scheme and refined the security models [23]. In 2013,
Xiong et al. put forward a CLAS scheme in [21] and
claimed the scheme is more efficient than others. How-
ever, it was pointed out that an adversary could forge a
legal signature for any message [7]. Li et al. proposed a
novel and provably secure certificateless aggregate signa-
ture scheme in [11] and Nie et al. put forward a novel and
efficient CLAS scheme [12]. Unfortunately, Nie’s scheme
was later proved that an adversary could forge any signer’s
signature on any message by obtaining a pair of message
and its corresponding signature. Cui et al. proposed a
CLAS scheme without pairings based on the elliptic curve
cryptosystem [5]. Zhou et al. put forward a practical and
compact certificateless aggregate signature with share ex-
traction [25]. However, Chen et al. showed their scheme
is in fact insecure against a type I adversary [4]. Wu et
al. pointed out the CLAS scheme in [10] is vulnerable
to signature forgery and proposed a new CLAS to fix the
security flaws [19]. Recently, Kang et al. proposed an
efficient CLAS scheme (ECLAS for short) and claimed
their ECLAS scheme is existentially unforgeable against
the adaptively chosen-message attacks [9]. In this article,
we prove that the ECLAS scheme in [9] cannot satisfy the
security they claimed by presenting a concrete example.
As far as we know, there are no aggregation signature
schemes with users’ revocation at present. Therefore, we
try to propose a revocable certificateless aggregate signa-
ture (RCLAS) scheme in this paper just in order to pro-
vide a secure revocation mechanism for CL-PKC-based
aggregation signatures.

Our Contributions: In this paper, we propose a revo-
cable certificateless aggregate signature (RCLAS) scheme.
The contributions are summarized as follows:
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1) Firstly, we demonstrate that the ECLAS scheme
in [9] is not secure since it cannot resist the type
IT adversary. Specifically speaking, any type II ad-
versary A, could forge any signer’s signature on any
message based on a valid signature, so that As can
forge a valid aggregate signature. At the same time,
we analyze the reasons why the scheme is vulnera-
ble to such attack and give the design principle of
resisting this kind of attack;

2) Secondly, an improved scheme, namely, a revocable
certificateless aggregate signature (RCLAS) scheme
is proposed, which can revoke the user flexibly to
meet the actual scenarios by using the time key. Then
our RCLAS scheme is proven to be secure in the ran-
dom oracle model under the hardness assumption of
computational Diffie-Hellman problem (CDHP);

3) Thirdly, numerical analyses and performance com-
parisons demonstrate that our scheme has better per-
formance than some existing schemes in [9, 16, 19].
Specifically, the length of aggregate signature in our
RCLAS scheme only consists of two elements in G
which is far shorter than the aggregate signature
in [19] and is independent of the number of signa-
tures being aggregated. Additionally, the verification
costs in the RCLAS scheme are relatively small.

The rest of this article is arranged as follows. In Sec-
tion 2, some essential preliminaries are given. In Sec-
tion 3, the ECLAS scheme is briefly reviewed and a spe-
cific attack on the ECLAS scheme is given. Our improved
RCLAS scheme and its security proof are presented in
Section 4 and Section 5, respectively. In Section 6, the
performance of our scheme compares with some existing
schemes. Finally, Section 7 concludes our paper.

2 Preliminaries

In this section, we introduce some necessary knowledge
required in this paper.

2.1 Bilinear Pairing

Let GG1 be a cyclic additive group of prime order ¢ and G2
be a cyclic multiplicative group of the same order, P be
a generator of G1, e : G; X G; — G> be a bilinear map if
it satisfies the following properties [8]:

1) Blinearity: e(aP,bQ) = e(P, Q)% where P,Q € G,
and a,b € Zg;

2) Non-degeneracy: There exists P € (i, such that
e(P, P) # 1;

3) Computability: It is efficient to compute e(P, Q) for
all P, Q S Gl.

Definition 1. Computational Diffie-Hellman problem
(CDHP): Let Gy be a cyclic additive group of prime order
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Figure 1: The proposed scheme

q and P be a generator of G1. Given the elements P, aP
and bP for the unknown a,b € Z7, it is hard to find abP.

2.2 Framework of a RCLAS Scheme

Generally, there are a KGC, n users and a signature ag-
gregator in a RCLAS scheme, which consists of eight algo-
rithms: Setup, Public-Key-Extract, Partial-Private-Key-
Extract, Time-Key-Update, Private-Key-Extract, Sign,
Aggregate, Aggregate Verify. The details of these algo-
rithms will be described in Section 4 and not be repeated
here because of the limit length. In the following, the
system architecture of our RCLAS is given in Figure 1.

2.3 Security Model

In traditional RCLS schemes, three types of adversaries
are considered. The type I adversary A; cannot obtain
the master secret key msk, but can replace any user’s pub-
lic key, which describes an external adversary who did not
know the msk.The type II adversary As who has access
to the msk but is unable to replace the user’s public key,
which depicts an internal adversary, such as the dishonest
KGC. The type III adversary As is used to describe the
revoked malicious signers, who holds his/her partial pri-
vate key and can replace other user’s public key, but As
have no access to the msk and will no longer be issued the
current time update key. Up to now, none of the existing
revocable certificateless signature schemes can resist the
collusion attack of KGC and revoked users. Hence, such
attack is not considered in this article.

Definition 2. The security model for the RCLAS scheme
is defined by the following three games (Game 1,
Game 2 and Game 3) between a challenger C' and three
types of adversaries, respectively. The game details are
giwen as follows.

Game 1: A type I adversary A, interacts with the chal-
lenger C in this game. There are three phases in the
game: Setup, Queries, Forgery.

Setup: C performs the setup algorithm that takes a secu-
rity parameter [ as input to obtain the master secret
key msk and the system parameters params. Then
C sends params to A; while holds msk secret.

Queries: A; can perform a polynomially bounded num-
ber of the following types of queries in an adaptive
way as follows:

e Hash queries: A; can request the hash values of any
messages, C returns the corresponding results to A;.

e Partial-Private-Key-Extract queries: When A; sub-
mits a private key query on an identity ID; of a user
U;, C returns the corresponding private key D; to A
by running the Partial-Key-Extract algorithm.

e Time-Key-Update queries: When A; submits a pri-
vate key query, C' runs the Time-Key-Extract algo-
rithm to generate user’s time key 7; and sends it to
Ay,

e Public-key-Extract queries: When A; requests the
public key of a user U; with identity ID;, C re-
turns the corresponding public key pk; by running
the Public-key-Extract algorithm.

e Secret-Value-Extract queries: When A; requests the
secret value of a user U; with identity 1D;, C returns
the corresponding secret value x; by running Secret-
Value-Extract algorithm. But note that A; is not
allowed to ask for the secret value of a replaced public
key.

e Public-key-Replacement queries: For any user U;
with identity ID;, A; can select a new public key
for the user U;. C will record this replacement.

e Sign queries: When A; requests a user’s signature
query on a message m;, C' responds with the corre-
sponding signature by running the Sign algorithm.

Forgery: The adversary A; outputs a tuple (m*, ID*,
t*,w,0*) in which t* = (¢3,t5,--- ,t%) was the ex-
piration times, m* = (m},m3,---,m?%), ID* =
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(ID;,ID;3,--- ,ID}), w is a state information and
o* is an aggregate signature. We say that A; wins

Game 1 if and only if:

1) o* is a valid aggregate signature on messages

m*.

2) At least one of the identities, without loss of
generality, say I D] € ID* has never submitted
during the Partial-Private-Key-Extract queries.

3) (m*,ID*,t*,w) has never been submitted to the
Sign queries.

Game 2: A type Il adversary A interacts with the chal-
lenger C' in this game. There are three phases in the
game: Setup, Queries, Forgery.

Setup: C performs the setup algorithm that takes a secu-
rity parameter [ as input to obtain the master secret
key msk and the system parameters params. Then
C sends the params and msk to adversary As.

Queries: The adversary Ay can perform a polynomially
bounded number of queries as in Game 1 in an
adaptive way. Note that Ay can make the Hash
queries, Public-key-Extract queries, Secret-Value-
Extract queries and Sign queries. But A5 has no need
to request the Partial-Private-Key-Extract queries
and Time-Key-Update queries since the internal ad-
versary As who has access to the master secret key
msk.

Forgery: The adversary As outputs a tuple (m*, ID*,
t*,w,0*) in which t* = (¢7,t5,---,t5) was the
expiration times;m* = (mj,m5,---,m}), ID* =
(IDy,IDj,--- ,ID?), w is a state information and

o* is an aggregate signature. We say that Ay wins

Game 2 if and only if:

1) o* is a valid aggregate signature on messages

*

m-.

2) At least one of the identities, without loss of
generality, say D7 € ID* has never submitted
during the Secret-Value-Extract queries.

3) (m*,ID*,t*,w) has never been submitted to the
Sign queries.

Game 3: A type III adversary Asz interacts with the
challenger C in this game. There are three phases
in the game: Setup, Queries, Forgery. It is worth
noting that Game 3 is very similar to Game 1, ex-
cept that the conditions for the adversary to win the
game are different. Details are given in the following.

Forgery: The adversary As outputs a tuple (m*, ID*,
t*,w,0*) in which t* = (¢7,t5,--- ,t) was the ex-
piration times, m* = (mj,ms,---,m}), ID* =
(IDi,IDj3,--- ,ID}), w is a state information and
o* is an aggregate signature. We say that Az wins

Game 3 if and only if:
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1) o* is a valid aggregate signature on messages m*.

2) At least one of the identities, without loss of gener-
ality, say (ID7,t7) € (ID*,t*) has never submitted
during the Time-Key-Update queries.

3) (m*,I1D* t*,w) has never been submitted to the Sign
queries.

Definition 3. A revocable certificateless aggregate signa-
ture scheme is said to be existential unforgeable against
adaptive chosen-message attacks if no a probabilistic
polynomial-time (PPT) adversary has non-negligible ad-
vantage in the above games (Game 1, Game 2 and
Game 3).

3 Review and Security Analysis of
the ECLAS Scheme

In this section, we briefly introduce the ECLAS scheme
in [9] and give a specific attack.

3.1 Simple Review of the ECLAS Scheme

Setup: Given a security parameter [, the KGC picks two
groups G; and G, with prime order ¢ where G is an
additive cyclic group and G» is a multiplicative cyclic
group, generates a generator P of Gy and a bilinear
map e : G1 X G; — G2, randomly chooses s € Z; as
a master secret key and calculates the system public
key as P,y = sP , chooses four cryptographically
secure hash functions: Hi, Hs and Hy: {0,1}* —
G1, Ha: {0,1}* x {0,1}* x G1 x G1 — Zj. Finally
the KGC keeps s secret and makes the params =
{Gl, Gg, e, q, P, Ppub> Hl, Hg, H3, H4} public.

Partial-Private-Key-Extract: The KGC calculates
Q; = H.1(ID;), D; = sQ; and outputs D; as the
partial private key of user U; with identity ID;.

User-Key-Generate: By performing the following
steps, a user U; randomly selects z; € Z; as secret
value and computes P; = z; P as the public key.

Sign: Given a message m; and a state information w,
a user U; with identity ID; executes the following
procedures to generate the signature:

1) Select randomly r; € Zy to compute R; =r;P.

2) Compute T; = h;D; + x;Z + r;F, where h; =
Hg(mi,IDi,Pi7Ri) ; Z = Hg('LU) and F =
H4(U})

3) Output the signature o; = (R;,T;) on the mes-
sage m;.

Aggregate: When receiving n message-signature pairs
{(m1,01),(ma,02), -+, (Mmp,0,)} from n users
(Uy,Us,---,U,), a signature aggregator calculates
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n
T = > T; and outputs ¢ = (Ry,Ra, -, Rn,T)
i=1
as an aggregate signature on the message
(mlva? e 7mn)-

Aggregate Verify: Given n users (Uy,Us, - ,U,) with
identities (ID1,IDs,---,ID,), n corresponding
public keys (pki,pks,- - ,pky), the state informa-
tion w and the aggregate signature o on the mes-
sages (my1,ma, - ,my), the verifier takes the follow-
ing steps:

1) Calculate Qz = H1(1D1)7 hz
R;) for all i(1 < i< n), Z
H4(w).

2) Check whether the following equation holds or
not. The aggregate signature is accepted if the
equation holds, otherwise it will be invalid and
refused.

- H2(m’ia IDZv Pia
= Hs(w) and F =

e(T,P) = e(Ppuv, »_ hiQi)e(Z,> Pi)e(F, > R;).
i=1

i=1 i=1

3.2 Security Analysis of ECLAS Scheme

The authors in [9] claimed that the ECLAS scheme is ex-
istentially unforgeable under adaptive chosen-message at-
tacks against the two types of adversaries. In this subsec-
tion, we will prove the ECLAS scheme is insecure against
the type II adversary by a concrete attack.

In Game 2, the type II adversary A acts as a ma-
licious KGC, it has access to the master secret key but
cannot replace the public key of any user. Next, we show
that how A, initiates an attack to forge a valid signature.
The detailed steps are shown as follows.

First, suppose that A, intercepts a legal message-
signature pair (m;,0; = (R;,T;)), where R; = r;P,
T, = h;D; + x;Z + r;F, where r; is a random value of
Zy and unknown to As.

Second, As can compute T/ = T; — h;D;, where h; =
Hy(my;, ID;, P;, R;). Since knowing the master secret key
s, Ao can compute the partial private key D; = sQ; of
the user with identity ID;, where Q; = H1(ID;). Then
Ay computes h = Ho(ml,ID;, P;, R}), where R; = R;,
finally calculates T)' = T/ + h}D,.

Third, for a message m}(m} # m;), Az outputs the
forged signature o} = (R;,T!") on m}.

Obviously, the forged signature o is a valid signa-

ture on the message m/) because it satisfies the equation
e(T!', P) = e(Ppup, h;Qi)e(Z, P)e(F, R;).

e(T',P) = e(T; —h;D; +h.D;, P)
e(Ty, P)e(h;D;, P)~‘e(h;D;, P)
E(Ppum hiQi)e(Za H)S(F, Rz)

e(h;D“ P)e(hiDi, f))_1
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= e(hiD;,P)e(Z, P)e(F, R;)

e(h.D;, P)e(h;D;, P)~*

= e(Z,P)e(F, Ry)e(h.D;, P)

= e(h;sQi, P)e(Z, Py)e(F, R;)
e(Pyub, ;Qi)e(Z, Py)e(F, R;).

Once intercepting n valid messages-signature pairs
(mi, o0 = (R, T3)),, Az performs above attacks
and forges n valid message-signature pairs (m},o, =

(R;, T))), where (m; # m;)!_,. Then A, outputs

T'" = > T/ and the forged aggregate signature o’ =

=1

(R1,Ra,--+ ,R,,T"). Obviously, since the individual
equation e(T}", P) = e(Pyup, h;Q:i)e(Z, P;)e(F, R;) holds,
it is easily verified that the forged aggregate signature o}

is a legal signature by the following equation:

e(T,P) = e((T],TY, - ,T"),P)
= G(Tll” P)e(Té" P), Ce 76(T7/L,7 P)
= e(Ppubah/lQl)e(Z,Pl)e(Fle)’... ,

e(Ppub7 h;an)e(Z7 Pn)e(Fu Rn)

= e(Ppu, 1jQi)e(2,>  P)e(F,)  Ry).
i=1

i=1

In conclusion, the ECLAS scheme is not secure as the
authors claimed. In fact, Ay is the most difficult to deal
with in CL-PKC schemes since it knows the master secret
key and can compute the partial private key D; for any
ID;. By intercepting a legal signature o; = (R;,T;) on
message m;, Ao can create a new valid signature o; =
(R;,T]) on the message m}(m} # m;) without changing
R;. The main reason is that a lot of variables in the
linear expression of T; are known or easy to compute for
As. This is a taboo that must be avoided in designing an
aggregate signature scheme.

4 A Revocable Certificateless Ag-
gregate Signature Scheme

To resist the drawback of ECLAS and address the com-
promise or expiration of signing key, we put forward
a revocable certificateless aggregate signature (RCLAS)
scheme in this section. The RCLAS mainly consists of
the following eight algorithms.

4.1 Setup

Input a security parameter [, the algorithm outputs
two groups Gy and G2 with prime order ¢ where G;
is an additive cyclic group and Go is a multiplicative
cyclic group, a generator P of G, a bilinear map e :
G1 X G; — G2 and five cryptographically secure hash
functions, where Hy, Ho, Hs and Hy : {0,1}* — Gy,
Hs : {0,1}* — Z;. Next it randomly chooses s €
Zy, as the master secret key and computes the sys-
tem public key P,,;, = sP. Finally, the KGC makes
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params = {Gla GQa €, q, P7 Ppuba H17 H2a H37 H4a H5} pUb_
lic while keeps s secret.

4.2 Public-Key-Extract

Without losing generality, assume U; has identity ID;.
The user U; selects a random value z; € Z7 as secret
value and takes x; as input to compute pk; = x; P as the
public key.

4.3 Partial-Private-Key-Extract

The KGC generates the partial private key D; for each
user U; with the corresponding public key pk; by the fol-
lowing steps:

1) Calculate Q; = H1(ID;, pk;).

2) Output D; = sQ; and send D; to the user by a secure
channel.

4.4 Time-Key-Update

Given the identity I D; of U;, the corresponding public key
pk; and an expiration time t;, KGC executes the following
operations:

1) Compute V; = Ho(ID;,pk;,t;) and the user’s time
update key T; = sV;.

2) Send T; to the user and make (ID;,t;,T;) public.

The reason to make (I.D;, t;,T;) public is that anyone can
easily compute V; and verify that T; is actually a time
update key on the identity ID; and the time period ¢;
by checking whether the equation e(P,T;) = (Vi, Ppus)
holds. When the verification equation does not hold, it
means that the user does not update his/her time key T;
in time.

4.5 Private-Key-Extract

A U; generates his/her private key by taking D;, T; and x;
as inputs, calculates private key sk; = (D; + T;, ;). The
sk; will update accordingly to the change of expiration
time t7

4.6 Sign

Given a message m;, a state information w (w can be cur-
rent time, system parameters or arbitrary strings, which
is selected and broadcasted to each signer by the aggrega-
tor, like the roadside unit RSU periodically broadcasting
information in vehicular networks.), a non-revoked user
U; with private/public key sk;/pk; to execute the follow-
ing procedures to generate a signature:

1) Randomly select r; € Z,}" to compute U; = ;P .

2) Compute hl = HS(mi7IDi;Uiapki7tiaw)a F =
1‘13(111)7 W = H4(w), Ri = hlUZ
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3) Compute S; = D; + T; + x; F + h;r;,W.

4) Output the signature o; = (R;,S;) on the message
my;.

4.7 Aggregate

When receiving n message-signatures pairs {(mq,01),
(ma,02), -+, (My,0n)} from n distinet non-revoked users
(Uy,Us, - -+ ,U,) under the same state information w with
the expiration times (t1,t2,- - ,t,), a signature aggre-
n n
R;, S = > S; and out-
i=1 i=1
put 0 = (R,S) as an aggregate signature on message

(m17m27 e amn)~

gator can calculate R =

4.8 Aggregate Verify

Given n wusers (Uy,Us,---,U,) with identities (IDq,
IDs, ---, ID,), n public keys (pk1, pka,--- ,pkpn), n ex-
piration times (t1,t2, - ,t,), the state information w
and the aggregate signature o = (R,S) on message
(mq,ma,- - ,my,), any verifier takes the following steps:

1) Calculate Q; = Hi(ID;,pk;), Vi = Ha(ID;, pki,t;),
F = Hg(’w), W = H4(w)

2) Check whether the following equation (1) holds or
not. If the equation holds, the aggregated signature
o is regarded as valid, otherwise, o = (R, 5) is con-
sidered as an invalid signature.

n

e(8,P) =e(d>_(Qi+Va),

i=1

Ppub)e(zpkia F)e(Ra W)
- ey

5 Security Proof

In this section, the security (including correctness and
unforgeability) of our RCLAS scheme will be proven.

5.1 Correctness
e(S, P) = e(zn:(pi + Ty + 2 F + hr;W), P)
i=1
= e(i(Di +T;), P)e(f: z; P, F)e(i hiri P, W)
= i=1 i=1
= e(zn; s(Qi + Vi), P)e(ipki, F)e(zn:1 Ri, W)
= e(i(@i + Vi), Ppub)e(ipkia F)e(R,W).

i=1 i=1

5.2 Unforgeability

In this subsection, the security proof of our RCLAS
scheme is proved under the hardness assumption of
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CDHP. The Theorems 1, 2 and 3 show that the RCLAS
scheme is secure against three types of adversaries in
Game 1, Game 2 and Game 3, respectively. Among
the three types of adversaries, As simulates an adversary
who has known the master key s. Generally, A has the
strongest attack force and is the most difficult adversary
to resist, so we mainly take Theorem 2 as an example to
show how our RCLAS scheme can achieve security under
A, attacks. In the following, t,, represents the time for
computing a scalar multiplication in G; and n is the size
of the aggregate set.

Theorem 1. In the random oracle model, if there is a
type I adversary Ay who has a non-negligible advantage
e in forging a wvalid aggregate signature of the RCLAS
scheme in an attack model of Game 1 within a time
span t after making at most q; times queries to the ran-
dom oracles Hi(1 < i <5), qppr times Partial-Private-
Key-Extract queries, qu. Time-Key-Update queries, gpk
times Public-key-Extract queries, grep times Public-key-
Replacement queries and qs;4 times Sign queries, then the
CDHP can be solved within time t' < t + O[(2q1 + g2 +
a3 + @4 + 2qppi + Qi + ok + 5qsig + 1+ 2)tn] and with
non-negligible probability & > m.

Proof. The proof process is very similar to Theorem 2.
The details of the proof process will be omitted here duo
to the limit length. O

Theorem 2. In the random oracle model, if there is a
type 11 adversary As who has a non-negligible advantage
€ in forging a wvalid aggregate signature of our RCLAS
scheme in an attack model of Game 2 within a time
span t after making at most q; times queries to the ran-
dom oracles H;i(3 < i <5), qpr times Public-key-Extract
queries, qs times Secret-Value queries and qs;4 times Sign
queries, then the CDHP can be solved within time t' <
t+ O[(g3 + g4 + gpk + g5 + 5qsig + 1 + 1)ty] and with
non-negligible probability & > ——=

e(gs+m)

Proof. Let the challenge C' receives a random CDHP in-
stance (P,aP,bP) in Gy, here P is a generator of Gj.
A type II adversary As interacts with C' as modeled in
Game 2, and we show that how C can use A, as a subrou-
tine to find the solution abP to the CDHP instance. [J

Setup: C firstly chooses a master secret key s and com-
pute P, = sP. C selects system parameters
params = {G1,Ga,e,q, P, Pyyp, Hi, Ho, Hs, Hy, H5 },
then sends the master secret key s and params to
As.

Queries: A, can perform a polynomially bounded num-
ber of the following types of queries in an adaptive
manner. Hash functions Hy, Hy, H3, Hy and Hjy are
considered as random oracles. All inquiries-responses
will be kept in the corresponding lists. Since Ag
knows the master secret key s, it can compute all
partial private keys and all time keys, so A5 has no
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need to request the H; queries, Hy queries, Partial-
Private-Key-Extract queries and Time-Key-Update
queries.

e Hs3 queries: C' maintains an initially empty list Lg
with structure (w,~;, F;). When Ay issues a query
Hj;(w), the same answer will be given if the query has
been asked before. Otherwise, C selects randomly
Vi € Zy, sets F; = v;aP, adds (w,7;, F};) to L3 and
returns F; to As.

e H, queries: C' maintains an initially empty list Ly
with structure (w, §;, W;). When Ay submits a query
Hy(w), the same response will be given if the query
has been asked before. Otherwise, C' picks randomly
0; € Zy, sets Wy = §;P, adds (w, 6;, W;) to Ly and
returns W; to A,.

e H5 queries: C maintains an initially empty list Lg
with structure (m;, ID;, U;, pki, t;, w, h;). When Ay
issues a query (m;, ID;, U;, pk;, t;, w) to Hs, the same
answer will be given if the query has been asked be-
fore. Otherwise, C' selects randomly h; € Z;, adds
(my, ID;, U;, pki, ti;,w, h;) to Ly and returns the an-
swer h; to As.

e Public-Key-Extract queries: C keeps an initially
empty list L,y with structure (I.D;, z;, pki, ¢;). When
A, performs a query with the identity I.D; to this ran-
dom oracle, the same answer will be given if the query
has been asked before. Otherwise, C first chooses a
random value z; € Z; as the secret value, and then
flips a coin ¢; € {0,1} that yields 0 with probabil-
ity 8 and 1 with probability 1 — 8. If ¢; = 0, C
computes pk; = z;bP and adds (ID;, L, pk;,c;) to
Ly, If ¢; = 1, C computes pk; = z;P, and adds
(ID;,x;,pk;, ¢;) to Ly and returns pk; to As.

e Secret-Value queries: When A, performs a Secret-
Value query on ID;, C first makes a Public-Key-
Extract query and finds (ID;,x;, pki,c;) in Ly, If
¢; =1, C computes pk; = x; P and returns x; to As.
Or else, C returns L.

e Sign queries: When As performs a Sign query on the
tuple (m;, ID;, w,pk;,t;), C executes the following
operations to generate a valid signature:

1) If ¢; =0, C selects r; € Z, at random, sets h; = 6;1
and W; = §;aP, computes U; = ;P — v;pk; , R; =
h;U; and S; = D; + T; + r;aP, finally returns the
signature o; = (R;, S;).

2) If ¢; = 1, C runs the Sign algorithm normally to get
a regular signature o; = (R;, S;).

Forgery: In the end, suppose As can output a tu-
ple (m*,ID* t*,w,0*) in which w is a state
information, m* (my,m5,--- ,mk), ID* =

m = n
(ID},ID},--- ,ID¥), t* = (5, t5,--- ,t°) and o* =

r n

(R*,S*) is a valid forged aggregate signature. For
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1 <4 < n, C finds tuples of (w,~;, F}), (w,d;, W;)
and (mi,IDi,Ui,pki,ti,w,hi) from Lg, L4 and L5,
respectively. C proceeds only if ¢f = 0,¢f = 1(2 <
i < m). Otherwise, C' aborts. If the forged signa-
ture o* = (R*, S*) meets the above conditions, then
satisfies Equation (1), we have

n

e(8*,P)e(> (Qi + Vi), Ppus) !

i=1

e(pkt, F*) =

e(Y_ Pkl F*)le(R" W),
i=2
Where pki = 27bP, F* = v*aP,W* = §*P and pk} =
x¥P(2 <i<mn). So it is easy for C to obtain the solution
to the given CDHP instance:
Now, we analyze the probability to solve a CDHP by
type IT adversary As in the polynomial bounded time. We
analyze the three events for C' to succeed:

E;: C does not abort all the queries of Secret-Value-

Extract queries.

FEs5: Ay generates a valid and nontrivial aggregate signa-
ture forgery.

E5: Es occurs, ¢f =0,¢f =1(2 <i < n).

C succeeds if the above events happen, so & =
PrlEy AN Ey A Es]. We can know that Pr[E;] > (1 —
g)qs,PT‘[E2|E1] > 6,P7’[E3|E1 AN EQ] > 6(1 — 9)“71, thus
e = PrlE; AN By A E3] > (1 — 0)%ef(1 — )" ! =
O(1 — g)astn-1e
When 0 = ——, 6(1 — 0)%*"~" is maximized at
qsin(l - qsﬁ)q'ﬁ"’"_l. When ¢, is sufficient large, this
probability approaches

€ /
FE=E So we can get & >

e(q5»€+n) :

The running time for C' is the sum of A%s running
time, the time for C to response the queries and the
time for C to compute the CDHP instance. During Hs
queries, Hy queries, Public-key-Extract queries, Secret-
Value queries and Sign queries, it needs 1, 1, 1, 1, 5 scalar
multiplications, respectively. And during C' computing
the CDHP instance, it needs n + 1 scalar multiplication,
sot' <t+O[(g3 + g4+ qpk + qs + 5qsig + 1+ 1)ty].

From all of the above, C' can solve the CDHP instance
with non-negligible probability that contradicts to the in-
tractability assumption of CDHP.

Theorem 3. In the random oracle model, if there is a
type III adversary As who has a non-negligible advan-
tage € in forging a valid aggregate signature of the RCLAS
scheme in an attack model of Game 3 within a time span
t after making at most q; times queries to the random
oracles H;(1 < i < 5), qppr times Partial-Private-Key-
FEzxtract queries, qu, Time-Key-Update queries, qpi times
Public-key-FExtract queries and qsq times Sign queries,
then the CDHP can be solved with non-negligible proba-
bility ' > ey and within time t' <t+0[(2q1 +2g2+
q3 + q4 + quplc + 2qtk: + Adpk + 5q.9ig +n+ 2)tm] -
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Proof. The proof process is very similar to Theo-
rem 2. The details of the proof process will be omitted
here because of the limit length.

According to Theorem 1, Theorem 2 and Theo-
rem 3, we can conclude that there is no PPT adversary
of any type can forge a valid aggregate signature of the
proposed RCLAS scheme with a non-negligible advantage
in polynomial time. Hence, our scheme is secure under the
hardness assumption of CDHP.

6 Performance Comparisons

In this section, we make performance comparisons be-
tween our RCLAS scheme and the schemes in [9, 16, 19].
Due to the limited knowledge of the authors, no revo-
cable certificateless aggregate signature scheme has been
found so far. Therefore, this paper compares the revo-
cable certificateless signature (RCLS) scheme [16], the
ECLAS scheme [9] which has been analyzed in our Sec-
tion 3, and the latest new certificateless aggregate signa-
ture (NCLAS) scheme [19] as the comparison schemes. In
comparison, we omit the computations which take little
time such as Hash for simplicity.

From Table 1, we can see that our RCLAS scheme
has relatively little computation and shorter length of
aggregate signature than other schemes while realizing
the function of user revocation. Compared with [16], our
RCLAS scheme adds the property of signature aggrega-
tion which can greatly improve verification efficiency and
may enjoy better practicality. As for the length of the
aggregate signature, our RCLAS scheme only consists of
two elements in 1, which is far shorter than the schemes
in [9,19] and greatly saves the communication costs and
storage space. In addition, our RCLAS scheme can re-
alize user’s revocation flexibly by time update key for
practical scenarios while the schemes in [9, 19] cannot.
In general, our RCLAS scheme has better comprehensive
performance (Note: In Table 1, Sign and A-V cost denote
the computational cost of generation and verification of
aggregate signature, respectively; A-S size represents the
size of an aggregate signature; s and p mean the computa-
tional cost of scalar multiplication and a bilinear pairing
operation, respectively; |G| represents the bit length of
an element in G1; “/” means “support”; “x” means “not
support”; “—” means “not mentioned”).

Here, we give a more intuitively quantitative analyses
for schemes in [9,19] and our scheme. We adopt the exper-
iment in [10], which observes processing time for the Tate
pairing on a 159-bit subgroup of an MNT curve with an
implanting degree 6 at an 80-bit security level, running on
an Intel i7 3.07 GHz machine. Thus the time consumed
by various operations is as follows: P is 3.21lms and S
is 0.39ms. Suppose that n=100 in the Aggregate Verify
phase, the comparisons of computational cost are shown
in Figure 2. From Figure 2, we can see that the computa-
tional cost of the three schemes is equal in Sign phase, yet
in the Aggregate-Verify phase, the computational cost of
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Table 1: Comprehensive comparisons between related schemes
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Figure 2: Computational cost comparisons

our scheme is much lower than other two schemes. Thus,
the total computational cost of our scheme is reduced
by 85.3, 75.2 percentage compared with those of schemes
in [19] and [9], respectively.

7 Conclusion

In this paper, we first analyze the security of an efficient
certificateless aggregate signature scheme (ECLAS) pro-
posed in [9] and then give a specific attack. More specifi-
cally, any type II adversary A, can forge a valid aggregate
signature on any set of messages as long as A, intercepts
some legal message-signature pairs. In order to overcome
this security flaw, we put forward an improved revoca-
ble certificateless aggregate signature (RCLAS) scheme,
which not only can keep the advantages of aggregate
signature, but also can flexibly deal with the problem
of user’s private key being compromised or expired in
CL-PKC. The length of the aggregate signature in our
RCLAS scheme only consists of two points in G; which is
far shorter and greatly saves the communication cost and
storage space. Finally, we show that our RCLAS scheme
is proved to be existential unforgeable against adaptive
chosen-message attacks under the hardness assumption
of CDHP. And performance analyses show our RCLAS
has better comprehensive performance while maintaining
high computation and storage efficiency than some exist-
ing schemes.

Scheme Sign cost A-V cost A-S size Revocation
RCLS in [16] 3s — — V
NCLAS in [19] 4s 3p+2ns  (n+1)|Gy| X
ECLAS in [9] 4s dp+ns (n+1)|Gi] X
RCLAS Is 1p 921G ] v
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