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Abstract

Cloud computing is the concept used to decode Daily
Computing Issues. It is essentially a virtual pool of re-
sources and also provides these tools to customers through
the Internet. It is the net-based advancement and uti-
lized in computer technology. The widespread problem
connected with cloud computing is information privacy,
protection, anonymity, and dependability, etc. However,
the main issue involving them is safety and how the cloud
supplier guarantees it. Securing the cloud means to se-
cure the treatments (calculations) and storage (databases
hosted by the Cloud provider). The paper reviews concur-
rent articles on security in cloud computing. By conduct-
ing research, we have managed to identify and analyze
different security issues associated with the cloud as well
as various cryptographic algorithms adaptable to better
security for the cloud, and based on those algorithms, we
have proposed a hybrid framework for security in cloud
computing.

Keywords: AES; Cloud Coputing; DES; Security Attack;
Steganography

1 Introduction

Cloud computing is a paradigm of information technology
that provides scalable on-demand computing services such
as computing, storage, network, software, and much more
on the Internet [2] this enables businesses and organiza-
tions to concentrate their efforts on their key company
or activity by outsourcing their IT resources [4, 27, 28].
This new technology offers many benefits such as cost ef-
ficiency, enhanced storage ability, backup and recovery,
ongoing accessibility of resources and independence of lo-
cation [9,12]. Even though Cloud computing (CC) isn’t
entirely new, traction between organizations and individ-
ual users is still profiting. Transition into the cloud sur-

roundings, however, isn’t straightforward, and lots of op-
erational and security problems exist.

The usage of a hypervisor and Virtual Machine (VM)
technology is also a security problem since these and VM
technology is vulnerable to VM level attacks. These pro-
grams have quite a few onsite computer organizations that
might have a massive number of hardware and software
systems. Vulnerabilities in VM infrastructure could be ex-
ploited by attackers to exfiltrate data or conduct attacks
like DDoS (Distributed Denial of Services) [11,24]. This is
aresult of the inherent flaws in the TCP / IP stack. Addi-
tionally, several new strikes have emerged lately which use
polymorphism and Metamorphosis to violate detection.

Attackers can inject kernel scripts into the server op-
erating system (OS), and as all guest OS runs their OS
with this kernel, attackers can command all VMs. More-
over, by successfully exploiting known or zero-day vul-
nerabilities in the hosted VM, the attackers may then
obtain access to the host’s VMs because the hypervisor
shares the hardware and applications in the common vir-
tual environment. Some hypervisors supply APIs which
leave the VM facility entirely observable to Traffic how-
ever, these APIs provide additional paths for attackers
to see and exploit network communication. Additionally,
there are other strikes Such as information intrusion, in-
formation availability and data integrity targeting CC.
Whenever consumers depend on these sides, information
that is stored in the cloud is not reliable. Thus, nowadays
users themselves are engaged in the process of encrypting
their sensitive data before sending it for storage to the
cloud [1,18].

To demonstrate this, Gartner [10] predicts that 92% of
workloads will be processed by cloud information centers
by 2020. Cloud workloads are expected to rise 3.2 times
over the same time, Cisco predicts [6]. However, the main
drawback of this technology comes with the loss of con-
trol over the cloud infrastructure. Individuals, businesses
and organizations, therefore, resist the adoption of pub-



International Journal of Network Security, Vol.22, No.4, PP.638-644, July 2020 (DOI: 10.6633/1JNS.202007_22(4).12)

lic clouds because of security and privacy concerns [5,19].
Recent cloud attacks, like the one in 2014 when Dropbox’s
50 million user accounts were hacked which makes data
security a hot topic.

2 Related Works

Cryptography is the main technique to secure data on
clouds so that no one can steal our data and use it some-
where else or abuse it. Cloud computing confronts to-
day’s most common major issues with data integrity and
confidentiality [25]. Cloud users store their information in
different storage systems that cloud vendors provide. The
problem, however, is that the user does not comprehend
where the information is stored and has no control over
it. Data acquisition is a technique or process of acquiring
information from different hardware.

Cloud consumers and service suppliers should be ac-
quainted with the information flow and Peer to Peer op-
erations [20], how and where we access the data. For
customers to collect their personal or confidential infor-
mation in the cloud, data confidentiality is crucial. It’s
one of the major issues on the cloud. Cloud information is
stored in remote places and cloud infrastructure used by
providers to store information such as VM machine (im-
age), copy and track logs or servers [20]. To divide the
information and program, the client uses the shared stor-
age. Due to attack, malicious action, and system failure,
confidentiality problems sometimes arise. Hence, we want
great safety processes and methods for fastening delicate
information, unsecured transmission or storage. Ethics
and Authenticity are another cloud security problem.

Integrity of information implies the provision of infor-
mation from unauthorized deletion, production or mod-
ification. In standalone programs and databases, data
integrity is easy; however, in cloud cases, it is hard be-
cause cloud suppliers work with countless databases, soft-
ware, servers, and networks [26]. Authenticity refers to
the practice of monitoring data and information accessi-
bility. Only those consumers access the information that
the supplier approves. Cloud is a data supply accessible,
so many consumers have been facing the problem of per-
mission and accessibility of information for a while. On
the other hand, multi-tenancy indicates where computing
tools, storage, services, and network shared by cloud tech-
nologies. It is a cost saving and provides better resource
utilization. However, due to its data confidentiality due
to shared resources, it is harmful. Many malicious ac-
tivities ruin servers and community instruments, so it is
not hard to control the flow of information or data (leak-
age). One of the following problems using multi-tenancy
is a digital machine strike. Enhancing technologies and
using networks provide people with a lot of equipment. It
also improves many security issues, though; cyber-attack
is just one of these.

Cyber-attacks use malicious code to alter computer
code or information, resulting in damaging impacts that
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can undermine data and lead to cyber-crimes, including
information and identity theft. Vulnerabilities of Shared
Techniques make the cloud so intriguing is also a safety
criticality point. As Navati et al. [23] showed that, at-
tackers in the hypervisor could exploit vulnerabilities and
achieve access to the physical host where other nearby
virtual machines (VM) are located. Data from users can
suffer from both accidental data loss and intrusive mali-
cious behavior. Data loss is beyond the scope of this job,
as we only consider data breaches here, i.e. stealing sen-
sitive data (such as private or credit card details) [7]. A
user can lose control over their own accounts. This en-
ables the intruder to get into critical areas of a deployed
service and possibly compromise the confidentiality, in-
tegrity, and availability of those services [7].

Denial of Service (DoS) is one of the most alarming
scenarios is when the cloud infrastructure is made un-
available (just think that an outage costs Amazon 66 K
dollars per minute). DoS in a cloud context is even more
dangerous than in a traditional one since when the work-
load increases concerning a specific service, the cloud envi-
ronment provides additional computational power to that
service. This means that on the one hand, the cloud sys-
tem counters the effects of the attack, but on the other
hand, it supports the attacker in his evil activity, by pro-
viding him with more resources [8]. Malicious Insiders
raise the list of top threats from the cloud. The chance
of an insider being malicious — e.g. a worker possibly
trying to take advantage of his privileged situation to ac-
cess delicate data is becoming increasingly concrete and
worrying [16].

3 Proposed Hybrid Model for the
Security of Data

The algorithms emphasized in this research are: DSA
(Digital Signature Algorithm), AES (Advanced Encryp-
tion Standard), and Steganography (hiding data behind
an audio file or image).

DSA. The U.S. launched the Digital Signature Algo-
rithm (DSA) in 1994. Digital signatures are ex-
tremely essential in the contemporary world to check
the sender’s identity. A digital signature is a digital
signature that’s used for confirmation and authen-
tication of information. An electronic signature is
represented as a series of binary digits in the pc sys-
tem. The touch includes a set of parameters and
rules (algorithm) like the identity of the individual
signing the document in addition to the creativity
of this information could be confirmed. The signa-
ture is created with the support of a personal key.
A private key is known only to the sender. The sig-
nature is verified by the recipient using a public key
that corresponds to the private key. A digital signa-
ture may be used with any sort of data, whether it’s
encrypted or not. Digital signatures are utilized to



detect unauthorized alterations of information by the
third party. Additionally, the recipients of a digitally
signed record assure that the record assigned by the
person who it is promised to be signed up by. That
is known as non-repudiation since the person who
signed the record can’t repudiate the signature after-
ward. Digital signature algorithms may be utilized
in e-mails, electronic funds transfer, software distri-
bution, data storage which guarantee the integrity,
validity, and creativity of information. A hash func-
tion is being used in the signature generation process
to get a condensed version of information, called a
message digest [13].

AES. The Advanced Encryption Standard (AES) is the

U.S. established electronic information encryption
specification. National Standards and Technology
Institute (NIST) in 2001 [3]. AES is based on a de-
sign principle known as a replacement-permutation
network, combining both replacement and permuta-
tion, and is quick in both software and hardware [17].
Once DES was used as an encryption standard for
over 20 years and it had been able to be deciphered
in a relative short Quantity of time, NIST (United
State National Institute of Standard and Technology)
Chose a new Benchmark, the Advanced Encryption
Standard (AES), had to be put into Position. AES
is based on Rijndael cipher. AES was embraced by
the US government and is popular nowadays. This
decision was announced in January 1997, along with
a petition for AES candidates had been created. The
AES was to be a symmetric block cipher algorithm
supporting keys sizes of 128-, 192-, and 256-bit keys.
AES is based on substitution and permutation net-
works. It doesn’t utilize the Feistel network. It’s
more secure than DES and difficult to crack. AES
is much more complicated than DES, but it’s quick
and very effective. It operates with 128-bit fix block
size plain text and version key sizes.

Steganography. Steganography is the science of con-

cealing messages in this manner that nobody aside
from the intended recipient knows of the presence
of the message. Steganography is the practice of
concealing just one medium of communication (text,
audio or picture) in another. The term steganog-
raphy comes from the Greek Steganos (covered or
secret) and graphy (drawing or writing), and there-
fore it means, coated writing. Steganography is the
tradition of encoding secret data in a way like the
very existence of the info is hidden under the pic-
ture or picture in which it’s hidden. Throughout his-
tory, many steganography techniques are recorded,
for example, usage of cleverly-chosen words, invisible
ink composed between traces, modulation of word or
line spacing, and microdots. Normally the secret in-
formation is hidden by using an innocuous cover to
arouse no distress to anybody. Edge of steganog-
raphy over cryptography is that the key message
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doesn’t draw attention to itself because the message
could be hidden under picture file, video file, etc. [15].

There are various techniques available for steganog-
raphy which are as follows:

1) Data hiding within wax pill;

2) Data hiding within noisy picture;

3) Hidden messages beneath sterile portion of some
other message;

4) Data concealing inside a sound file;

5) Data concealing beneath video file.

The Proposed Scheme

4.1 Design of Proposed Framework

Figure 1 represents our framework’s working process. At
first, it will use DSA to create a digital signature, then
it will use AES to encrypt the data of the user and to
increase the security we have used steganography.

4.2 Elaboration of Overall System

There are some steps of the proposed scheme:

Step 1. Applying DSA for Generating Digital Signa-

ture:

A digital signature is a mathematical method used
to validate a message, software or digital document’s
authenticity and integrity. A digital signature offers
much more inherent security as the digital equiva-
lent of a handwritten signature or stamped seal and
is intended to solve the problem of manipulation and
impersonation in digital communications.

The algorithm used for creating this signature is
given Algorithm 1 [14].

Algorithm 1 DSA for Signature Creation

1:

— e e

Input: Domain parameters (p,q,g); signer’s private
key a; message-to-be-signed M, with message digest
h = Hash(M).
Output: Signature (r, s).
Choose a random k in the range [1,¢ — 1].
Compute X = ¢* mod p and r» = X mod q.
if r = 0 (unlikely) then
go to Step 3.
end if
Compute k£~! mod gq.
Compute h = Hash(M).
Compute s = k= (h + ar) mod gq.

. if s =0 (unlikely) then

go to Step 3.

: end if
: Return (r, s).
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Figure 1: A hybrid framework for security in cloud computing

Step 2. Applying AES for Encryption: Stego Key

AES is not a Feistel cipher, but an iterative one. It
is based on the 'network of substitution — permuta-
tion’. It includes a series of linked operations, some
of which involve replacing inputs with specific out- Cover stego

puts (substitutions) and others involve shuffling bits — (FORWARD) Message
(permutations) around them. Interestingly, AES per- Embedded
forms all its computations on bytes rather than bits. > Steganographic Algorithm

AES therefore treats the 128 parts of the plaintext
block as 16 bytes. These 16 bytes are arranged for
matrix processing in four columns and four rows. The
number of rounds in AES, unlike DES, is variable
and depends on the key length. For 128-bit keys,
AES utilizes 10 rounds, for 192-bit keys 12 rounds
and 256-bit keys 14 rounds. Each round utilizes an-
other 128-bit round key calculated from the initial
AES key.

Embedded(hidden message)

Figure 2: Encryption using steganography [21]

Step 3. Applying Steganography for Encryption: algorithm’s output is the message of stego. The cover

Figure 2 shows a general structure for encryption us-
ing steganography. It is presumed that the sender
wants to send a signal to a receiver through Stegano-
graphic transmission. The sender begins with a cover
message, in which the integrated message is con-
cealed, which is an input to the stego system. The
message concealed is called the message integrated.
A Steganographic algorithm combines the cover mas-
sage with the elmbedded message, which is some-
thing to hide in the cover. The algorithm may or
may not use a Steganographic key (stego key), which
is additional secret data that may be needed in the
hidden process [22].

Step 4. Applying Steganography for Decryption:

Usually, the same (or linked) key is required to re-
trieve the integrated massage. The Steganographic

massage and stego text must be of the same sort of
information, but another sort of information may be
the integrated message. To extract the embedded sig-
nal, the receiver reverses the embedding process [22].
Figure 3 shows a general process of reverse steganog-
raphy.

Step 5. Applying AES for Decryption:

The cipher text we got from Step 2 will have to be
decrypted in this step by using AES again.

Step 6. Applying DSA for Verifying the Digital Signa-

ture:

The signature we created in Step 1 will have to be
verified by using DSA in this step. Otherwise, the
data will be lost.

The algorithm used for verifying this signature is
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Figure 3: Decryption using steganography [21]

given in Algorithm 2 [14].

Algorithm 2 Reverse DSA

1: Input: Domain parameters (p,q,g); signer’s pub-
lic key A; signed message M; message digest h =
Hash(M); signature (r, s).
Output: Accept or Reject.
if r;s ¢ [1,q— 1] then
return ”Reject”
stop.
end if
Compute w = s~ mod g.
Compute h = Hash(M).
Compute u; = hw mod q and us = 7w mod gq.
Compute X = g%t A%z,
. if v =7 then
return ” Accept”
else
return ”Reject”.
: end if

[ S S T Sy S s
AR

4.3 How the Data will be Secured in Our
System

In our hybrid framework, in the 1st step, we will create
a digital signature using DSA to verify the owner of the
data, then in the 2nd step that data will be encrypted by
AES algorithm which is the best cryptographic algorithm
since time, and then in the 3rd step, that encrypted data
will be again encrypted using STEGANOGRAPHY for
an extra layer of security.

From the 4th step, our system will start to reverse the
whole process to get the original data. In the 4th step,
it will reverse the data through reverse STEGANOGRA-
PHY to get the encrypted file from Step 2 and then it
will decrypt that data using AES again in Step 5 to get
the original data afterward in the 6th step or in the final
step, it will verify the data using reverse DSA again to
verify the owner of that data.
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5 Future Work and Conclusion

Data security is the most important issue of cloud com-
puting in the IT industry. Future work includes imple-
menting Digital Signature Algorithm (DSA), Advanced
Encryption Standard (AES) and STEGANOGRAPHY to
provide maximum security in cloud computing. By imple-
menting these three algorithms, it is possible to provide
authenticity, security and data integrity to data. We hope
this work helps secure data from outsiders or hackers, who
try to access and destroy the important data. We have
located that the Time complexity is high because it is a
one by one process, but in the future, this time complex-
ity could be reduced. We will carry on this research in
order to improve the functionalities of these algorithms
in terms of robustness, reducing time complexity, hiding
capacity and use other security algorithms or methods to
protect information (data) on the cloud.

For many Internet facilities, cloud computing provides
a flexible and cost-effective alternative. The contempo-
rary sector of IT is focused entirely on online service
or Internet facilities. This article outlines security prob-
lems along with cloud computing techniques and how they
can be averted. Here we use techniques of cryptography
and steganography together to protect information. Al-
gorithms for DSA and AES are somewhat more secure
than other algorithms. In order to give more data pro-
tection, we integrate AES and DSA with steganography.
We get an encoded image in the steganography operation
in which the human eye looks exactly the same as the ini-
tial image. While studying the binary picture codes, we
could see the differences. Otherwise, the original picture
cannot be spotted. The suggested hybrid framework for
cloud computing security can facilitate to create a strong
data security structure in the cloud computing region or
the Internet.
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