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Abstract

The development and popularization of wireless networks
and mobile terminals dramatically facilitates people’s
lives. Moreover, online business activities gave birth to
mobile payments and extended to offline. Mobile pay-
ment has been promoted because of its convenience, so
its security has been paid great attention. This study
briefly introduced the mobile payment and certificateless
public key cryptography technology, applied the certifi-
cateless public key cryptography technology to the mo-
bile payment system, and simulated the security and effi-
ciency of the mobile payment system in the wireless LAN
built in the laboratory. The results showed that users
and cloud platform could encrypt and decrypt informa-
tion through two-way identity authentication and some
private keys and public parameters in the process of mo-
bile payment. When attackers attacked mobile payment,
whether they pretended to be users or cloud platforms,
decryption would fail due to lack of identity authenti-
cation and some private keys, to ensure the security of
mobile payment. Moreover, they could maintain stan-
dard processing and resist the decryption from the third
party when processing a large amount of payment infor-
mation. Compared with public key infrastructure (PKI)
based mobile payment and wireless public key infrastruc-
ture (WPKI) based mobile payment, mobile payment had
higher payment efficiency.

Keywords: Certificateless Public Key Cryptography; In-
ternet; Mobile Payment; Payment Security

1 Introduction

With the rapid development of Internet technology and
wireless communication technology, our daily life has
changed dramatically in recent years. The popularity
of various intelligent mobile terminals makes it easier for
people to access the Internet anytime and anywhere [9)].
Moreover, after combining Internet technology, the tradi-
tional service industry has gradually transformed into the

online digital service industry, thus promoting the devel-
opment of mobile payment [2]. With the help of mobile
terminals, mobile payment can initiate transactions any-
time and anywhere, and the content of transactions is
diverse, which significantly facilitates users. Because of
the ”anytime and anywhere” feature of mobile payment,
users do not need to carry a large amount of cash, which is
relatively safer when they go out. Compared with money,
mobile payment is more convenient and secure, but it also
faces similar security problems [12].

In the process of execution, mobile payment often con-
tains a lot of private information when sending payment
information to the third-party institutions such as banks
and merchants. When the popularity of the mobile net-
work is not high, the problem is not apparent. How-
ever, with the popularization of mobile networks and the
progress of computer technology, the consequences are
unimaginable once the user’s payment information is in-
tercepted. Therefore, the security of mobile payment is
fundamental to ensure the healthy development of the
online service industry. Abughazalah et al. [1] provided
a protocol for NFC mobile phones to meet the security
requirements of mobile payment, formally analyzed the
protocol using CasperFDR, and found no feasible attack.
Madhoun et al. [7] proposed to add a new security layer to
strengthen the protocol against the security vulnerability
of the European MasterCard protocol (EMV), and veri-
fied the security of the improved EMV using a security
verification tool named Scyther.

Thammarat et al. [13] proposed a new NFC mobile
payment protocol, which could provide fair exchange and
information security in the POS transaction process and
found through experiments that the protocol had more ef-
fective protection and fairness than other protocols. This
study briefly introduced the mobile payment and certifi-
cateless public key cryptography technology, applied cer-
tificateless public key cryptography technology to the mo-
bile payment system, and carried out simulation experi-
ments on the security and efficiency of the mobile pay-
ment system are simulated in the wireless LAN built in
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the laboratory.

2 DMobile Payment

The basic framework of the mobile payment system is
shown in Figure 1. The mobile payment system can be
basically divided into six parts, from bottom to top.

The first part is the bearer network [10], including var-
ious forms of mobile networks, such as 3G, 4G, WiFi,
etc., which are usually provided by local communi-
cation companies and is the basis of the system and
whose quality directly affects the stability of the sys-
tem.

The second part is an access platform which provides
various interfaces for connecting the bearer network
for payment system to realize the unified interface of
different kinds of payment services and integrate the
payment function.

The third part is security authentication [15], which is
the core component for the mobile payment system
to ensure payment security and provides the system
with functions such as data encryption and identity
authentication. Security authentication covers the
three platforms introduced later in the order, i.e.,
authentication is not an independent platform, but is
integrated into the three platforms introduced then
to ensure its security.

The fourth part is the management platform, which
has functions of business support, management sup-
port, and system support for respectively managing
business transaction content, merchant customer in-
formation, and system data.

The fifth part is a business platform, which includes
a business system and payment system; the former
provides various business services on the loose end,
and the latter offers different forms of payment func-
tion [11].

The sixth part is the application platform, which is the
top layer of the mobile payment system and under-
takes the function of information interaction with
users and merchants.

3 Certificateless Public

Cryptography

Key

The security of mobile payment system was ensured by
the certificateless public key cryptography in this study.
The certificateless public key cryptography [3] is based on
the assumption of a difficult problem. No algorithm can
solve the problem quickly in mathematics so that the se-
curity can be guaranteed. The algorithm of certificateless
public key cryptography can be divided into seven steps:

622
— Application
| User | Merchant
| platform
[ Business system | Payment system |-n— Business

rlatform
L_E:Egmmess Ha‘;‘.‘fﬂé'!],’f"!_ ?Mlana;cumu

platform

| Safety certificate ]

Comprehensive access adapter port = Access

Hosted network

platform

Figure 1: The basic framework of the mobile payment
system

1) Firstly, through the key generation center (KGC) [5],
master secrete key (msk) and public parameter [6]
are obtained according to security parameter k;

2) Then msk, params, and ID for indicating user iden-
tity are input into KGC to obtain some private
key D. D is transmitted to the corresponding user
through the secure channel of the mobile network;

3) params and ID are input into K GC' to obtain secrete
value x;

4) params,D and x are combined to generate private
key sk through KGC;

5) params and x are combined to generate public key
pk through KGC,

6) Data M which needs encryption is encrypted us-
ing params, sender I D, sk and receiver I D and pk,
and it is transmitted to the platform of the receiver
through the secure channel of mobile network;

7) After receiving the encrypted M, the receiver plat-
form makes authentication with params, sender 1D,
sk, receiver ID and pk and decrypts it to obtain
plaintext.

In the above algorithm steps of certificateless public
key cryptography, Steps 1-5 are about generating encryp-
tion parameters and public and private keys about KGC,
and Steps 6 and 7 are about encrypting and decrypting
the plaintext information by using the encryption param-
eters and public and private keys. Compared with the
traditional public key cryptography described above, cer-
tificateless public key cryptography avoids the manage-
ment problem of public key certificate and the hosting
problem of private key as the secrete key generated by
KGC is only a part and will be combined with x ran-
domly selected by user when using and the private key is
stored by user.

The flow of mobile payment based on certificateless
public key cryptography is shown in Figure 2. After the
customer places an order on the mobile terminal, the mer-
chant generates payment information according to the or-
der and transmits it to the customer’s mobile terminal
through the secure channel of the mobile network [14].
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Figure 2: The mobile payment flow based on certificate-
less public key cryptography

Then, the public key pair is generated in the server of
the mobile terminal and the payment information is en-
crypted.

The encrypted payment information is transmitted to
the customer through the secure channel. Financial in-
stitutions decrypt the encrypted information after pass-
ing the authentication, so as to obtain the payment in-
formation, then settle the user’s account according to
the payment information, and generate the settlement re-
ceipt. Financial institutions also encrypt the settlement
receipt by using the certificateless public key cryptogra-
phy technology and transmit the encrypted receipt to the
customer’s mobile terminal through the secure channel.
After receiving the encrypted receipt, the mobile termi-
nal decrypts it in its server to obtain the payment receipt
information and then transmits the payment receipt infor-
mation to the merchant through the secure channel. After
receiving the payment receipt, the merchant confirms that
the payment is successful, and the whole payment process
ends.

4 Simulation Experiment

4.1 Experimental Environment

In this experiment, the cloud platform was built using
OpenSack [4]. The computer, mobile phone and cloud
platform in the laboratory were all in the wireless LAN
of the laboratory. The computer was configured with 6G
memory, core i5 processor and 32-bit Windows 7 oper-
ating system; the mobile phone was configured with An-
droid operating system, 4G memory and six-core proces-
sor; the maximum transmission speed of wireless LAN
was 100 MB/s.

4.2 Experiment Setup

1) Security analysis of mobile payment based on certifi-
cateless public key cryptography.
The experimental method was to publish the pay-
ment information including user name, order infor-
mation, payment amount, etc., by taking computer
as the merchant, then send the payment information
to the mobile phone, encrypt the payment informa-
tion by the certificateless public key cryptography
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technology and send it to the cloud platform (the
cloud platform in this experiment as a third-party
financial institution) to simulate the process of mo-
bile payment. In order to verify the security of the
mobile payment system in the big data environment,
10 100 pieces of payment information were processed
in the WLAN at the same time, and the processing
method was the same as experiment Steps 1 and 2
above. The regular payment process was used to in-
teract 10-100 pieces of payment information in the
LAN at the same time, and the irregular third-party
attacker was applied for pretending to be the plat-
form and users in LAN. In the regular payment pro-
cess experiment, the number of successful payment
was counted; for the irregular payment experiment,
the decryption degree of the attacker to the payment
information was counted. This experiment was com-
pared with mobile payment systems based on public
key cryptography and security authentication.

2) Efficiency analysis of mobile payment based on cer-
tificateless public key cryptography.
In this study, regular mobile payment was performed
in the mobile payment system through mobile phone,
and the whole mobile payment process was divided
into five processes:

a. The phase when mobile phones received pay-
ment information from merchants;

b. The phase when mobile phones received infor-
mation and sent it to the cloud platform after
encryption;

c. The phase when the cloud platform receives in-
formation, decrypts it, and sends the informa-
tion to the mobile phone according to the infor-
mation encryption payment receipt;

d. The phase when the mobile phone receives the
payment receipt and decrypts it and sends it to
the merchant;

e. The phase when the merchant receives the pay-
ment receipt.

In this study, the time point of information transmis-
sion and reception was determined by the time stamp of
data transmission [8], so as to calculate the time con-
sumption of each phase. Moreover, in order to verify the
efficiency of the mobile payment system proposed in this
study, it was compared with two mobile payment systems
based on public key cryptography and security authenti-
cation system. The total number of payment information
transmitted in the experiment was 100, and the average
value was taken as the final result.

4.3 Experimental Results

There is no severe problem in the regular payment; there-
fore considering the limited length of paper, only the back-
ground logs of the cloud platform and attacker in the ir-
regular payment process are displayed. It was seen from
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Figure 3 that mobile phone B, as an attacker, intercepted
the payment information ciphertext sent by mobile phone
A at 08:32:00. At that time, mobile phone B disguised
itself as a cloud platform to receive the payment cipher-
text and then authenticated and decrypted the ciphertext.
However, as mobile phone B was not registered in the mo-
bile system and did not master part of the private key of
mobile phone A, the authentication failed, and only messy
code was obtained after decryption.

As the real payment information cannot be obtained,
mobile phone B attempted to forge the payment infor-
mation, encrypted the forged payment information with
public parameters and forged private keys, and sent it to
the cloud platform. The above process lasted about 3
s according to the records. The cloud platform received
the ciphertext at 08:32:03, and the cloud platform did
not know whether the ciphertext was from user A at that
moment and then it verified the identity of the cipher-
text sender according to the registration data stored in
the database and decrypted it with part of the private
key and public parameters. The final identity authenti-
cation failed, and the only messy code was obtained after
decryption. The cloud platform determined the payment
information as invalid and deleted it.

Figure 3: Background logs of the cloud platform and at-
tacker client in the regular mobile payment process

One of the characteristics of big data environment in
mobile network is the huge amount of data transferred.
Therefore, in order to verify the security of this mobile
payment system in big data environment, mobile payment
information transferred at the same time was gradually
added in wireless LAN, and the system was compared
with the payment system under the other two cryptog-
raphy technologies. The comparison results are shown in
Figure 4.

In the regular payment process, the payment system
proposed in this study could effectively handle the in-
crease of the amount of payment information that needed
to be processed in the network, without payment failure;
the payment system based on public key infrastructure
(PKI) and the payment system based on wireless public
key infrastructure (WPKI) did not show payment failure
when processing 10-30 pieces of payment information, but
when processing 40 or more pieces of payment informa-
tion, both payment systems had payment failure, and the
WPKI based payment system failed more times.

In the irregular payment process, the decryption de-
gree of the third party attacker to the payment cipher-
text of the payment system kept at about 1% with the in-
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crease of the amount of payment information, which was
regarded as the decryption failure; the decryption degree
of the third party attacker to the payment ciphertext of
the payment system under the other two cryptography
technologies increased with the increase of the amount of
payment information, in which the increase of the PKI
based payment system was faster.
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Figure 4: Security comparison of three cryptography tech-
nologies in big data environment

For mobile payment, its greatest convenience is that
it can initiate transactions anytime and anywhere within
the network coverage. In the existing big data environ-
ment, the amount of data transmitted in the network is
very large, and the communication channel resources of
the mobile network are limited, so the efficiency of mobile
payment will directly affect the user’s experience. The
faster the payment efficiency, the lower the delay, the less
the occupied channel resources, the more the mobile pay-
ment users supported. In order to verify the efficiency of
the mobile payment proposed in this study, it was com-
pared with the other two mobile payment systems, and
the results are shown in Figure 5. PKI represents mobile
payment based on public key cryptography, and WPKI
represents mobile payment based on security authentica-
tion system. It was seen intuitively from Figure 5 that
no matter what kind of mobile payment was used, the
time consumed was the shortest in Steps 1 and 5, and the
time consumed in Step 3 was the longest. The reason for
the above phenomenon was that Steps 1 and 5 were only
about the transfer of payment information and receipt in-
formation, and Step 3 not only involves encryption, but
also involves decryption.

As to the comparison between the three mobile pay-
ment means at the same phase, the difference between
them atSteps 1 and 5 was not large, and the reason has
been described above; in Steps 2, 3, and 4, the mobile
payment proposed in this study consumed the shortest
time and the WPKI based mobile payment consumed the
longest time. The reason for the above phenomenon was
that Hash function which was used for encryption and de-
cryption consumed more time in the computation of finite
field compared to point multiplication, and the mobile
payment proposed in this study used less Hash function
computation in the encryption and decryption phases,
and the WPKI based mobile payment needed safety cer-
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tificate certification in the certificate management center
in addition to Hash function computation. Finally, the
average total time consumed by the mobile payment sys-
tem proposed in this study was 49.28 ms, the average total
time consumed by the mobile payment based on PKI was
50.72 ms, and the average total time consumed by the
mobile payment based on WPKI was 51.95 ms.
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Figure 5: Comparison of mobile payment efficiency under
three kinds of cryptography

5 Conclusion

This paper introduced the mobile payment and certifi-
cateless public key cryptography, applied certificateless
public key cryptography to the mobile payment system,
and carried out the simulation experiment on the secu-
rity and efficiency of the mobile payment system in the
wireless LAN built in the laboratory. The experimental
results are as follows:

1) No matter another mobile terminal with the same
configuration pretended to be the cloud platform to
receive information or pretended to be the regular
user to send information when attacking the mobile
payment, it failed to pass authentication and decryp-
tion;

2) With the increase of payment information in the net-
work, the payment system proposed in this study
could ensure the success of payment in the process of
regular payment and maintained a very low degree
of decryption under the attack of the third party;
times of failure of the other two payment systems
increased with the increase of payment information
to be processed, and the degree of decryption under
attack also increased;

3) The average total time consumed by the mobile pay-
ment system proposed in this study was 49.28 ms,
the average total time consumed by the mobile pay-
ment based on PKI was 50.72 ms, and the average
total time consumed by the mobile payment based
on WPKI was 51.95 ms; the phase of encryption and
decryption consumed the longest time in the whole
payment process.
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